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FINE GRAIN SECURITY FOR ANALYTIC DATA SETS

RELATED APPLICATION
16001} This application claims priority to U.S. Patent Application No. 15/099,533 entitled
“FINE GRAIN SECURITY FOR ANALYTIC DATA SETS™ filed April 14, 2016 (Atty. Docket

No. SALE 1147-1/1699US). The related application is hereby incorporated by reference for all
purposes.
16002] This application is related to U.S. Patent Application No. 14/512,230 entitled “ROW-
LEVEL SECURITY INTEGRATION OF ANALYTICAL DATA STORE WITH CLOUD
ARCHITECTURE” filed October 10™, 2014 (Atty. Docket No. SALE 1096-1/1451US). As
described in that application, indexed fields in such read-only databases can be called
dimensions, and quantity fields can be called measures. More details are found in the related
application, which is hereby incorporated by reference for all purposes, as it also was
incorporated in the priority apphication.

FIELD OF THE TECHNOLOGY DISCLOSED

[6003] The ficld of the disclosed technology is fine grain security for ulira-fast, ad-hoc data

explotation and faceted navigation on integrated, heterogeneous data sets.

BACKGROUND

16004] The subiect matter discussed in the background section should not be assumed to be

prior art merely as a result of ifs mention in the background section. Similarly, a problem
mentioned in the background section or associated with the subject matter of the background
section should not be assumed to have been previously recognized in the prior art. The subject
matter in the background section merely represents different approaches, which in and of
themselves may also correspond to implementations of the claimed mventions.

13005] Businesses need the ability to query and to view query results in real time, for large
data sets being analyzed, in order to make informed business decisions. An analytics dataset
includes a materialized collection of fields that has been optimized for ad-hoc query analysis - to
make possible a sub-sccond query response for any query. Security for the fields of the data se

is of paramount importance for the businesses.,

[6006] Business customers need data security for datasets from both internal content
management systems {CRMzs), which include many hundreds of custors data fields ou some
objects, and from external entitics — including other enterprise systems. CRM data security is
vital in many broad categorics of enterprise businesses, including sales, service marketing, social

networking communities, analytics, customized applications and the Internet of Things (IoT).
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Data security is also paramount for data from external sources — which can be received via
comma separated value (CSV) files directly uploaded to an analytics platform. Additionally,
businesses require effective data security for datasets created by combining existing datasets.
6007} Security requirements, for systems that provide business analytics “live” for large
volumes of data, drive the need for the ability to control and restrict user access to data and
functionality. Data security can include organization-level features such as when, where and how
users can login; object-level permissions that determine what actions {e.g., create, read edit,
delete) a user can perform on records of each object; and record-level permissions that grant
access through default settings, sharing rules, ete. Additionally folder organization can be used to
secure a variety of data for an enterprise, including reports, visualization designs, email
templates and documents; folder access can be set to public, or access can be provided on a role-
based basis. Data field-level permissions specify which fields a user can view and edit on records
of an object {e.g., specifving visible and read-only) in one implementation,

[B008] When it 1s desirable to deploy analytics results via a single visualization lens or group
of lenses displayed as a dashboard to users with different security profiles, then either data field
level security (FLS) is needed; or ¢lse it becomes necessary to create copies of datasets with
varying numbers of fields dependent on the pernmissions of each user or user profile. This
requires a systom of creating copies of lenses and modifying for the datasets, and then
configuring application sharing to control user access to the datasets and lenses for which the
user has security permissions. The second option of creating multiple similar datasets can
quickly become a maintenance and security problem, and can cause a significant sysiem
performance impact. Alternatively, the tirst option of using field level security allows a single
report to be shared across users with different security profiles, while ensuring that users see
only the data fields to which they have been granted access.

16009 In an example use case, access to a sensitive ficld like salary needs to be limited to
the employee, a human resources {HR) administrator and executive management, and needs to
disallow read access to all other users. Using FLS, a report author with an HR admin profile can
create a report that inchides employee salaries, and the report author can confidently share the
report with all HR users with full assurance that non-HR admins will not see the field or its data.
[6010] In another use case, individuals’ health data must be protected to comply with Health
Insurance Portability and Accountability Act (HIPAA) privacy rules. In this example, critical-
information viewers (such as doctors and physicians’ assistants) of patient data have profiles that

specity that they can view data fields that include diagnosis descriptions and prescription
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information — fields that an accountant in the business office of the medical tacility would not
have a need to see.
6011} The disclosed technology relates to specifying and entorcing data field level security

on integrated, heterogeneous data sets.

SUMMARY
[6012] A stmplified summary is provided herein to help enable a basic or general
understanding of various aspects of exemplary, non-limiting tmplementations that follow in the
more detailed description and the accompanying drawings. This summary is not intended,
however, as an extensive or exhaustive overview. Instead, the sole purpose of this summary is to
present some concepts related to some exemplary non-limiting implementations in a simplified
form as a prelude fo the more detailed description of the various implementations that follow.
[6613] Disclosed systems and methods are usable to assign field level security to data fields
extracted from primary sources on a batch basis and compiled into analytical, read-only
databases. The method includes assigning ficld level security to the extracted ficlds by
combining user selectable inheritance of field level security from source fields that yield the
extracted ficlds, with pinning of inheritance of field level security for the extracted ficlds to
reference fields in the database sources.
[B314] The disclosed method also includes receiving additional ficlds as unsecured data sets,
and assigning field level security to the additional fields, received by combining user selectable
explicit specification of field level security for the received fields with pinning ot inheritance of
field level security for the received fields to reference fields in the database sources.
[6015] Other aspects and advantages of the technology disclosed can be seen on review of

the drawings, the detailed description and the claims, which follow.

BRIEF DESCRIPTION OF THE DRAWINGS

6016} The included drawings are for illustrative purposes and serve only to provide

examples of possible structures and process operations for one or more implementations of this
disclosure. These drawings in no way limit any changes in form and detail that may be made by
one skilled in the art without departing from the spirit and scope of this disclosure. A more
complete understanding of the subject matter may be derived by referring to the detailed
description and claims when considered in conpunction with the following figures, wherein like
reference numbers refer to similar elements throughout the figures.

16617} FIG. 1 illustrates an example business information and analytics architecture

environment with field level security.
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[6018] F1G. 2 shows a block diagram for example data sources for an analytics cloud
environment.

[6019] FIG. 3 shows an example field level security attribute for a combination of two
joined and transformed datasets.

[3326] FIG. 4 shows an example block diagram with exchanged messages for a remote
request,

16621] FIG. 5 shows and example dashboard with multiple lenses (prior art).

(8622} FiG. 6 shows an overview of the flow for implementing security for data for fields of
data from a secured database.

[6623] FIG. 7 15 a block diagram of an example multi-tenant computer system capable of

implementing fine grain security for analytic data sets.

BETAILED DESCRIPTION

Intreduction

[6024] The following detailed description is made with reference to the figures. Sample
implementations are described to tlustrate the technology disclosed, not to limit its scope, which
is defined by the claims. Those of ordinary skill in the art will recognize a variety of equivalent
variations on the description that follows.

[6025) Insight data analysis supports data exploration, dashboard building, and declarative
representation of data visualizations. During exploration and replayed exploration, changes in
data filtering, grouping and presentation format are animated, showing how a change
redistributes data vatues. Singularly and in combination, these features can conirtbute to
successful data analysis and presentation.

[3026] During single panel data exploration and replay, new data visualizations are animated
as they are designed. Drilling down on a data segment, for instance, causes the original data
segment to subdivide according to the selected regrouping and visually progress through
animated subdivision growth and rearrangement into a more granular data visualization. This
helps the analyst understand the data, and subsequently, explain important data segments to
colleagues who are interesied in the process as well as the numbers.

6027} The disclosed methods for fine grain security for analytic data sets supports the use of
a single dashboard that reports data to be shared across users with different security profiles,
while ensuring that users see only the fields to which they have been granted access.

[6028] Examples of systems, apparatus, and methods according to the disclosed

implementations are described in a “sales opportunity” context. The examples of sales contacts
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such as leads, prospects and accounts are used solely to add context and aid in the understanding
of the disclosed implementations. In other instances, data with numerous elements may include
medical systermn diagnoses and test results, insurance claims, customer service call routing, etc. or
any data that would have a significant number of features. Other applications are possible, so the
following examples should not be taken as definitive or Himiting either in scope, context or
setting. It will thus be apparent to one skilled in the art that implementations may be practiced in

or outside the “sales opportunity” context.

Field Level Securitv Environment

[6029] F1G. 1 illustrates one environment for implementing fine grain security for analytic
data sets in a tield level security environment 188, which includes analytical read-only data store
162, secured CRM data store 184, exiernal data store 142 and multi-tenant CRM computing
services 106, FLS filter 116, in multi-tenant CRM computing services 106, filters large data sets
based on the field level security roles and permissions of a query requestor.

[0G30] Analytical read-only data store 162 includes read-only datasets, with field level
security attributes of nwltiple users, usable for querying and viewing query results in real fime,
for large data sets being analyzed. Secured CRM data store 184 includes datasets extracted from
multi-tenant CRM computing services 186 on a batch basis, in one example. Field level security
for the extracted fields can be assigned by combining user selectable inheritance of field level
security from source fields that yield the extracted fields, with pinning of inheritance of field
level security tor the extracted fields to reference fields in the database source wherein the
reference fields are distinct from the exiracted ticlds. The data acquired {extracted) from large
data reposttories, along with associated field level security, can be compiled into analytical read-
only data store 182, and is usable to create “raw” datascts—read-only data structures for
analytics--that can be augmented, transformed, flattened, etc. and published as customer-visible
datasets for business entitics.

100311 External data store 142 can inchude data from sources that are not part of an
enterprise’s content management system. Examples of external systems inchlude but are not
timited to SAP™, ORACLE E-BUSINESS™, PEOPLESOFT™, NETSUITE™ and
WORKDAY™. This data can include customer purchase history, demographics, relationships,
and preferences. In one example, data can be represented as comma separated values (CSV) that
represent sales quotas for a competitor, provided in a spreadsheet format. Field level security can
be included in the spreadsheet data representation or can be user selectable by an administrator.

External data store 142 can also include daia received from exiernal sources whose field level
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security is assigned to the additional received fields by combining user selectable explicit
specification of field level security for the fields. Data can be received in other formats—
inchiding, but not limited to, other delimiter-separated formats, bitmapped images, Ogg format
containers for different types of multimedia, and proprietary file formats.

[03032] The environment shown in FI1G. 1 includes analytics server 162 which handles
heterogeneous data sources and related exploration, and analytics FLS engine 146 with internal
FLS engine 156 for managing field level security metadata from multiple sources — inchuding
inherited, pinned and user-selected FLS. Additionally network 145 comnmnicates among the
data stores, servers, and engines described herein.

18633 Also shown in the environment is GUT client engine 166 which inchudes visualization
display engine 176 with lens and dashboard builder 178 for viewing live business analytics
lenses and dashboards, and accepting new and updated query requests for exploring nuances of
“Hve” analytic data. These requests can be routed to the analytics server 162 for service. Lens
and dashboard builder 178 designs dashboards, displaying multiple lenses as real-time data query
results. That is, an analyst can arrange display charts for multiple sets of query results on a single
dashboard. When a change to a global filter affects any display chart on the dashboard, the
remaining display charts on the dashboard get updated to retlect the change. Accurate live query
results are produced and displayed across the set of display lenses on the dashboard, subject to
the field level security permissions of the user requesting the query results. GUI client engine
166, manages the flow of analytic query requests from, and responses to the analylics server
162~ for a user of mobile application 165 er user computing device 164,

[8034] A reterence table with fields that have desired security profile attributes can be
created, and fields in the analytic table can be pinned to fields in the reference table. That is, the
field level security for fields can be inherited from a reference field in the table, with binding to
existing columns and attribufes in the data store.

[3335] GUI client engine 166 also includes a user-selectable FLS intertace 186 usable by an
administrator to select and configure security metadata options for fields m analytical read-only
data store 182,

[6036] Multi-tenant CRM computing services 186 can be of varying types including a
workstation, server, computing chuster, blade server, server farm, or any other data processing
system or computing device; and network 1458 can be any network or combination of networks of
devices that communicate with one another. For exaraple, multi-tenant CRM coraputing services
186 can be implemented using one or any combination of a LAN (local area network), WAN

{wide area network), telephone network (Public Switched Telephone Network (PSTN), Session
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Initiation Protocol (SIP), 3G, 4G LTE), wireless network, point-to-point network, star network,
token ring network, hub network, WiMAX, Wi-Fi, peer-to-peer connections like Bluetooth, Near
Field Communication (NFC), Z-Wave, ZigBee, or other appropriate configuration of data
networks, including the Internet. In other implementations, other networks can be used such as
an intranet, an extranet, a virtual private network (VPN), a non-TCP/IP based network, any LAN
or WAN or the like.

[8037] Analytical read-only data store 162, secured CRM data store 184, external data store
142, and multi-tenant CRM computing services 186 can be implemented using a general-purpose
distributed memory caching system. In some implementations, data structures can store
information from one or more tenants into tables of a common database image to form an on-
demand database service {ODDS), which can be tplemented in many ways, such as a multi-
tenant database system (MTDS). A database tmage can inchide one or more database objects. In
other implementations, the databases can be relational database management systems
(RDBMSs), object oriented database management systers (OODBMSs), distributed file systems
(DFS), no-schema database, or any other data storing systems or computing devices. Analytical,
read-only databases can implement response times of under two seconds when searching over
twenty million records and compiling aggregate statistics from selected records.

13038] In some implementations, user computing device 164 can be a personal computer, a
laptop computer, tablet computer, smartphone or other mobile computing device, personal digital
assistant (PDA), digital image capture devices, and the like. Tn some implementations, user
maobile device 165 can be a tablet computer, smartphone or other mobile computing device,
personal digital assistant (PDA), digital image capture devices, and the like.

[6039] Visualization display engine 176 and user-selectable FLS interface 186 can take one
of a number of forms, running n a browser or as an application, inchuding user interfaces,
dashboard mterfaces, engagement consoles, and other interfaces, such as mobile interfaces, tabiet
interfaces, summary interfaces, or wearable interfaces. In some implementations, it can be hosted
on a web-based or cloud-based server in an on-prenuse environment. In one implementation,
visualization display engine 176 and user-selectable FLS interface 186 can be accessed from a
browser running on a computing device. The browser can be CHROME™, INTERNET
EXPLORER™, FIREFOX™, SAFARI™, OPERA™, and the like. In other implementations,
visualization display engine 176 and user-selectable FLS interface 186 can run as an engagement
console on a computer desktop application.

[3040] In other implementations, field level security environment 18¢ may not have the same

elements or components as those listed above and/or may have other/different elements or
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components instead of, or in addition to, those listed above, such as a web server and template
database. The different elements or components can be combined into single software modules
and multiple software modules can run on the same hardware. Data security is considered at
multiple levels in the data flow for a system; one example is described next.

(3041} FIG. 2 shows an example data flow diagram which includes, but is not limited to,
CRM data 242 and external data 292. For analytics cloud 245, app 254 includes datasets 264 that
mcorporate data from CRM data 242 and external data 292, Datasets 264 can be rendered as
lenses 265. Dashboards 266 can display multiple lenses 268 for delivery of analytics based on
CRM data 242 and external data 292 to users 268.

[6042] In one use case, an administrator for the enterprise controls access to the company’s
CRM data 242, Datasct owners control access to records in datasets 264. App owners,
administrators, and users with sutficient permissions (e.g., granted manager access to an app)
control access to datasets 264, lenses 265 and dashboards 266 within the apps. The disclosed
methods of delivering fine grain security via ficld level security can ensure that users 268 sce
only the data for which they have permissions. Security can be adapted to an exiracted dataset
that is detached at build time from the CRM relational database.

[60643] Security can also be adapied to handle data extracted from external sources, operating
under difterent infrastructures and security models, and combined with the extracted CRM data.
In one example use case, a large enterprise may be exploring boat sales by month for competing
boat brands, while analyzing recent loan data extracted trom a data mtegration enterprise whose
research data targets chief intelligence officers (ClOs) senior 1T leads, marketing leaders and
supply chain leaders. That is, heterogeneous data from multiple external sources can be included
on a dashboard for users whose profile covers the needed field level security.

[6044] For some use cases, multiple datasets need to be joined and transformed, and the field
level security for resultant ficlds can be calculated based on a combination of ficld level security
settings in the two or more objects whose data has been joined.

[0045] The following discussion motivaies the use of joins and transformations of datasets
for facilitating the delivery of “hive” data analytics that can illuminate business quandaries.
Various types of on-demand transactional data management systems can be integrated with
analytic data stores to provide to data analysts ad hoc access to query the transaction data
management systems. This can facilitate rapid building of analytic applications that use
numerical values, metrics and measurements to drive business intelligence from transactional
data stored in the transaction data management systems and support organizational decision

making. Transaction data refers to data objects that support operations of an organization and are
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inchuded in application systems that automate key business processes in different areas such as
sales, service, banking, order management, manufacturing, medical records, purchasing, billing,
cte. Some examples of transaction data inclade enterprise data {e.g. order-entry, supply-chain,
shipping, invoices), sales data (e.g. accounts, leads, opportunities}, medical (diagnoses,
prescriptions, billing), and the like.

[B046] Extraction refers to the task of acquiring transaction data from transactional data
stores, according o one implementation. This can be as simple as downloading a flat file from a
database or a spreadsheet, or as sophisticated as setting up relationships with external systems
that then control the transportation of data to the target system. Loading is the phase in which the
captured data is deposited into a new data store such as a warchouse or a mart. In some
implementations, loading can be accomplished by custom prograraming comimands such as
IMPORT in structured query language (SQL) and LOAD in Oracle Utilities. In some
tmplementations, a plurality of apphication-programming interfaces (APIs) can be used, to
intertace with a plurality of transactional data sources, along with extraction connectors that load
the transaction data into dedicated data stores.

(6047} Transformation refers to the stage of applying a series of rules or functions to the
extracted or the loaded data, generally so as to convert the extracted or the loaded data to a
format that 1s conducive for deriving analytics. Some examples of transformation include
selecting only certain columns to load, translating coded values, encoding free-form values,
deriving new calculated values, sorting, joinming data from multiple sources, aggregation, de-
normalization, transposing or pivoting data, splitfing a coluran into multiple columns and data
validation.

[6048] In one implementation, an augment transformation joins data from two datasets to
cunable queries across both of them. For instance, augmenting a “user dataset” with an “account
dataset” can enable a data analyst to generate query that displays all account details, including
the names of the account owner and creator. Augmentation transformation creates a new dataset
based on data from two input dataset. Each input dataset can be identified as the left ov right
datasct. The new dataset includes all the columns of the left dataset and appends only the
specified columns from the right dataset. Augmentation transformation performs a left, outer
join, where the new dataset includes all rows from the left dataset and only matched rows from
the right dataset. In another implementation, queries can be enabled that span mote than two
dataset. This can be achicved by augmenting two datasets at a time. For example, to augment
three datasets, a first two datasets can be augmented before augmenting the resulting dataset with

a third dataset,
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[6049] In some implementations, a join condition in the augment transformation can be

specified to determine how to match rows in the right dataset to those in the left dataset. The

following example illustrates a single-column join condition. To augment the following datasets

based on single-column key, an “Opportunity” is assigned as the left dataset and an “Account” is

assigned as the right dataset. Also, “OpptyAcct” is specified as the relationship between them.

Opportunity dataset

D

Opportunity Name
Amount

Stage

Closed Daie

*Account ID

Account dataset

*1D
Account Name
Annual Revenue

Billing Address

[6050] An “OpptyAcct” prefix is added to all account columns and the datasets are joined

based on a key defined as “Opportunity. Account ID=Account.ID.” After augmenting the two

input datasets, the resulting dataset includes the following colurans:

Opportumity-Account EdgeMart

)

Opportunity Name
Amount

Stage

Closed Date

Account ID

OpptyAcct. Account Name

OpptyAcct. Annual Revenue

OpptyAcct.Billing Address

[3051] In other implementations, different heavy-weight transtormations can be applied,

including a flatten transformation to create role-based access on accounts, index transformation

10
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to index one dimension column in an dataset, Ngram transformation to generate case-sensitive,
full-text index based on data in an dataset, register transformation to register an dataset to make
it available for queries and extract transformation to extract data from fields of a data object.
[6352] For some implementations, fine grain security for analytical data sets includes.
joining data from two or more objects in the primary database sources; and calculating tield level
security i one or more of the fields in the joined data based on a combination of field level
security settings in the two or more objects,

[6053] F1G. 3 shows an exanple implementation of joining two datasets 380. Augment
engine 3458 can join two objects: dataset A 324 and dataset B 328. In some implementations, a
new field can be calculated from data in two or more fields in the primary database sources; and
calculating ficld level security in the new field based on a combination of ficld level security
settings in the two or more objects.

LHIRE ] Transtorm engine 355 can change the results of the jomn. In one implementation the
field level security for the resulting fields, atter the join and transform, are based on the field
level security settings in dataset A 324 and dataset B 328. Resultant dataset 365 inchudes field X
with security level set to by aggregating the security 344, 346 of the ficlds that make up the
derived field. In one example, field A has FLS dependent on column one, field B has FLS
dependent on colummn two, and ficld C is derived from Field A and Field B —depending on both
and bound to both, with field visibility dependent on both column one and column two.
Continuing with the example, the administrator can be allowed to override this default setting:
manually binding field C FLS to colurmn one, or to column two, or to a totally different colunmmn
{column three). Displaying the list of columns (one, two or 'other’) would be based on the lineage
information we have for field C.

[6055] Override options are useful when aggregate statistics are more widely distributed than
underlying details. Roll-ups may not inherit the security restriction of the ficld that they
summarize. Spectal derived security for fields can be produced from JOIN operations. Special
derived security for calculated ficlds may deserve less security than one of the components.
[3056] An example block diagram in FIG. 4 displays one implementation with customized
field level security requirements for users— showing requests and responses between functional
blocks in the environment. GUI client engine 166 sends a request {e.g. a list of lenses, a list of
datasets, a remote query for external data). Upon receipt of the request, analytics server 162
determines whether a new query is needed, and if needed, sends remote request 424 to muli-
tenant CRM computing services 106, which sends a request to the internal FLS engine 156 in

analytics FLS engine 146 — a request for the FLS requitements 434 for the requesting user. When
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the composite FLS 444 for the user is returned to FLS filter 116, then the FLS-filtered response
454 gets generated and sent to analytics server 162 which serves the query results for display to
the user via GUI client engine 166,
163571 For some implementations, FLS can be specitied for fields in a query. In one use
case, an analytics server request includes the objects of interest, along with the field lineage tor
those objects. The analylics server can respond with an object which includes the fields that are
allowed for the requesting user, based on their authorized FLS. The queries and responses can be
delivered using JSON or another format that transmits data objects consisting of atiribute-value
pairs.One example of field Hneage can be expressed as shown below.
* field3.relation ] relation2 field *
"<entity I>" 0 [
"<freldi>",
"<field2>",
"<field3 relation! . relation2 field>",
.
“<entity2>": [
"<fieldi>",
"<field2>",

"<tield3.relation] relation2 tield>",

]
[6058] A user selectable FLS interface 186 can provide a screen interface for an
advunistrator to explicitly specity field level security for extracted fields. The specified FLS, by
the administrator, can override inheritance ot field level security for the extracted ficlds.
[3059] When a user requests a lens, or a dashboard of multiple lenses, that calls for a field
tor which the user does not have the required field level security profile, the GUI can deliver a
message that conveys to the user that their request cannot be completed. For some
implementations, it any field needed for rendering the lens is not viewable by the user, then the
lens is not delivered, and a Ul that commumicates “lens not visible” can be displayed. This resulit
can occur in cases when the user 1s requesting display of a list of available lenses, and also in

cases when the user requests to run a lens query. Similarly, if a user has one or more lenses for
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which they lack security permissions, then the dashboard can hide the lens, in some
implementations, and can display a message that communicates that the lens is hidden from the
user in other cases.

{6060} In some use cases, when a user lacks the required FLS profile, the fields for which
they lack security permissions can be pruned from the available tields for the project, and a
subset of the fields can be used to create a runnable query. Visualization success may be Hmited
in this scenario.

[8061] In another implementation, a list of fields needed to complete a user’s query can be
inchided in the FLS-filtered response to analytics server 162 and queries for lenses and
dashboards can be filtered based on the returned hst of allowable fields. The analytics server 1632
can nspect the fields needed to satisty the queries in the stored visualizations: lenses and
dashboards. The list of lenses and dashboards provided to the GUI 166 can then be filtered by
the analytics server 162. This will prevent users from attemnpting to view lenses and dashboards
which will error out and cause display of a “lens not visible” message. For situations in which an
advanced user attempts to type in a field name for which they do not have field level security
access, the system does not acknowledge recognition of the field name. The disclosed
technology mcludes a specification for extracting the ficlds of data that includes an advanced
search comprising a user-enfered string recognized as a field to which the user does not have
field level access and treating the recognized string as not recognized.

[00662] FIG. 5 (prior art) is shown as an example of a dashboard with multiple lenses. In this
visualization, a user viewing the dashboard ts not allowed to access the “Account Name” ficld.
The dashboard includes two widgets which depend on this field: the right most filter selector -
“account selector” 823 and the bottom right pic chart 568. Two display options include filtering
these two components out of the dashboard, or rendering the dashboard and displaying an error
message in place of those two lenses. As a third alternative, the user could be prevented from
being able to view the dashboard at all.

[6863] In some implementations, a datasct can be created and cached, and the user’s session
can use the FLS information that existed when the dataset for the session was created. For this
use case, the ficld level security restrictions that a user has when they begin a session will
continmue throughout the session.

[6064] A number of options are available to respond to changes in FLS that occur between
extract/build cycles for security analytics. When cache time is zero, that is no caching at all, full

security fidelity is achieved, with no security drift. In some implementations, caching of current
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values of the ficld level security for the fields in the analytical read-only database is valid for a

limited time of one of 5-10 minutes, before querying for an update to the current values.
System Flow

[3065] FIG. 6 illustrates a flowchart of one implementation 608 of implementing fine grain
security for analytic data sets. Flowchart 680 can be implemented at least partially with a
database system, e.g., by one or more processors configured to receive or refrieve information,
process the information, store results, and transmit the results. Other implementations may
perform the steps in different orders and/or with different, fewer or additional steps than the ones
thfustrated in FEG. 6. The actions described below can be subdivided into more steps or
combined into fewer steps to carry out the method described using a ditferent number or
arrangement of steps.

[3366] At action 618, the FLS engine 116 extracts ficlds of data from secured, primary
database sources on a batch basis.

[0067] At action 628, the analytics FLS engine 146 compiles the fields into analytical read
only data storc 182.

[6068] At action 638, internal FLS engine 156 assigns field level security to the extracted
fields, and can manage field level security metadata from multiple sources — including inherited,
pinned and user-selected FLS.

10069 At action 640 analytics FLS engine 146 combines user selectable inheritance of field
level security from source fields that yield the extracted fields with pinning of inheritance of

field level security for the extracted fields to reference fields in the database sources.

Mulii-Tenant fntesration

16070] FEG. 7 presents a block diagram of an exemplary multi-tenant system 788 suitable for
integration with field level security environment 168 of FEG. 1. In general, the illustrated multi-
tenant system 788 of FIG. 7 inchides a server 764 that dynamically creates and supports virtual
applications 716 and 718, based upon data 722 from a common database 732 that is shared
between multiple tenants, alternatively referred to herein as a “multi-tenant database”. Data and
services generated by the virtual applications 716 and 718, including GUI clients, are provided
via a network 745 to any number of client devices 748 or 758, as desired.

6071} As used herein, a “tenant” or an “organization” refers to a group of one or more users
that shares access to common subset of the data within the multi-tenant database 732, In this
regard, cach tenant includes one or more users associated with, assigned {o, or otherwise

belonging to that respective tenant. Stated another way, cach respective user within the mult-
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tenant system 780 is associated with, assigned to, or otherwise belongs to a particular tenant of
the plurality of tenants supported by the multi-tenant system 760, Tenants may represent users,
user departments, work or legal organizations, and/or any other entities that maintain data for
particular sets of users within the nwlti-tenant system 788. Although multiple tenants may share
access to the server 784 and the database 732, the particular data and services provided from the
server 704 to cach tenant can be securely tsolated from those provided to other tenants. The
multi-tenant architecture therefore allows different sets of users to share functionality and
hardware resources without necessarily sharing any of the data 722 belonging to or otherwise
associated with other tenants.

[6072] The multi-tenant database 732 is any sort of repository or other data storage system
capable of storing and managing the data 722 associated with any muraber of tenants. The
database 732 may be implemented using any type of conventional database server hardware. In
various implementations, the database 732 shares processing hardware with the server 784. In
other implementations, the database 732 is implemented using separate physical and/or virtual
database server hardware that communicates with the server 704 to perform the various functions
described herein. The muiti-tenant database 732 may alternatively be referred to herein as an on-
demand database, in that the multi-tenant database 732 provides (or 1s available to provide) data
at run-tirae to on-demand virtual applications 716 or 718 generated by the application platform
717, with tenanti metadata 712 and tenant2 metadata 714 securely isolated.

[0673] In practice, the data 722 may be organized and formatted in any manner to support
the application platform 717. In various implementations, conventional data relationships are
established using any number of pivot tables 713 that establish indexing, uniqueness,
relationships between entities, and/or other aspects of conventional database organization as
desired.

16874 The server 704 is implemented using one or more actual and/or virtual computing
systems that collectively provide the dynamic application platform 717 for generating the virtual
apphcations. For example, the server 784 may be implemented using a cluster of actual and/or
virtual servers operating in conjunction with each other, typically in association with
conventional network communications, cluster management, load balancing and other features as
appropriate. The server 784 operates with any sort of conventional processing hardware such as a
processor 736, memory 738, mput/output features 734 and the like. The input/output 734
generally represent the interface(s) to networks (e.g., to the network 745, or any other local area,
wide area or other network), mass storage, display devices, data entry devices and/or the like.

User interface input devices 734 can include a keyboard; pointing devices such as a mouse,
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trackball, touchpad, or graphics tablet; a scanner; a touch screen incorporated into the display;
audio input devices such as voice recognition systems and microphones; and other types of input
devices. In general, use of the term “input device” is intended to include possible types of
devices and ways to input information into computer system 717.

[B075] User interface output devices can include a display subsystem, a printer, a fax
machine, or non-visual displays such as audio output devices. The display subsyster can mclude
a cathode ray tube (CRT), a tlat-panel device such as a liquid crystal display (LCD), a projection
device, or some other mechanism for creating a visible image. The display subsystem can also
provide a non-visual display such as audio output devices. In general, use of the term “output
device” s intended to mclude all possible types of devices and ways to output information from
processor 736 to the user or to another machine or computer system,

[3076] The processor 736 may be implemented using any suitable processing system, such as
one or more processors, controllers, microprocessors, microcontrollers, processing coves and/or
other computing resources spread across any number of distributed or integrated systerus,
including any number of “cloud-based” or other virtual systems. The memory 738 represents any
non-transitory short or long term storage or other computer-readable media capable of storing
programming instructions for execution on the processor 736, including any sort of random
access memory (RAM), read only memory (ROM), flash memory, magnetic or optical mass
storage, and/or the like. The computer-executable programming instructions, when read and
executed by the server 704 and/or processor 736, cause the server 784 and/or processor 736 to
create, generate, or otherwise facilitate the application platform 717 and/or virtual applications
716 and 718, and perform one or more additional tasks, operations, functions, and/or processes
described herein. It should be noted that the memory 738 represents one suitable implementation
of such computer-readable media, and alternatively or additionally, the server 704 could receive
and cooperate with external computer-readable media that is realized as a portable or mobile
component or application platform, e.g., a portable hard drive, a USB tlash drive, an optical disc,
or the like.

18077} The application platform 717 is any sort of software application or other data
processing engine that generates the virtual applications 716 and 718 that provide data and/or
services to the client devices 748 and 758. In a typical implementation, the application platform
717 gaing access to processing resources, communications inlerfaces and other features of the
processing hardware using any sort of conventional or proprictary operating system 728. The
virtual applications 716 and 718 are typically generated at run-time in response to input received

from the client devices 748 and 758.
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{8078} With continued reference to FI1G. 7, the data and services provided by the server 764
can be retrieved using any sort of personal computer, mobile telephone, tablet or other network-
cuabled client device 748 or 758 on the network 745, In an exemplary implementation, the client
device 748 or 758 includes a display device, such as a monitor, screen, or another conventional
electronic display capable of graphically presenting data and/or mtormation retrieved from the
multi-tenant database 732.

166G79] In some implementations, network{(s) 745 can be any one or any combination of
Local Area Network (LAN}, Wide Area Network (WAN), WiIMAX, Wi-Fi, telephone network,
wireless network, point-to-point network, star network, token ring network, hub network, mesh
network, peer-to-peer connections hike Bluetooth, Near Field Comnmunication (NFC), Z-Wave,
ZigBee, or other appropriate configuration of data networks, including the Internet,

[(380] The foregoing description is merely illustrative in nature and is not intended to limit
the implementations of the subject matter or the application and uses of such implementations.
Furthermore, there is no intention to be bound by any expressed or implied theory presented in
the technical field, background, or the detailed description. As used herein, the word

¥

“exemplary” means “serving as an example, instance, or itlustration.” Any implementation
described herein as exemplary is not necessarily to be construed as preferred or advantageous
over other tmplementations, and the exemplary implementations described herein are not
intended to limit the scope or applicability of the subject matter in any way.

[O081] The technology disclosed can be implemented in the context of any computer-
implemented system including a database system, a nulti-tenant environment, or a relational
database implementation like an ORACLE™ compatible database implementation, an IBM DB2
Enterprise Server compatible relational database implementation, a MySQL or PostgreSQL
compatible relational database implementation or a Microsoft SQL Server compatible relational
database implementation or a NoSQL non-relational database implementation such as a
Vampire™ compatible non-relational database implementation, an Apache Cassandra™
compatible non-relational database implementation, a BigTable compatible non-relational
database tmplementation or an HBase or DynamoDB compatible non-relational database
implementation.

60682} Moreover, the technology disclosed can be implemented using two or more separate
and distinct computer-implemented systems that cooperate and communicate with one another.
The technology disclosed can be implemented in numerous ways, including as a process, a
method, an apparatus, a system, a device, a computer readable medium such as a computer

readable storage mediom that stores computer readable instructions or computer program code,
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or as a computer program product comprising a computer usable medium having a computer

readable program code embodied therein.

Pavticular Implementations

{60831 In one implementation, a disclosed method inchudes extracting ficlds of data from
secured, primary database sources on a batch basis and compiling the fields into analytical, read-
only databases; and assigning tield level security to the extracted tields by combining user
selectable inheritance of field level security from source fields that yield the extracted fields,
with pinning of inheritance of ficld level security for the exiracted ficlds fo reference ficlds in the
database sources wherein the reference fields are distinct from the extracted tields. The disclosed
method can turther include receiving additional fields as unsecured data sets; and assigning field
level security to the additional fields received by combining user selectable explicit specification
of tield level security for the received fields, with pinning of inheritance ot field level security
tor the received fields to reference fields in the database sources wherein the reference fields are
distinct from the extracted fields.

[6084] This method and other implementations of the technology disclosed can include one
or more of the following features and/or teatures described in connection with additional
methods disclosed. In the interest of conciseness, the combinations of features disclosed in this
application are not individually emumerated and are not repeated with cach base set of features.
The reader will understand how features identified in this section can readily be combined with
sets of base features identified as implementations.

[B08S] For some implementations, the user selectable assigning of field level security further
includes assigning ficld level security by overriding inheritance of field level security from the
extracted fields with explicit specification of ficld level security.

[6086] Implementations of the disclosed method for analytical, read-only databases
implement response times of under two seconds when searching over twenty mullion records and
compiling aggregate statistics from selected records.

(30871 For some implementations, the disclosed method of fine grain security for analytical
data sets inchudes joining data from two or more objects in the primary database sources; and
calculating field level security in one or more of the fields in the joined data based on a
combination of field level security seitings in the two or more objects.

[608E] In yet other tmplementations the method can inchude tlagging user-selected reference

ficlds i the database sources as a basis for the pinning: and causing display of a user interface
pah] = o
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that lists the flagged reference fields and enables user pinning of the extracted fields to the
reference ficlds.

[6089] Implementations of the disclosed method further include a specification for extracting
the fields of data that includes an advanced search comprising a user-entered string recognized as
a tield to which the user does not have field level access and treating the recognized string as not
recognized.

[3098] For some implementations of the disclosed method, when a requested lens uses a
field for which a user does not have field level security permission, the lens is not displayed; in
some cases the display includes a message that the lens is not available. Handling of a dashboard
that calls tor a field that isn’t available to a user can include a subset of lenses for the dashboard
for which the user has ticld level security permission, and a message that communicates that the
remaining lens is not available for viewing. In an implementation that inchudes an advance query
specified by a string that calls for a ficld that 1sn't available to a user, no protected data for which
the requesting user does not have security permission is displayed.

[6091] For yet other implementations, caching of user permissions for fields in the analytical
read-only database is for a limited time including but not limited to one of 2-6 minutes, 3-8
minutes, or 4-10 minutes before refreshing the user permissions.

(60921 The disclosed method can further include caching current values of the field level
security for the fields in the analytical read-only database for a limited time of one of 3-8
minutes, before querying for an update to the current values. In other implementations the
method can include caching current values of the field level security for the fields in the
analytical read-only database for a limited time of one of 4-9 minutes, before querying for an
update to the current values; or can include caching current values of the ficld level security for
the fields in the analytical read-only databasc for a limited time of one of 5-10 minutes, betore
querying for an update to the current vahues.

3093} Other implementations may imchide non-transitory tangible computer readable media
tmpressed with instructions that, when executed on a computer device and one or more servers,
perform any of the processes described above.

[6094] Yet another implementation may include a computing system including at least one
server comprising one or more processors and memory, coupled to the processors, containing
computer instructions that, when executed on the processors, cause the computing system o
perform any of the processes described above,

[3095] While the technology disclosed is disclosed by reference to the preferred

embodiments and examples detailed above, it is to be understood that these examples are
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intended in an illustrative rather than in a limiting sense. It is contemplated that modifications
and combinations will readily ocecur to those skilled in the art, which modifications and

combinations will be within the spirit of the invention and the scope of the following claims.
Clauses

1. We disclose a system for building a secure read-only database, including:
extraction means for batch extraction of data fields comprising dimensions and measures
from at least one primary database source;
compiling means for compiling the extracted data fields into at least one read-only
database with immutable indexes for the dimensions among the extracted data fields;
security assignment means for assigning data tield level security access to a plurality of the
compiled data fields, the security means comprising selection means tor a selection between
security inheritance and security pinning, wherein
selection of the security inheritance causes the security assignment means to assign
data field level security by inheritance, from an extracted ficld n the primary database sources,
to the compiled data field; and
sclection of the security pinning causcs the security assignment means o assign data
field level security by security pinning, from a reference field to the compiled data field, with
inheritance of the data field level security from the pinned reference ficld to the compiled data
field;
wherein reference field is distinct from the extracted field;
building means for correlating the assigned data field level security with the compiled data

fields during building of the read-only database.

2. The system of clause 1, further including:
the extraction means further for extraction of additional data ficlds from unsecured data
sets that are not subject to data filed level security; and
security assignment means further for assigning ficld level security to the additional data
fields with section means for further selecting between explicit security and security pinning,
wherein
selection of the explicit security causes the security assignment means to assign data
field level security by explicit specitication of fieid evel security tor the additional data ficlds,
and
selection of the security pinming causes the security assignment means to assign data

field level security by security pinning, from a reference field in a reference table to the compiled
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data field, with inheritance of the data tield level security from the pinned retference field to the

additional data fields.

3. The system of clause 2, the selection means further for selecting between explicit security and
selection of explicit security causes the security assignment means fo assign data field level

security by explicit specification of field level security for the additional data ficlds.

4. The system of any of clauses 1-3, wherein the read-only databases implement response times
of under two seconds when searching over twenty million records and compiling aggregate

statistics from selected records.

5. The system of any of clauses 1-4, further including:

a new field means for calculating a new data ficld from data in two or more data fields in
the primary database source; and

the security assignment means further for calculating data field level security in the new
data tield based on a combination of data field level security settings in the two or more data
fields.
6. The system of any of clauses 1-5, further including:

a object joining means for joining data from two or more objects in the primary database
source; and

the security assignment means further for calculating data field level security n one or
more of data ficlds in the joined data based on a combination of data field level security settings

in the two or more objects,

7. The system of any of ¢clauses 1-6, further including:

the selection means further for flagging at least one of the data fields in the primary
database source as a reference field for the security pinning and for causing display of a user
intertace that lists the flagged reference ficlds and enables user selection of the security pinning

of the extracted fields to the reference fields.

8. We further disclose a method of securing a read-only database, including:

extracting data fields comprising dimensions and measures from at least one primary
database source;

compiling the extracted data tields into at least one read-only database with immutable
indexes for the dimensions among the exiracted data fields;

assigning data ficld level security access to a plurality of the compiled data ficlds with

selection between security inheritance and security pinning, wherein
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selection of the security inheritance causes assigning of data field level security by
inheritance, from an extracted field in the primary database sources, to the compiled data field;
and

selection of the security pinning causes assigning of data field level security by
security pinning, from a reference field to the compiled data ficld, with inheritance of the data
field level security from the pinned reference field to the compiled data field;

wherein reference field is distinet from the extracted field; and

correlating the assigned data field level security with the compiled data fields during

building of the read-only database.

9. The method of clause 8, further including:
extracting additional data ficlds from at least one unsecured data set that s not subject fo
data tiled level security; and
assigning field level security to the additional data fields for further selecting between
exphicit security and security pinning, wherein
sclection of the explicit security causes assigning data field level security by explicit
specification of field level security for the additional data ficlds, and
selection of the security pinning causes assigning data ficld level security by security
pinning, from a reference ficld in a reference table to the compiled data field, with inheritance of

the data field level security from the pinned reference field to the additional data fields.

10. The method of clause 9, further including selecting between explicit security and selection
ot explicit security causes assignming data field level security by explicit specification of field

level security for the additional data fields.

11, The method of any of clauses 8-10, tfurther including:

calculating a new data field from data in two or more data fields in the primary database
source; and

calculating data ficld level security in the new data field based on a combination of data

field level security settings in the two or more data fields.

12. The method of any of clauses 8-11, further including:
joining data from two or more objects in the primary database source; and
calculating data field level security in one or more of data fields i the joined data based on

a combination of data field level security settings in the two or more objects.

13. The method of any of clauses 8-12, further including:
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flagging at least one of the data fields in the primary database source as a reference field
for the security pimning and for causing display of a user interface that lists the flagged reference

fields and enables user selection of the security pinning of the extracted fields to the reference

fields.

14. A non-transitory computer readable storage medium impressed with computer program
instructions to secure a read-only database, the instructions, when exccuted on a processor,
implement a method comprising:
extracting data fields comprising dimensions and measures from at least one primary
database source;
compiling the extracted data fields into at Jeast one read-only database with immutable
indexes for the dimensions among the extracted data fields;
assigning data ficld level security access to a plurality of the compiled data fields with
selection between security inheritance and security pinning, wherein
selection of the security inheritance causes assigning of data field level security by
inheritance, from an extracted field in the primary database sources, to the compiled data ficld;
and
selection of the security pinming causes assigning of data field level security by
security pinning, from a reference ficld to the compiled data field, with inheritance of the data
field level security from the pinned reference field to the compiled data field;
wherein reference field is distinct from the extracted field; and
correlating the assigned data field level security with the compiled data ficlds duning

building of the read-only database.

15. The non-transitory computer readable storage medium of clause 14, implementing the
method further including:
extracting additional data fields from at least one unsecured data set that is not subject to
data tiled level security; and
assigning field level security to the additional data fields for further selecting between
exphicit security and security pinning, wherein
selection of the explicit security causes assigning data field level security by explicit
specification of field level security for the additional data fields, and
selection of the security pinning causes assigning data ficld level security by security
pinning, from a reference ficld in a reference table to the compiled data field, with inheritance of

the data field level security from the pinned reference field to the additional data fields.
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16. The non-transitory computer readable storage medium of clause 15, implementing the
method further including selecting between explicit security and selection of explicit security
causes assigning data field level security by explicit specification of field level security for the

additional datg fields.

17. The non-transitory computer readable storage medium of any of clauses 14-16,
implementing the method further inchuding:

calculating a new data field from data n two or more data fields n the primary database
source; and

calculating data field level security in the new data field based on a combination of data

field level security settings mn the two or more data fields.

18. The non-transitory computer readable storage medium of any of clauses 14-17,
implementing the method further comprising:

joining data from two or more objects in the primary database source; and

calculating data field level security in one or more of data fields i the joined data based on

a combination of data ficld level security settings in the two or more objects.

19. The non-transitory computer readable storage medium of any of clauses 14-18,
implementing the method further comprising:

flagging at least one of the data fields in the primsary database source as a reference field
for the security pimning and for causing display of a user interface that lists the flagged reference
fields and enables user selection of the security pinning of the extracted fields to the reference

tields.
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What is claimed is:
I, A system for building a secure read-only database, including:

exiraction means for batch exiraction of data ficlds comprising dimensions and measures

from at least one primary database sourge;

compiling means for compiling the extracted data fields into at least one read-only

database with immutable indexes for the dimensions among the extracted data fields;

security assignment means for assigning data field level security access to a plurality of the
compiled data fields, the security means comprising selection means for a selection between
security inheritance and security pinning, wherein
selection of the security inheritance causes the security assignment means to assign
data tield level security by inberitance, from an extracted field in the primary
databage sources, to the compiled data field; and
sclection of the security pinning causcs the security assignment means to assign data
field level security by security pinning, from a reference field to the compiled data
field, with inheritance of the data field level security from the pinmed reference field
to the compiled data ficld;
wherein reference field is distinct from the extracted field:
building means for correlating the assigned data field level security with the compiled data
fields during building of the read-only database.
2. The system of claim 1, further including:
the extraction means further for extraction of additional data fields from unsecured data
sets that are not subject to data filed level security; and
security assignment means further for assigning field level security to the additional data
fields with section means for further selecting between explicit secunty and security pinning,
wherein
selection of the explicit security causes the security assignment means to assign data
field level security by explicit specification of field level security for the additional
data fields, and

sclection of the security pinning causcs the security assignment means to assign data
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field level security by security pinning, from a reference ficld in a reference table to
the compiled data field, with inheritance of the data field level security from the

pinned reference field to the additional data fields.

3. The system of claim 2, the selection means further for selecting between explicit security and
selection ot explicit security causes the security assignment means to assign data field level
security by explicit specification of field ievel security for the additional data ficlds.
4. The system of any of claims 1-3, wherein the read-only databases implement response times
of under two seconds when searching over twenty million records and compiling aggregate
statistics from selected records.
5. The system ot any of claims 1-4, further including:

a new field means for calculating a new data ficld from data in two or more data fields in
the primary database source; and

the security assignment means further for calculating data field level security in the new
data tield based on a combination of data field level security settings in the two or more data
fields.
6. The system of any of claims 1-5, further including:

a object joining means for joining data from two or more objects in the primary database
source; and

the security assignment means further tor calculating data field level security in one or
more of data fields in the joined data based on a combination of data field level security settings
in the two or more objects.
7. The system of any of claims 1-6, further including:

the selection means further for tlagging at least one of the data fields in the primary
database source as a reference field for the security pinning and for causing display of a user
intertace that lists the flagged reference fields and enables user selection of the security pinning
of the extracted fields to the reference fields.
8. A method of securing a read-only database, including:

extracting data ficlds comprising dimensions and measures from at least one primary
database source;

compiling the extracted data fields into at least one read-only database with immutable
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indexes for the dimensions among the extracted data fields;

assigning data field level security aceess to a plurality of the compiled data fields with

selection between security inheritance and security pinning, wherein
sclection of the security inheritance causes assigning of data field level security by
inheritance, from an extracted field in the primary database sources, to the compiled
data field; and
selection of the security pinning causes assigning of data field level security by
security pinning, from a reference field to the compiled data ficld, with inheritance of
the data field level security from the pinned reference field to the compiled data
field;
wherein reference field is distinct from the extracted field; and
correlating the assigned data field level sccurity with the compiled data fields during
building of the read-only database.
9. The method of claim 8, further including:
extracting additional data fields from at least one unsecured data set that is not subject o
data filed level security; and
assigning field level security to the additional data fields for further selecting between
explicit security and security pinning, wherein
clection of the explicit security causes assigning data field level security by explicit
specification of field level security for the additional data fields, and
selection of the securily pinning causes assigning data field level security by security
pinning, from a reference field in a reference table to the compiled data field, with
inheritance of the data field level security from the pinned reference field to the
additional data fields.
[0, The method of claim 9, turther including selecting between explicit security and selection of
explicit security causes assigning data field level security by explicit specification of field level
security for the additional data fields.
11, The method of any of claims 8-10, further including:
calculating a new data field from data in two or more data fields in the primary database

source; and
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calculating data field level security in the new data field based on a combination of data
field level security settings in the two or more data fields.
12. The method of any of claims 8-11, further including:
joining data trom two or more objects in the primary database source; and
calculating data field level security in one or more of data ficlds in the joined data based on
a combination of data field level security settings in the two or more objects.
13. The method of any of claims 8-12, further including:
flagging at least one of the data fields in the primary database source as a reference ficld
for the security pinning and for causing display of a user interface that lists the flagged reference
fields and enables user selection of the security pinning of the extracted fields to the reference
fields.
14. A non-transitory computer readable storage medium impressed with computer program
instructions fo secure a read-only database, the instructions, when executed on a processor,
implement a method comprising:
extracting data fields comprising dimensions and measures from at least one primary
database source;
compiling the extracted data fields into at least one read-only database with immutable
indexes for the dimensions among the extracted data fields;
assigning data ficld level security access to a plurality of the compiled data fields with
selection between security inheritance and security pinning, wherein
selection of the security inheritance causes assigning of data field level security by
inheritance, from an extracted field in the primary database sources, to the compiled
data field; and
selection of the security pinning causes assigning of data field level security by
security pinning, from a reference field to the compiled data field, with inheritance of
the data ficld level security from the pinned reference field to the compiled data
field;
wherein reference field is distinet from the extracted field; and
correlating the assigned data ficld level security with the compiled data fields during

building of the read-only database.
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15. The non-transitory computer readable storage medium of claim 14, implementing the
method further including:
extracting additional data fields from at least one unsecured data set that is not subject to
data filed level security; and
assigning field level security to the additional data fields for further selecting between
explicit security and security pinning, wherein
selection of the explicit security causes assigning data field level security by explicit
specification of ficld level security for the additional data fields, and
selection of the sccurity pinning causes assigning data field level security by security
pinning, from a reference field in a reference table to the compiled data field, with
inheritance of the data field level security from the pinned reference field to the

additional data ficlds.

16. The non-transitory computer readable storage medium of claim 15, implementing the
method turther including selecting between explicit security and selection of explicit security
causes assigning data field level security by explicit specification ot field level security for the
additional data fields.
17. The non-transitory computer readable storage medium of any of claims 14-16, implementing
the method turther including:

calculating a new data field from data in two or more data fields in the primary database
source; and

calculating data field level security in the new data field based on a combination of data
field level security settings in the two or more data fields.
18. The non-transitory computer readable storage medium of any of claims 14-17, implementing
the method further comprising:

joining data from two or more objects in the primary database source; and

calculating data field level security in one or more of data fields i the joined data based on
a combination of data field level security settings in the two or more objects.
19. The non-transitory computer readable storage medium of any of claims 14-18, implementing

the method further comprising:

flagging at least one of the data fields in the primary database source as a reference field
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for the security pinning and for causing display of a user interface that lists the flagged reference
fields and enables user selection of the security pinning of the extracted fields to the reference

fields.
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AMENDED CLAIMS
received by the International Bureau on 26 september 2017 (26.09.2017)

1. A system for building a secure read-only database with data field level security inheritance,

including:

extraction means for batch extraction of data fields comprising dimensions and measures

from at least one primary database source;

compiling means for compiling the extracted data fields into at least one read-only

database with immutable indexes for the dimensions among the extracted data fields;

security assignment means for assigning data field level security access to a plurality of the
compiled data fields, the security means comprising selection means for a selection for a first
compiled data field among the compiled data fields between security inheritance and security

pinning, wherein

selection of the security inheritance causes the security assignment means to assign
data field level security to the first compiled data field by inheritance, from an

extracted field in the primary database source; and

selection of the security pinning causes the security assignment means to assign data
field level security to the first compiled data field by security pinning of the first
compiled data field to a reference field, with inheritance of the data field level

security by the compiled data field from the pinned reference field;

wherein the reference field is a second compiled data field extracted from the

primary data source with data field level security inheritance;

building means for correlating the assigned data field level security with the compiled data

fields during building of the read-only database.
2. The system of claim 1, with handling of unsecured source fields, further including:

the extraction means further for extraction of additional data fields from unsecured data

sets that are not subject to data filed level security; and

security assignment means further for assigning field level security to the additional data
fields with selection means for further selecting for a third data field among the additional data

fields between explicit security and security pinning, wherein

selection of the explicit security causes the security assignment means to assign data

field level security by explicit specification of field level security for the third data
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field, and

selection of the security pinning causes the security assignment means to assign data
field level security to the third data field by security pinning of the third data field to
the reference field in a reference table, with inheritance of the data field level

security by the third data field from the pinned reference field.

3. The system of claim 2, the selection means further for selecting between explicit security and
selection of explicit security causes the security assignment means to assign data field level

security by explicit specification of field level security for the additional data fields.

4. The system of any of claims 1-3, wherein the read-only databases implement response times
of under two seconds when searching over twenty million records and compiling aggregate

statistics from selected records.
5. The system of any of claims 1-4, further including:

a new field means for calculating a new data field from data in two or more data fields in

the primary database source; and

the security assignment means further for calculating data field level security in the new
data field based on a combination of data field level security settings in the two or more data
fields.

6. The system of any of claims 1-5, further including:

a object joining means for joining data from two or more objects in the primary database

source; and

the security assignment means further for calculating data field level security in one or
more of data fields in the joined data based on a combination of data field level security settings

in the two or more objects.
7. The system of any of claims 1-6, further including:

the selection means further for flagging at least one of the data fields in the primary
database source as a reference field for the security pinning and for causing display of a user
interface that lists the flagged reference fields and enables user selection of the security pinning

of the extracted fields to the reference fields.
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8. A method of securing a read-only database with data field level security inheritance,
including:

extracting data fields comprising dimensions and measures from at least one primary
database source;

compiling the extracted data fields into at least one read-only database with immutable

indexes for the dimensions among the extracted data fields;

assigning data field level security access to a plurality of the compiled data fields with
selection between security inheritance and security pinning, including assignment of the field

level security access to a first compiled data field among the compiled data fields, wherein

selection of the security inheritance causes assigning of data field level security to

the first compiled data field by inheritance, from an extracted field in the primary

database source; and

selection of the security pinning causes assigning of data field level security to the
first compiled data field by security pinning of the first compiled data field to a
reference field, with inheritance of the data field level security by the first compiled

data field from the pinned reference field;

wherein the reference field is a second compiled data field extracted from the

primary data source with data field level security inheritance; and

correlating the assigned data field level security with the compiled data fields during

building of the read-only database.
9. The method of claim &, with handling of unsecured source fields, further including:

extracting additional data fields from at least one unsecured data set that is not subject to

data filed level security; and

assigning field level security to a third data field among the additional data fields by

further selecting between explicit security and security pinning, wherein

selection of the explicit security causes assigning data field level security by explicit

specification of field level security for the third data field, and

selection of the security pinning causes assigning data field level security to the third
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data field by security pinning of the third data field to the reference field in a
reference table to the compiled data field, with inheritance of the data field level

security by the third data field from the pinned reference field.

10. The method of claim 9, further including selecting between explicit security and selection of
explicit security causes assigning data field level security by explicit specification of field level

security for the additional data fields.
11. The method of any of claims 8-10, further including:

calculating a new data field from data in two or more data fields in the primary database

source; and

calculating data field level security in the new data field based on a combination of data

field level security settings in the two or more data fields.
12. The method of any of claims 8-11, further including:
joining data from two or more objects in the primary database source; and

calculating data field level security in one or more of data fields in the joined data based on

a combination of data field level security settings in the two or more objects.
13. The method of any of claims 8-12, further including:

flagging at least one of the data fields in the primary database source as a reference field
for the security pinning and for causing display of a user interface that lists the flagged reference
fields and enables user selection of the security pinning of the extracted fields to the reference

fields.

14. A non-transitory computer readable storage medium impressed with computer program
instructions to secure a read-only database, the instructions, when executed on a processor,

implement a method comprising:

extracting data fields comprising dimensions and measures from at least one primary

database source;

compiling the extracted data fields into at least one read-only database with immutable

indexes for the dimensions among the extracted data fields;

assigning data field level security access to a plurality of the compiled data fields with
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selection between security inheritance and security pinning, including assignment of the field

level security access to a first compiled data field among the compiled data fields, wherein

selection of the security inheritance causes assigning of data field level security to
the first compiled data field by inheritance, from an extracted field in the primary

database source; and

selection of the security pinning causes assigning of data field level security to the
first compiled data field by security pinning of the first compiled data field to a
reference field, with inheritance of the data field level security by the first compiled

data field from the pinned reference field;

wherein the reference field is a second compiled data field extracted from the

primary data source with data field level security inheritance; and

correlating the assigned data field level security with the compiled data fields during

building of the read-only database.

15. The non-transitory computer readable storage medium of claim 14, with handling of

unsecured source fields, implementing the method further including:

extracting additional data fields from at least one unsecured data set that is not subject to

data filed level security; and

assigning field level security to a third data field among the additional data fields by

further selecting between explicit security and security pinning, wherein

selection of the explicit security causes assigning data field level security by explicit

specification of field level security for the third data field, and

selection of the security pinning causes assigning data field level security to the third
data field by security pinning of the third data field to the reference field in a
reference table to the compiled data field, with inheritance of the data field level

security by the third data field from the pinned reference field.

16. The non-transitory computer readable storage medium of claim 15, implementing the
method further including selecting between explicit security and selection of explicit security
causes assigning data field level security by explicit specification of field level security for the

additional data fields.
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17. The non-transitory computer readable storage medium of any of claims 14-16, implementing

the method further including:

calculating a new data field from data in two or more data fields in the primary database

source; and

calculating data field level security in the new data field based on a combination of data

field level security settings in the two or more data fields.

18. The non-transitory computer readable storage medium of any of claims 14-17, implementing

the method further comprising:
joining data from two or more objects in the primary database source; and

calculating data field level security in one or more of data fields in the joined data based on

a combination of data field level security settings in the two or more objects.

19. The non-transitory computer readable storage medium of any of claims 14-18, implementing

the method further comprising:

flagging at least one of the data fields in the primary database source as a reference field
for the security pinning and for causing display of a user interface that lists the flagged reference
fields and enables user selection of the security pinning of the extracted fields to the reference

fields.
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