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(54) Title: SYSTEMS AND METHODS FOR CREATING FINGERPRINTS OF ENCRYPTION DEVICES
(57) Abstract: Systems and methods for creating fingerprints for encryption devices are described herein. In various embodiments,
the system includes an encryption device operatively connected to a device management system. According to particular embodiments, the device management system: 1) receives a first payload from the encryption device, the first payload including data in a
particular format; 2) creates a fingerprint for the encryption device, the fingerprint including a section format for each of one or more
distinct sections of the particular format; 3) storing a record of the fingerprint for the encryption device and the unique identifier at
the at least one database; and 4) comparing a format of each subsequent payload received from the encryption device to the nge
print for the device to determine whether the device has been compromised.

SYSTEMS AND METHODS FOR CREATING FINGERPRINTS OF

ENCRYPTION DEVICES
CROSS-REFERENCE

TO RELATED APPLICATIONS

This application claims the benefit under 75 U.8.C. § 119(e) of U.S. Provisional Patent

Application No. 61/955,739, filed March 19, 2014, entitled, "Systems and Methods of Point of
Interaction Management," incorporated herein by reference in its entirety.
This application is related to and incorporates by reference herein the following U.S.
patent applications:
U.S. patent application no.

, filed

20 5, entitled

"Systems and Methods for Facilitating Encryption of Payloads Received from Encryption
Devices";
U.S. patent application no.

, filed

, 2015, entitled

"Systems and Methods for Creating and Tracking States of Encryption Devices"; and
U.S. patent application no.

, filed

, 20

, entitled

"Systems and Methods for Creating Fingerprints of Encryption Devices."
TECHNICAL FIELD

The present disclosure relates generally point to point encryption (P2PE) and
management of point to point encryption systems.

BACKGROUND
Protecting cardholder data during an electronic payment transaction is vital for ail entities
involved in the processing of that transaction. It was recently made public that in the fourth
quarter of 2013 and throughout 20 4, significant data breaches occurred at major national
retailers. In each instance, cardholder account numbers, and associated cardholder personal data,
were illegally obtained by malicious fraudsters, exposing millions of sensitive payment records

to potential fraudulent use, including identity theft. As a result, each retailer experienced
damages in terms of lost sales, fines, and potential lawsuits for alleged negligence with regard to
payment security standards. Another serious consequence of such breaches is brand erosion.

Data breaches are not a new occurrence in the payments industry, but the increasing
number of breaches that occur each year, their severity in terms of numbers of records obtained,
and the speed and stealth with which such breaches occur is new.

It is not a matter of if a business will experience a breach, it's a matter of when. While it
is impossible to eliminate the possibility of a data breach occurring, it is now possible to protect

cardholder data integrity in the event of a breach through PCI-validated point-to-point encryption
(P2PE). PCI-validated P2PE renders any potential cardholder data useless and void of value in

the event of a data theft because the cardholder data cannot be decrypted.

BRIEF SUMMARY OF THE DISCLOSURE.
In various embodiments, the systems and methods herein include a point to point

encryption management system configured to receive information from a plurality of point of
interaction devices, the point to point encryption management system including a) a database for
storing device information and b) at least one processor operatively coupled to the database, the
at least one processor configured for: 1) receiving a payload originating from a point of

interaction device, the payload including encrypted payment information and a device identifier;
2) parsing the payload to extract the device identifier; 3) retrieving an identifier table from the

database, the identifier table including one or more device identifiers received by the point to
point encryption management system; 4) comparing the device identifier to the identifier table to
determine whether the device identifier is included in the identifier table; and 5) upon
determining that the device identifier is included in the identifier table, facilitating decryption of
the encrypted payment information.
According to particular embodiments, the systems and methods herein include a point to
point encryption management system confi gured to receive information from a plurality of point
of interaction devices, the point to point encryption management system including a) a database
for storing device information and b) at least one processor operatively coupled to the database,
the at least one processor configured for: 1) receiving a payload originating from a point of

interaction device, the payload including encrypted data and a device serial number; 2) parsing
the payload to extract the device serial number; 3) retrieving a serial number table from the
database, the serial number table including one or more serial numbers received by the point to
point encryption management system; 4) comparing the device serial number to the serial

number table to determine whether the device serial number is included in the serial number
table; 5) upon determining that the device serial number is included in the table, retrieving, from

memory, a fingerprint associated with a record of the point of interaction device, wherein the
fingerprint is an identifier created by the point to point encryption management system for the
point of interaction device based on the format of one or more payloads that originated from the
point of interaction device; 6) comparing the payload to the fingerprint to determine whether the
point of interaction device has been compromised; and 7) upon determining that the point of
interaction device has not been compromised, facilitating decryption of the encrypted payment
card information.
In one or more embodiments, the systems and methods herein include a computerimplemented method for decrypting encrypted data, the computer-implemented method
including: A) providing at least one encryption device including at least one processor

configured to transmit encrypted data and a device serial number; and B) providing an
encryption management system configured to receive information from the encryption device
and at least one computer terminal located at a key injection facility, the encryption management
system including a) a database for storing device information and b) at least one processor
operatively coupled to the database, the at least one processor configured for: 1) receiving an
initial device serial number from the at least one terminal located at the key injection facility; 2)
writing the initial device serial number to a table in memory and storing the table in a database;
3) receiving a payload at least partially originating from the encryption device, the payload

including encrypted data and the device serial number; 4) parsing the payload to extract the
device serial number; 5) retrieving the table from the database; 6) comparing the device serial
number to the initial device serial number to determine whether the device serial number is
included in the table; and 7) upon detennining that the device serial number and the initial device
serial number are the same serial number, facilitating decryption of the encrypted data.

According to some embodiments, the systems and methods herein include a computer
system for point to point encryption of payment transactions, the computer system including: A)
at least one point of interaction device including a) one or more magnetic read heads for reading

consumer payment cards and b) at least one processor configured to transmit consumer payment
card information and a device serial number associated with the at least one point of interaction
device; B) a hardware security module configured for decryption of payment card information;

and C) a point to point encryption management system configured to receive information from
the point of interaction device and at least one computer terminal located at a key injection
facility, the point to point encryption management system including a) a database for storing
device information and b) at least one processor operatively coupled to the database, the at least
one processor configured for: 1) receiving an initial device serial number from the at least one

computer terminal located a the key injection facility; 2) writing the mitial device serial number
to a table in memory and storing the table in the database; 3) receiving a first payload originating
from the point of interaction device, the first payload including first encrypted payment card

information and the device serial number; 4 ) parsing the payload to extract the device serial
number; 5) retrieving the table from the database; 6) comparing the device serial number to the
initial device serial number to determine whether the device serial number is included in the

table; 7) upon determining that the device serial number and the initial device serial number are
the same serial number: i) facilitating decryption of the payment car information; and ii)
creating a fingerprint for the point of interaction device based on the format of the first payload
and storing the payload identifier in memory; 8) receiving a second payload originating from the
point of interaction device including encrypted second payment card information and the device
serial number; 9) parsing the received second payload to extract the device serial number; 0)

retrieving the table from the database;

) comparing the device serial number to the initial

device serial number to determine whether the device serial number is included in the table; 12)
upon determining that the device serial number and the initial device serial number are the same

serial number, retrieving the fingerprint; 13) comparing the second payload to the fingerprint to
determine whether the point of interaction device has been compromised; and 14) upon
determining that the point of interaction device has not been compromised, transmitting the
second payment information to the hardware security module for decryption.

In at least one embodiment, the systems and methods herein include a computer system
decrypting payment transactions the computer system including: A) at least one point of
interaction device including one or more processors configured to transmit consumer payment
card information and a device serial number associated with the at least one point of interaction

device; and B) a point to point encryption management system configured to receive information
from the point of interaction device and at least one computer terminal located at a key injection
facility, the point to point encryption management system including a) a database for storing

device information and b) at least one processor operatively coupled to the database, the at least
one processor configured for: ) receiving an initial device serial number from the at least one
computer terminal located at the key injection facility; 2) writing the initial device serial number
to a table in memor and storing the able in the database; 3) receiving a payload at least partial ly

originating from the point of interaction device, the payload including encrypted payment card
information and the device serial number; 4) parsing the payload to extract the device serial
number; 5) retrieving the table from the database; 6) comparing the device serial number to the
initial device serial number to determine whether the device serial number is included in the
able; and 7) upon determining that the device serial number and the initial device serial number

are the same serial number, facilitating decryption of the payment card information.
In further embodiments, the systems and methods herein include a computer-

implemented method for decrypting payment transactions, the method including: 1) providing a
least one point of interaction device including one or more processors configured to transmit
consumer payment information and a device serial number associated with the at least one point
of interaction device; 2) providing a point to point encryption management system configured to
receive information from the point of interaction device, the point to point encryption
management system including a) a database for storing device information and b) at least one
processor operative!)' coupled to the database; 3) receiving, by the least one processor, an initial
device serial number at least one computer third party computing device; 4) writing, by the least
one processor, the initial device serial number to a table in memory and storing the table in the
database; 5) receiving, by the at least one processor, a payload at least partially originating from
the point of interaction device, the payload including encrypted payment information an the
device serial number; 6) parsing, by the at least one processor, the payload to extract the device
serial number; 7) comparing, by the at least one processor, the device serial number to the initial

device serial number to determine whether the device serial number and the initial serial number
are the same serial number; and 8) upon determining that the device serial number and the initial
de vice serial number are the same seri a l number, facilitating decryption of the payment

information.
According to various embodiments, the systems and methods herein include a computer
system for creating a fingerprint for a device, the computer system including the device
operatively connected to a device management system, the device management system including

at least one processor operatively coupled to at least one database, the at least one processor

configured for: ) receiving a first pavload from the device, the first payload including data in a
particular format and a device indicator, the device indicator including a unique identifier used
for identifying the device; 2) creating the fingerprint for the device, the fingerprint including a
section format for each of one or more distinct sections of the particular format in a particular
order; 3) storing a record of the fingerprint for the device and the unique identifier at the at least
one database: and 4) comparing a format of each subsequent payload received from the device to
the fingerprint for the device to determine whether the device has been compromised.
In particular embodiments, the systems and methods herein include a computer system

for creating a fingerprint for a device the computer system including the device operatively
connected to a device management system, the device management system including at least one
processor operatively coupled to at least one database the at least one processor configured for:
1) receiving payloads from a particular device, each payload including encrypted and

unencrypted data in a format; 2) comparing the format of each payload from the particular device
to the fingerprint associated with the particular device; and 3) upon determining that the format
of a particular payload of the payloads received from the particular device does not match the
fingerprint associated with the particular device, declining to decrypt the encrypted data of the
particular payload and transmitting a notification of declining to decrypt the encrypted data to a
user computing system associated with a user.
According to one or more embodiments, the systems and methods herein include a
computer-implemented method for creating a fingerprint for a device, the method including: A)
providing a device capable of encrypting data; B) providing a computer system operatively
coupled to the device, the computer system including: 1) a decrypting means for decrypting data
received from the device; 2) a fingerprint creation means for creating a fingerprint associated
with the device; 3) at least one database; and 4) at least one processor operatively coupled to the
decrypting means the fingerprint creation means, and the at least one database; C) receiving, by
the at least one processor, a first payload from the device, the first payload including data in a

particular format, a device indicator and encrypted data, the device indicator including a unique
identifier used for identifying the device; D) creating, by the fingerprint creation means, a
fingerprint for the device, the fingerprint including a section format for each of one or more
distinct sections of the particular format in a particular order; E) storing a record of the

fingerprint for the device and the unique identifier at the at least one database and changing a
state of the device to active by the at least one processor; F) comparing, by the at least one

processor, a second particular format of a subsequent payioad received from the device to the
fingerprint for the device to determine whether the device has been compromised; and G) upon
determining that the device has not been compromised, decrypting, by the decrypting means,
encrypted data of the subsequent payioad.

In at least one particular embodiment, the systems and methods herein include computer
system for managing encryption device status changes including a P2PE management system
including at least one processor and operatively connected to an encryption device, the at least
one processor configured for changing a state of the encryption device based upon transactional
information received from the encryption device, wherein changing the state of the encryption
device based upon transaction information includes: 1) receiving a transaction payioad from an
encryption device, the transaction payioad including transaction information and non-transaction
information; 2) determining whether the transaction information is unencrypted; and 3) in
response to determining that the transaction inforrnation is unencrypted, disabling the encryption
device by changing a state of the encryption device to a tampered state.
In further embodiments, the systems and methods herein include a computer-

implemented method for managing encryption device status changes, the method including the
steps of: A) providing a P2PE management system including at least one processor and

operatively connected to an encryption device; and B) changing, by the at least one processor, a
state of the encryption device based upon transactional information received from the encryption

device, wherein changing the state of the encryption device based upon transaction information
includes: 1) receiving a transaction payioad from an encryption device, the transaction payioad

including transaction information and non-transaction information; 2) determining whether the
transaction information is unencrypted; and 3) in response to determining that the transaction
information is unencrypted, disabling the encryption device by changing a state of the encryption
device to a tampered state.
In still further embodiments the systems and methods herein include a computer system
for managing encryption device status changes including a P2PE management system including
at least one processor and operatively connected to an encryption device, the at least one

processor configured for: A) changing the state of the encryption device based on input from an

operator; B) changing a state of the encryption device based upon transactional information
received from the encryption device, wherein changing the state of the encryption device based
upon transaction information includes: 1) receiving a first transaction payload from an
encryption device, the first transaction payload including first transaction information and first
non-transaction information; 2) upon receiving the first transaction payload from the encryption
device, changing the state of the encryption device from the deployed state to an active state and
facilitating decryption of the first transaction information; 3) receiving a second transaction
payload from the encryption device, the second transaction payload including second transaction
information and second non-transaction information; 4) determining whether the second
transaction information is unencrypted; and 5) in response to determining that the second
transaction information is unencrypted, disabling the encryption device by changmg the state of
the encryption device from the active state to a tampered state.
BRIEF DESCRIPTION OF THE DRAWINGS
The accompanying drawings illustrate one or more embodiments and/or aspects of the
disclosure and, together with the written description, serve to explain the principles of the
disclosure. A number of the diagrams below are unified modeling language (UML) 2.5
Sequence Diagrams. UML sequence diagrams focus on the message interchange between the
numbers of lifelines (aka individual participants). One of ordinary skill in the art will understand
that UML diagrams are read from left to right and from the top to the bottom. See www.umldiagrams.org/sequence-diagrams-combined-fragment.html for more information on UML
diagrams.
FIG. 1A is an exemplary point to point encryption (P2PE) management system and

payments environment according to one embodiment of the present systems and methods.
FIG. B is an alternative exemplary P2PE management system and payments

environment according to one embodiment of the present systems and methods.
FIG. 2A shows a block diagram of an exemplary architecture of the P2PE management
system of FIG. A according to one embodiment of the present systems and methods.
FIG. 2B shows a block diagram of an exemplary architecture of the P2PE management

system of FIG. B according to one embodiment of the present systems and methods.

FIG. 3 is a flow chart illustrating an exemplary point of interaction management process

according to one embodiment of the present systems and methods.
FIG. 4A is a flow chart illustrating an exemplary merchant data process according to one

embodiments of the present systems and methods.
FIG. 4B is a flow charts illustrating an exemplary P2PE report processes according to one

embodiment of the present systems and methods.
FIG. 5A is a flow chart illustrating an exemplary decryption process according to one

embodiment of the present systems and methods.
FIG. 5B is a flow chart illustrating an exemplary fingerprint process according to one

embodiment of the present systems and methods.
FIGS. 6-14 are U L diagrams illustrating exemplary sequences of the present systems

and methods.

DETAI LED DESCEU PTION
For the purpose of promoting an understanding of the principl es of the present disclosure,
reference will now be made to the embodiments illustrated in the figures and specific language
will be used to describe the same. It will, nevertheless, be understood that no limitation of the
scope of the disclosure is thereby intended; any alterations and further modifications of the
described or illustrated embodiments, and any further applications of the principles of the
disclosure as illustrated therein are contemplated as would normally occur to one skilled in the
art to which the disclosure relates.
Prior to a detailed description of the disclosure, the following definitions are provided as
an aid to understanding the subject matter and e n nology of aspects of the present systems and

methods, are exemplary, and not necessarily limiting of the aspects of the systems and methods,
which are expressed in the claims. Whether or not a term is capitalized is not considered

definitive or limiting of the meaning of a term. As used in this document, a capitalized term
shall have the same meaning as an uncapitalized term, unless the context of the usage
specifically indicates that a more restrictive meaning for the capitalized term is intended.
However, the capitalization or lack thereof within the remainder of this document is not intended
to be necessarily limiting unless the context clearly indicates that such limitation is intended.

Account Data: may refer to cardholder data and/or sensitive authentication data, such as,
but not limited to a PAN, a routing number, a cardholder name, an expiration date, a service
code, magnetic stripe data (or chip data), a card security code (e.g., CAV2, CVC2, CVV2, CID,

etc.), one or more personal identification (PIN) numbers, and/or PIN blocks.

Bank; any suitable banking entity that may issue one or more cards (e.g., credit cards,
debit cards etc.) to a consumer, may receive deposits (e.g., from a merchant), manage accounts
for customers, etc.

Fingerprint or Device Fingerprint: in various embodiments, a set of information used to
identify a particular device, wherein the set of information may be based on the particular
device's one or more attributes. In at least one embodiment, the set of information is for a POI
Device and includes a serial number associated with the POI Device.

Hardware Security Module (HSM): a device that, in various embodiments, safeguards,
houses, and manages digital encryption and decryption keys.

Key Injection Facility (KIF); a secure sendee facility that injects encryption keys (e.g.,
symmetric or asymmetric keys) into a device, typically a POI Device. The injected encryption
key is used, in particular embodiments, to encrypt data (e.g., consumer data, such as PAN data)
received by the POI Device.

Merchant: an entity that provides or sells goods and/or services to consumers and, in
various embodiments, purchases, orders, and/or employs one or more POI Devices and utilizes
the P2PE Manager.

P2PE Manager: in various embodiments, an application for managing various state
changes of a POI Device, for reporting state changes of a POI Device (or POI Devices),
determining decryption key index names, and/or for providing reports for Merchants for
compliance or other purposes.

P2PE Payload, Transaction Payload, or Payload: a bundle of information transmitted
from a PO Device. A payload may include any variety of suitable information. As a nonlimiting example, in particular embodiments, a payload includes consumer information, such as a
card's PAN as well as a POI Device serial number. In various embodiments, a payload is sent to
the P2PE Manager. In at least one embodiment, a payload is transmitted to a Payment
Processor/Payment Network before decryption.

Payment Card Industry (PCI): general ly, the debit, credit, prepaid, e-purse, e-wallet,
ATM, and point of sa e card industry and associated businesses.

Payment Processor / Payment Network: one or more entities (typically a third party) that
processes payments (e.g., credit card transactions) for a Merchant.

PC Security Council: a council originally formed by American Express, Discover
Financial Services, JCB, MasterCard Worldwide, and Visa International for managing the PCI

Data Security Standard. By meetmg various PCI Security Council requirements, businesses can
be deemed "PCI Compliant" or "PCI Validated."

PCI Validation / Validated (PCI Compliant): an entity may be deemed PCI Validated by
meeting various criteria set forth by the PCI Security Council. PCI Validated companies and/or
solutions may be listed by the PCI Security Council (e.g., on the PCI Security Council website or
in other suitable locations).

Point of Interaction (POI) Device (Point of Entry Device): in various embodiments, a
component of a point of sale system that enables a consumer to make a purchase at a Merchant,
such as with a payment card. PO Devices may or may not be consumer-facing and may require
a PIN number and/or other authentication. Non-limiting examples of POI Devices include
magnetic card readers (e.g., for reading a payment card, such as a credit card) and near field
communication (NFC) devices (e.g., for receiving a consumer's payment information from an

electronic device, such as a mobile device). POI Devices may or may not be PCI Council
approved devices.

Point to Point Encryption (P2PE): a combination of secure devices, applications, and
processes that encrypt data from the point of interaction (for example, at the point of swipe) until
the data reaches the solution provider's secure decryption environment.

Primary Account Number (PAN): an account number typically found on the front side
of a payment card (e.g., a credit card number).

State(s): a recordable state and/or status of a particular device such as a POI Device.
Various states and/or statuses may include "new," "active," "lost," "stolen," "tampered,"
"damaged," "malfunction," "quarantined," "in repair," "retired," and "destroyed."

State Changes: a recordable change in the state of a device, such as a POI Device. In a
particular example, a POI Device state may be changed from "active" to "lost" based on various
factors.
Overview
The present systems and methods relate generally to management of encryption
processes, management of encryption devices, validation handling of encryption devices
(including point-to-point encryption devices), and managing, assigning, and reporting state
changes of encryption devices. According to particular embodiments, the present systems and
methods track handling of decryption devices and their respective payloads (e.g., outputs of
swipe data, etc.). It should be understood from the disclosure herein that the management of the
encryption processes described herein may be, in some embodiments, PCI validated and
compliant.
According to particular embodiments, the systems and methods herein are directed to
secure encryption device handling. Particularly, the systems and methods herein are directed to:
1) receiving an indication of a state of a particular device; 2) receiving a pay loa from the

particular device, including a device serial number and encrypted payload; 3) creating a record
(e.g., a fingerprint) of the format of the payload and storing the record in memory; 4) receiving a

second payload from the particular device, the second payload including the device serial
number and a second encrypted payload; 5) retrieving the record of the format of the payload
associated with the particular device from memory; 6) comparing the record of format of the
payload to the format of the second payload; and 7) upon determining that that the format of the
second payload does not match the record of the record of format of the payload, changing the
state of the particular device to a tampered state.
In one or more aspects, the systems and methods herein are directed to facilitating
decryption of enciyption device payloads based on a device serial number included in the
payload. In these aspects (and others), the system is configured to retrieve various information

regarding the particular device from a database based on the device serial number. Such data
may include, for example, a record of the format of a first payload of the particular device (as
discussed above), a key index number indicating a base key used as the basis for encrypting a
payload of the particul ar device, a state of the particular device, etc.
According to various aspects, the systems and methods herein are further directed to
create a "fingerprint" of a particular device. Particularly, the system may be configured to create
a fingerprint of the particular device to be used as a comparison to payloads received from the
particular device to determine whether the particular device is compromised (e.g., the device has
been stol en, hacked, etc.). The system may be configured to create the fingerprint of the
particular device in any suitable way such as, for example by parsing a first payload received
from the particular device, determining the format of each segment of the first payload, recording
the format of each segment of the first payload in an order of the payload.
In some aspects, the systems and methods herein are directed to creating reports

regarding states and locations of enciyption devices tracked by the system. In these aspects, the
system is configured to receive a report request from a merchant, compile the report based on
state information associated with enciyption devices associated with the merchant, request that
the merchant attest to the information included in the report, and provide the report to the
merchant.
As will be understood by one of ordinary skill in the art, the systems and methods herein
may be used by any suitable entity. Further, the systems and methods described herein may be
utilized for any suitable encryption/decryption process, including, but not limited to, point-topoint encryption, encryption/decryption of medical data, encryption/decryption of social security

numbers, etc. The following exemplar}' functionality of the systems and methods herein is
included for the purpose of furthering understanding of the included systems and methods and is
intended to be exemplary and non-limiting.
Exemplary P2PE Manager a d Payments Functionality
Turing now to the figures, FIGS. A and B depict a high-level exemplary P2PE
manager and payments environment and process. In general, FIGS. 1A and IB show an
exemplar}' path of an exemplary point of interaction (POI) device from a manufacturer (e.g.,

manufacturer 102) to a merchant (e.g., merchant 132) and the various processes and state
changes associated with the exemplary POI device. FIGS. 1A and B further depict data
received by the P2PE system 160, exemplary high level of data processing that occurs at the
P2PE system, and an exemplar}' payment cycle.

FIG. A shows an exemplary P2PE manager and process wherein swipe (as will be

understood by one of ordinary skill in the art, data may also be keyed into a user interface) data
is sent from a merchant swipe terminal (e.g., a POI device) directly to a P2PE Payment System.

FIG. B shows an exemplar}' P2PE manager and process similar to the process depicted in FIG.
A, except swipe data is sent from a merchant swipe terminal to a payment network, then to the

P2PE Payment System. These various exemplary features and differences will be further
discussed below.
FIG. 1A depicts a manufacturer 102 of point of interaction (POI) devices (e.g., POI

device 104). According to particular embodiments, manufacturer 102 produces POI device 104
in response to receiving a purchase order from a merchant or from a P2PE system (e.g., P2PE
system 160). In various embodiments, manufacturer 102 produces POI device 04 (and any
other POI devices) in any suitable way, as wil be understood by one of ordinary skill in the art.
In particular embodiments, manufacturer 102 produces POI devices designed to output a device
serial number and information in a particular format, as will be further discussed herein

POI device

4 may be any device suitable of receiving information from a consumer. In

various embodiments, POI device

4 receives payment information, as discussed throughout

this document, although it should be understood by one of ordinary skill in the art that POI
device 104 should not be considered limited to only payment information.
POI device 104 may include any suitable components for receiving payment

information (e.g., credit card magnetic strip information, payment information received from a

mobile device, such as a smartphone, tablet, PDA, etc., chip information (e.g., from cards with
embedded chips), payment information received from a check-out station, other sensitive
information, such as medical records received from an electronic medical records system, etc.).
In various embodiments, POI device

4 reads and/or receives payment information via a

magnetic card reader for reading a card's magnetic strip (e.g., a credit card). In one or more
embodiments, POI device 104 includes a pin-pad, biometric scanner (e.g., finger print or retina
scanner), and/or chip reader for receiving secondary consumer identity-verification mformation.
I at least one embodiment, POI device 04 is configured for receiving payment information via

one or more radios, such as a near-field communications radio, a suitable wireless network
connection radio, such as a Bluetooth Bluetooth Low Energy (BLE) and/or Wi-Fi radio (e.g.,
POI device may receive payment information from an application (mobile wallet) included on

mobile device via a "tap").
As will be further discussed herein, POI device 04 transmits mformation received from

a consumer (e.g., payment information, biometric information, PIN mformation, etc.) to another
system/device for processing. In various embodiments, POI device 04 is configured to encrypt
received information upon receipt of said information. According to particular embodiments,
POI device 104 transmits information received from the consumer with device information, such
as a serial number associated with POI device 04 for identification of the POI devi ce. In some

embodiments POI device 04 is configured to transmit the mformation received from the
consumer and device information in a particular format, which may be used by a P2PE system
(e.g., P2PE system 160) to form a "fingerprint" (e.g., an identifier based on the format and/or
device information of POI device 104) for identifying transactions sent from POI device 104.
As will be understood by one of ordinary skill in the art, POI device 104 may be any POI
device approved by the PCI Security Standards Council ("PCI SSC") or other suitable device for
receiving information to be encrypted. Examples of PCI SSC-approved devices can be found on
PCI SSC's website at
https://www.pcisecuri tystandards.org/approved_companiesjroviders/approved_pin_transaction
security .php. In one or more embodiments, POI device 104 is a stand-alone swipe terminal,
such as D TECH's SecuRED

SRED device. In some embodiments, POI device 104 is a a l

in one type mobile business solution, such as 4P Mobile Data Processing's FDA600-POS device.

n at least one embodiment the POI device 04 is a coimtertop terminal, such as Atos
Worldline's Yomani device.
Still referring to FIGS. A ' lB, manufacturer 102 ships POI device 104 via secure

shipping

6 to a key injection facility ( IF) 10. As wil l be understood by one of ordinary skil l

in the art, secure shipping 06 may represent any suitable type of secure shipping known in the
art, including, but not limited to, via FedEx, UPS, etc. and/or by shipping via air, ground, rail,
etc.

Once received by KIF 1 0, in one or more embodiments, information regarding POI
device 104 is entered into P2PE manager 166. n various embodiments, the information
regarding POI device 104 includes a device serial number (e.g., to be matched later to swipe
transactions)

n at least one embodiment, the information regarding POI device 104 includes a

firmware version number. In further embodiments, the information regarding POI device 04
includes a date of manufacture, the name of the manufacturer (e.g., manufacturer 102), etc.
Information regarding POI device 04 may be entered into the P2PE manager 66 in any
suitable way, such as, for example, by user interface 80 or via an API interface. In various
embodiments, a KIF employee scans in a serial number associated with POI device 04 via a
suitable scanning mechanism (e.g., a hand-held barcode scanner or the like). I some
embodiments, a KIF employee keys in a serial number associated with POI device 04 via a
keyboard (or other suitable key-entry device, such as a touch screen). As will be understood by
one of ordinary skill in the art, PO I device 04 may be processed via any suitable securi ty
protocol and information about POI device 04 may be entered into any suitable system, such as
a separate KIF inventory management system.
As shown in FIGS. Α / Β , P2PE manager 166 may be operatively connected to user
interface 180. User interface 180 may represent any number of user interfaces configured to
interact with P2PE manager 66 and user interface

0 may be connected to P2PE manager 166

in any suitable way, such as via the Internet, LAN, WAN, Wi-Fi, etc. For example, user
interface 80 may represent a user interface at KIF

0 used to input information regarding POI

device 104 (as discussed above). Continuing with this example, user interface 80 may also
represent a user interface at merchant

2 used to entered information regarding POI device

(e.g., when POI device 104 is received, to update the state of POI device 104, etc.). User
interface 180, in this example, may represent a user interface at a third-party "Partner" (e.g., a

4

hospital using an electronic medical records system or other entity wishing to encrypt and
decrypt data). User interface 80 may be used to manua y change the state of PO device 104
(e.g., from "Stored" to "Deployed") or view the state of POI device 104, as shown at 182. In
some embodiments, user interface 180, via P2PE manager 166, may be configured to produce
one or more reports 84 (as will be further discussed herein).
According to particular embodiments, once POI device 04 information is entered into
P2PE manager 166, it is assigned a "state." The state of POI device 104 as indicated in P2PE
manager 166 may be use to help ensure secure handling and chain of custody of POI device
104. For example, when first entered into the P2PE manager 166, POI device

4 is assigned a

state of "New" in the P2PE manager 166. Once a key has been injected into POI device 104, the
state may be changed to "Injected." Once received by a merchant (e.g., merchant 32), but not
deployed /' in use, POI device 04 may have a state of "Stored." Alternately, POI device 104
may be assigned a state of "DOA" (dead on arrival) if the device is damaged or non- functional.
For example, P2PE manager 66 may be configured to discard, prohibit and/or block data (e.g.,
car swipe data), from a POI device that is listed in a "Tampered," "Dirty," or "Flagged" state to

protect the system and/ or the card swipe data.
Continuing with FIGS. 1A/IB, POI device 104 is stored at 1F

0 in a secured

inventory room. The inventor}' room may be secured in any suitable way, such as, but not
limited to, dual access, by lock and key, or by any suitable security protocol.
According to particular embodiments, upon order from a merchant, PO device 04 is
injected with one or more base derivation keys ("BDKs") and is securely bagged, tagged, and
packed for secure shipment to the merchant (e.g., merchant 32). According to at least one
embodiment, a hardware security module ("HSM") array produces encryption/decryption keys
for encrypting data received by the PO I device 04 . As wil l be understood by one of ordinary
skil in the art, an HSM array may be located at a KJF or at a remote location. In the

embodiment shown in FIGS. 1Α /Ί Β , KJF 10 and HSM array 162 are remote.
HSM array 162, shown in FIGS. 1 'Ί Β as part of P2PE system 160, in various

embodiments creates a base derivation key (BDK), which is split into two parts, BDK 164A and
BDK 164B for security purposes. BDK 64

and 164B are sent to KJF

0 (via two separate

secure pathways) where they are received by two key part holders. BDK 164A and 164B may be
sent to KJF

0 in any suitable manner, such as, for example, by courier, by mail, by fax, by

email (encrypted or otherwise), etc. In particular embodiments, the two key part holders verify
receipt of BDK 64A and BDK 164B via signature upon delivery, delivery receipt, etc.
In particular embodiments, the process continues with key assembly at step 114. The key
assembly process is briefly described immediately below. However, it will be understood by one
of ordinary skil in the art that this key assembly process is intended to be exemplary and any
suitable key assembly process may be used. The first key p art holder (e.g., the person with BDK
164A) enters the secured inventory room storing POi device 04 and enters BDK 164A into a
tamper resistant security module ("TRSM"). The first key part holder leaves the secured
inventory room. The second key part holder (e.g., the person with BDK 164B) enters the
secured inventory room (e.g., after the first key part holder has exited the secured inventory
room) and enters BDK 164B into the TRSM. According to particular embodiments, a third party
separately validates the entries of the first key part holder and the second key part holder (e.g.,
via a key serial number (KSN) and check digit). Upon aut e ticat ion of the key parts, the TRSM
produces a cryptogram representing the (assembled) BDK 64 and transfers the cryptogram to a
smart card. POI device 104 (and each POI device) is injected wit a unique Initial Key derived
from the BDK (e.g., from the smart card). As discussed herein, once POI device 04 is injected
with the encryption key, its state in the P2PE manager 166 may be changed to "Injected."
Still referring to FIGS

A/ B, at step

6, POI device 04 is placed in a tamper evident

bag and the bag is sealed with a tamper evident, serialized sticker. POI device 04 (in the tamper
evident bag and sealed with the serialized sticker) is then, at step
suitable shipping container) for shipment to merchant

8, sealed in a box (e.g., any

32 and given a tracking number.

According to particular embodiments, the serial number on the serialized sticker and the tracking
number for the shipment of POI device 104 is entered into P2PE manager

66 and associated

with the record for POI device 104 in P2PE manager 166 for later verification by merchant 132
upon receipt of POI device 104. In various embodiments, once a tracking number is entered into
P2PE manager 166, the state associated with POI device 104 may be changed.
At step 120, POI device 104 is securely shipped to merchant

32. POI device 104 may

be securely shipped to merchant 132 in any suitable way, including by FedEx, UPS, USPS, etc.
by air, ground, rail, etc.
Merchant 32 receives POI device 104 and registers receipt of POI device 04 with P2PE
manager 166 as shown a step 134. In various embodiments, upon receipt of POI device 104,

merchant 132 confirms that the tamper evident bag (see above) and the serialized sticker used to
pack POI device

4 have not been tampered with. In particular embodiments, merchant 32

enters the serial number of POI device 104 (as printed on the outside of the shipping box or in
some other location) and the serial number of the serialized sticker into P2PE manager 166. n
one or more embodiments, the state associated with POI device 104 is changed to "Stored" in
P2PE manager 166. Merchant 132 stores POI device 104 (in the tamper evident bag) until

deployment.
At step 138, merchant 132 removes POI device 04 from the tamper evident bag for
deployment.

various embodiments, merchant 32 changes the state of PO device 104 to

"Deployed" in P2PE manager 166. It will be understood that, in various embodiments, P2PE
manager 66 substantially automatically changes the state of POI Device 04 to "Deployed"
based on receiving information (e.g., that the POI device 104 has been removed from the tamper
evident bag).
At step 140, POI device 104 is deployed (e.g., connected a cash register, etc.) to accept
payment card information. As further discussed herein, POI device 04 may be configured to
accept any payment (or other) information, but for the purposes of simplicity and brevity,
payment card information in the fo r

of magnetic card swipe data will be discussed in regards to

FIGS. 1A/1B.
Upon receiving magnetic card swipe data (e.g., a first or initial card swipe), in various
embodiments, POI device 04 substantially automatically encrypts the magnetic card swipe data
based on the encryption key injected into POI device 104 at step 14 above. In various
embodiments, POI device 104 is configured to encrypt the swipe data immediately after
receiving the swipe data. In particular embodiments, POI device 04 may receive swipe data in
any suitable way, including, via magnetic read heads (if a credit/debit card with a magstripe is
swiped), via a chip and pin reader, via near-field communications, etc.
In FIG. 1A, according to particular embodiments upon receiving and encrypting swipe
data, POI device

4 is configured to transmit the swipe data and other information (collectively,

a "payload") to P2PE manager 166 for verification and decryption of the swipe data. According
to particular embodiments, POI device 104's payload includes, in addition to the swipe data, a
serial number associated with POI device 104 (e.g., the serial number assigned to POI device 04
by manufacturer 102 an recorded in P2PE manager 166 at KIF 110). In some embodiments,

POI device 104's payload includes other information including PIN information, biometric
information (e.g., POI device includes or is connected to one or more biometric readers, such as
a finger print scanner), chip information, etc.
An alternate pathway for POI device 166's payload is shown in FIG. IB, to be discussed
herein. It will be understood by one of ordinary skill in the art that a POI device payload path as
shown in F GS. 1A and B is merely exemplary and a POI device payload may be routed
through one or more entities and/or via pathways not shown in FIGS. 1A or IB.
At step 142, in response to receiving its first card swipe, POI device 04 transmits its first
payload to P2PE manager 66 via internet 164. In particular embodiments, upon receipt of the
first payload from POI device 104, P2PE manager 166 is configured to parse the first payload of
POI device 104 and extract the seri al number of POI device 104. In some embodiments, P2PE

manager 66 then compares the extracted serial number of POI device 104 to a table of POI
device serial numbers to determine whether POI device

4 is included in the table. In other

words, in certain embodiments, P2PE manager 66 is configured to determine whether POI
device 104 is a recognized device based on its serial number that is sent to P2PE manager 66
with each transaction payload.
Upon determining that POI device 104's serial number is included in P2PE manager 166,
P2PE manager

6 may be configured to check the state associated with POI device 104. If, for

example, POI device 04 has a state of "Deployed" in P2PE manager 166, upon successfully
receiving the first swipe transaction, P2PE manager

6 may change the state of POI device 04

to "Active." An "Active" state in P2PE manager 166 generally denotes a state of securely
receiving decrypted swipe transactions.
If, as another example, POI device 04 has a state of "Tampered" or "Stolen" or "Lost"

i P2PE manager 166, P2PE manager 166 may be configured to discard the received payload
and/or report the receipt of a payload from a POI device that is not listed as "Active" or
"Deployed" to merchant 32 or any other suitable party and not process the encrypted swipe data
(e.g., included in the payload). It should be understood based on discussions herein that the
system can help detect fraudulent transactions based at least in part on the various states of P2PE
manager 66. An exemplary list of state changes is sho wn at 82 in FIGS. 1A/1 B and wi 11 be
further discussed herein.

Continuing with the example shown in FIGS. 1A/1B wherein P2PE manager 66 has
received a first payfoad from POI device 104, P2PE manager 166 creates a "fingerprint" to be
associated (in memory) with POI device 104 at step 70. According to particular embodiments,
the fingerprint for POI device 104 is created by parsing the payload sent by POI device 104 and

recording the format, order, and number of data items included in the payload (e.g., opposed to
the contents of the payload) and/or any firmware versions of software running on POI device
104. Exemplary fingerprint creation processes will be further discussed herein (e.g., at FIGS.

4A). In various embodiments, the fingerprint is stored and used in future transactions to verify

that data received from POI device 104 is secure (e.g., that POI device 104 has not been

tampered with and/or is not malfunctioning).
According the embodiment shown in FIGS. A/ B, after the fingerprint analysis 170,
P2PE manager 166 transmits the first payload from POI device 104 to HSM 162 for decrypting
(e.g., using BDK 164). Once the payload is decrypted, the swipe data is re-encrypted to an
encryption that can be decrypted by other entities in the payment process. Once the payload is
re-encrypted, it is transmitted to a payment network 90 where the swipe data (e.g., credit card
information) is processed and sent on to an issuing bank 92 (money is debited from the
consumer's account associated with the swiped card), acquiring bank 94, and finally to a
depository bank 144 where money is deposited to the merchant (e.g., merchant's ba k account).
In particular embodiments the system operates essentially in the same way each time a
payload is received from POI device 104 while the state associated with POI device 104 is
"Active" (e.g., POI device 104 regularly receives swipe transactions). For example, a customer
of merchant 32 swipes their credit card at POI device 104. POI device 104 transmits its
payload, including POI device 04 serial number and encrypted swipe data to P2PE manager
166. Continuing with this example, P2PE manager 166 determines the serial number of the

received payload (e.g., POI device 104's serial number) and looks up corresponding fingerprint
information associated with POI device 104's serial number to verify that POI device 04 has
not been tampered with at step 170. Once POI device 104's fingerprint has been verified, in this
example, HSM 162 decrypts POI device 04 ' s payload and then re-encrypts the swipe data and
sends it on to the payment network 190, issuing bank, 192, acquiring bank 194, and depository
bank 144 to complete the payment process.

Continuing with FIGS 1A/1B, if PO device 104 is tampered with (e.g. in an attempt to
steal consumer data), P2PE manager 166 is configured to block fraudulent transactions by not

passing payloads to HSM 162 for decryption as shown in step 174. There are a number of ways
that P2PE manager 166 may determine that POI device 04 has been tampered with and refuse to

pass the payload on to HSM 162 for decryption. In a particular embodiment, P2PE manager

6

may receive a payload from POI device 04 that does not match the fingerprint associated with
POI device 104 (e.g., the format of the payload has changed, the version number of the firmware

used by the device has changed, etc.). In various embodiments, P2PE manager 166 may
determine that a payload from POI device

4 has been tampered with by receiving a payload

from POI device 104 after merchant 132 has recorded that POI device 104's state is "In Repair,"
"Damaged," "Retired," "Destroyed," or "Stolen" (e.g., P2PE manager should not be receiving a
payload from POI device 04 and thus wi l not decrypt the payload). In many cases if P2PE
manager 166 determines that POI device 104 has been tampered with, then it will transmit a
notification to merchant 132 and/or any other appropriate party, change the state of POI device
104 in the POI database 168 to "Tampered" and will no longer decrypt payloads from POI

device 104.
FIG. IB shows a process similar to that described above. In FIG. IB, payloads from POI

device 04 are first transmitted to payment networks 90 (but not decrypted) and then
transmitted to P2PE system 60 (e.g., opposed to payloads being sent directly from merchant
system 130 to P2PE system 160 as shown in FIG. 1A). Payloads are then processed, in various
embodiments, as described above at the P2PE system 60 and sent back to payment network
190, then to issuing bank 192, etc. to complete the payment process.

System Architecture
FIGS. 2A and 2B are block diagrams depicting exemplary system architectures of the
exemplary P2PE system of FIGS 1A and B, respective!)'. These architectural components are
organized into overarching processes for secure handling of devices and payloads (e.g., for
decryption): secure device handling process 300, merchant data processes 400A and 400B, and
payment system processes 500A and 500B. These major components are intended to be
exemplar}' on y and are used to assist in explaining the systems and methods herein. As will be
understood, the following architectural components may be operatively connected in any suitable
way and may include suitable processors databases firewalls and the like. Further, the various
99

components discussed herein may be distributed and operatively connected in any suitable way.
For example, in various embodiments, the architectural components discussed belo

may be

physically connected and located in the same room and/or may be connected via the Internet or
private netw or and may be located remotely.

Secure POI Handling System
Secure POI handling system 300 is more folly described in this document in connection
with FIG. 3 . Secure POI handling system 300, according to particular embodiments, includes a
point of interaction manufacturer 302 (e.g., manufacturer 102 in FIGS. 1A/1B) that produces and
ships a POI device 350 via secure handling procedures to a key injection facility (KIF) 502. KJF
502 injects the POI device 350 with an encryption key and securely ships POI device 350 to a
merchant. POI device 350 is included in merchant data processes 400A and 400B as further
described herein.
POI manufacturer 302 manufactures devices that may be used with the systems and
methods discussed herein. POI manufacturer 302 may manufacture any suitable device,
including any POI device approved by the PCI Security Standards Council ("PCI SSC") or other
suitable device for receiving information to be encrypted. Examples of PCI SSC-approved
devices can currently be found on PCI SSC's website at
https://www.pcisecuritystandards.org/approved
_security.php.

companies providers/approved

pin transaction

In one or more embodiments, POI device 350 is a stand-alone swipe terminal,

such as ID TECH's SecuRED

M

SRED device. In some embodiments, POI device 350 is an all

in one type mobile business solution, such as 4P Mobile Data Processing's FDA600-POS device.
In at least one embodiment, the POI device 350 is a countertop terminal, such as Atos
Worldline's Yomani device.
As will be understood from discussions herein, POI manufacturer 302 is merely an
exemplary manufacturer.

n various embodiments, the sy. e

may be configured to decrypt any

type of encrypted information (e.g., in a "decryption as a service" environment) from any
suitable device. In these embodiments (and others), the manufacturer may produce any suitable
encryption device for encrypting social security numbers, driver license numbers, personal data,
patient information, etc., and thus, may not necessarily produce POI devices. However, for the
purposes of clarity of and brevity, a POI manufacturer and POI devices are shown in the figures.

It will be understood by one of ordinary skill in the art that merchants and key injection
personnel do not typically program POI devices (other than encryption key injection at a key
injection facility). Thus, in many of the embodiments discussed herein, POI manufacturer 302
loads and/or programs PO device 350. In various embodiments, POI manufacturer 302
configures POI device 350 with particular firmware and/or a particular version of firmware. In
further embodiments, POI manufacturer 302 configures POI device 350 with various hardware
and software security features (e.g., software for encrypting swipe data substantially immediately
after being rea by POI device 350, hardware that destroys/erases any keys stored by POI device
350 upon tampering, etc.).
In particular embodiments, POI manufacturer 302 configures POI device 350 to transmit
a payload of information, where the payload includes a specifi c set of information.

In these (and

other) embodiments, the payload may include any suitable information such as device serial
number and/or any other unique device identifier, unique identifier and version number of the
firmware installed on the device, date of device manufacture, device brand identifier, device
model identifier, etc. In further related embodiments, the POI manufacturer 302 configures POI
device 350 to transmit the payload in a particular format (e.g., portions of data in a particular
order, numbers in a particular format such as hexadecimal, character, etc.). These configurations
may be used by P2PE management system 510 (or 166) to identify particular POI devices (e.g.,
POI device 350 and/or POI device

04 (FIGS. 1A/1B) and to verify the authenticity of the

received data via a fingerprint, as will be further discusses in relation to FIGS. 5A and 513.
Although not shown in FIGS. 2A and 2B, POI manufacturer 302 may include computing
devices operatively connected to P2PE management system 5 0 via any suitable connection.
KIF 502 includes any suitable computers, machines, etc. to receive encryption keys 562,
send and receive data 512, securely inject POI device 350 with an encryption key, bag POI
device 350 with a serialized tamper-resistant bag, and ship POI device 350 to a merchant. A s
discussed herein, in various embodiments, upon receipt of POI device 350, a user enters (e.g.,
keys, scans, etc.) information associated with POI device 350 into P2PE manager

66 (serial

number, firmware version number, etc.). In these embodiments, the user may enter the
information associated with POI device 350 via a bar code scanner operatively connected to a
computing device, via a keyboard operatively connected to a computing device, via a
touchscreen interface operatively connected to a computing device, etc.

Computing devices located at the KIF may be any suitable computing devices, including
desktop computers, laptop computers, servers, tablets, other mobile devices, etc. In various
embodiments, at least some of the computing devices located at the KIF are configured to
connect to the P2PE management system 5 0 via a suitable user interface. In some
embodiments, information is exchanged between computing devices located at the K IF and the
P2PE management system 5 0 via email, http, or other suitable protocol.

According to particular embodiments, KIF 502 includes a tamper resistant security
module ("TRSM") for assembling key parts (as discussed above, in various embodiments, the
base derivation key is sent to the KIF in two parts and is reassembled). The TRSM may be any
suitable TRSM incorporating physical protections, including for example, tamper-evident seals,
hardened casings, and hardware and software to erase the contents of the TRSM upon detection
of tampering. In various embodiments, upon combining and validation of key parts, the TRSM
produces a cryptogram representing the base derivation key. In some embodiments, the
cryptogram is transferred to a smart card.
The smartcard may be any suitable smartcard. In various embodiments, the smartcard is
a smartcard with a chip including one or more processors for key generation, signature, and/or
encryption. In particular embodiments, the smartcard is equipped with software for creating
suitable algorithms, such as hashing algorithms. In at least one embodiment, the smartcard is
operative for communicating with the TRSM and suitable key injection devices (e.g., Key
Loading Devices, (KLDs)). The smartcard may include other features, such as tamper-resistant
measures tamper notification measures, anti-tearing measures, etc.
According to particular embodiments, the smart card is not used. In these embodiments
(and others), the base derivation key is sent to the KIF in two parts and is reassembled as a KLD,
without the use of the smartcard.
In various embodiments, the KIF 502 includes one or more KLDs for injecting POI
devices with encryption keys. KLDs may be any suitable key loading /' key fill devices and, in
various embodiments, are secure cryptographic devices (SCDs).
According to various embodiments once injected with an encryption key, POI device
350 is packaged in a tamper evident bag and shipped to the merchant for deployment.

Merchant Data System
As shown in the embodiments depicted in FIG. 2A/2B, merchant data system 400
includes POI device 350 deployed to receive payment transactions and POI device 350
operatively connected to a payment transaction processor 416A/41 6B. In FIG. 2 , payment
transaction processor 4 6A is shown as part of the payment system processes 500 (e.g., the
payment system provides the payment system transaction processor 416A to the merchant). FIG.
2B shows third party transaction processor 4 6B as excluded from payment system processes
500 (e.g., third party transaction processor 4 6B is provided by a party other than the payment-

system, such as by the merchant or by a suitable partner). An exemplary merchant data process
400A and an exemplary merchant P2PE report process 400B are more fully described in this
document in connection with FIGS. 4A and 4B, respectively. The merchant may include any
suitable computing devices, point of sa e devices servers, databases processors, etc.
As will be understood by one of ordinary skill in the art, POI device 350 may be

operatively connected to any suitable merchant point of sale system. In various embodiments,
POI device 350 is operatively connected to a cash register, which may be digital, analog,

touchscreen, etc. According to particular embodiments, POI device 350 is operatively connected
to a mobile device, such as a mobile phone, tablet, etc. running software to accept payment
information. In further embodiments, POI device 350 is operative!)' connected to a desktop
computing device for completing sales.
In the embodiments shown in FIGS. 2A/2B, POI device 350 is operatively connected to

payment transaction processor 4 6A

6B . It will be understood by one of ordinary skill in the

art that POI device 350 may be directly connected to payment transaction processor 416A/416B
or may be indirectly connected to payment transaction processor 416A/416B (e.g., POI device
350's payloads are transmitted through other components of a point of sale system to payment
transaction processor 416A/416B). In various embodiments, third party transaction processor
416A/416B may represent any suitable number of servers processors, etc. and may be located in
any suitable location, including at the merchant or at a location remote from the merchant.
As shown in FIG. 2A, third party transaction processor 416A is operatively connected
(via Internet 209) to P2PE management system 510. According to this embodiment (and other
embodiments), third party transaction processor 416A is configured to transmit one or more
payloads from POI device 350 to P2PE management system 5 0 for processing. In particular

embodiments third party transaction processor 416A is configured to receive payments from
issuer 2 4 (e.g., payments purchase made via POI device 350).
Alternately, as shown in FIG 2B, third party transaction processor 4 6B is operatively
connected (via Internet 209 or a private network (PN)) to one or more card networks 202, P2PE
management system 510, and issuer 214. In this embodiment (and others), POI device 350
pay loads are transmitted to third party transaction processor 416B, then, via Internet 209, to the
payment system processes 500 for decryption and re-encryption, then the re-encrypted payment
data is transmitted by Internet 209 and/or by PN to car networks 202.
The merchant system may include any number of suitable computing devices (not shown
in FIGS. 2A/2B). These merchant computing devices may be any suitable computing devices
such as desktop computers, laptop, computers, tablets, etc. and may be operatively connected to

the P2PE management system 5 0. The merchant computing devices in various embodiments,
enable users at the merchant to input information regarding POI device 350 to be transmitted to
P2PE management system 5 0 (e.g., state change information, tracking information, etc.). In
one or more embodiments, the merchant computing devices may also be configured to produce
various auditing reports regarding P2PE compliance.

Payment System
In the embodiment shown in FIGS. 2A 2B, payment system 500 includes

F 502, P2PE

management system 510, and hardware security module (HSM) 560. In FIG. 2A, payment
system 500 also includes payment system transaction processor 416A (as discussed above).
P2PE management system 5 0 may include any suitable software and/or hardware
components, including servers, mobile computing devices desktop computers, one or more
databases, and any number of suitable processors. According to particular embodiments, P2PE
management system 5 0 is configured to manage states of various POI devices (e.g., POI device
350). In these embodiments (and others), P2PE management system 5 0 may utilize any number

of suitable tables and databases to store tables of information regarding the various states of POI
devices. In particular embodiments, P2PE management system 510 includes one or more

processors for receiving state changes from computing devices, receiving information regarding
state changes of various POI devices, determining whether the state of a particul ar POI device

should be changed based on received information, etc.

According to various embodiments, P2PE management system 510 includes one or more
databases and one or more processors for receiving identification data associated wit various
POI devices (e.g., POI device 350), such as a device serial number, a device (encryption) key

serial number, key sequence number, a device version number, a device firmware
number/indicator, etc. In one or more embodiments, P2PE management system 510 is
configured to store the received identification information and, in at least one embodiment,
indexing the identification and other information associated with a particular POI device by the
device serial number. For example, in a particular embodiment, P2PE management syste

0

receives a payload of information from a merchant including a particular device serial number.
Continuing with this example, P2PE management system 510 is configured for parsing the
payload to extract the particular device serial number and for searching and locating additional
device information based on the particular device serial number.
As a second particular example, P2PE management system 510 receives a payload of

information from a third-party payment processor (e.g., the payment payload is sent from a
merchant POI device to the third-party payment processor then to the P2PE management
system). However, in this second particular example, the third-party payment processor sends a
portion of the payload, which has already been parsed. Continuing with the second particular

example, the P2PE management system 510 receives a third-party payment processor identifier,
a key sequence number, and any encrypted payment information to be decrypted.
In various embodiments, P2PE management system 5 0 includes at least one database

and at least one processor for creating and storing identifiers associated with POI devices (and/or

any suitable encryption device or system). In some embodiments, P2PE management system
5 0 is configured to create a device identifier or "fingerprint" based on the format of one or more

payloads received from a particular POI device (e.g., POI device 350). In these embodiments
(and others), P2PE management system 5 0 is configured to compare the format of future
payload received from the particular POI device to the fingerprint to verify the authenticity of the
payload (e.g., that the payload has not been tampered with and/or compromised in some way ).
According to one or more embodiments, P2PE management system 510 includes various
processors and databases for creating audit reports for merchants. In these embodiments (and
other embodiments), P2PE management system 5 0 is configured to receive a request for an
audit report from a computing device associated with a merchant and access one or more tables

configured to store information associated with various POI devices associated with the
merchant. P2PE management system 1 , in these embodiments, is further configured to
aggregate summarize, and facilitate the display (e.g., display on a screen of a computing device
at the merchant, send to a pri nter of a computing device at the merchant, etc .) of the information

associated with the various POI devices associated with the merchant.
As will be understood by one of ordinary skill in the art, any of the above mentioned
processors may perform more than one function described and any of the above mentioned
databases may store more than one type of information. Thus, the discussion above should not
necessarily limit the various processors disclosed herein as having only the functionality
discussed above.
In various embodiments, P2PE management system 5 0 is operatively connected to HSM

560, which may represent any number of HSMs, including an array of HSMs. In various

embodiments, HSM 560 includes suitable one or more processors and one or more databases for
creating and storing encryption keys. In particular embodiments, HSM 560 includes at least one
processor and at least one database for receiving payloads, for deriving encryption keys fro
payload information, for decrypting payment data included in such payloads, re-encrypting at
least a portion of a payload, including the payment information, and transmitting the reencrypted portion of the payload to a card network (e.g., card network 202) via the Internet 209
and/or a private network (PN).
According to particular embodiments HSM 560 is a device that provides F PS 104-2
Level 3 certified physical and logical protection to cryptographic keys or other suitable PCIcompliant HSM. An example of such an HSM is the SafeNet Luna EFT HSM. Other examples
of PCI approved HSMs can be found at
https://www.pcisecuritystandards.org/approved

companies providers/approved pin transaction

__security.php.

Exemplary System Processes

Exemplary POI Handling Process (FIG. 3)
FIG. 3 depicts a high-level flow chart of an exemplar}' secure device handling process
300 as shown in FIGS. 2A 2B. In various embodiments, this POI handling process may help

verify a secure chain of custody for a POI device. To briefly summarize, in a particular

embodiment, as a POI device is transported from and handled by different entities, the POI
Manager assign various states to the POI device

n these particular embodiments (and others),

the POI Manager verifies that the POI device has been assigned the correct sequence of states
before facili tati ng the decryption of a payload of the PO device. This secure POI handling
process, in particular embodiments, helps identify whether POI devices have been tampered with
and/or switched (e.g., with a nefarious POI device) during the transport of a POI device between
the time of manufacture to the time of deployment at a merchant. POI handling process 300, as
shown in FIG. 3 and described immediately below may help illustrate at least one embodiment of
this POI handling process.

Beginning at step 330, the system is configured to receive particular POI device
identification information at the P2PE management system 5 0 . In various embodiments, the
particular POI device identification information includes a serial number associated with the
particular POI device (e.g., POI device 350 in FIGs. 2A/2B). I particular embodiments, the
particular POI device identification information includes version of the firmware instal led on the
particular POI device. In further embodiments, the particular POI device identification
information includes any other suitable information, such as model, device type, device
manufacture date, etc.
The system may be configured to receive the particular POI device identification
mformation from any suitable entity in any suitable way. In particular embodiments, the
particular POI device identification information is transmitted (e.g., via encrypted electronic
packets) from a computing device at a key injection facility (KIF). In some embodiments, the
particular POI device identification information is received from a computing device associated
with the manufacturer. In further embodiments, the particular POI device identification
information is input by a person into a computing device operatively connected to the POI
Manager.
At step 332, the system is configured to, in response to receiving the particular
information associated with POI device 350, set the state of POI device 350 to indicate that the
POI device is new / ready for programming (e.g. the system is configured to set the state of the
particular POI device to "New").

n various embodiments the system is configured to change the

state of the POI device to New by adding the POI device (or associated identifier) to a table or

list of POI devices with a New status. In further embodiments, the system is configured to

change the state of the POI device by including the state of the POI device in a table with a POI
device identifier (e.g., the POI device is listed by identifier on a able and the state associated
with the POI device changes). In still further embodiments the information associated with the
POI device in the system may include various bits that indicate a state (e.g., information about

POI devices include bits indicating each state and can be set to on or off to indicate the state of

the device). In this embodiments (and others), the system may be configured to change the bit
associated with the New state to on or to "1".
At step 334, the system is configured to receive an indication that the particular POI

device is injected with an encryption key. As discussed herein, in various embodiments, POI
devices are stored at a KIF until they are injected. In some embodiments, once the particular
POI device is ordered from a merchant (or at any other suitable time), the particular PO device

is injected with an encryption key under special security protocol (as discussed elsewhere

herein).

The system may be configured to receive the indication that the particular POI device is
injected with the encryption key in any suitable way. According to particular embodiments, once

injected, a user at the KIF logs into the P2PE Manager (via a suitable computing device) and
indicates that the particular PO device has been injected. In some embodiments, the system
may be configured to receive the indication that the particular POI device is injected

automatically from a computing device linked to the key injection equipment and/or certain
protocol devices associated with injecting the particular PO device.

At step 336, based at least in part on receiving the indication that the particular POI
device is injected with the encryption key, the system is configured to change the state of the
particular POI device to indicate that the POI device has been injected (e.g., assign an "Injected"
state). In particular embodiments, the system is configured to receive the indication that the

particular POI device is injected by a user manually changing the status of the particular POI
device from New to "Injected." The system may be configured to change the state of the POI
device in any suitable way, including (but not limited to) the ways discussed in relation to
changing the particular POI device state to "New" at step 332.
At step 338, the system is configured to receive information regarding shipping the
particular POI device. In various embodiments, the particular POI device is packed for shipment
from the KIF to a merchant. In these embodiments (and others), the system is configured to
l

receive various information regarding the shipping of the particular PO device such as a tamperresistant bag number (e.g., serial number), a box number, a tracking number, merchant number,
address / shipping destination, and/or any other suitable information for tracking and/or verifying
the shipment of the particular POI device.

At step 340, the system is configured to receive data from a merchant indicating receipt
of the particular POI device. In various embodiments, the system is configured to receive the
data from the merchant indicating receipt of the particular POI device by receiving the serial
number of the particular POI device. In particular embodiments, the system is configured to
receive the data from the merchant indicating receipt of the particular POI device by receiving
the tracking number and/or tamper resistant bag serial number associated with the POI device.
In some embodiments, the system may be configured to receive the data indicating the receipt of

the particular POI device in any other suitable way.
At step 342, based on receiving the data from the merchant, the system is configured to
determine whether the particular POI device has been compromised during shipment. In various
embodiments, the system is configured to determine whether the particular POI device has been
compromised during shipment by comparing the data received from the merchant (e.g., at step
340) to the information regarding shipping the particular POI device (e.g., at step 338).

According to particular embodiments, the system is configured to look up the device based on
the device serial number and verify that the tracking information, tamper resistant bag serial
number, etc. match. In these embodiments, the system verifies these numbers/identifiers to
ensure that the particular POI device has been shipped from the KIF to the merchant without
tampering or without someone swapping out the particular POI device (e.g., for a POI device that
is programmed to send cardholder information to another location or any other nefarious task).

The system may be configured to compare the data received from the merchant to the
information regarding shipping the particular POI device in any suitable way. In various
embodiments, the system is configured to store the information regarding the shipping the
particular POI device in a table associated with the particular POI device's serial number (e.g., a
serial number created by the manufacturer and input to the system at the KIF). In these
embodiments, upon receipt of the serial number and data from the merchant indicating receipt of
the particular POI device (e.g., the information at step 340), the system is configured to look up
the information regarding shipping the particular POI device by looking up the particular POI

device's serial number and accessing a table with the appropriate header (e.g., "KIF shipping
information" or the like) to find the information regarding shipping the particular POI device.
At step 344, the system is configured to change the state of the particular POI device to
indicate that the particular POI device has been received by the merchant (but not deployed). In
various embodiments, the system is configured to change the state of the POI device to "Stored"
to indicate that the particular POI device is stored at the merchant.

The system may be configured to change the state of the particular POI device in any

suitable way. In various embodiments, the syste

is configured to change the state of the

particular POI device by recei ving an indication to change the state of the particular POI device
from a computing device associated with the merchant (e.g., a user selects or inputs a notification
to change the state of the particular POI device). According to particular embodiments, the

system is configured to automatically change the state of the particular POI device upon
determining that the particular POI device has not been compromised during shipment (e.g., at
step 342). In further embodiments, the system may be configured to

At step 346, the system is configured to receive an indication that the particular POI
device is deployed. In various embodiments, the system may receive an indication from a
computing device (e.g., a manual indication from a user) that the particular POI device is
deployed (e.g., ready to receive swipe transactions). In one or more embodiments, the system is
configured to receive an indication that the particular POI device is deployed by receiving an
indication at a user-interface that the particular POI device is ready for deployment, and in
response, the system changes the state of the particular POI device to indicated deployment (e.g.,
changes the state of the POI device from "Stored" to "Deployed").
It should be understood by one of ordinary skill in the art and from the discussions herein

that the state of the particular POI device may change and/or va ' from the sequence discussed
above. In a particular example, the merchant could receive the particular POI device and

determine that it is damaged. Continuing with this particular example, the merchant could then
indicate to the sys e

that the particular POI device is damaged and the system could change the

state of the particular POI device to indicate that the POI device is damaged (e.g., a "Damaged"
state). As discussed below, once in the Deployed state, the particular POI device (e.g., POI

device 350) is ready to receive swipe data, as described below in reference to FIG. 4A.

Exemplary Merchant Data Process (FIG. 4A)
Referring to FIG. 3, above, once a particular POI device (e.g., POI device 350), is
received by a merchant and deployed the particular POI device is, in various embodiments,
ready to receive customer transactions. As w l be understood by one of ordinary skill in the art,
the particular POI device may require additional set-up by the merchant, such as, for
example, connection to a payment processing computing device, additional software set-up, etc.
Turning to FIG. 4, at step 430, the particular POI device receives customer data. As
discussed herein, the particular POI device may receive payment transaction data (card swipe
data, etc.) and other customer verification information, such as, for example, biometric data

(finger print, retinal scan, etc.) chip and pin data, PIN data, etc.
At step 432, immediately upon receiving the customer data, the particular POI device is
configured to encrypt the customer data. In various embodiments, the particular POI device may
be configured to encrypt the customer data based on the encryption key(s) that have been
injected. In some embodiments, the particular POI device is configured to encrypt the customer
data via an internal encryption scheme. In further embodiments, the particular POI device is
configured to encrypt the customer data via an encryption key that is sent to particular POI
device with each transaction.
At step 434, the particular POI device is configured to compile a payload to be
transmitted to a payment processor. In various embodiments, the payload includes the encrypted
customer data. In one or more embodiments, the payload includes the device serial number. In
at least one embodiment, the payload includes the device serial number and/or firmware

number. In further embodiments, the payload includes a manufacture date of the particular POI
device. In still further embodiments, the payload includes various other information such as a
encrypted PIN or other verification information associated with a customer and/or other
information to identify the transaction (e.g., date of transaction, merchant, cashier number, etc. ).
The particular POI device may be configured to compile the payload in any suitable
format, which may be used by the system to create a fingerprint for the particular POI device as
discussed herein. In various embodiments, the particular POI device is configured to compile the
payload in a string of data representing various data items of the payload. n these embodiments
(and others), various components of the payload string may be formatted in character, XML, or
hexadecimal format.

The payload may include any suitable components. In various embodiments, the payload
includes an indication of the format of the components (e.g., hexadecimal, XML, etc).

n

particular embodiments, the payload includes an indication of the particular encryption (cypher)
algorithm, such as, for example, RAW (e.g., data is unencrypted), triple data encryption standard
("TDES") indicating that the DES derived unique key per transaction ("DUKPT") encryption
scheme has been used to encrypt the payload data, advanced encryption standard indicating that
the AES DUKPT encryption scheme has been used to encrypt the payload data.
In various embodiments, the P2PE Manager includes an indication of a particular type of

encryption associated with a particular device based on the particular device's serial number. In
these embodiments, and others, the system is configured to transmit an indication of the
particular type of encryption to the HSM based on the particular devices serial number.
According to particular embodiments, the payload includes card swipe data. The card
swipe data may include any or all of the various tracks of data encoded in a card's magnetic
stripe. As will be understood by one of ordinary skill in the art, in various embodiments, a card's
magnetic stripe contains three distinct tracks of encoded data, each read by a magnetic card
reader. In these embodiments, the system may be configured to encrypt and compile each track
of card data. In some embodiments, each track of card data may include different information.
In further embodiments, each track of card data may include at least some of the same
information.
The particular PO device may be configured to compile each track of card data in any
suitable way. In various embodiments, the particular POI device is configured to compile each
track of card swipe data as card track format with each track formatted as a clear set of data (e.g.,
no encryption), followed by an encrypted set of data (e.g., the card swipe data for the particular
track), followed by a dummy set of encrypted data (e.g., encrypted random data that does not
represent the card swipe data). In particular embodiments, each of the clear, encrypted, and
dummy sets of data may be in a character or hexadecimal format.
The particular POI device may output the above described data, for example, in the
following format:
FORMAT C1Pi ! ! R ! f) jTRA K
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The particular PO device may be configured to include additional data in the payload.
According to particular embodiments, the particular POI device is configured to include a key
serial number ("KSN") and/or device serial number ("DSN") in the payload (e.g., a key serial
number indicating how the HSM should decrypt the various encrypted tracks and a device serial
number as discussed herein to identify the particular POI device). n these embodiments (and
others) the KSN and DSN may be formatted in either character or hexadecimal format. In
further embodiments, the particular POI device is configured to include a hardware version
number and/or a firmware version number, each of which may be formatted in character or
hexadecimal format (or may be empty). As will be understood by one of ordinary skill in the art,
the above components of the payload may be formatted in any suitable format and may arranged
in the payload in any suitable way. For example, the TRACK! data above may come before or
after the FORMAT and/or CIPHERED data. Likewise, the track data may be in any other order
(e.g., TRACKS data may come before TRACK! data). Further, the KSN or DSN data may be

located anywhere in the payload string.
n a particular example, the payload siring may be formatted as:
FOR A T CIPHERED iTR CK
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As will be further discussed below, in particular embodiments, the system uses this
payload string and the format of each data component to create a unique fingerprint for each
device.

At step 436, the particular POI device is configured to transmit the payload to a payment
processing system. According to particular embodiments, the particular POI device is
configured to transmit the payload to a thir party for payment processing. In at least one
embodiment, the system is configured to transmit the payload to a payment processing system
associated with the P2PE Management System 5 10. n some embodiments, the system is

configured to transmit the payload to any suitable intermediary for processing before being sent
to the payment processor. For the sake of brevity, this section of this document refers to a

payment processing system, which may mean any of the above.
The particular POI device may be configured to transmit the payload to the payment
processing syste

in any suitable way. According to some embodiments, the particular POI

device is configured to transmit the payioad to the payment processing system via the
internet. In one or more embodiments, the particular POI device is configured to transmit the
payioad to the payment processing system via a secure private network. In some embodiments,
the particular POI device is configured to transmit the payioad to the payment processing system
via a LAN, WAN, Wi-Fi, hardline, or other suitable connection.
A s will be understood from discussions herein, the particular POI device, in various
embodiments is a "dumb" device. Thus, the particular POI device, in these embodiments (and
others) is configured to receive data (whatever the data may be), encrypt the data based on the
firmware installed, compile and transmit the payioad without regard to where the data is headed,
whether the POI device has been tamper with, whether the POI device has been stolen, etc. It
should also be understood that the particular POI device may have a variety of other securi ty
measures installed, such as, for example, tamper resistant casing, a circuit designed to selfdestruct upon tampering, various audio or visual alarms, etc.

Exemplary P2PE Report Process (FIG 43)
Referring to FIG. 4A above, once a particular POI device (e.g., POI device 350), is
received by a merchant and deployed, the particular POI device is, in various embodiments,
ready to receive customer transactions.

In these embodiments (and others), the merchant may be

required to prod uce one or more audit reports an attest to the state of the POI device (and anyother POI devices in the merchant's possession).

According to particular embodiments, the

systems and methods herein are configured to gather information and product such audit
reports.
Turning to FIG. 4B, the system, at step 43

is configured to receive a request for an audit

report from a computing device associated with a merchant. In various embodiments, the system
is configured to receive the request for the audit report from the computing device associated
with the merchant by receiving log in information (e.g., which may identity the particular
merchant) associated with a particular user (e.g., username, password, and/or other suitable
credentials) and receiving an indication that the particular user would like an audit report. In one
or more embodiments, the system is configured to receive the request from the audit report from
the computing device associated with the merchant by receiving the audit request from a
particular computing device that is dedicated to communicating with the system (e.g., a
computing terminal that is configured to only function with the P2PE Management System).
/

The audit report may be any suitable audit report that includes any suitable information.
In various embodiments, as discussed above, the audit report may include information associated

with one or more devices associated with the merchant and/or the status of each of the one or
more devices associated with the merchant. According to particular embodiments, the audit
report includes an attestation of the information associated with each of the one or more devices
associated with the merchant. In further embodiments, the audit report includes an attestation by
the user (e.g., representing the merchant) that the user has read, and/or that the merchant is in
compliance with, a compliance manual (e.g., a P2PE instruction Manual or the like).
At step 433, the system is configured to, in response to receiving the request for the audit
report, retrieve merchant device information associated with the merchant. A s discussed herein,
in various embodiments, the system is configured to receive information regarding the chain of
custody of various devices. In these embodiments (and others), the system is configured to
locate and retrieve information regarding each device associated with the merchant. Such
merchant device information may include any suitable information, including, but not limited to:
a device identifier, a device location, a device serial number, number of transactions processed
by a device, a device status (e.g., "active", "lost", "tampered", "stored", etc.), etc.
According to particular embodiments, the audit report (e.g., requested at step 431) mayinclude an attestation to that the user (e.g., representing the merchant) has read, and/or that the
merchant is in compliance with, a compliance manual. In these embodiments (and others) the
system is configured to retrieve a copy of the compliance manual to display to the user.
At step 435, the system is configured to display the merchant device information. In
various embodiments, the syste

is configured to display the merchant device information

including the merchant device identifier, merchant device location, and merchant device status.
In particul ar embodiments, the system is configured to display the copy of the compliance
manual.
At step 437, the system is configured to request attestation of the merchant device
information. In particular embodiments, the system is configured to request attestation by the
user clicking one or more check boxes. In various embodiments, the system is configured to
request attestation by the user typing or electronically signing their name. In further
embodiments, the system is configured to request attestation by the user entering in a code,

filling out a document, clicking a button, scrolling to the end of a page or electronic document,
etc.

At step 439, the system is configured to receive an indication of attestation (e.g., the
system is configured to receive an indication that the user has checked a box, filled out a form,
signed an electronic form, etc.). At step 441, the system is configured to, in response to
receiving the indication of attestation, compile the audit report, the audit report including the
identifier of each device associated with the merchant, the status of each merchant device, and
the indication of attestation. The system may be coniigured to compile the audit report in any
suitable way and the audit report may be in any suitable format.
At step 443, the system is configured to transmit the audit report to the computing device
associated with the merchant. The system may be configured to transmit the audit report to the
computer device associated with the merchant by displaying the audit report, accessing and
causing the computing device associated with the merchant to print the audit report, etc. In
various embodiments, the system is configured to transmit a copy of the attested to audit report
to various other entities, such as auditing entities, etc.

Exemplary Payment System Processes (FIG 5A & F G. 5B)
FIGS. 5A and 5B are exemplary processes performed by the P2PE Management System
(e.g., P2PE Management System

0) . FIG. 5A is an exemplar}' payload integrity verification

process and FIG. 5B is an exemplary fingerprint creation process, which may be used as part of
the payload integrity verification process.

Exemplary Payload Integrity Verification Process
Turning to FIG. 5A, the system, at step 530, is configured to receive a payload
originating from a device, the payload including encrypted information and a device serial
number. In various embodiments, the system is configured to receive the payload from a
payment point of interaction device (e.g., a credit card swipe device). In particular
embodiments, the system is configured to receive the payload from a health records computing
device (e.g., a device that transmits sensitive health records for storage by the system). In further
embodiments, the system is configured to receive the payload from a computing device
associated with financial information (e.g., bank account information etc.). In still further
embodiments, the system is configured to receive the payload from any other suitable device,

such as a device transmitting sensitive information such a driver's license number, a social
security number, etc.
The payload may include any suitable information (e.g., any suitable string of particular
elements). In various embodiments, the payload includes encrypted information and the device

serial number. In particular embodiments, the payload includes a key serial number that is used
to decrypt the encrypted information. In one or more embodiments, the payload includes a

device fimiware number. In further embodiments, the payload includes any other suitable device
or payload information associated with the device, transaction, and/or merchant in c ustody of the
device.
The encrypted information may be any suitable information that has been encrypted, such
as, for example, a social security number, a credit card number, payment information, a driver's

license number, medical record information, a birthdate, a bank account number, a routing
number, a name, etc. As discussed herein, the payload may be in any suitable format, which may
be used as a fingerprint for device identification.
At step 532, the system is configured to parse the payload to extract the device serial
number. In various embodiments, the system is configured to parse the payload to extract the
device serial number by separating the encrypted information from the unencrypted information
and determining which one or more unencrypted numbers are included in the device serial

number. In particular embodiments, the payload includes a string of numbers and information
and the device serial number is located in a particular location of the string (e.g., the device serial
number may be the first number, the second number, the fifth number, etc.). As will be
understood by one of ordinary skill in the art, the method of parsing the payload my depend upon
the structure/format of the payload.
At step 534, the system is configured to retrieve a serial number table from the database,
the serial number table comprising one or more serial numbers. At step 536, the system is
configured to compare the device serial number to the serial number table to determine whether
the device serial number is included in the serial number table. The system may be configured to

compare the device serial number to the serial number table in any suitable way including
searching for the device serial number, comparing the device serial number to a l 1serial numbers
in the table, and/or by using some other indicator (first number, etc.) to narrow down the one or
more serial numbers included in the serial number table that may match the device serial number.

It should be understood by one of ordinary skill in the art that the serial number table may be
more than one suitable serial number table.
At step 538, the system is configured to, upon determining that the device serial number
is included in the table, retrieve, from memory, a fingerprint associated with the device, wherein

the fingerprint is a identifier for the device based o the format of one or more payloads that
originated from the device (see FIG. 5B regarding discussion of fingerprint creation). In
particular embodiments, the system is configured to create the fingerprint associated with the
device, as further discussed herein. In further embodiments, the system is configured to receive
the fingerprint associated with the device from third party system (e.g., a third-party system

creates the fingerprint and transmits the fingerprint to the system. In still further embodiments,
the device fingerprint is manually entered by one or more users.
At step 540, the system is configured to compare the payioad to the fingerprint to
determine whether the device has been compromised. In various embodiments, the system is
configured to compare the format of the payioad (e.g., the order of the particular elements of the
payioad) to the fingerprint (e.g., a representation of the format of a first payioad receive from the
device) to verify the format matches the fingerprint. In some embodiments, the system is
configured to compare various elements of the payioad to the format, such as the key serial
number, the device firmware number, etc. to the fingerprint to determine whether the device has
been compromised (e.g., the if the compared element does not match the corresponding portion
of the fingerprint, the device may have been compromised).
At step 542, the system is configured to, upon determining that the device has not been
compromised, facilitating decryption of the encrypted information. In various embodiments, the
system is configured to facilitate decryption of the encrypted information by transmitting the
encrypted information (and/or the entire payioad) to an

S

for decryption. Upon determining

that the device has been compromised, the may be configured to discard the payioad, (e.g., not
facilitate decryption of the encrypted information), notify the merchant, change a status of the
device (e.g., as discussed herein), and/or no longer accept payloads from the device.

Exemplary Payioad Fingerprint Process
Generally, FIG. 5B shows an exemplary process for generating a device fingerprint.
Beginning with FIG. 5B, the system, at step 5

, is configured to receive a payioad from a

device. The system may be configured to receive the payload from any suitable device, such as,
for example, any suitable device discussed above regarding step 530.
At step 533, the system is configured to determine whether the received payload is the
first payload received from the device

n various embodiments, the system is configured to

determine whether the received payload is the first payload received from the device by
comparing a serial number included in the received payload to a list of serial numbers of devices
from which payloads have been received in one or more embodiments, the system is configured
to determine whether the received payload is the first payload received from the device by

comparing a device identifier received from a user-interface (e.g., a user inputs device serial
numbers) to an identifier included in the device payload.
At step 535, the system is configured to, based on determining that the received payload
is the first payload received from the device, parse the received payload. The system may be

configured to parse the device payload in any suitable way as discussed herein. At step 537, the
system is configured to determine the format of the payload. The system may be configured to
determine the format of the payload in any suitable way. Further, the format of the payload may
vary and may be in any suitable form as discussed herein, such as CHR, HEX, Base64, or any
other suitable format. In particular embodiments, the system may only store the format of the
payload but may not store track data.
For example, the payload format may be in the following format:

FORMAT CIPHERED

RACK 1] [_ TRACK2] [

S

j

..

DSN]

Continuing with the above example, "CIPHERED" is the encryption algorithm and may
be, for example, RA W (data is unencrypted), TDES (DES DUKPT), or AES (AES DU PT).

Further, in this example, each TRACK is formatted at , 2, or 3, "+" and a CHR string "+" a
string a numbers in HEX format, "+" a string of numbers in HEX format. Thus, in this example,
TRACK above is formatted as +C R+ EX+ EX. In this example, the fingerprint may be
FORMAT is in HEX fomiat, CIPHERED is TDES, TRACK! is in I+CHR+HEX+HEX format,
TRACK2 is in 2+C R+ EX+ EX format, KSN (key serial number) is in HEX format, and
DSN (device serial number) is in HEX format. Therefore, the system may be configured to

create a fingerprint, in this example of:

HEX

Att

TDES

1+CHR+HEX+HEX

2+CHR+HEX+HEX

HEX

HEX

sstteepp 553399,, tthhee ssyysstteemm iiss ccoonnfifigguurreedd ttoo s o r e iinn mmeemmoorryy a fifinnggeerrpprriinntt ffoorr tthhee ddeevviiccee,, tthhee

ffiinnggeerrpprriinntt bbaasseedd oonn tthhee ffoorrmmaatt ooff tthhee rreecceeiivveedd ppaayyllooaadd..
ccoommppaarree eeaacchh ssuubbsseeqquueenntt ppaayyllooaadd rreecceeiivveedd fr o

AAtt sstteepp 554411,, tthhee ssyysstteemm iiss ccoonnffiigguurreedd ttoo

tthhee ddeevviiccee ttoo ddeevviiccee fifinnggeerrppririnntt ((ee..gg..,, ttoo

IInn vvaarriioouuss eemmbbooddiimmeennttss,, tthhee ssyysstteemm iiss

ddeetteerrmmiinnee wwhheetthheerr tthhee ddeevviiccee hhaass bbeeeenn ccoommpprroommiisseedd))..

ccoonnfifigguurreedd ttoo ddeetteerrmmiinnee tthhaatt tthhee ddeevviiccee hhaass bbeeeenn ccoommpprroommiisseedd wwhheenn tthhee ffoorrmmaatt ooff a

ppaarrttiiccuullaarr

ssuubbsseeqquueenntt ppaayyllooaadd ddooeess nnoott mmaattcchh tthhee ddeevviiccee fifinnggeerrpprriinntt ((ee..gg..,, ssoommeeoonnee hhaass cchhaannggeedd ssoommeetthhiinngg
aabboouutt tthhee oouuttppuutt ooff tthhee ddeevviiccee,, ssuucchh aass tthhee ddeevviiccee fifirrmmwwaarree vveerrssiioonn nnuummbbeerr,, eettcc..))..
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Exemplary Overall System Sequence
Turning to FIG. 6, the lifeline qsapi-process-3.8.php 602, in the embodiments shown,
implements majority of the P2PE management system functionality via a Quickswipe API
("QSAPI 602"). It shoul d be understood by one of ordinary skill in the art that QSAP 602
functionality may be implemented by any suitable number of APIs, scripts, and/or functions. For
simplicity and brevity, on y QSAPI 602 wi l be discussed. According to particular embodiments,
and shown in FIG. 6, QSAPI 602 starts with instantiating specialized .PHP classes that
encapsulate different aspects of processing as described herein, including, but not limited to
instances of Device, DevicesController and poi classes.
Continuing with FIG. 6, "Device" class 610 is a base class for all supported devices (e.g.,
POI devices, etc.). n particular embodiments, each type of device (e.g., each device brand,

model, etc.) associated with the system has a corresponding child class inherited from the Device
class 610 (e.g., each brand of POI device has a separate child class). In various embodiments,
each child class includes one or more aspects of a device's output inherited from the class,
including, but not limited to device payload format (e.g., XML or binary format), an indication
of whether data is encrypted etc. According to particular embodiments, the Device class 610
receives information regarding each type of device via a fromString(device output) string, as
shown in FIG. 6, to instantiate the appropriate Device child class instance. In various
embodiments, the Device class 610 uses the information in the appropriate child class to parse
device payload (see fetch(device output)) for data decryption, if a device payload includes
encrypted data. In the embodiments shown in FIG. 6, the system uses Luna EFT HSM Device
608 to decrypt device payload data-

in various embodiments, Device class 610 selects a child class to be instantiated via a
method fromStringO (e.g., based on the device type, etc.), creates a ewQ instance, and calls a
fetchQ method. According to particular embodiments, the fetch method parses device payload
and stores parsed data. For example, Device class 610 method fromStringO returns a reference

that contains the parsed data of a particular payload. Continuing with this particular example,
the fromString reference may contain card track I , 2, 3 data, a device serial number, and/or
device firmware and hardware information (as discussed herein, the device payload data may
include any suitable information).

Continuing with FIG. 6, DevicesController class 612 is a controller class that, in
particular embodiments, encapsulates several activities that QSAPI 602 uses to determine
whether a particular device has been compromised, tampered with, etc. In particular
embodiments, a DevicesController class 612 instance is initialized with Quickswipe database
606 accessors. In various embodiments, DevicesController class 6 2 transmits an indication of

any such indication of device tampering to the POI Manager (e.g., P2PE Management System,

see FIG. 9), upon detection. According to one or more embodiments, DevicesController class
6 2 retrieves and stores data at Quickswipe database 606 table entitled device use.

An instance of poi class 614 is initialized by class

constructQ method. The construct

method according to particular embodiments, retrieves an HSM key index from the POI
Manager (see FIG. 9) for legacy devices (e.g., one or more device payloads received by the
system from one or more devices that are not P2PE certified). As shown in FIGS. 6- 4, example
poi processes are loglncidentQ and getHsmKeyQ. Generally, in various embodiments, poi class

614 posts requests to POI Manager and interprets POI Manager responses (see FIG. 9).

As shown in FIG. 6, Luna EFT HSM Device 608 (e.g., HSM Device 608), in various
embodiments, is specialized hardware to encrypt or decrypt data. As discussed herein, according
to particular embodiments, a particular device is injected with a key at a Key Injection Facility.
In these embodiments (and others), this base key is stored in an HSM Device (e.g., HSM Device
608) in an internal table. Continuing with this embodiment, in order to decrypt encrypted data

from the particular device payload, a decrypt() method passes a key index included in the
particular device payload to the HSM Device 608 to derive the associated transaction key. In
some embodiments, POI Manager stores HSM key indexes in POI database (as shown in FIG. 9)
and QSAPI 602 retrieves various base keys by device serial number.
In various embodiments, once the Device class 610 inherited child class for a particular
device is received, QSAPI 602 determines which one or more sub-processes (which "opt") to
complete (e.g., sub-processes 620, 630, and 640). At step 620, if QSAPI 602 determines that the
particular device payload does not contain a device serial number, QSAPI 602 processes the
particular Device as non-P2PE device (e.g., accordingly, in these embodiments (and others),
QSAPI 602 does not retrieve or request the POI Manager's access key from the Quickswipe
database).

Continuing with step 630, if QSAPI 602 determines that the particular device payload
includes a device serial number, QSAPI 602 compares the device payload with a fingerprint
associated with the device (as discussed herein) at "Capture Device," which is further discussed
at FIG 8 . n one or more embodiments, upon completion of the Capture Device process, QSAPI

602 receives a record of a device_use table in Quickswipe database 606.

At step 630, if QSAPI 602 determines that the particular device payload includes
encrypted data, QSAPI 602 retrieves an HSM key index from PO Manager to pass to HSM
Device 608 for decryption as further described in F G.

(Get HSM Key Index). If the Get

HSM Key Index process returns a non-positive value, QSAPI 602 will terminate with sending an
error response. Otherwise Get HSM Key Index returns an HSM key index for use in decrypting
any encrypted data included in the payload of the particular device. See FIG. 12 for details on the

Update Key Index process.
According to particular embodiments, upon completion of the Update Key Index process
(e.g., at FIG. 12), QSAPI 602 returns a decrypt(key index) method, which is passed to Device

class 610. In various embodiments, Device class 610 uses the key index provided by the
decryptikey index) method to transmit necessary data to the HSM Device 608 for decrypting the
encrypted data of the payload of the particular device. In one or more embodiments. Device
class

6

transmits a DECIPHER2 Luna EFT command (including the key index and cipher

data) to HSM Device 608, which decrypts the encrypted payload data of the particular device. In

further embodiments, once decrypted, the decrypted payload data is transmitted from the HSM
Device 608 to Device class 610 and decrypted clear tracks data are parsed by
parseDecryptedDataQ In these embodiments (and others), relevant data, including, but not
limited to, parsed card tracks, PAN data, an expiration date, a c

number, card holder data, etc.

are included in a data container CardData as shown in FIG. 6 .

At step 640, in some embodiments, upon determining that the particular device payload
does not contain encrypted data, QSAPI 602 calls Device class 608 method parseTracksQ to get

a data container (e.g., CardData container) filled with a parsed card number, an expiration date,
card holder data, etc. At step 650, QSAPI 602 validates the data included in the CardData

container, which is further discussed regarding FIG. 13. At step 660, QSAPI 602 processes any
exceptions at a Handle Exceptions process, which is further discussed regarding FIG. 14.

Exemplary Capture Device Sequence
Turning to FIG. 8, the exemplary capture device process discussed herein is implemented
in embodiments where the payload of the particular device includes the device serial number
QSAPI 602 calls Device class 608 for a string that identifies certain features of the payload of

the particular device (e.g., a device fingerprint as discussed herein and exemplary process shown
in FIG. 7), including, for example, device payload format (e.g., XML, hexadecimal string, etc.),
an indication of whether a portion of the device payload is encrypted, number of tracks included,
etc. After a device payload format is determined, i various embodiments, QSAPI 602 calls

DevicesControl er class 612 method captureDeviceQ with a device serial number, a device
fingerprint, and a flag that indicates whether a portion of the device payload is encrypted.
In one or more embodiments, DevicesController c lass 6

searches for a record of the

particular device in a device use record table at the Quickswipe database 606 using the device
serial number of the particular device (e.g., at CaptureDeviceQ above). Upon finding a record of
the particular device at the Quickswipe database 606, DevicesController class 612, in particular
embodiments, examines various aspects of the device use information (e.g., stored in the
Quickswipe database 606). In some embodiments, DevicesController class 612 determines
whether the syste

has marked the particular device as tampered (e.g., the system has changed

the state of the particular device to tampered). In these embodiments, the system is configured to

determine that the particular device has been marked as tampered if the date disabled column
returns a "NOT

LL" value (e.g., indicating that the particular device is marked as tampered

by the POI Manager). Upon receiving a value of NOT NULL for date disabled column,
according to particular embodiments, the captureDeviceQ method returns a "FALSE" value to
QSAPI 602. In further embodiments, upon receiving the "FALSE" value for the captureDeviceQ
method , the QSAPI 602 sends an error response to a user and terminates execution of the process
(e.g., does not proceed with decryption of any encrypted payload information received from the

particular device).
In various embodiments, upon receiving a value other than NOT NULL for the

date disabled column, the system determines whether the encryption flag for the particular

device matches an encryption indication stored at the Quickswipe database 606. In particular
embodiments, the system compares the received encrypted flag (e.g., as received with the
payload at captureDeviceQ, above) against the encryption flag stored for the particular device at

Quickswipe database 606. According to particular embodiments, QSAPI 602 considers a
change of encrypted flag (output was encrypted, but now data is not encrypted) for a particular
device as an indication that the particular device is compromised or tampered and should be
disabled. In these embodiments, the captureDevieeQ method returns FALSE to the QSAPI 602,
which sends an error response to the user and terminates execution of the process. For more
information regarding disabling devices, see FIG. 9 .
According to one or more embodiments, upon determining that the received encryption
f ag matches the stored encryption indication at the Quickswipe database 606, the system is
configured to compare the device payload format with a stored fingerprint for the particular
device stored at the Quickswipe database 606. According to particular embodiments, QSAPI
602 considers a change in device fingerprint as a temporary failure (several intermittent factors
can cause device payload format to be different, such as, for example, unreliable USB
connection of device to the persona] computer may cause a change i device payload format), for
more details regarding temporary failure, see FIG. 0 . In further embodiments, in response to
the system determining the particular device payload format does not match the fingerprint,
captureDeviceQ returns FALSE, which results in QSAPI 602 sending an error response to the
user and to terminating execution of the process.
If ail above checks were evaluated to False, captureDevice() method returns a current
value of DEVICE __USE row to QSAPI 602. Upon determining that the particular device ss used
for the first time (device_use row NOT FOUND), DevicesCon trailer class 6 2 inserts a new
device use row with a passed encrypted flag and a device fingerprint in the Quickswipe database
606.

Exemplary Disable Device Sequence
Turning to FIG. 9, according to various embodiments, PO Manager 910 tracks the chain
of custody of devices. According to various embodiments, POI Manager 910 is implemented as
collection of .PHP classes responsible for several activities. In some embodiments, POI
Manager 910 returns an appropriate controller class, such as the DevicesController class 6
based on the type of request posted by QSAPI 602. A s shown in FIG. 9, POI Manager 910
receives an indication to disable decryption of a particular device (e.g., the particular device
discussed in the embodiments above) because the payload of the particular device is unencrypted
(e.g., but should have been decrypted). In the embodiment shown in FIG. 9, the particular device

will be disabled in Quickswipe database 606 and disable date will be set to the value of current
date and time. POI Manager 910 changes the state of the particular device to tampered in POI

database 920.

Exemplary Increment Failed Count Sequence
Turning to FIG. 10, QSAPI 602, in various embodiments, tracks each failed encryption
attempt for ever}' device with a known serial number. According to particular embodiments,
when a particular device's information is captured for the first time, the system adds a new ro
to device use table with failed count set to 0 and max failed count set to a hardcoded limit (5
10, etc.). In one or more embodiments, each time a pay load is received fro

the particular

device, QSAPi 602 mns a validation check in further embodiments, QSAPI 602 increments the
failed count value each time a validation check fails. In still further embodiments, if the
failed_count reaches the max_faiIed_count hardcoded limit (e.g., 2, 5, 7, 10, 20, etc.), the system
disables the particular device (e.g., and no longer decrypts payloads received from the particular
device). n particular embodiments, the system may be configured to reset the failed_count
value to 0 with each passed validation check. In some embodiments, the system may be
configured to increment the failed_count value wit eac failed validation check, regardless of
whether there has been an intermediate passed validation check. An exemplary disable device
process is described above in regards to FIG. 9 .

Exemplary Get ISM Key Index Sequence
Upon determining that a particular device payload includes encrypted data, QSAPI 602
follows the exemplary process shown in FIG.

. As discussed herein, in various embodiments,

the particular device payload includes an integer value indicating a number of times a decryption
key value was derived from a base key. In some embodiments, HSM Device 608 derives the
encryption key from its internal copy of the base key and uses the derived encryption key to
decrypt encrypted data in the particular device payload.
According to particular embodiments, QSAPI 602 retrieves a poi_accessKey
corresponding to the particular device from poi class 614. In one or more embodiments, upon
determining that the poi_accessKey is NULL or empty, poi class 6 4 returns a legacy_key_index
(e.g., indicating that the particular device is a "legacy device" and not part of a P2PE decryption

scheme). In various embodiments, upon determining that the particular device serial number is

not empty and poi accessKey is not NULL, poi class 614 requests an hsm key id from PO
Manager Web Server

10, as shown in FIG.

.

As will be understood by one of ordinary skill in the art, in some embodiments, the HSM
Device 608 stores more than one base key in an internal HSM Device table. Thus, in these
embodiments (and other embodiments), the HS M Device 608 requires an indication of which of
the more than one base key to use to decrypt the particular device payload. As described above,
in some embodiments, POI Manager stores HSM key indexes in POI database (as shown in FIG.
9) and QSAPI 602 retrieves various base keys by device serial number and transmits the HSM

key index (which indicates the base key to use to decrypt the particular device payload) to the
HSM Device 608.

Exemplary Update Key Index Sequence
FIG. 2 shows an exemplary update key index sequence. As shown in the embodiment

in FIG. 12, if the system determines that the key index associated with a particular device has
changed, then the system is configured to disable the particular device, as discussed above.

Exemplary Validation Sequence
Turning to FIG. 13, in the embodiment shown, upon receiving a payload from a
particular device, QSAPI 602 determines whether the payload includes track 1 data in a correct
format, track2 data in a correct format or both (e.g., by checkmg the fingerprint associated with
the particular device and/or other appropriate record). If the payload does not include track! data

in the correct format, track2 data in the correct format, or both, QSAPI 602 sends an error
response to a user and terminates execution of the process. Continuing with this sequence, if the
system determines the payload mcludes track 1 data in the correct format, track2 data in the
correct format, or both (or any suitable number of tracks), in particular embodiments, QSAPI
602 proceeds validating track! , track2 or both. According to particular embodiments, card track

data shall be non-empty string of numbers 0-9, which pass modlO check at validator class php
1320. In one or more embodiments, the system is configured to, upon successful validated card

of the card track number, DevicesControUer class 612 resets device use. failed count (as
discussed above) for the particular device to zero (0).

te

ate E
Various aspects of the present systems and methods will now be described. It will be

understood by one of ordinar ski in the art that any of the aspects below may incorporate and
include any other aspects mentioned below or features described herein. Therefore, the aspects
below should be understood to include any combination of aspects and should not be limited to

the combinations presented below. For example although the second aspect includes the
computer system of the first aspect, it may also include features of the twenty-sixth aspect or the
first particular aspect.
According to a first aspect, the present systems and methods, in various embodiments,
may include a point to point encryption management system configured to receive information
from a plurality of point of interaction devices, the point to point encryption management system
comprising A) a database for storing device information and B) at least one processor operatively
coupled to the database, the at least one processor configured for: 1) receiving a payload

originating from a point of interaction device, the payload including encrypted payment
information and a device identifier; 2) parsing the payload to extract the device identifier; 3)
retrieving an identifier table from the database, the identifier table comprising one or more
device identifiers received by the point to point encryption management system; 4) comparing
the device identifier to the identifier table to detennine whether the device identifier is included
in the identifier table; and 5) upon determining that the device identifier is included in the
identifier table, facilitating decryption of the encrypted payment information.
According to a second aspect, the present systems and methods may include, the
computer system of the first aspect or any other aspect, wherein the at least one processor is
further configured for: retrieving, from memory, a digital fingerprint associated with a record of
the point of interaction device.
According to a third aspect, the computer system of the first or second aspect or

other aspect, wherein the digital fingerprint is created by the point to point encryption
management system for the point of interaction device based on the format of one or more
payloads that originated from the point of interaction device.
According to a fourth aspect, the computer system of the first, second, or third aspect
or n other aspect, wherein the at least one processor is further configured for: 1) comparing

the payload to the digital fingerprint to determine whether the point of interaction device has

been compromised; and 2) upon determining that the point of interaction device has not been
compromised, facilitating decryption of the encrypted payment information.
According to a fifth aspect, the computer system of the first, second, third, or fourth
aspect or any other aspect, wherein the device identifier comprises a device serial number.
According to a sixth aspect, a point to point encryption management system configured
to receive information from a plurality of point of interaction devices, the point to point

encryption management system comprising A) a database for storing device information and B)
at least one processor operatively coupled to the database, the at least one processor configured
for: 1) receiving a payload originating from a point of interaction device, the payload including

encrypted data and a device serial number; 2) parsing the payload to extract the device serial

number; 3) retrieving a serial number table from the database, the serial number table comprising
one or more serial numbers received by the point to point encryption management system; 4)
comparing the device serial number to the serial number table to determine whether the device
serial number is included in the serial number table; 5) upon determining that the device serial
number is included in the table, retrieving, from memory, a fingerprint associated with a record
of the point of interaction device, wherein the fingerprint is an identifier created by the point to
point encryption management system for the point of interaction device based on the format of
one or more payloads that ori ginated from the point of interaction device; 6) comparing the
payload to the fingerprint to determine whether the point of interaction device has been
compromised; and 7) upon determining that the point of interaction device has not been
compromised, facilitating decryption of the encrypted payment card information.
According to a seventh aspect, the computer syste

of the sixth aspect or any other

aspect, wherein receiving the payload originating from the point to point encryption device
comprises receiving the payload from a merchant computer system.
According a eighth aspect, the computer system of the sixth or seventh aspect or any
other aspect, wherein receiving the payload originating from the point to point encryption
device comprises receiving the payload from a third party payment processing system.
According to a ninth aspect, the computer system of the sixth, seventh, or eighth
aspect or

other aspect, wherein, upon determining that the device serial number is included

in the table, retrieving a state associated with the point of interaction device.

According to a tenth aspect, the computer system of the sixth, seventh, eighth, or ninth
aspect or any other aspect, wherein the at least one processor is further configured for: 1)

comparing the state associated with the point of interaction device with a list of decryptable
states in a table; and 2) based on determining that the state associated with the point of
interaction device is a decryptable state, facilitating decryption of the encrypted payment card
information.
According to an eleventh aspect, the computer system of the sixth, seventh, eighth, or
ninth aspect or any other aspect, wherein: ) the computer system further comprises an

hard ware security module; and 2) facilitating decryption of the encrypted data compri ses

transmitting the encrypted data to the hardware security module for decryption.
According to a twelfth aspect, a computer-implemented method for decrypting
encrypted data, the computer-implemented method comprising: A) providing at least one
encryption device comprising at least one processor configured to transmit encrypted data and a
device serial number; and B) providing an encryption management system configured to receive
information from the encryption device and at least one computer terminal located at a key
injection facility, the encryption management system comprising 1) a database for storing device
information and 2) at least one processor operatively coupled to the database, the at least one
processor configured for: i) receiving an initial device serial number from the at least one
terminal located at the key injection facility; ii) writing the initial device serial number to a table
in memor and storing the able in a database; iii) receiving a payload at least partial!)'
originating from the encryption device, the payload including encrypted data and the device
serial number; iv) parsing the payload to extract the device serial number; v) retrieving the table
from the database; vi) comparing the device serial number to the initial device serial number to
determine whether the device serial number is included in the table; vii) upon determining that
the device serial number and the initial device serial number are the same serial number,
facilitating decryption of the encrypted data.
According to a thirteenth aspect, a computer syste

for point to point encryption of

payment transactions, the computer system comprising: A) at least one point of interaction
device comprising 1) one or more magnetic read heads for reading consumer payment cards and
2) at least one processor configured to transmit consumer payment card information and a device

serial number associated with the at least one point of interaction device; B)a hardware security

module configured for decryption of payment card information; and C) a point to point
encryption management system configured to receive information from the point of interaction
device and at least one computer terminal located at a key injection facility, the point to point
encryption management system comprising 1) a database for storing device information and 2) at
least one processor operatively coupled to the database, the at least one processor configured for:
i) receiving an initial device serial number from the at least one computer terminal located at the

key injection facility; ii) writing the initial device serial number to a table in memory and storing
the table in the database; iii) receiving a first payload originating from the point of interaction
device, the first payload including first encrypted payment card information and the device serial
number; iv) parsing the payload to extract the device serial number; v) retrieving the table from
the database; v ) comparing the device serial number to the initial de vice serial number to
determine whether the device serial number is included in the table; vii) upon determining that
the device serial number and the initial device serial number are the same serial number: a)
facilitating decryption of the payment card information; and b) creating a fingerprint for the point
of interaction device based on the format of the first payload and storing the payload identifier in
memory; viii) receiving a second payload originating from the point of interaction device
including encrypted second payment card information and the device serial number; ix) parsing
the received second payload to extract the device serial number; x) retrieving the table from the

database; xi) comparing the device serial number to the initial device serial number to determine
whether the device serial number is included in the table; xii) upon determining that the device
serial number and the initial device serial number are the same serial number, retrieving the
fingerprint; xiii) comparing the second payload to the fingerprint to determine whether the point
of interaction device has been compromised; and xiv) upon dete

ining that the point of

interaction device has not been compromised, transmitting the second payment information to
the hardware security module for decryption.
According to a fourteenth aspect, the computer system of the thirteenth aspect or a y
other aspect, wherein receiving the first payload originating from the point to point encryption
device comprises receiving the payload from a merchant computer system.
According to a fifteenth aspect, the computer system of the thirteenth or fourteenth
aspect or any other aspect, wherein receiving the first payload originating from the point to

point encryption device comprises receiving the payload from a third party payment processing
system.

According to a sixteenth aspect, a computer system decrypting payment transactions, the
computer system comprising: A) at least one point of interaction device compri sing one or more
processors configured to transmit consumer payment card information and a device serial
number associated with the at least one point of interaction device; and B) a point to point
encryption management system configured to receive information from the point of interaction
device and at least one computer terminal located at a key injection facility, the point to point
encryption management system comprising 1) a database for storing device information and 2) at
least one processor operatively coupled to the database, the at least one processor configured for:
i) receiving an initial device serial number from the at least one computer terminal located at the

key injection facility; ii) writing the initial device serial number to a table in memory and storing
the table in the database; iii) receiving a payload at least partially originating from the point of
interaction device, the payload including encrypted payment card information and the device
serial number; iv) parsing the payload to extract the device serial number; v) retrieving the table

from the database; vi) comparing the device serial number to the initial device serial number to
determine whether the device serial number is included in the table; vii) upon determining that
the device serial number and the initial device serial number are the same serial number,

facilitating decryption of the payment card information.
According to a seventeenth aspect, the computer system of the sixteenth aspect or any
other aspect, wherein receiving the payload at least partially originating from the point to point
encryption device comprises receiving the payload from a merchant computer system.
According to an eighteenth aspect, the computer system of the sixteenth or seventeenth
aspect or any other aspect, wherein receiving the payload at least partially originating from the
point to point encryption device comprises receiving the payload from a third party payment
processing system.
According a nineteenth aspect, the computer system of the sixteenth, seventeenth, or
eighteenth aspect or any other aspect, wherein the at least one processor is further configured
for, upon determining that the device serial number and the initial device serial number are the

same serial number, creating a payload identifier for the point of interaction device and storing

the payload identifier for the point of interaction de vice in memory.
According to a twesitieth aspect, the computer system of the sixteenth, seventeenth,
eighteenth, or nineteenth aspect or any other aspect, wherein: A) the received payload is a
first payload received that originated from the point of interaction device; and B) the at least one
processor is further configured for: 1) receiving a second payload originating from the point of
interaction device including encrypted second payment card information and a second device
serial number; 2) parsing the received second payload to extract the second device serial number;
3) retrieving the table from the database; 4) comparing the second device serial number to the

initial device serial number to determine whether the second device serial number is included in
the table; 5) upon determining that the second device serial number and the initial device serial
number are the same serial number, retrieving the payload identifier; 6) comparing the second
payload to the payload identifier to determine whether the point of interaction device has been
compromised; and 7) upon determining that the point of interaction device has not been
compromised, facilitating decryption of the second payment information.
According to a twenty-first aspect, the computer system of the sixteenth, seventeenth,
eighteenth, nineteenth, or twentieth aspect or any other aspect, wherein the payload
identifier comprises a fingerprint based at least in part on the format of the received payload.
According to a twenty-second aspect, the computer system of the sixteenth,
seventeenth, eighteenth, nineteenth, twentieth, or twenty-first aspect or any other aspect,
wherein the payload includes the encrypted payment card information in hexadecimal or base64
format an the device serial number in hexadecimal or character format.
According to a twenty-third aspect, the computer system of the sixteenth, seventeenth,
eighteenth, nineteenth, twentieth, twenty-first, or twenty-second aspect or any other aspect,
wherein the fingerprint is at least partially based on the hexadecimal or base64 format of the
encrypted payment card information.
According to a twenty-fourth aspect, the computer system of the sixteenth,
seventeenth, eighteenth, nineteenth, twentieth, twenty-first, twenty-second, or twenty-third
aspect or any other aspect, wherein the fingerprint is at least partially based on the hexadecimal
or character format of the device serial number.

According to a twenty-fifth aspect, the computer system of the sixteenth, seventeenth,
eighteenth, nineteenth, twentieth, twenty-first, twenty-second, twenty-third, or twenty-

fourth aspect or any other aspect, wherein: 1) the computer system further comprises an
hard ware security module; and 2) facilitating decryption of the payment card information

comprises transmitting the encrypted payment card information to the hardware security module
for decryption.
According to a twenty-sixth aspect, a computer-implemented method for decrypting
payment transactions, the method comprising: A) providing at least one point of interaction
device comprising one or more processors configured to transmit consumer payment information
and a device serial number associated with the at least one point of interaction device; B)
providing a point to point encryption management system configured to receive information
from the point of interaction device, the point to point encryption management system
comprising 1) a database for storing device information and 2) at least one processor operativeiy
coupled to the database; C) receiving, by the least one processor, an initial device serial number
at least one computer third party computing device; D) writing, by the least one processor, the

initial device serial number to a table in memory and storing the table in the database; E)

receiving, by the at least one processor, a payload at least partially originating from the point of
interaction device, the payload including encrypted payment information and the device serial
number; F) parsing, by the at least one processor, the payload to extract the device serial number;
G) comparing, by the at least one processor, the device serial number to the initial device serial

number to determine whether the device serial number and the initial serial number are the same
serial number; and

) upon determining that the device serial number and the initial device serial

number are the same serial number, facilitating decryption of the payment information.
According to a twenty-seventh aspect, the computer-implemented method of the

twenty-sixth aspect or any other aspect, wherein receiving the payload at least partially
originating from the point to point encryption device comprises receiving the payload from a
merchant computer system.
According to a twenty-eighth aspect, the computer-implemented method of the twentysixth or twenty-seventh aspect or any other aspect, wherem receiving the payload at least
partially originating from the point to point encryption device comprises receiving the payload
from a third party payment processing system.

According to a twenty-ninth aspect, the computer- implemented method of the twentysixth, twenty-seventh, or twenty-eighth aspect or any other aspect, wherein the method

further comprises, upon determining that the device serial number and the initial device serial
number are the same serial number, creating, by the at least one processor, a payload identifier
for the point of interaction device and storing the payload identifier for the point of interaction
device in memory.

According to a thirtieth aspect, the computer-implemented method of twenty-sixth,
twenty-seventh, twenty-eighth, or twenty-ninth aspect or any other aspect, wherem: A) the
received payload is a first payload received that originated from the point of interaction device;
and B) the method further comprises: 1) receiving, by the at least one processor, a second

payload originating from the point of interaction device including encrypted second payment
information and a second device serial number; 2) parsing, by the at least one processor the
received second payload to extract the second device serial number; 3) comparing, by the at least
one processor, the second device serial number to the initial device serial number to determine

whether the second device serial number is included in the table; 4) upon determining that the
second device serial number and the initial device serial number are the same serial number,
retrieving, by the at least one processor, the payload identifier; 5) comparing, by the at least one
processor, the second payload to the payload identifier to determine whether the point of

interaction device has been compromised; and 6) upon determining that the point of interaction
device has not been compromised, facilitating decryption of the second payment information.

According to a thirty-first aspect, the computer-implemented method of the twentysixth, twenty-seventh, twenty-eighth, twenty-ninth, or thirtieth aspect or any other aspect,
wherein the payload identifier comprises a fingerprint based at least in part on the format of the
received payload.
According to a thirty-second aspect, the computer-implemented method of the twentysixth, twenty-seventh, twenty-eighth, twenty-ninth, thirtieth, or thirty-first aspect or any
other aspect, wherein: A) the method further comprises providing a hardware security module;
and B) facilitating decryption of the payment information comprises transmitting, by the at least
one processor, the encrypted payment information to the hardware security module for
decryption.

According to firsi further aspect, a computer system for creating a fingerprint for a
device, the computer system comprising the device operatively connected to a device
management system, the device management system comprising at least one processor
operatively coupled to at least one database, the at least one processor configured for: A)
receiving a first payload from the device, the first payload comprising data in a particular format
and a device indicator, the device indicator comprising a unique identifier used for identifying

the device; B) creating the fingerprint for the device, the fingerprint comprising a section format
for each of one or more distinct sections of the particular format in a particular order; C) storing
a record of the fingerprint for the device and the unique identifier at the at least one database; and
D) comparing a format of each subsequent payload received from the device to the fingerprint

for the device to determine whether the device has been compromised.
According to a second further aspect, the computer system of the first further aspect
or any other aspect, wherem the at least one processor is further configured for creating the
fingerprint by: A) parsing the particular format of the first payload into the one or more distinct
sections of the particul ar format; B) determining the section format of each of th e one or more
distinct sections: and C) creating a record of the section format of each of the one or more
distinct sections in the particular order.
According to a third farther aspect, the computer system of the first or second further
aspect or any other aspect, wherein: A) the first payload comprises data comprising an
indication of a version of firmware running on the device; and B) creating the fingerprint for the
device further comprises an indication of the version of firmware running on the device.
According to a fourth further aspect, the computer system of the first, second, or third
further aspect or any other aspect, wherem the at least one processor is further configured for,
upon determining that the device has been compromised, changing a state of the device to
indicate the device is compromised.
According to a fifth further aspect the computer system of the first, second, third, or
fourth further aspect or any other aspect, wherein the at least one processor is further
configured for only decrypting payloads of devices with states indicating they have not been
compromised.

According to a sixth further aspect, the computer system of the first, second, third,
fourth, or fifth further aspect or any other aspect, wherein comparing the format of each

subsequent payload received from the device to the fingerprint for the device to determine
whether the device has been compromised comprises: A) receiving a second payload from the
device, the second payload comprising second data in a second particular format and a second
device indicator, the second device indicator comprising a second unique identifier used for
identifying the device; B) retrieving the fingerprint from the at least one database based on the
second device indicator; and C) comparing the second particular format to the fingerprint to
determine whether the device has been compromised.
According to a seventh further aspect, the compu ter system of the first, second, third,
fourth, fifth, or sixth farther aspect or any other aspect, wherein comparing the second

particular format to the fingerprint to determine whether the device has been compromised
comprises comparing the second format of each of one or more distinct sections of the second
particular format to the section format for each of one or more distinct sections of the fingerprint.
According to an eighth further aspect, the computer system of the first, second, third,
fourth, fifth, sixth, or seveuth further aspect or a y other aspect, wherein the at least one

processor is further configured for, upon determining that the device has been compromised,
transmitting a message to a user indicating that the device has been compromised.
According to a ninth further aspect, the computer system of the first, second, third,
fourth, fifth, sixth, seventh, or eighth farther aspect or any other aspect, wherein the at least

one processor is further configured for, upon determining that the device has been compromised,
disregarding the second payload without decrypting any data.
According to a tenth further aspect, a computer system for creating a fingerprint for a
device, the computer system comprising the device operatively connected to a device
management system, the device management system comprising at least one processor
operatively coupled to at least one database, the at least one processor configured for: A)
receiving payloads from a particular device, each payload comprising encrypted and unencrypted
data in a format; B) comparing the format of each payload from the particular device to the
fingerprint associated with the particular device; and C) upon determining that the format of a
particular payload of the payloads received from the particular device does not match the
fingerprint associated with the particular device, declining to decrypt the encrypted data of the
particular payload and transmitting a notification of declining to decrypt the encrypted data to a
user computing system associated with a user.

According to an eleventh further aspect, the computer system of the tenth further
aspect or

other aspect, wherein the at least one processor is further configured for, upon

determining that the format of the particular pay load of the payloads received from the particular
device does not match the fingerprint associated with the particular device, changing a status
associated with the particular device from active to tampered.
According to a twelfth further aspect, the computer system of the tenth or eleventh
further aspect or any other aspect, wherein each payload from the particular device includes
one or more segments of data in a particular order.
According to a thirteenth further aspect, the computer system the tenth, eleventh, or
twelfth further aspect or any other aspect wherein each of the one or more segments of data
included in the payload from the particular device is in a particular format.
According to a fourteenth further aspect, the computer system the tenth, eleventh,
twelfth, or thirteenth further aspect or any other aspect, wherein the particular format for a
particular segment of the one or more segments is a character format.
According to a fifteenth further aspect, the computer system the tenth, eleventh,
twelfth, thirteesith, or fourteenth further aspect or any other aspect, wherein the particular
format for a second particular segment of the one or more segme s is a hexadecimal format.
According to a sixteenth further aspect, the computer sy .

the tenth, eleventh,

twelfth, thirteenth, fourteenth, or fifteenth further aspect or any other aspect, wherein the at
least one processor is further configured for: A) receiving payloads from a second particular
device, each payload comprising encrypted and unencrypted data in a second format; B)
comparing the second format of each payload from the second particular device to a second
fingerprint associated with the second particular device; and C) upon determining that the format
of a second particular payload of the payloads received from the second particular device does
not match the second fingerprint associated with the second particular device, declining to
decrypt the encrypted data of the second particular payload and transmitting a notification of
declining to decrypt the encrypted data to a second computing system associated with a second
user.
According to a seventeenth further aspect, the computer system of the tenth, eleventh,
twelfth, thirteenth, fourteenth, fifteenth, or sixteenth f r t her aspect or any other aspect,
wherein the fingerprint an the second fingerprint are not the same fingerprint.

According to an eighteenth further aspect, a computer-implemented method for
creating a fingerprint for a device, the method comprismg: A) providing a device capable of
encrypting data; B) providing a computer system operatively coupled to the device, the computer
system comprismg: ) a decrypting means for decrypting data received from the device; 2) a
fingerprint creation means for creating a fingerprint associated with the device; 3) at least one
database; and 4) at least one processor operatively coupled to the decrypting means, the

fingerprint creation means, and the at least one database; C) receiving, by the at least one
processor, a first payload from the device, the first payload comprising data in a particular
format, a device indicator, and encrypted data, the device indicator comprising a unique

identifier used for identifying the device; D) creating, by the fingerprint creation means, a
fingerprint for the device, the fingerprint comprising a section format for each of one or more
distinct sections of the particular format in a particular order; E) storing a record of the
fmgerprmt for the device an the unique identifier at the at least one database and changing a

state of the device to active by the at least one processor; F) comparing, by the at least one

processor, a second particular format of a subsequent payload received from the device to the
fingerprint for the device to determine whether the device has been compromised; and G) upon
determining that the device has not been compromised, decrypting, by the decrypting means,
encrypted data of the subsequent payload.
According to a nineteenth further aspect, the computer-implemented method of the
eighteenth further aspect or

other aspect, the method further comprising the steps of: A )

receiving by the at least one processor, the subsequent payload from the device the subsequent
payload comprising data in the second particular format and the device indicator; and B)
retrieving, by the at least one processor, the fingerprint from the at least one database for
comparing the second particular format to the fingerprint.
According to a twentieth further aspect, the computer-implemented method of the
eighteenth or nineteenth further aspect or a y other aspect, the method further comprising
the steps of, upon determining that the device has been compromised, declining, by the at least

one processor, to decrypt the encrypted data of the subsequent payload.
According a first particular aspect, a computer system for managing encryption device
status changes comprismg a P2PE management system comprising at least one processor and
operatively connected to an encryption device, the at least one processor configured for changing

a slate of the encryption device based upon transactional information received from the
encryption device, wherein changing the state of the encryption device based upon transaction
information comprises: A) receiving a transaction payload from an encryption device, the

transaction payload comprising transaction information and non-transaction information; B)
determining whether the transaction information is unencrypted; and C) in response to
determining that the transaction information is unencrypted, disabling the encryption device bychanging a state of the encryption device to a tampered state.
According to a second particular aspect, the computer syste

of the first particular

aspect or any other aspect, wherein the at least one processor is further configured for changing

the state of the encryption device based on input from an operator.
According to a third particular aspect, the computer system of the first or second
particular aspect or any other aspect, wherein the at least one processor is further configured

for changing the state of the encryption device based upon receiving an indication from a first
operator that the encryption device is in transit from a manufacturer to a key injection facility.
According to a fourth particular aspect, the computer system of the first, second, or
third particular aspect or any other aspect, wherem the at least one processor is further

configured for changing the state of the encryption device to a stored state based upo receiving
an indication from a second operator that the encryption device is stored at a merchant.

According to a fifth particular aspect, the computer system of the first, second, third,
or fourth particular aspect or any other aspect, wherein the at least one processor is further

configured for changing the state of the encryption device to a deployed state based upon
receiving an indication from a third operator that the encryption device is deployed for use by the
merchant.
According to a sixth particular aspect, the computer system of the first, second, third,
fourth or fifth particular aspect or any other aspect, wherem changing the state of the
encryption device based upon transaction information further comprises: A) receiving a first

transaction payload from the encryption device, the first transaction payload being a first payload
received from the encryption device, the first transaction payload comprising transaction
information and non-transaction information; B) upon receiving the first transaction payload
from the encryption device, changing the state of the encryption device from the deployed state
to an active state.

According to a seventh particular aspect, the computer system of the first, second,
third, fourth, fifth, or sixth particular aspect or a y other aspect, wherein the at least one

processor configured for facilitating decryption of the transaction information when the state of
the at least one encryption device is in the active state.

According to an eighth particular aspect, the computer system of the first, second,
third, fourth, fifth, sixth, or seventh particular aspect or any other aspect, wherein changmg

the state of the encryption device based upon transaction information further comprises, in
response to determining that the transaction information is unencrypted, disabling facilitating
decryption of the transaction information of the encryption device based on changing the state of

the encryption device to the tampered state from the active state.
According to a i th particular aspect, the computer system of the first, second, third,
fourth, fifth, sixth, seventh, or eighth particular aspect or any other aspect, wherein: A) the

first transaction payload comprises transaction information and non-transaction information in a
particular format; B) the at least one processor configured for saving an indication of the
particular format; C) the transaction payload comprises transaction information an nontransaction information in a second particular format; and D) changing the state of the encryption
device based upon transaction information further comprises, in response to determining that the
second particular format does not match the indication of the particular format, disabling
facilitating decryption of the transaction information of the encryption device and changing the
state of the encryption device to the tampered state from the acti ve state.
According to a tenth particular aspect, a computer-implemented method for managing
encryption device status changes, the method comprising the steps of: A) providing a P2PE

management system comprising at least one processor and operatively connected to an
encryption device; B) changing, by the at least one processor, a state of the encryption device

based upon transactional information received from the encryption device, wherein changing the
state of the encryption device based upon transaction information comprises: 1) receiving a

transaction payload from an encryption device, the transaction payload comprising transaction
information and non-transaction information; 2) determining whether the transaction information
is unencrypted; and 3) in response to determining that the transaction information is unencrypted,

disabling the encryption device by changmg a state of the encryption device to a tampered state.

According to an eleventh particular aspect the computer-implemented method of the
tenth particular aspect or any other aspect, wherein the method further comprises the step of
changing, by the at least one processor, the state of the encryption device based on input from an

operator.
According to a twelfth particular aspect, the computer-implemented method of the
tenth or eleventh particular aspect or any other aspect, wherein the at least one processor is
further configured for changing the state of the encryption device based upon receiving an
indication from a first operator that the encryption device is in transit from a manufacturer to a

key injection facility.
According to a thirteenth particular aspect, the computer- implemented method of the
tenth, eleventh, or twelfth particular aspect or a y other aspect, wherein the method further
comprises the step of changing, by the at least one processor, the state of the encryption device to

a stored state based upon receiving an indication from a second operator that the encryption
device is stored at a merchant.

According to a fourteenth particular aspect, the computer-implemented method of the
tenth, eleventh, twelfth, or thirteenth particular aspect or any other aspect, wherein the
method further comprises the step of changing, by the at least one processor, the state of the
encryption device to a deployed state based upon receiving an indication from a third operator

that the encryption device is deployed for use by the merchant.
According to a fifteenth particular aspect, the computer-implemented method of the
tenth, eleventh, twelfth, thirteenth, or fourteenth particular aspect or any other aspect,
wherein changing the state of the encryption device based upon transaction information further

comprises: A) receiving a first transaction payload from the encryption device, the first

transaction payload being a first payload received from the encryption device, the first
transaction payload comprising transaction information and non-transaction information; B)
upon receiving the first transaction payload from the encryption device, changing the state of the
encryption device from the deployed state to an active state.
According to a sixteenth particular aspect, the computer-implemented method of the
tenth, eleventh, twelfth, thirteenth, fourteenth, or fifteenth particular aspect or any other
aspect, wherein the method further comprises the step of facilitating decryption of the
transaction information when the state of the at least one encryption device is in the active state.

According to a seventeenth particular aspect, the computer-implemented method of the
tenth, eleventh, twelfth, thirteenth, fourteenth, fifteenth, or sixteenth particular aspect or
other aspect, wherein changing the state of the enciyption device based upon transaction

information further comprises, in response to determining that the transaction information is
unencrypted, disabling facilitating decryption of the transaction information of the enciyption
device based on changing the state of the encryption device to the tampered state from the active
state.

According to an eighteenth particular aspect, the computer-implemented method of the
tenth, eleventh, twelfth, thirteenth, fourteenth, fifteenth, sixteenth, or seventeesfth
particular aspect or any other aspect, wherein: A) the first transaction payload comprises

transaction information and non-transaction information in a particular format; B) the method
further comprises the step of saving an indication of the particular format; C) the transaction
payload comprises transaction information and non-transaction information in a second
particular format; and D) changing the state of the encryption device based upon transaction
information further comprises, in response to determining that the second particular format does
not match the indication of the particular format, disabling facilitating decryption of the
transaction information of the enciyp tion device an changing the state of the encryption device
to the tampered state from the active state.

According to a nineteenth particular aspect, a computer system for managing
encryption device status changes comprising a P2PE management system comprising at least one
processor and operativeiy connected to an encryption device, the at least one processor
configured for: A) changing the state of the enciyption device based o input from an operator;
B) changing a state of the encryption device based upon transactional information received from

the encryption device, wherein changing the state of the enciyption device based upon
transaction information comprises: 1) receiving a first transaction payload from an enciyption
device, the first transaction payload comprising first transaction information and first nontransaction information; 2) upon receiving the first transaction payload from the encryption
device, changing the state of the encryption device from the deployed state to an active state and
facilitating decryption of the first transaction information; 3) receiving a second transaction
payload from the encryption device, the second transaction payload comprising second
transaction information and second non-transaction information; 4) determining whether the

second transaction information is unencrypted; and 5) in response to determining that the second
transaction information is unencrypted, disabling the encryp ion device by changing the state of
the encryption device from the active state to a tampered state.
c sio

Aspects, features, and benefits of the claimed invention(s) will become apparent from the
information disclosed in the exhibits and the other applications as incorporated by reference.

Variations and modifications to the disclosed systems and methods may be effected without
departing from the spirit and scope of the novel concepts of the disclosure.
It will, nevertheless, be understood that no limitation of the scope of the disclosure is
intended by the information disclosed in the exhibits or the applications incorporated by
reference; any alterations and further modifications of the described or illustrated embodiments,
and any further applications of the principles of the disclosure as illustrated therein are

contemplated as would normally occur to one skilled in the ar to which the disclosure relates.
The foregoing description of the exemplar}' embodiments has been presented only for the
purposes of illustration and description and is not intended to be exhaustive or to limit the
inventions to the precise forms disclosed. Many modifications and variations are possible in
light of the above teaching.
The embodiments were chosen and described in order to explain the principles of the
inventions and their practical application so as to enable others skilled in the art to utilize the
inventions and various embodiments and with various modifications as are suited to the
particular use contemplated. Alternative embodiments will become apparent to those skilled in
the art to which the present inventions pertain without departing from their spirit and scope.
Accordingly, the scope of the present in ventions is defined by the appended claims rather than
the foregoing description and the exemplary embodiments described therein.

CLAIMS
What is claimed is:

. A computer system for creating a fingerprint for a device, the computer system
comprising the device operatively connected to a device management system, the device
management system comprising at least one processor operatively coupled to at least one
database, the at least one processor configured for:
receiving a first payioad from the device, the first payioad comprising data in a particular
format and a device indicator, the device indicator comprising a unique identifier used for
identifying the device;
creating the fingerprint for the device, the fingerprint comprising a section format for
each of one or more distinct sections of the particular format in a particular order;
storing a record of the fingerprint for the device an the unique identifier at the at least
one database; and
comparing a format of each subsequent payioad received from the device to the
fingerprint for the device to determine whether the device has been compromised

2 . The computer system of claim 1, wherein the at least one processor is further

configured for creating the fingerprint by:
parsing the particular format of the first payioad into the one or more distinct sections of
the particular format;
determining the section format of each of the one or more distinct sections; and
creating a record of the section format of each of the one or more distinct sections in the
particular order.

3 . The computer system of claim 2, wherein:

the first payioad comprises data comprising an indication of a version of firmware
running on the device; and
creating the fingerprint for the device further comprises an indication of the version of
firmware running on the device.

4 . The computer system of claim 1, wherein the at least one processor is further

configured for, upon determining that the devi ce has been compromi sed, changing a state of th e
device to indicate the device is compromised.

5 . The computer system of claim 4, wherein the at least one processor is further

configured for only decrypting payloads of devices with states indicating they have not been
compromised.

6 . The computer system of claim 1, wherein comparing the format of each subsequent

payload received from the device to the fi i gei rii t for the device to determine whether the
device has been compromised comprises:
receiving a second payload from the device, the second payload comprising second data
in a second particular format and a second device indicator, the second device indicator

comprising a second unique identifier used for identifying the device;
retrieving the fingerprint from the at least one database based on the second device
indicator; and
comparing the second particular format to the fingerprint to determine whether the device
has been compromised.

7 . The computer system of claim 6, wherein comparing the second particular format to

the fingerprint to determine whether the device has been compromised comprises comparing the
second format of each of one or more distinct sections of the second particular fomiat to the
section format for each of one or more distinct sections of the fingerprint.

8 . The computer system of claim 7, wherein the at least one processor is further

configured for, upon determining that the device has been compromised, transmitting a message
to a user indicating that the device has been compromised.

9 . The computer system of claim 8, wherein the at least one processor is further

configured for, upon determining that the device has been compromised, disregarding the second
payload without decrypting any data.

10. A computer system for creating a fingerprint for a device, the computer system

comprising the device operatively connected to a device management system, the device
management system comprising at least one processor operatively coupled to at least one
database, the at least one processor configured for:
receiving payioads from a particular device, eac payload comprising encrypted and
unencrypted data in a format;
comparing the format of each payload from the particular device to the fingerprint
associated with the particular device; and
upon determining that the format of a particular payload of the payioads received from
the particular device does not match the fingerprint associated wit the particular device,
declining to decrypt the encrypted data of the particular payload and transmitting a notification
of declining to decrypt the encrypted data to a user computing system associated with a user.

.

The computer system of claim 10, wherein the at least one processor is further

configured for, upon determining that the format of the particular payload of the payioads
received from the particular device does not match the fingerprint associated with the particular
device, changing a status associated with the particular device from active to tampered.

12. The computer sysieni of claim 10, wherein each payload from the particular device

includes one or more segments of data in a particular order

13. The computer system of claim 12, wherein each of the one or more segments of data

included in the payload from the particular device is in a particular format.

14. The computer system of claim 13, wherein the particular format for a particular

segment of the one or more segments is a character format

15. The computer sysieni of claim 14, wherein the particular format for a second

particular segment of the one or more segments is a hexadecimal format.

16. The computer system of claim 0, wherein the at least one processor is further

configured for:
receiving payloads from a second particular device, each payload comprising encrypted
and unencrypted data in a second format;

comparing the second format of each payload from the second particular device to a
second fingerprint associated with the second particular device; and
upon determining that the format of a second particular payload of the payloads received
from the second particular device does not match the second fingerprint associated wit the

second particular device, declining to decrypt the encrypted data of the second particular payload
and transmitting a notification of declining to decrypt the encrypted data to a second computing
system associated with a second user.

. The computer system of claim 6, wherein the fingerprint an the second fingerprint

are not the same fingerprint.

18. A computer-implemented method for creating a fingerprint for a device, the method

comprising;
providing a device capable of encrypting data;
providing a computer system operatively coupled to the device, the computer system
comprising:
a decrypting means for decrypting data received from the device;
a fingerprint creation means for creating a fingerprint associated with the device;
at least one database; and
at least one processor operatively coupled to the decrypting means, the fingerprint

creation means, and the at least one database;
receiving, by the at least one processor, a first payload from the device, the first payload
comprising data in a particular format, a device indicator, and encrypted data, the device
indicator comprising a unique identifier used for identifying the device;
creating, by the fingerprint creation means, a fingerprint for the device, the fingerprint
comprising a section format for each of one or more distinct sections of the particular format in a
particular order;

storing a record of the fingerprint for the device and the unique identifier at the at least
one database and changing a state of the device to acti ve by the at least one processor;
comparing, by the at least one processor a second particular format of a subsequent
payload received from the device to the fingerprint for the device to determine whether the
device has been compromised; and
upon determining that the device has not been compromised, decrypting, by the
decrypting means, encrypted data of the subsequent payload.

. The computer-implemented method of claim 8, the method further comprising the

steps of:

receiving, by the at least one processor, the subsequent payload from the device, the
subsequent payload comprising data in the second particular format and the device indicator; and
retrieving, by the at least one processor, the fingerprint from the at least one database for
comparing the second particular format to the fingerprint.

20. The computer-implemented method of clai

9, the method further comprising the

steps of, upon determining that the device has been compromised, declining, by the at least one

processor, to decrypt the encrypted data of the subsequent payload.

