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(587) Abstract

Methods of unobtrusively marking documents such as banknotes are disclosed, such marking permitting automatic testing of such
documents for authenticity. One such method comprises using graded refractive index variations in a polymer coating for such marking, and
another incorporates such marking fractally as part of an artistic or other design on the document. An analogous technique for incorporating
fractal authentication coding in audio or video recordings or computer software is also disclosed. Also disclosed are light diffusing screens
and masks for use in making such screens.
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WO 99/17260 PCT/GB98/02936

Title: "Anti-counterfeiting and diffusive screens”

THIS INVENTION relates to measures for combating counterfeiting,
particularly counterfeiting of banknotes and like documents, but also
counterfeiting of other items such as packaging for perfumes, drugs, spirits,

wine, CDs, CD ROM disks, records, tapes, etc., and the packaging therefor.

There are many and various ways of making it difficult for counterfeiters to
produce counterfeit banknotes which will escape detection by experts
scrutinizing the counterfeit notes closely, but it is a fact well known to
counterfeiters that the majority of people handling banknotes and other
products do not scrutinize these carefully and, for the most part, do not have the
expertise necessary to detect forgeries, even after such close scrutiny.
Accordingly, there is a demand for some means which would allow ordinary
individuals, without undue effort, to detect counterfeit notes reliably. Various
proposals have been made to this end and, indeed, devices purporting to fulfil
this requirement are available, for example devices which rely upon
fluorescence under ultraviolet light, and devices in the form of marker pens
which apply a fluid which can undergo a colour change, due to chemical
reaction, but these known expedients are unreliable in that they may both
indicate genuine notes as being counterfeit and may fail to detect counterfeits,
particularly since counterfeiters have become aware of these expedients and

select or treat the materials they use accordingly.

One difficulty with conventional security markings, for example, serial

numbers or bar codes, is that the fact that they are security markings is plainly
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evident on even a casual inspection so that forgers will naturally exercise care

to reproduce such markings accurately.

It is an object of the present invention to provide an anti-counterfeiting marking
which can effectively be camouflaged and which yet will allow of verification
automatically without requiring skill or the expenditure of undue time by the

USET.

According to a first aspect of the invention there is provided anti-counterfeiting
marking for items, such as banknotes and like documents, which marking is
disguised as an incidental or artistic feature of overall marking on the banknotes
or like documents, but is adapted to be read by a complementary reading

device.

In preferred embodiments of the invention, said marking is a one, two or three-
dimensional statistically fractal marking. This marking may be combined with,
or incorporate, a regular or miniaturised routine bar bode providing details of

the product.

Preferably, in this case, the marking is statistically fractal and is representative
of an array of digits in wluch the value of each digit is represented by the
fractal dimension, as herein defined, over a corresponding region, or set of
regions of the area of a product, e.g. a banknote or like document such as a

label bearing the marking.

Random scaling fractal fields look natural, because fractal geometry is based on
fundamental characteristics of nature and possesses self-affinity. In particular,
random scaling fractal signals are statistically self-affine, i.e. the statistics of

the signals are invariant of scale.
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In addition to the advantage of unobtrusiveness, the fractal code marking
proposed in accordance with the preferred embodiment of the invention lends
itself to the provision of redundancy of the coding information, so that, for
example, a banknote which has become damaged or defaced can still have its

code marking read to a high level of reliability.

According to a second aspect of the invention, there is provided an apparatus
for reading an anti-counterfeiting marking according to the first aspect of the
invention, including light sensing means for determining the relative density
(darkness or lightness) of each elemental area in a set of elemental areas
occupying predetermined positions within, and with respect to, a notional
window in the area of such marking and means for deriving from the densities
so determined a numerical value statistically representative of said set, said
apparatus being adapted to conduct a scan of said window over the area of said
marking and to determine such a value for each of a plurality of reference
positions of such window within such scan, and means to determine from said
values a corresponding indicator or string, such as a number or text, the
apparatus further including means for displaying the last-noted number or text
or for comparing it, for validation purposes with a predetermined

string/indicator.

In one embodiment of the invention, said predetermined positions are
successive positions in a linear series of such positions and the apparatus is
adapted to scan said window along a line parallel with a notional line along

which said predetermined positions are disposed.

By way of example, successive said reference positions of said window may, in

this case, be such that the elemental area of the document scanned which is
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disposed in a said predetermined position in said window in one such reference
position is the elemental area which was disposed in the succeeding said
predetermined position in said series, in the preceding reference position in said
scan, so that each said elemental area, in the course of such scanning,

contributes to a succession of said values.

In a further development, the apparatus may be adapted to effect a raster scan
of the coded area of the banknote or other document, with each line of the

raster being treated as a respective linear scan.

Where, as is preferred, the coded area of the banknote or the like is statistically
fractal, the apparatus is preferably arranged to calculate said values as at least
approximately the fractal dimension, as defined in document D1, of the portion

of the marking within said window.

The reader may be equipped to read other encoded information such as a

routine bar code.

The fractal encoding/decoding system in accordance with the invention may
utilise the techniques and principles disclosed in more detail in Blackledge
JM., Foxon B., and Mikhailov S., Fracta! Dimension Segmentation,
published by SERCentre, De Montfort University, Leicester (Research
Monograph No. 12, September 1996) and in Image Processing: Mathematical
Methods, Algorithms, and Applications (Ed. J.M. Blackledge) Oxford
University Press, 1997, pp. 249-292. The last-noted document is herein

referred to, for convenience, as document D1.



WO 99/17260 PCT/GB98/02936 -

5
With the contemplated coding arrangement in accordance with the invention,
key management is not necessary, provided that the fractal code marking is not

recognised for what it is.

It is among the objects of the present invention to provide an anti-counterfeiting
means which will provide reliable detection of counterfeit notes without requiring

skill or the expenditure of undue time by the user.

According to a third aspect of the invention there is provided apparatus for use in
detecting counterfeit items, for example for detecting counterfeit banknotes or the
like documents, which carry code markings conforming to any of a large but
limited number of combinations and/or permutations of such code markings
provided on genuine items among a significantly larger number of possible
combinations and/or permutations of such markings, the apparatus including means
for reading such code markings, means for storing a record of valid marking
combinations and/or permutations, and means for comparing the code markings
read with said record to determine whether or not a particular code marking read is
a valid one and to provide an audible or visible indication of the determination

reached.

According to a fourth aspect of the invention, uncennccted with anti-counterfeiting
measures, (or at least not necessarily connected with such), there is provided a
mask suitable for use in the production of a light-diffusing screen using a
photopolymer, the mask comprising an opaque layer or coating having an array of
light transmitting apertures or windows therein, and wherein said apertures or

windows are of at least three different sizes and/or shapes.

According to a fifth aspect of the invention, there is provided a method of making a

light-diffusing screen comprising superimposing a mask according to the last-noted
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aspect on a layer of a photopolymerisable material or a layer of otherwise photo-

modifiable material and exposing said layer to light through said mask.

According to another aspect of the invention, therefore, there is provided anti-
counterfeiting means for items, such as banknotes and like documents, comprising

a coded array of markings readable by a complementary reading device.

According to a still further aspect of the invention there is provided an anti-
counterfeiting or anti-copying means for media bearing sound or video
recordings, computer data or the like such as, for example, compact discs
(herein referred to as CDs) or tape cassettes or magnetic discs (diskettes)
bearing sound recordings or computer software, in which the recording itself,
or alternatively a decoding key or algorithm, is embodied in the recording, or
alternatively, or additionally, in a visible or otherwise readable fractal marking

on the recording medium itself.

Embodiments of the invention are described below by way of example with

reference to the accompanying figures, in which:-

Figure 1 is a composite graph, in which the central graph is a trace of optical
(print) density (plotted along the y-axis) against position along an appropriate
straight line traced along the banknote or the like bearing the code marking, the
lowermost trace illustrates the corresponding variation in fractal dimension
along that line, and the uppermost trace illustrates the result of further

processing to derive the appropriate digital signal from the lowermost trace,

Figure 2 is a three dimensional graph illustrating the bit code error as a function

of the number of fractals per bit and the noise level,
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Figure 3 is a schematic illustration of the operation of a reading apparatus in

accordance with the invention,

Figure 4 is a schematic plan view of part of a stochastic mask which may be

used in carrying out the invention in its fourth and fifth aspects,

Figures 5 and 6 are schematic cross-sectional views illustrating stages in
production of a diffusion screen in accordance with the invention in its fourth

and fifth aspects, and

Figure 7 is a schematic cross-sectional view illustrating an optional additional

stage.

Referring to Figure 3, the graph D represents the variation of print density
(darkness or lightness), plotted along the y-axis in terms of grey scale values, in
a code-bearing area of a banknote or the like marked in accordance with the
invention, with position along a predetermined imaginary straight line across
the banknote or the like (such position being plotted along the X axis). The
coded area of the banknote or the like, across which said imaginary line
extends, is one which forms part of the printed image on the banknote or the
like, (which may, for example, bear a portrait of the sovereign, or a
reproduction of some other artwork), but which is not, on the scale concerned,
determined closely by the nature of the printed image. For example, the coded
or encrypted markings may extend over an area for which, from the viewpoint
of the person viewing the document any of a variety of distributions of light
and dark over that area would have equal validity. Thus, for example the area
concerned may simply, from the artistic viewpoint, form shading, hatching or

visual texturing, or generalised representation of background foliage,
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vegetation, clouds or the like, or other formations which are statistically fractal

1n nature.

Banknotes or other items coded in accordance with the present invention are
adapted to be checked or validated by means of associated note readers or other
apparatus, arranged to execute a decoding algorithm by means of which the
serial number or other information encoded in the marking can be decoded and

recovered.

In Figure 3, the elongate rectangular area represented at 50 represents a
window defined by a reading apparatus (not shown) engaged in reading the
portion of the coded area represented at T, and the smaller boxes within
rectangle 50 and marked 1, 2, 3, ... to 64 represent specific sensing locations or
positions, herein referred to, for simplicity, as "boxes", within that rectangle 50.
The reference 101 indicates a first position (referred to herein for convenience

as a "reference position" of window 50 on the marking represented by trace T.

In operation of the apparatus, the apparatus senses the print density
(represented by the height of the trace T immediately above the respective box
1, 2, 3, etc.) of the region in the window 50 covered by the respective box and
derives for that density a respective grey-scale numerical value. The apparatus
is arranged to carry out a predetermined algorithm, for example as defined in
document D1, to derive, from these values for all of boxes 1 to 64, an end value
which is statistical in the sense that it is dependent on the values for each of
boxes 1 to 64. The algorithm concerned might, for example, be such as to
calculate said end value as the arithmetic mean of the "box" values for all the
boxes in window 50 or the root mean square deviation of these "box" values
from such mean, if a complementary code marking were employed. However,

such a code marking would be too readily apparent to the human eye, and
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accordingly it is preferred to utilise the fractal dimension "D", as defined in
document D1, as the bearer of the coding information, so that the "end value"
calculated by the apparatus, in accordance with the algorithm used, from the
"box" values is likewise the fractal dimension D. In operation, once the
apparatus has calculated the "fractal dimension" for one position (indicated at
101 in Figure 3) of the window 50 relative to the marking represented by trace
T, the window 50 is subsequently displaced to the right (in the illustration in
Figure 3) by the length of one box 1, 2, 3, etc., to a second "reference” position
indicated at 103 in Figure 3, so that the "box value" for box 1 becomes the
value which was previously the box value for box 2, the "box value" for box 2
becomes the value which was previously the box value for box 3, and so on,
whereby the "box value" for box 63 becomes that which was previously the
"box value" for box 64 whilst box 64 has a new "box value". The fractal
dimension D is re-calculated for this new position of the window, after which
the window is again displaced by one box length, the fractal dimension re-

calculated, and so on.

It is contemplated that, in practice, the reading or validation apparatus used will
be a relatively compact electronic apparatus, which may, for example, include a
frame or holder for the note to be checked and with appropriate means for
illuminating at least the relevant portion of the note and for effecting the above-
mentioned "scanning" along the appropriate notional line across the note. Such
scanning may be effected mechanically or electrically. The decoding algorithm
may be, for example, a unique algorithm incorporated in a secure microchip
available, for example, on a licensing or hire basis, from the central bank or

other issuing authority.

Referring to Figure 1, the lowermost graph represents, in broken lines, the

variations in the fractal dimension D so calculated, (plotted on the y-axis) with
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the "reference position" of the window (plotted on the x-axis) as the window 50
is scanned in the manner indicated along said line through the coded region.
The broken line in the lowermost graph conforms, with minor and random
departures, (due to "noise"), with the digital or "pulse" waveform illustrated in
solid lines in the lowermost graph and which corresponds to the "bar-code”

carried in encrypted form in the marking represented by trace T.

There is set out below, by way of further explanation, a more formal analysis of
the fractal coding arrangement and decoding procedure preferably utilised in
accordance with the invention. As in the above description with reference to
Figures 1 and 3, this analysis considers, by way of example, a barcode-like
digital indicator (referred to below as "B-code") subjected to fractal

modulation.

The term F-coding is used herein to denote fractal coding in accordance with

the invention.

The fundamental model for such modulation, (based on fractional

differentiation) is discussed in more detail below.

Consider the equation

dl’l(X/

S &) =nx)
dxq(x)

where

n(x) - White Gaussian Noise

f{x) - Fractal Signal and

I < q(x) 2 - Fractal Dimension.

SUBSTITUTE SHEET (RULE 26)
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Let B-code be described by g(x) - fractal modulation.

Then two problems arise, namely:-

(i)  the Forward Problem (F-coding): i.e. given g(x), to compute f{x).
(i1)  the Inverse Problem (F-decoding): i.e. given f{x) to compute g(x).

F-coding

Let g(x) represent bar code, e.g.

Gmin (£0), x € [0, a]
Gmax (E1), x € [a, b]
q(x) = qmin (=0), x € [b, c]
gmax (1), x € [c, d]

then to effect fractal modulation, compute

fix), xe[0,d]
o), xela b]
&), xe[b ]
Jax), xelcd

and concatenate fractal signals f}, /5, f3, f4 ... to form F-code.
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F-Decoding: Fractal Dimension Segmentation

Apply a moving window to F-code.

Compute q;, g2, g5 ... for each position of window 1, 2, 3, ... to form the basis

of Fractal Dimension Segmentation.

Reconstruction of the original B-code B may be effected using an algorithm,

such as defined in document D1 together with the following procedure:-

If g < Athen B=0.
Ifg,;>AthenB=1.

where ¢, is the value, for a given x-axis value i, in the lowermost graph in

Figures 1 to 6, of the varying quantity represented by the broken lines, and

A= qmax + Qmax - qmin

———————

2

(qmax and  Gmin being respectively the maximum and minimum values on the

graph marked in broken lines in the lowermost parts of Figures 1 to 6).

The uppermost graph in Figure 1 illustrates, in the broken line, the value of B
derived in accordance with the last-noted algorithm, whilst the solid line
indicates the true B-code digital value. The departures of the "raw" broken

line, graph from this true B-code graph represent noise-induced errors, which in
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practice are filtered out on the basis of their length/duration by processing

techniques known per se.
As a principal criterion for "good" F-coding, i.e. such as to render it
unobtrusive, it is appropriate to minimise A in the above equation, subject to

accurate reconstruction of B-codes in the presence of additive noise.

Examples of Results

The accompanying figures illustrate results obtained using examples of fractal
modulation coding in accordance with the invention. These results are based
on a software system developed to test F-coding. The system has been

designed with options on:

(1) fractal size, 1.e. the number of line elements used to compute a fractal

signal,

(it)  fractals per bit, i.e. the number of fractal signals used to represent one
bit (after concatenation). (The term "fractals per bit" simply relates to the
amount of information used to describe a single bit, for example, 1 fractal/bit =
64 elements; 2 fractals/bit = 128 elements; 5 fractals/bit = 5 x 64 clements and
so on). The fractals it is proposed to use in this context are, it will be
understood, of the sort in which we do not have, on any scale, a precisely
repeating pattern, each repeat of which forms an element of the same pattern on

a larger scale, but rather are markings which are fractal in a "statistical" sense.

(111)  numerical values applied to gmin and gmax ,
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(iv)  addition of "white gaussian" noise before reconstruction (to test the

robustness of the technique).

The results summarised in the accompanying figures illustrate that the fractal
modulation and F-coding technique proposed in accordance with the invention
works. The error rate in F-decoding depends on the additive noise (occasioned,
for example, by incidental markings and damage on banknotes). F-decoding is

robust for noise levels up to 20%.

It is believed that the fractal coding system in accordance with the invention
will help to keep central banks ahead of forgers in the technology race. The
system may also be used to provide a covert security system for other printed
material associated with high value items such as tickets, perfumes, alcoholic
drinks, passports, driving licences, etc. and also to provide authentication for

such products as pharmaceuticals, aircraft parts, car parts, baby foods etc.

Whilst, for simplicity, a one-dimensional linear encoding arrangement has been
discussed above (and a correspondingly linear, one-dimensional scanning
procedure described) it will be understood that the code marking may comprise
density variations along two mutually perpendicular axes on the surface of a
banknote or the like and that the scanning effected by the reading apparatus
may be contrived accordingly. Indeed using sophisticated three-dimensional
imaging techniques, such as holographic techniques, it is contemplated that the
code marking may comprise density variations along three mutually
perpendicular axes, two on the surface of a banknote or the like and the third
being, in effect, a "virtual" dimension perpendicular to the surface of the
banknote or the like, with the scanning being effected by scanning apparatus of

complementary sophistication.
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Embodiments of the invention in accordance with the third aspect referred to above

are described below in greater detail.

In an anti-counterfeiting system utilising the present invention, it is contemplated
that banknotes will be produced having a code marking in the form of an array of
markings adapted for reading by the device referred to below. The markings are
preferably invisible, or at least unreadable by the naked eye or by conventional
optical instruments. For example, markings may be microscopically small and/or
may be visible only in light of a certain wavelength, and/or only in polarised light
or only in coherent (e.g. laser) light.

Preferably the code marking is arranged as a series of parallel bar-like markings,
similar in geometric arrangement to known bar-code markings, although not
necessarily appearing similar to the naked eye since it is contemplated that the
width of individual "bars" and the pitch between adjacent bars in such marking will

be very small, e.g. of the order of 10 microns.

An apparatus for reading such a code marking on a bank note or the like may, for
example, comprises a source of collimated light, for example a low power laser
such as employed in CD players, for directing a beam of collimated light onto such
marking, a light receptor for receiving light reflected from such marking, electronic
processing means for deriving from the electrical signals from said receptor a
number representative of the particular code marking read, means for storing a list
of predetermined valid code markings, means for comparing a code marking read
with the code markings on said list to determine whether the marking read is a valid
marking or not and indicator means, for example light sources visible to the user,
such as red and green LEDs, for indicating the result of such comparison, i.e. for
indicating whether the note, the marking of which has been read, is a genuine note

or a forgery.
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It is contemplated that the reading device may conveniently take the form of a pen
which can be "swiped" along the code marking strip on banknotes, the body of the
pen incorporating the necessary electronic circuitry, or, alternatively, being
connected by a cable with a separate casing incorporating the necessary circuitry.
The code marking is preferably arranged in a repeating sequence over the
respective region of the banknote, so that it can be read without accurate placement
of the "pen" swiped along the marking. It is further contemplated that the reading
device, or the part thereof containing the circuitry embodying the predetermined
codes, would be provided by, for example, the official body printing or issuing the
banknotes, that the predetermined codes themselves would be kept a closely
guarded secret and that the apparatus would be aranged to self-destruct or
otherwise to destroy the stored codes in the event of any attempt being made to
open the apparatus, or the respective part of the apparatus, or to interrogate or
otherwise investigate the apparatus electronically or by other means to obtain the

valid code numbers.

Alternatively, the code marking may be associated with the serial number
appearing on a banknote in such a way that the appropriate code marking is
derived, through a highly complex algorithm, from the serial number, there being a
large number of possible valid code markings, (although possibly significantly less
than the number of possible serial numbers). The counterfeit testing apparatus, in
this case, may include a facility for entering the serial number of a note to be tested
and the circuitry arranged to calculate from the serial number the appropriate code
marking and to check whether the actual code marking does indeed correspond
with that, in which case the note will be passed as genuine or does not so
correspond, in which case the note will be rejected as a forgery. In this variant, the
last-noted circuitry, at least, is incorporated in a part of the apparatus arranged to

self-destruct or otherwise to destroy all trace of the respective algorithm in the
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event of any attempt being made to open the apparatus, or the respective part of the
apparatus, or to interrogate or otherwise investigate the apparatus electronically or

by other means to obtain the valid code numbers.

Conveniently, the code marking is applied to a metallic tape or thread incorporated
in the banknote, in manner known per se, for example in a repeating sequence of
markings along such tape, the metallic tape or thread being exposed at intervals
along the note, so that the reading device "pen" must be swiped along the region of
such tape or thread on the note. The surface of such tape or thread may be made
substantially more smooth and regular, on a microscopic scale. than the paper of

the banknote, and thus more suited to bear a microscopic code marking.

Alternatively the code marking may be applied to a patch or panel, for example of
plastics or metal foil bonded to, or preferably incorporated in, a banknote or other
item. Such patch or panel may, for example, comprise an array of microscopic pits
readable by laser in much the same way as digital compact discs and incorporating

the respective verification or authentication code.

Whilst the invention has been described above primarily in relation to combatting
counterfeiting of banknotes, it will be appreciated that the invention may be used to
combat counterfeiting of any other document such as lottery tickets, theatre tickets

or tickets for football matches, or, indeed, other products.

Thus, for example, the marking scheme described may be applied to products such
as medicaments, drugs or perfumes, the counterfeiting of which is becoming
increasingly prevalent. In such application, the coding may be applied to the
packaging of such products, for example to sachets, etc. used in the compartmented
packaging for medicaments or drugs. It is contemplated that coded marking in

accordance with the present invention may be applied directly to, for example,
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tablets incorporating drugs or to gelatine capsules containing drugs, the marking
material in such cases being selected so as to be innocuous and either being

digestible or being applied to only part of the tablet or capsule.

Marking in accordance with the invention might also be applied directly to other
products susceptible to counterfeiting, such as tape cassettes, CDs, floppy disks etc.

bearing sound or video recordings or computer software.

A similar technique, involving the coding of a "thread" or tape, may be applied to
the packaging of products, for example, the packaging of drugs or perfumes, by
providing such coding on a tear-strip or reinforcing strip visibly incorporated in
such packaging, whereby the authenticity of the product can be checked by

scanning the appropriate apparatus along the tear strip or reinforcing strip.

In a further variant, the code markings may be in the form of a computer-generated
pseudo-random -array of spots or patches, preferably on a microscopic scale,
readable by a computer-based verification device utilising software related to the
software used for generation of the pseudo-random array. Thus, the code marking
may be stochastic or pseudo-stochastic in character. In any of the arrangements
described, the code-marking may be binary in nature, in the sense that potential
locations of spots, patches or other markings are predetermined, for example as
locations in a stochastic or pseudo-stochastic array, and that in any particular code
marking, selected said locations are occupied by respective spots, patches or other
markings, whilst selected others are not. In such cases, the marking may be
arranged to provide a very large number of binary "bits" for example many
megabytes of code as the code marking of a single document, making
counterfeiting extremely difficult.
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The individual spots or patches in the random or pseudo-random array may be in
the form of circles, ellipses, square, rectangles, elongate bars, or any other shape.
In this variant, the marking may be applied on a document-by-document basis by
computer-controlled equipment utilising, for example, photographic or laser
techniques, the computer controlled apparatus being controlled by appropriate
software so as to follow a pseudo-stochastic process. Alternatively, batches of
documents, for example, banknotes, may be marked with essentially the same
pseudo-stochastic array by using optical printing techniques utilising a stochastic
mask in turn configured by a computer controlled mechanism utilising appropriate
software. Such mechanism may, for example, utilise an E-beam device to form
apertures disposed to form a pseudo-stochastic array in a mask, (for example, in a

chrome layer on a glass substrate).

By way of example, an optical printing technique using such a mask may be
utilised to expose selectively a photopolymerisable layer upon a document or
packaging, to bring about selective polymerisation which, possibly after a
developing step, will result in markings readable by an appropriate verification
device such as envisaged above. A similar technique may be utilised to produce a
desired marking or marking array using a photochromic or photographic medium,
for example, incorporated in the document concerned. Alternatively, such a mask
may be used in the samc way as in a conventional photographic half-tone negative
to produce, by a photolithographic or photogravure technique, a printing plate to be
used, with or without other printing plates, in printing the documents concerned, be
they bank notes, certificates or the like documents, labels, packaging or whatever.
In any event, it is generally preferable that the code marking is such as to be
substantially unnoticeable, in the sense that to a human visual inspection, the code
marking is indistinguishable from other markings such as minor soiling, or natural
irregularity or texture in the paper. The documents, notes, labels, packaging or

whatever may, of course, (and indeed generally will) have other marking, by way
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of decoration, print and even other marking, such as bar codes, intended to be read
mechanically, to identify the product. The function of the coding in accordance
with the invention may thus be primarily to provide a certification or authentication
of the genuineness of the product, rather than, say, to distinguish one (hopefully
genuine) product from a different (hopefully genuine) product.

Thus, for example, in the case of a medium carrying a sound recording, the
fractal marking may comprise an initial part of the recorded signal, so that, for
example, in a compact disc bearing a recording of a musical performance, the
first few seconds or fractions of a second of the total "playing time" may
comprise, instead of a recording of the initial part of the performance in
question, a recording which, when reproduced by the reproduction or playback
apparatus concerned, (e.g. a CD player in the case of a CD) is a fractal
acoustical or electrical signal corresponding, for example, to the central graph
in Figure 1 in which is encoded, in substantially the same manner as described
in relation to these figures but in terms of a varying acoustical or electrical
signal rather than varying in density along an imaginary line on a printed
document or the like, the respective code. Because, where recorded sounds or
video or computer software are concerned, the concern of the user is not so
much the authenicity of the medium bearing the recording, but the content and
quality of the recording, in the case of a sound recording or video recording, or
the operability of the software, in the case of computer software, the particular
form of the fractal marking scheme envisaged is preferably arranged to interact
with detection means incorporated in the apparatus with which the medium

concerned is to be used.

Thus, for example, in the case of compact discs, the entire recording, apart
from a short preamble containing the fractal code or recording, may be encoded

or "scrambled" with the key to decoding or unscrambling being contained in the
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fractal preamble, which ideally, in the case of a CD bearing an audio recording,
might be in such a form as to sound like white noise if the CD is played by a
conventional CD player. However, if played by a CD player incorporating an
appropriate decoder for firstly detecting the encoded key from the fractal
representation of the latter and secondly for decoding the recording using that
key, then a faithful reproduction of the original musical performance or the like

will result.

Alternatively, an entire musical performance or the like might be fractally
encoded in a CD which, when reproduced by a conventional CD player, would
sound like a protracted period of noise, but when played in an appropriate
player, (for example, playing at faster than standard speed to cope with the
measure of extraneous matter implicit in a fractal encoding), would render a
faithful reproduction of the musical performance or the like concerned. The
latter expedient would be more viable in cases in which the recorded
performance was of a duration much less than the theoretical recording
capacity of the non-encoded medium, as is the case, for example, with CD
"single" recordings of popular songs or the like. Similar considerations apply
to computer software recorded on CDs where the theoretical capacity of the CD
format is generally substantially greater than the size of any particular software

package.

It will be understood that, in accordance with the invention, the above-noted
provisions described with reference to CDs may also be applied to other
recording and storage media, such as magnetic tape, floppy disks for computer

use, the analogous digital magnetic discs for audio recording and so on.

The anti-copying scheme in accordance with this aspect of the invention also

includes, of course, the complementary apparatus for de-coding the media
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concerned. Thus, it is envisaged that, in accordance with the invention, the
apparatus reading and playing back the data or recordings carried on the
fractally encoded media will incorporate decoding means including or
consisting of a VLSI integrated circuit, containing the decoding and detecting
algorithm and a means for decoding the "raw" signal derived directly from
reading the medium, (e.g. CD, diskette or digital tape), the integrated circuit
being so designed that interrogation of the circuit to determine the coding
scheme is impossible or even being so designed as to provide false and

misleading information upon such interrogation.

Thus, for example, a computer may incorporate such an integrated circuit in
such a way that an attempt to load software carried on a counterfeit CD or
floppy disk will fail because the circuit concerned will recognise that the
necessary fractal coding is not present or is incorrect. Likewise, an audio CD
or tape player incorporating such an integrated circuit may refuse to play a
counterfeit recording because the integrated circuit will recognise the absence
of the necessary fractal coding certifying that the CD, tape or the like
concerned is genuine and not an illicit copy. However, where the software on
genuine CDs, floppy disks, tapes or the like is encrypted in accordance with a
key hidden in such fractal encoding, the computer need not make a positive
response to the absence of the fractal encoding incorporating the encryption
key. The mere absence of such a key will ensure that the computer cannot
accept of the data carried on the CD or other carrier. The same considerations
apply, of course, where the system is applied to sound reproduction, video

reproduction or whatever.

As an additional, or even alternative anti-copying provision, fractal encoding
may be incorporated in visual or magnetic marking on, for example, the "non-

playing" side of a CD, with the complementary apparatus for "playing" or
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"reading" the CD having auxiliary means for reading such marking. The
apparatus may simply be arranged to refuse to play or read a CD in which the
appropriate fractal marking is absent or incorrect or an appropriate encryption
key or decoding algorithm may be incorporated in such marking so that
intelligible reading or playing of the CD will not be possible unless such fractal
decoding is correctly and successfully decoded. Analogous arrangements may,
of course, be used in analogous anti-copying schemes for other media such as

magnetic tapes, diskettes, video tape, floppy disks etc.

As noted above, according to the fourth aspect of the invention, unconnected with
anti-counterfeiting measures, (or at least not necessarily connected with such),
there is provided a mask suitable for use in the production of a light-diffusing
screen using a photopolymer, the mask comprising an opaque layer or coating
having an array of light transmitting apertures or windows therein, and wherein

said apertures or windows are of at least three different sizes and/or shapes.

Likewise, according to the fifth further aspect of the invention noted above, there 1s
provided a method of making a light-diffusing screen comprising superimposing a
mask according to the last-noted aspect on a layer of a photopolymerisable material

or a layer of otherwise photo-modifiable material and exposing said layer to light
through said mask.

The method may include appropriate subsequent development or processing steps
to produce, ultimately, a light-diffusing screen having optical features

corresponding to said apertures or windows.

By way of example, such a mask may be used to produce a light-diffusing screen
incorporating graded refractive index features, by a method, similar to that

disclosed in EP-0294122, in which a photopolymer layer having localised



WO 99/17260 PCT/GB98/02936

24
variations in refractive index is produced by exposure of a layer of an appropriate
monomer to polymerising radiation through the mask, followed by a blanket
exposure of the material to polymerise the previously unpolymerised, (or less

polymerised), material.

As another example, such a mask may be used to produce a light-diffusing screen
comprising an array of relief features in a light-transmitting polymer, such features
being upstanding from a light-transmitting substrate, by a process comprising
providing a transparent substrate having a photopolymerisable layer thereon,
selectively exposing regions of said layer by superimposing such mask on the
laminate and directing light of an appropriate wavelength through said mask onto
the photopolymerisable layer to polymerise the portions of the layer so exposed,
subsequently removing the mask and processing the laminate to remove the

unpolymerised regions.

Thus, in one embodiment, the mask may be formed by providing, for example, a
glass sheet having on one surface a layer of metallic chrome, and the chrome may
be removed in selected regions to form the desired light-transmitting windows.
Such removal of the chrome may be effected using conventional photo-etching
techniques, e.g. using a corresponding photographic positive or negative silver
halide plate to expose a photo-resist applied over the chrome layer, "developing"
the exposed resist layer to wash away the exposed or unexposed (depending upon
the nature of the photoresist used) material, to expose the chrome layer in
corresponding selected regions and then etching away the portions of the chrome
layer exposed through the photoresist. Alternatively, the chrome may be removed

in the desired regions by an E-beam device, as noted above.

The precise location and peripheral shape and size of each such window in the

chrome layer may be determined by a computer controlling an apparatus in which,
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for example, a photographic plate intended to form a photographic "master" for
such glass/chrome mask is traversed, under the control of a computer, along two
perpendicular axes in its plane, below an image projection device, for example, a
laser-based device, which can be operated, under the control of a computer, to
form, at a predetermined position in the plane of the photographic plate, an image
of a single desired aperture or window. The image projection device is operable to
project any one of a plurality, preferably three or more, of different aperture or
window images. The apparatus thus may be caused to expose the photographic
master, window/aperture by window/aperture and to index the plate transversely
and/or longitudinally between successive exposures to form, finally, upon the
photographic plate, a two-dimensional array of a large number of such exposed
regions. The conversion of such array of exposed regions to a corresponding array
of apertures or windows in the chrome mask is, of course, carried out by a

conventional photographic and etching technique which will not be detailed here.

Figure 4 illustrates schematically a preferred form of mask produced by either
technique. The mask comprises an array or distribution of apertures of at least
three sets, (such a set comprising apertures of identical size and shape), distributed
over the plate in a random or pseudo-random distribution, (referred to herein as
stochastic) in which the apertures of said sets are randomly or pseudo-randomly
interspersed. In practice, the computer controlling the generation of the mask is
programmed to select the precise location and "set" of each aperture according to a
predetermined algorithm, so that, for example, each aperture has a position of
which the X and Y coordinates correspond with basic X and Y coordinates in
accordance with a simple predetermined grid, plus or minus a respective random or
pseudo-random X-offset and Y-offset, with the "set" selected for each aperture

being likewise randomly or pseudo-randomly selected.
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Figure 4 illustrates one aperture each of four sets, indicated at 1, 2, 3 and 4,
apertures 1 being circular, apertures 2 elliptical, apertures 3 rectangular and
apertures 4 square. It will be appreciated that, in practice, the individual apertures
are very small, for example 50 microns across or less, and present in very large
numbers, with a typical spacing between adjacent apertures of 25 microns or less.
The apertures of the different sets need not be of the precise shapes illustrated, of
course. Indeed, for example, all of the apertures may be of the same shape, with
the different "sets" being characterised by different sizes, or may all be of the same
size with the apertures of different sets being of different shapes, or may be

characterised by variations in both these factors.

Figures 5 to 7 illustrate successive stages in one process for producing such a light-

diffusing screen using such a stochastic mask.

Thus Figure 5 is a schematic view in section perpendicular to the plane of the mask
and the underlying layers, the glass plate being indicated at 10, the chrome layer at
12, and an aperture or window in that layer at 14. The chrome layer directly
contacts a layer 16 of a photopolymerisable light-transmitting resin or monomer
supported on a transparent substrate 18. Exposure of the regions of the monomer
under window 10 by ultraviolet light directed through the mask polymerises the
regions of the layer 16 under the aperture 14, leaving the remainder unpolymerised.
After removal of the mask from the polymer/substrate laminate, the latter is
subjected to a developing step, known per se, in which, as illustrated in Figure 6,
the unexposed material 16 is washed away, leaving upstanding patches or blocks
17 of the polymerised material, corresponding to the apertures 14 to which they
were exposed. As illustrated in Figure 7, the regions between such relief patches or
blocks 17 can be filled with a black or dark plastics material 19, (for example
applied initially in a liquid form and subsequently allowed or caused to harden or

set), to produce a "black" or "tinted" screen, suitable for use, for example, as a rear-



WO 99/17260 PCT/GB98/02936 -

27

projection screen with enhanced contrast (due to the reduced reflection of ambient

light).

A light-diffusing screen produced as described may be used as a rear projection
screen, or as a depixelating screen, that is to say as a screen adapted to be placed
slightly in front of a pixelated LCD screen or other display characterised by a
plurality of discrete pixels, (or by a raster of parallel lines) to remove or alleviate
the perception of such pixels or lines. In use as a depixelating screen or as a rear
projection screen to receive an image having spatially regularly occurring features,
such as an image of a pixelated or a raster-scanned display, a light-diffusing screen
produced as described, because of the random or stochastic aspect of the array of
features, has the advantage of avoiding the disturbing Moiré effects encountered in
such applications where a diffusing screen formed as a regular array of grooves or

microlenses, for example, is used.

In the context of depixelating screens for pixelated displays, such as LCD displays,
screens produced as described above are very efficient in terms of utilisation of the
light available, as they additionally act as light collimators to increase the
percentage of the light from the display which is emitted in the direction of the
viewer. Additionally, by arranging for all of the apertures or windows in the
"master" (e.g. in the chrome layer on the glass plate) to be elongate in the same
direction, so that, for example, the apertures may take the form of rectangles and
ellipses having their longer dimensions parallel with the X axis in the plate, such
screen may be made to have asymmetrical diffusing properties, e.g. to disperse
light more widely in a plane perpendicular to the plate and parallel with the Y axis
than in a plane perpendicular to the plate and parallel with the X axis (and so

perpendicular to the Y axis).



WO 99/17260 PCT/GB98/02936

28
The following section of this specification marked "Appendix" comprises a
paper by one of the inventors, which discloses techniques in accordance with
the invention, which may be used or adapted for carrying out the anti-copying

or anti-counterfeiting schemes discussed above.
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APPENDIX

A FRACTAL MODULATION TECHNIQUE FOR
DIGITAL COMMUNICATIONS SYSTEMS

J.M. Blackledge

Faculty of Computing Sciences and Engineering
Department of Mathematical Sciences
De Montfort University

Leicester, England
ABSTRACT

This paper addresses a technique of fractal modulation for digital
communications systems. It has been developed for use in cases when a digital
signal needs to be camouflaged and can be used in addition to, or in place ofa
spread spectrum. This is achieved by embedding the information in data whose
properties and characteristics resemble those of the background noise of a
transmission system. The method is based on a random sealing fractal model.
The use of random scaling fractals for simulating and analysing naturally
occurring noise is well known. In this paper, we explore the use of such
methods for coding bit streams by modulating the fractal dimension of a fractal
noise generator. Techniques for reconstructing the bit streams (i.e. solving the
inverse problem) in the presence of additive noise (assumed to be introduced
during the transmission of fractal noise) are considered and some results on the
robustness of these inverse solutions presented. This form of "embedding
information in noise" could be of value in the transmission of information in

situations when a communications link needs to be disguised or when an
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increase in communications traffic needs to be camouflaged. Alternatively, the
method can be considered to be just another layer of covert technology used for
military communications in general. In principle, the method can be applied to

any system.

INTRODUCTION

The application of fractal geometry for modelling naturally occurring signals
and images is well known (e.g. [1], [2]). This is due to the fact that the
“statistics" and spectral characteristics of Random Scaling Fractals (RSFs) are
consistent with many objects found in nature; a characteristic which is
compounded in the term "statistical self-affinity". This term refers to random
processes which have similar Probability Density Function (PDFs) at different
scales. A RSF signal is one whose PDF remains the same irrespective of the
scale over which the signal is sampled. As we zoom into a RSF signal,
although the pattern of the signal (i.e. its time signature) changes, the PDF of
the signal remains the same (a scaled down version of the original). Statistical
self-affinity is a concept which is compounded in the Chinese proverb: "In
every way one can see the shape of the sea". Many noise types found in nature

are statistically self-affine including a wide variety of transmission noise.

This paper reports on a technique in which a bit stream is converted into
sequences of RSF signals with the aim of making these signals "look like" the
background noise of the system through which the information is transmitted.
The theoretical basis of this method is given and some examples of the output
produced by a software system written to investigate this idea provided.
Finally, some results on the errors associated with a bit stream reconstruction
algorithm are provided illustrating the effect of sampling and the addition of

white Gaussian noise.
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DIGITAL COMMUNICATIONS SYSTEMS

A Digital Communications Systems is one that is based on transmitting and
receiving bit streams. The basic processes involved are as follows: (i) A
digital signal is obtained from sampling an analogue signal obtained from some
speech and/or video system; (ii) This signal (floating point stream) is converted
into a binary signal consisting of Os and 1s (bit stream); (iii) the bit stream is
then modulated and transmitted; (iv) at reception, the transmitted signal is
demodulated to recover the transmitted bit stream; (v) the (floating point)
digital signal is reconstructed. Digital to analogue conversion may then be

required depending on the type of technology being used.

In the case of sensitive information, an additional step is required between
stages (ii) and (iii) above where the bit stream is coded according to some
classified algorithm. Appropriate decoding is then introduced between stages
(iv) and (v) with suitable pre-processing to reduce the effects of transmission
noise for example which introduces bit errors. The bit stream coding algorithm
is typically based on using a pseudo random number generator or a chaos
generator. Modulation is typically one of two: Frequency Modulation or
Phase Modulation. Frequency modulation involves assigning a specific
frequency to each 0 in the bit stream and another (usually higher frequency) to
each 1 in the stream. The difference between the two frequencies is minimised
to provide room for other channels within the available bandwidth. Phase
modulation involves assigning a phase value to one of four possible

combination that occur in a bit stream (i.e. 00, 11, 01 or 10).

Scrambling methods can be introduced by binarization. A conventional

approach to this is to distort the digital signal by adding random numbers to the
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out-of-band components of its spectrum. The original signal is then recovered
by lowpass filtering. This approach requires an enhanced bandwidth but is
effective in the sense that the signal can be recovered from data with a very low
signal-to-noise ratio. "Spread-spectrum" or "frequency hopping" can be used to
spread the transmitted (i.e. frequency modulated) information over several
different frequencies. Although spread-spectrum communications use more
bandwidth than necessary, by doing so each communications system avoids
interference because the transmissions are at such minimal power, with only
spurts of data at any one frequency. The emitted signals are so weak that they
are almost imperceptible above background noise. This feature results in an
added benefit of spread spectrum which is that eavesdropping on a transmission
is very difficult and in general only the intended receiver may even know that a
transmission is taking place - the frequency hopping sequence used being
known only to the intended party. Direct sequencing, in which the transmitted
information is mixed with a coded signal, is based on transmitting each bit of
data at several different frequencies simultaneously, with both the transmitter
and receiver synchronised to the same coded sequence. More sophisticated
spread spectrum techniques are now being used including hybrid ones that
leverage the best features of frequency hopping and direct sequencing as well
as other ways to code data. These new methods are particularly resistant to
jamming, noise and multipath anomalies - a frequency dependent effect in
which the signal is reflected from objects in urban and/or rural environments
and from different atmospheric layers, introducing delays in the transmission

that can confuse any unauthorised reception of transmission.

The purpose of Fractal Modulation is to try and make a bit stream "look like"
transmission noise. The ideas reported in this paper have focused on the design
of algorithms which encode a bit stream in terms of two fractal dimensions

which can be combined to produce a digital RSF signal characteristic of
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transmission noise. It is envisaged, that the RSF signal would then be binarized
and the new bit stream fed into a conventional frequency modulated digital
communications system. Ultimately, Fractal Modulation could be considered
to be an alternative to Frequency Modulation; although the technological
demands associated with this idea have not yet been investigated and lie

beyond the scope of this paper.

In general, the problem is as follows: Given an arbitrary binary code, convert it
into a RSF signal by modulating the fractal dimension of the RSF in such a way
that the original binary code can be recovered in the presence of additive noise
with minimal bit errors. The additional criteria that have been considered with
regard to solving this problem are as follows: (i) the algorithm must produce a
signal whose characteristics are compatible with a wide range of transmission
noise; (ii) the algorithm must be invertable and robust in the present of genuine
transmission noise (with low Signal-to-Noise Ratios); (iii) the algorithm should
ideally make use of conventional DSP technology, e.g. digital spectrum

generation (FFT filters), real-time correlators (FIR filters).

A MODEL FOR TRANSMISSION NOISE
The ideal approach to developing a model for transmission noise is to analyse
the "physics" of the transmission system and develop a suitable physical model.
There are a number of problems with this approach. First, the physical origins
of many noise types are not well understood. Second, conventional approaches

for modelling noise fields usually fail to accurately predict their characteristics.

There are two main criteria used to define the characteristics of a noise field:
(i) The Probability Density Function (PDF) - the shape or envelope of the
distribution of amplitudes of the field, (ii) The Power Spectral Density

Function (PSDF) of the noise - the shape or envelope of the power spectrum.
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On the basis of these criteria, many noise fields have two fundamental
properties: (i) The PSDF is determined by irrational power laws; (ii) The
field is statistical self-affine. Two approaches are usually adopted in
developing a stochastic model. The first is based on modelling the PDF of the
system (or the Characteristic Function). A pseudo random number generator is
then designed to simulate the stochastic field. The second approach is based on
modelling the PSDF. The stochastic field is then simulated by filtering white
noise according to the PSDF model. In this paper, we consider the latter
approach. Note that a "good" stochastic model is one that accurately predicts
both the PDF and the PSDF of the data. It is also one which takes into account

the fact that a stochastic field may be non-stationary.

Consider the following non-stationary fractional differential equation

AQ r(?((’) O(q,(”

" dﬂ‘” ulx, €)= =Flx,6)
X

where 0 < g (t) <2 V1, 1 is a positive constant and F' is some stochastic source
function which will be considered later. Here, non-stationarity is introduced
through the use of a time varying fractional derivative which changes the
physical meaning of the equation. This is different to conventional non-
stationary modelling in which changes in the stochastic behaviour of u are
introduced via the source function F. We shall consider the most likely
behaviour to be when g = 1 which defines a diffusion process (i.e. ¢ = 1 defines
the diffusion equation). When g = 2 we have propagation (i.e. ¢ = 2 defines the
wave equation). When g = 0, the time dependent behaviour is determined by ¥

alone. We shall refer to the parameter ¢ as the Fourier dimension which is
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related to the conventional definition of the fractal (or similarity) dimension D

for a signal by [2]

D=q++ ,1<D<2

We can consider a PDF (denoted by Pr[+]) for g of the type

Prig(h] = — le— exp[-(g-1)*26*1H(q)
T

where - 00 <g <o and

0, otherwise.

I, 0<g<2;
H(q)= { 9

The standard deviation o then determines the likelihood of g=20rg=0. Asc

— 0, the process becomes entirely diffusive. Fractal modulation can now be
defined in terms of q(1). It is a process whereby g(?) is assigned to two states,
g, and g, where q; # g,. These states correspond to 0 and 1 in a bit stream
respectively. The forward problem (fractal modulation) is then defined in
terms of equation (1) as 'given g(7) compute u(?) ' and the inverse problem
(fractal demodulation) is defined as 'given u(?) compute g(2) '. Here u(1) means
u(x,1) computed at some fixed value of x. In this paper, we solve the forward
problem using a Green function solution, consider an asymptotic form to
simplify the solution and then discretize the result. The inverse problem is then

formulated in discrete form directly.
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GREEN FUNCTION SOLUTION TO THE FORWARD PROBLEM

We shall consider a solution for constant g (corresponding to states g; or gz)
and separable F. In particular, let F(x,1) = f{x)n(1) where n is (zero-mean) white

Gaussian noise, i.e. the PSDF of 7 is a constant and

Pr{n(y)] = expl - n*/20%]

oV2ATT

where — o0 <n <o . For constant g, equation (1) can be written in the form

(_9.(_9: -rQ;)M(x,w):—f(’x)N(W) @

dx®

where 0o

U, w)- f (o, €)exp (~icwt)de,

(o)

N(w) = f (&) exp (-iwt)olt,

- 00
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and

Q; ~ - GwT)?Y

In obtaining this result we have defined a fractional partial derivative as

follows:

4
j g L(('): € -———-—/((/((9( w)((w)q/%{)(twoalw

Defining g (the Green function) to be the solution of

s 2
(—:-l(-’-x,z_—t-ﬂi)f}(* {*0)w)= “‘8(*’1’o> N(ew)

where & is the delta function, we obtain the following solution to equation (2):

Ulx Xo W w) = LN("UB f%/?(('Q?lx y°l>ﬂ*

In deriving this result, we have chosen the solution for a 'right travelling' Green
function [3]. Using the series representation for exponential function, this

result can be written in the form

_ M, Nw) < ("M (%)
(%, ,w) = —2 | L L lm "o
Uty 2.4, +m=Z, mt M,
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where
)
Mm(x) =§f(x) [ X - X, Im dx
200

Here, M, are the moments of the distribution f{x). For the purpose of
developing a transmission noise model, we shall now concentrate on the
behaviouf of « as a function of time. To simplify the result, let us consider the

case where f{x) = 8(x) and x = xo. In this case, we obtain the asymptotic

solution
U@)ZlimU(x .0)= M@ )
X=X 2 Q?
Noting that Qg =V -(io1 )¢ , we have
{ N (W)

U(w) =

27 (Cw) b/

Inverting (and ignoring the scaling by 1/2r 72) we get
w (€)= Z%“ N(w) explwt)dw
—00 (éw)?/z
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Finally, let p = iw, then
c,-fL‘oD
- L N ()
28 (6) Tane /. PY72 exp ((bf)c{/)
C~-( o0

and using the Convolution Theorem for Laplace transforms we have [4]

’H(§) Re
«(6) = P(%/z) /(f £)’ ~2/ ' 8] >0

Thus, ignoring the scaling by the Gamma function I'(g/2), in 1-space,

[

u(t) = ?:7/72—_

® n(1)

where ® denotes (casual) convolution and in w-space,

U() = N (w)

(ccn) ¥/,

The table below quantifies this result for different values of g.
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g-value I-space w-space Name
(PSDF)

q=0 1 ®n() 1 White noise

t.
g=1 1 ®n(1) 1 Pink noise

€ |w|
&

qg=2 n(t)dt 1 Brown noise

() W 2

Figure 1. Noise characteristics

Note that u has the following fundamental property

ATPr{uy(1)] = Pr{u(Ay)]
where

|

ur(t) = ® n(\), A>0

Py
tl-q2

This property describes the statistical self-affinity of .
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The digital algorithm for computing a discrete noise field u; which 1s based on
this model is as follows: (i) Compute a pseudo random Gaussian distributed
array m, k= 0,1, ..., N — 1, (ii) Compute the Discrete Fourier Transform
(DFT) of n, giving N, using a Fast Fourier Transform (FFT); (ii1) Filter N
with 1/(iw)??; (iv) Inverse DFT the result using an FFT to give u, (real part).

LEAST SQUARES SOLUTION
TO THE INVERSE PROBLEM

Given the digital algorithm described above, the inverse problem can be
defined thus: Given u; compute g. A suitable approach to solving this
problem, which is at least consistent with the algorithm given in the last section
is to estimate g from the power spectrum of u, whose expected form
(considering the positive half space only and excluding the DC term in which a

singularity occurs) is
Pr= A k=12 .. N2)-1
wg

where A is a constant. Here, we assume that the FFT provides data in "standard

form" and that the DC or zero frequency component occurs at k = 0.

Consider the error function

e(4,q) = |InPy - InPy||;
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where P, is the power spectrum of u;. Solving the equations (least squares

method)

de _ . de _,
dq dA
gives
N Z(lnPk) (Inwg) — ( Z Inwy) ( Z InPy)
K K <
q=
NS (lno) —( Inwy)?
and

A=exp
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The algorithm required to implement this inverse solution is as follows: (i)
Compute the power spectrum P, of the fractal noise u; using an FFT; (ii)
Extract the positive half space data (excluding the DC term); (iii) Compute g
using the formula above. This algorithm provides a reconstruction for g (or
alternatively D = q - 4) which is on average accurate to 2 decimal places for N

> 64 [2].

FRACTAL MODULATION AND DEMODULATION

The method of fractal modulation involves generating fractal signals in which
two fractal dimensions are used to differentiate between 0 and 1 in a bit stream.
Note that the fractal dimension is given by D = ¢q + 0.5 and for RSF signals has
a value between 1 and 2 [2]. The technique is outlined as follows: (i) For a
given bit stream allocate D,,, to bit = 0 and D, to bit = 1; (i1) Compute a
fractal signal of length N for each bit in the stream; (iii) Concatenate the results
to produce a contiguous stream of fractal noise ;. One can increase the total
number of samples by increasing the value of N (the number of samples per
fractal) and/or increasing the number of fractals per bit. This result of
averaging out the fluctuation of the estimates of the fractal dimensions leading
to a more accurate reconstruction. The information retrieval problem or fractal
demodulation is solved by computing the fractal dimensions via the Power
Spectrum Method discussed in the last section and using a conventional moving
window to provide the fractal dimension signature D;. The binary sequence is

then obtained from the following algorithm:
If Dy < A then bit = 0;

If D; > A then bit = 1;
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where

The principal criteria for the optimization of this modulation technique is to
minimize Dy - Dpun Subject to accurate reconstructions for Dy in the presence

of (real) transmission noise.

The software developed to investigate this modulation technique has been
written using Borland Turbo C++ making use of the graphics functions
available with this compiler. The current system has options on: (i) Fractal size
- number of samples used to compute a fractal signal; (ii) Fractals per bit -
number of fractal signals used to represent ome bit; (iii) D, - fractal
dimension for bit = 0; (i) Dy - fractal dimc'ension for bit = 1; (v) Addition of

transmission noise before reconstruction.

An example of a fractal modulated signal is given in Figure 2 in which the
binary code 0....1....0.... has been considered in order to illustrate the basic
principle of fractal modulation. This figure shows the original binary code (top
window) the fractal signal (middle window) and the fractal dimension signature
Dy (lower window - dotted line) using 1 fractal per bit, 64 samples per fractal
for a "Low dimension" (D, and a "Hi dimension" (Dpa.) of 1.6 and 1.9
respectively. The reconstructed code is superimposed on the original code (top
window - dotted line) and the original and estimated code is displayed on the
right hand side. In this example, there is 2% bit error. By increasing the

number of fractals per bit so that the bit stream is represented by an increased
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number of samples, greater accuracy can be achieved. This is shown in Figure
3 where for 3 fractals/bit there are no bit errors. In this example, each bit is
represented by concatenating 3 fractal signals each with 64 samples. The
reconstructions is based on moving window of size 64. In Figures 2 and 3, the
change in signal texture from 0 to 1 and from 1 to 0 is clear because (Dpim
Dpae) = (1.1, 1.9). By reducing the difference in fractal dimension, the textural
changes across the signal can be reduced. This is shown in Figure 4 for (Dpum
Dpay) = 1.6, 1.9) and a random bit pattern. Figure 5 shows the same result but
with 10% which Gaussian noise added to the fractal modulated signal before

reconstruction.

RESULTS

A detailed description of the results are beyond the scope of this paper but a
short description of the approach and the overall trends are given. In order to
obtain a quantitative picture of the accuracy of fractal demodulation subject to
changes in the fractal generating parameters and additive noise, a bit stream of
1000 randomly chosen bits was used. The average number of errors (for 64
samples and then 128 samples) were compared with the number of "Fractals
per bit" and Noise-to-Signal ratio or "Noise" for different D, and Dya.. The
noise n; added to the RSF signal u, was white Gaussian noise and the noise-to-

signal ratio or "Noise" defined in terms of the ratio

"Ylf(noo

Noise = ““K oo
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Figure 6 provides surface plots showing the number of bit errors as a function
of the number of fractals per bit and the noise, for fractals signals computed
using 64 samples and different (D Dmar). Figure 7 provides similar plots for
fractal signals using 128 samples per fractal. As expected, the results show that
a combination of wide intervals between the two fractal dimensions with a
large number of fractals per bit achieves greater accuracy. For example, the
results for Dy, = 1.6 and Dy = 1.9 achieves less than 10% bit errors for 5 or

more fractals per bit at 128 samples per fractal with 15% (i.e. 0.15) noise.

CONCLUSIONS

Fractal modulation is a technique which attempts to embed a bit stream in
fractal noise by modulating the fractal dimension. As expected, the error
associated with recovering the bit stream is critically dependent on the Signal-
to-Noise Ratio (SNR). The reconstruction algorithm provides relatively low
error rates with a relatively high level of noise, provided the difference in
fractal dimension is not too small and that many fractals per bit are used. In
any application, the parameter settings would have to optimized with respect to
a given transmission environment. The technique could work with lower SNRs
if coupled with a suitable inference engine. The success of the technique (with
regard to its covert intent) depends on the appropriateness of the transmission
noise model used to embed a bit stream. In this paper we have used a model
compounded in equation (1) which leads to a PSDF of the type o This
power law is consistent with statistically self-affine noise but is not ideally

suited to all noise. Another possibility PSDF is [5]

C ™
(wr +w?)*

U () |2=
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where g and g are positive (floating point) numbers. This PSDF represents a
more general and possibly, a more versatile model. It is consistent with a wider
range of noise than the one considered here but it also poses a significantly
more difficult inverse problem [6]. Another possible extension to the fractal
modulation technique considered in this paper is to choose a large number of

states g,, n = 1, 2, ... representing a (renormalised) run length code for

example.
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CLAIMS

L. Anti-counterfeiting marking for items, such as banknotes and like
documents, which marking is disguised as an incidental or artistic feature of
overall marking on the banknotes or like documents, but is adapted to be read

by a complementary reading device.

2. Anti-counterfeiting marking according to claim I, which is a one, two or

three-dimensional statistically fractal marking,

3. Anti-counterfeiting marking according to claim 2 which is statistically
fractal and is representative of an array of digits in which the value of each
digit is represented by the fractal dimensions, as herein defined, over a
corresponding region, or set of regions of the area of the banknote or like

document bearing the marking.

4. A document, label or packaging carrying an anti-counterfeiting marking

according to any of claims 1 to 3.

5. Apparatus for reading an anti-counterfeiting marking according to any of
claims 1 to 3, including light sensing means for determining the relative density
of each elemental area in a set of elemental areas occupying predetermined
positions within, and with respect to, a notional window in the area of such
marking and means for deriving from the densities so determined a numerical
value statistically representative of said set, said apparatus including scanning
means adapted to conduct a scan of said window over the area of said marking
and to determine such a value for each of a plurality of reference positions of

such window within such scan, and means to determine from said values a
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corresponding indicator or string, such as a number or text, the apparatus
further including means for displaying the last-noted number or text or for

comparing it, for validation purposes with a predetermined string or indicator.

6. Apparatus according to claim 5 in which said predetermined positions
are successive positions in a linear series of such positions and the apparatus is
adapted to scan said window along a line parallel with a notional line along

which said predetermined positions are disposed.

7. Apparatus according to claim 6 wherein successive said reference
positions of said window are such that the elemental area of the document
scanned which is disposed in a said predetermined position in said window in
one such reference position is the elemental area which was disposed in the
succeeding said predetermined position in said series, in the preceding
reference position in said scan, so that each said elemental area, in the course

of such scanning, contributes to a succession of said values.

8. Apparatus for reading an anti-counterfeiting marking according to any of
claims 1 to 3 in which the apparatus is adapted to effect a raster scan of the
coded area of the item, with each line of the raster being treated as a respective

linear scan.

9. Apparatus according to claim 5 or claim 8, for using in reading items
having a coded area which is statistically fractal, the apparatus being arranged
to calculate said values as at least approximately the fractal dimension, as
defined in document D1 referred to herein, of the portion of the marking within

said window.
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10.  Anti-counterfeiting means for items such as banknotes and like
documents, comprising a coded array of markings readable by a complementary

reading device.

11. Apparatus for use in detecting counterfeit items which carry code
markings conforming to any of a large but limited number of combinations and/or
permutations of such code markings provided on genuine items among a
significantly larger number of possible combinations and/or permutations of such
markings, the apparatus including means for reading such code markings, means
for storing a record of valid marking combinations and/or permutations, and means
for comparing the code markings read with said record to determine whether or not
a particular code marking read is a valid one and to provide an audible or visible

indication of the determination reached.

12. A mask suitable for use in the production of a light-diffusing screen
using a photopolymer or other photo-modifiable material, the mask comprising
an opaque layer or coating having an array of light-transmitting apertures or
windows therein, and wherein said apertures or windows are of at least three

different sizes and/or shapes.

13. A mask according to claim 12 wherein the positions of said apertures or

windows in said array is random or pseudo-random.

14. A mask according to claim 13 wherein said array is a stochastic array

determined by a computer-controlled apparatus.

15. A method of making a light-diffusing screen comprising superposing a

mask according to any of claims 12 to 14 on a layer of a photopolymerisable
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material or a layer of otherwise photo-modifiable material and exposing said

layer to light through said mask.

16.  An anti-counterfeiting or anti-copying means for media bearing sound or
video recordings, computer data, or the like such as, for example, compact
discs (herein also referred to as CDs) or tape cassettes or magnetic discs
(diskettes) bearing sound recordings or computer software, in which the
recording itself, or alternatively a decoding key or algorithm, is embodied in the
recording, or alternatively, or additionally, in a visible or otherwise readable

fractal marking on the recording medium itself.
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