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ABSTRACT OF THE DISCLOSURE

A method for improving the accuracy performance of authentication systems includes
determining an authentication data requirement for a desired transaction and at least one new
verification phrase. The method also includes capturing authentication data from a user with a
communications device in accordance with the authentication data requirement, and capturing
biometric data of the at least one new verification phrase from the user with the
communications device. Moreover, the method includes adding the determined at least one
new verification phrase to an enrollment phrase registry and storing the biometric data captured
for the at least one new verification phrase in an enrollment data record of the user after

successfully authenticating the user.
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METHODS AND SYSTEMS FOR IMPROVING THE ACCURACY PERFORMANCE
OF AUTHENTICATION SYSTEMS

BACKGROUND OF THE INVENTION

[0001] This invention relates generally to conducting network-based authentication
transactions, and more particularly, to methods and systems for increasing the accuracy
performance of authentication systems that conduct network-based authentication transactions.

[0002] The identity of a user may be verified using biometric data captured during
network-based authentication transactions. Authentication systems that conduct network-based
authentication transactions based on voice biometric data typically require users to recite a
phrase which is used to verify the identity of the user. Such authentication systems have been
known to prompt all individuals to recite the same phrase. However, imposters have been
known to surreptitiously obtain voice biometric data of users and to impersonate users during
remotely conducted network-based biometric authentication transactions by providing a false
claim of identity supported by fraudulent biometric data in an etfort to deceive an authenticating
entity into concluding that the imposter is the person they claim to be. Such impersonations are
known as spoofing.

[0003] Impostors currently use many methods to obtain or create fraudulent biometric
data of others that can be submitted during authentication transactions. For voice biometric
data imposters have been known to eavesdrop on networks during legitimate network-based

biometric authentication transactions to surreptitiously obtain genuine voice biometric data of

users reciting the requested phrase. The imposters then use the obtained biometric data for

playback during fraudulent network-based authentication transactions. Such fraudulent
biometric data are known to be difficult to detect using known liveness detection methods.

Verifying that the biometric data presented during a network-based authentication transaction
conducted at a remote location is from a live person at the remote location, is known as liveness
detection or anti-spoofing.

[0004] Methods of liveness detection have been known to use text independent voice
recognition techniques in an effort to prevent imposters from conducting fraudulent

transactions with surreptitiously obtained voice biometric data. However, authentication
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systems that authenticate based on text independent voice recognition techniques frequently
generate inaccurate results and thus have unacceptably low biometric authentication accuracy

rates of performance.

BRIEF DESCRIPTION OF ILLUSTRATIVE EMBODIMENTS

[0005] In one illustrative embodiment, a method for improving the accuracy
performance of authentication systems includes determining an authentication data requirement
for a desired transaction and at least one new verification phrase. The method also includes
capturing authentication data from a user with a communications device in accordance with the
authentication data requirement, and capturing biometric data of the at least one new
verification phrase from the user with the communications device. Moreover, the method
includes adding the determined at least one new verification phrase to an enrollment phrase
registry and storing the biometric data captured for the at least one new verification phrase in an
enrollment data record of the user after successtully authenticating the user.

[0006] In another illustrative embodiment, a computer system for improving the
accuracy of authentication transaction results includes a service provider system engaged In
controlling access to resources. The service provider system contains a database and 1s
configured to conduct transactions regarding the resources. Moreover, the system includes a
communications device configured to communicate with the service provider system over a
network and to capture biometric data. The computer system also includes an authentication
system including an authentication database.

[0007] The authentication system is configured to communicate with the service

provider system and the communications device over the network. Moreover, the

authentication system is configured to store enrollment data records and an enrollment phrase
registry, determine the liveness of users communicating a desire to conduct a network-based
transaction with the service provider system, and to determine at least one new verification
phrase for the network-based transaction. Furthermore, the authentication system is configured
to add the determined at least one new verification phrase to the enrollment phrase registry, and
store biometric data captured for the at least one new verification phrase in the enrollment data

record of the user.
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[0008] In yet another illustrative embodiment, a computer program recorded on a non-
transitory computer-readable recording medium is provided. The computer program is included in
an accuracy enhancing authentication computer system and is for improving the accuracy of
network-based authentication transaction results. Moreover, the computer program is comprised
of instructions, which when read and executed by the accuracy enhancing authentication computer
system, cause the accuracy enhancing authentication computer system to determine at least one
enrollment phrase from an enrollment phrase registry. The at least one enrollment phrase is an
authentication data requirement.

[0009] Furthermore, the computer program causes the accuracy enhancing computer
system to determine at least one new verification phrase, and determine that biometric data
captured for the at least one new verification phrase corresponds to the determined at least one
new verification phrase after successfully authenticating the user. The computer program also
causes the accuracy enhancing computer system to add the determined at least one new verification
phrase to an enrollment phrase registry and store the biometric data captured for the at least one
new verification phrase in an enrollment data record of the user.

[0009a] In another illustrative embodiment, a method for enhancing the accuracy
performance of authentication systems includes determining, by a processor, at least one
enrollment phrase from an enrollment phrase registry and at least one verification phrase for a
desired transaction, the at least one enrollment phrase being an authentication data requirement.
The method further includes capturing, by the processor, authentication data in accordance with
the authentication data requirement and biometric data for the at least one verification phrase from

a user. The method further includes adding, by the processor, the at least one verification phrase

to the enrollment phrase registry after successfully authenticating the user.

[0009b] In another illustrative embodiment, a system for enhancing the accuracy of
authentication transaction results includes a communications device contigured to capture

authentication data in accordance with an authentication data requirement and biometric data for
veritication phrases from users. The system further includes an authentication system including
an authentication database. The authentication system is configured to communicate with the
communications device over a network, conduct authentication transactions, and store enrollment

data records and an enrollment phrase registry. The authentication system is further

CA 2819767 2018-12-04
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configured to determine at least one enrollment phrase from the enrollment phrase registry and at
least one verification phrase for a desired transaction, the at least one enrollment phrase being an
authentication data requirement for the desired transaction. After successfully authenticating a
user with authentication data captured from the user with the communications device, the
authentication system is further configured to add the determined at least one verification phrase
to the enrollment phrase registry.

[0009¢]| In another illustrative embodiment, a non-transitory computer-readable recording
medium, included in an accuracy enhancing authentication computer system for enhancing the
accuracy of network-based authentication transaction results, stores instructions, which when read
and executed by the accuracy enhancing authentication computer system, cause the accuracy
enhancing authentication computer system to perform operations. The operations include
determining at least one enrollment phrase from an enrollment phrase registry and at least one
verification phrase for a desired transaction, the at least one enrollment phrase being an
authentication data requirement. The operations further include capturing authentication data in
accordance with the authentication data requirement and biometric data for the at least one
verification phrase from a user, and after successfully authenticating the user with authentication
data captured from the user in accordance with the authentication data requirement, adding the at
least one verification phrase to the enrollment phrase registry.

[0009d] In another illustrative embodiment, a method for enhancing the accuracy of
authentication transaction results includes capturing authentication data from a user during an
authentication transaction, and after successfully authenticating the user with the captured
authentication data, determining, by a processor, a verification phrase. The method further
includes capturing biometric data from the user for the verification phrase and storing the captured
biometric data in a user enrollment data record. The method further includes determining a number
of captured biometric data samples stored in the user enrollment data record for the verification
phrase, and adding the verification phrase to an enrollment phrase registry when the number equals
a desired number.

[0009¢] In another illustrative embodiment, a method for enhancing the accuracy of
authentication transaction results includes conducting different authentication transactions with
authentication data captured from a user. The authentication data captured for each authentication

transaction 1s in accordance with an authentication data requirement for a transaction desired to be
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conducted by the user. The method further includes, after each authentication transaction in which
the user 1s successfully authenticated, determining, by a processor, a verification phrase, capturing
biometric data for the verification phrase from the user, and determining, by the processor,
whether the captured biometric data corresponds to the verification phrase.

[00091] In another illustrative embodiment, a computing device for enhancing the accuracy
of authentication transaction results includes a processor, and a memory configured to store an
enrollment phrase registry. The computing device is associated with a network and the memory
1s in communication with the processor and has instructions stored therein which, when executed
by the processor cause the processor to authenticate a user with authentication data captured from
the user during an authentication transaction, and after successfully authenticating the user with
the captured authentication data, determine a verification phrase. The instructions further cause
the processor to store biometric data captured from the user for the verification phrase in a user
enroliment data record, determine a number of captured biometric data samples stored in the user
enrollment data record for the verification phrase, and add the verification phrase to an enrollment
phrase registry when the number equals a desired number.

[0009¢g] In another illustrative embodiment, a computing device for enhancing the accuracy
of authentication transaction results includes a processor, and a memory configured to store an
enrollment phrase registry. The computing device is associated with a network and the memory
1s in communication with the processor and has instructions stored therein which, when executed
by the processor cause the processor to conduct different authentication transactions with
authentication data captured from a user. The authentication data captured for each authentication
transaction 1s in accordance with an authentication data requirement for a transaction desired to be
conducted by the user. After each authentication transaction in which the user is successtully
authenticated, the instructions further cause the processor to determine a verification phrase, and
determine whether biometric data captured from the user for the verification phrase corresponds
to the verification phrase.

[0009h] In another illustrative embodiment, a non-transitory computer-readable recording
medium 1s included in a computing device for enhancing the accuracy of authentication transaction

results. The medium stores instructions, which when read and executed by the computing device,
cause the computing device to determine a verification phrase after successtully authenticating a

user with captured authentication data, the authentication data being captured from the user during
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an authentication transaction. The instructions further cause the computing device to store
captured biometric data in a user enrollment data record, the biometric data being captured from
the user for the verification phrase. The instructions further cause the computing device to
determine a number of captured biometric data samples stored in the user enrollment data record
tor the verification phrase, and add the verification phrase to an enrollment phrase registry when
the number equals a desired number.

[00091]] In another illustrative embodiment, a computer-implemented method for
enhancing the accuracy of authentication transaction results includes determining, by a processor,
an authentication data requirement. The method further includes capturing from a user
authentication data in accordance with the authentication data requirement, determining liveness
of the user based on the authentication data requirement, and after determining the user is live and
successtully authenticating the user with the captured authentication data, adding, by the processor,
at least one verification phrase to an enrollment phrase registry.

[0009j] In another illustrative embodiment, a computing device for enhancing the accuracy of
authentication transaction results includes a processor, and a memory configured to store an
enrollment phrase registry. The computing device is associated with a network and the memory
1s iIn communication with the processor and has instructions stored therein which, when executed
by the processor cause the computing device to determine an authentication data requirement. The
instructions further cause the computing device to capture from a user authentication data in
accordance with the authentication data requirement, determine liveness of the user based on the
authentication data requirement, and add at least one verification phrase to an enrollment phrase

registry after determining the user is live and successfully authenticating the user with the captured

authentication data.

[0009Kk] In another illustrative embodiment, a non-transitory computer-readable storage
medium has instructions stored thereon for enhancing the accuracy of authentication transaction
results. The instructions when executed by a processor of a computing system cause the computing
System to determine an authentication data requirement. The instructions further cause the
computing system to capture from a user authentication data in accordance with the authentication
data requirement, determine liveness of the user based on the authentication data requirement, and
add at least one verification phrase to an enrollment phrase registry after deterrhining the user 1s

live and successfully authenticating the user with the captured authentication data.
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[0009]1] Other aspects and features of illustrative embodiments will become apparent to
those ordinarily skilled in the art upon review of the following description of such embodiments

in conjunction with the accompanying figures.

5  BRIEF DESCRIPTION OF THE DRAWINGS

[0010] Figure 1 is a block diagram of an exemplary embodiment of an Accuracy Enhancing

Authentication Computer system for increasing the accuracy of authentication transaction results;
[0011] Figure 2 is a diagram illustrating an exemplary enroliment phrase registry;
[0012] Figure 3 is a diagram illustrating an exemplary verification phrase registry;

10 [0013] Figure 4 is a diagram illustrating an exemplary new verification phrase registry;

[0014] Figure 5 is a diagram illustrating an exemplary updated enrollment phrase registry;
[0015] Figure 6 is a flowchart illustrating an exemplary process for improving the accuracy

performance of authentication systems;
[0016] Figure 7 is a flowchart illustrating an alternative exemplary process for improving

15  the accuracy performance of authentication systems;

3D
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[0017] Figure 8 is a flowchart illustrating another alternative exemplary process for

improving the accuracy performance of authentication systems. |

DETAILED DESCRIPTION

[0018] Figure 1 is an expanded block diagram of an exemplary embodiment of an
Accuracy Enhancing Authentication Computer (AEAC) System 10 for increasing the accuracy
of authentication transaction results. More specifically, the AEAC system 10 includes a
communications device 12, a Service Provider Computer (SPC) system 14, and a Biometric
Authentication Computer (BAC) System 16. The device 12 1s aSsociated with a user.

[0019] The communications device 12 1s a smart phone that stores applications and data
therein, and displays at least one of text and images. The device 12 may include at least one of
buttons and icons 18 for at least entering commands and invoking applications stored therein,
and a display screen 20 such -as, but not limited to, a Liquid Crystal Display (LCD) that displays
at least one of text and images. Morcover, the device 12 may include cameras (not shown) and
a microphone (not shown). The applications may cause the device 12 to perform at least the
functions described herein.

[0020] Although the device 12 1s a smart phone in the exemplary AEAC system 10, the
device 12 may alternatively be any device capable of at least storing data, displaying at least one
of text and images, and capturing and transmitting data. Such other devices include, but are not
limited to, a portable cellular phone, a tablet computer, a laptop computer, a personal computer,
any type of portable communications device having wireless capabilities such as a personal
digital assistant (PDA), entertainment devices and game playing consoles. Entertainment

devices include, but are not limited 'to, televisions, and game playing consoles include, but are
not limited to, the Xbox 360 and the Nintendo Wii.

[0021] The device 12 is configured to communicate with the SPC system 14, the BAC
system 16, other systems (not shown), and devices (not shown) over a communications network

22. The communications network 22 is a 4G communications network. Alternatively, the

communications network 22 may be any wireless network including, but not limited to, 3G,
Wi-Fi, Global System for Mobile (GSM), Enhanced Data for GSM Evolution (EDGE), and any

combination of a local area network (LAN), a wide area network (WAN) and the Internet.
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[0022] The device 12 may be used to capture biometric data during authentication
transactions and transmit the captured biometric data to the BAC system 16. Furthermore, the
device 12 may process the captured biometric data prior to transmitting it to the BAC system 16.

For example, the device 12 may capture biometric data, create a biometric template from the
captured data, and then transmit the biometric template to the BAC system 16. Although the
AEAC system 10 includes one device 12, the AEAC system 10 may alternatively include any
number of devices 12 that are each associated with a same or different user.

[0023] The SPC system 14 1s a computer system that stores and controls access to
resources and conducts transactions regarding the resources. Resources include any kind of
data that is protected against access by unauthorized users. Such resources include, but are not
limited to, electronic artifacts, services and applications.

[0024] As described herein the SPC system 14 1s associated with a financial institution.

Thus, the SPC system 14 is configured to store and control access to at least the financial

accounts for each of a plurality of financial institution customers, and facilitates conducting

transactions involving the financial accounts. Moreover the SPC system 14 is configured to
communicate with the device 12, the BAC system 16, other systems (not shown), and other
devices (not shown) over the network 22. Although the SPC system 14 is associated with a
financial institution the SPC system 14 is in no way limited to being associated with a financial
institution. Alternatively, the SPC system 14 may be associated with any type of business or
entity such as a merchant that sells merchandise from its web site over the network 22. The SPC

system 14 may also function to implement a virtual private network for any type of business or

entity that protects access to resources such as, but not limited to, electronic files, electronic
documents, and electronic media. Electronic media includes, but 1s not limited to, movies.
Although the AEAC system 10 includes one SPC system 14 associated with a financial
institution, the AEAC system 10 may alternatively include a plurality of SPC systems 14 that
are each associated with a different business or entity.

[0025] The BAC system 16 includes components such as, but not hmited to, a web
server, a database server, an application server, a directory server and a disk storage unit that
may be used to store any kind of data. The disk storage unit may store at least one database such

as, but not limited to, an authentication database. The application server stores applications
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therein that cause the BAC system 16 to perform the functions described herein. The BAC
system 16 also includes a database management server and an authentication server. The
database management server may be used to facilitate transferring data to and from the disk
storage device. The authentication server performs matching ot any feature or intformation
associated with users to authenticate the identity of users during authentication transactions as
described herein. The BAC system 16 1s also configured to communicate with the device 12,
the SPC system 14, other systems (not shown), and devices (not shown) over the network 22.

[0026] The authentication database stores at least authentication data of each of a
plurality of users in enrollment data records. The authentication data may be ahy kind of
information that may be used to authenticate users such as, but not limited to, biometric data,
Global Positioning System (GPS) coordinates, and pass-phrases, and any combination of
biometric data, GPS coordinates, and pass-phrases. Bionietric data may correspond to any
biometric characteristic desired to be used as the basis of authenticating a user. Such biometric
characteristics include, but are not limited to, voice, face, finger, ins, palm, and
electrocardiogram, and any combination of voice, face, finger, 1ris, palm, and
electrocardiogram. The biometric data may take any form such as, but not limited to, audio
recordings and photographic images.

[0027] The enrollment data record of each authorized user stored in the BAC system 16
includes data such as, but not limited to, enrollment biometric data, enrollment biometric
templates, and personal data. Enrollment biometric data is raw biometric data obtained from

the user during enrollment in the BAC system 16. The enrollment biometric data for each user

is processed during enrollment to generate at least one enrollment biometric template, for each
respective user, which is used by the BAC system 16 to conduct authentication transactions.
Biometric data captured from users during authentication transactions may also be stored in the
enrollment data record of the user. Moreover, biometric data captured during authentication
transactions may be processed into biometric template data, included in the enrollment data
record of the user, and used to conduct authentication transactions. Personal data includes any
demographic information regarding an individual including, but not limited to, an individual’s

name, age, date-of-birth, address, citizenship and marital status. Each enrollment data record
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may also include any kind of data that may be used to authenticate the identity of users as
described herein.

[0028] Although biometric data is captured from each user during enrollment in the
BAC system 16, biometric data may alternatively be obtained by other methods such as, but not
limited to, automatically reading or extracting the biometric data {from 1dentity documents or
from legacy databases included in other computer systems. Likewise, biometric templates
corresponding to the biometric data may be obtained by other methods such as, but not limited
to, automatically reading or extracting the biometric templates from 1dentity documents or from
legacy databases included in other computer systems. Templates corresponding to desired
biometric data may be obtained in addition to, or instead of, the desired biometric data itself.
Such other legacy database systems include, but are not limited to, systems associated with
motor vehicle administrations, social security administrations, welfare system administrations,
financial institutions and health care providers. Such identity documents include, but are not
limited to, passports and driver’s licenses. By extracting desired biometric data or biometric
templates from a legacy database or identity document, and storing the extracted data in the
BAC system 16, users may be enrolled therein without having to directly provide biometric
data.

[0029] The BAC system 16 may also store configurable authentication policies, some
of which may be used to determine data that is to be captured or obtained tfrom users during
enrollment in the BAC system 16, and others which may be used to determine an authentication
data requirement. The authentication data requirement is the authentication data desired to be
captured from users during authentication transactions. Such authentication policies may
determine the authentication data requirement based on factors such as, but not limited to, the
risk associated with a desired network-based transaction. The BAC system 16 may determine
the authentication data requirement by randomly selecting the authentication data requirement
from such authentication policies. Moreover, the BAC system 16 may determine the
authentication data requirement by executing algorithms. For example, the BAC system 16
may execute an algorithm which determines a least recently used authentication data
requirement as the authentication data requirement for an authentication transaction. The BAC

system 16 may determine the authentication data requirement 1n any manner.
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[0030] The device 12, the SPC system 14, and the BAC system 16, respectively, each
include a processor (not shown) and a memory (not shown). It should be understood that, as
used herein, the term processor is not limited to just those integrated circuits referred to in the
art as a processor, but broadly refers to a computer, an application specific integrated circuit,
and any other programmable circuit. It should be understood that the processors execute
instructions, or computer programs, stored in the respective memories (not shown) of the device
12, the SPC system 14, and the BAC system 16. The above examples are exemplary only, and
are thus not intended to limit in any way the definition and/or meaning of the term “processor.”

[0031] The respective memories (not shown) in the device 12, the SPC system 14, and
the BAC system 16 can be implemented using any appropriate combination of alterable, volatile
or non-volatile memory or non-alterable, or fixed, memory. The alterable memory, whether
volatile or non-volatile, can be implemented using any one or more of static or dynamic RAM
(Random Access Memory), a floppy disc and disc drive, a writeable or re-writeable optical disc
and disc drive, a hard drive, flash memory or the like. Similarly, the non-alterable or fixed
memory can be implemented using any one or more of ROM (Read-Only Memory), PROM
(Programmable Read-Only Memory), EPROM (Erasable Programmable Read-Only Memory),
EEPROM (Electrically Erasable Programmable Read-Only Memory), an optical ROM disc,
such as a CD-ROM or DVD-ROM disc, and disc drive or the like.

[0032] Each of the memories (not shown) can be a computer-readable recording

medium used to store data, respectively, in the device 12, the SPC system 14, and the BAC
system 16. Moreover, each of the respective memories (not shown) can be a computer-readable
recording medium used to store computer programs or executable instructions that are

executed, respectively, by the device 12, the SPC system 14, and the BAC system 16.

Furthermore, the memories (not shown) may include smart cards, SIMs or any other medium
from which a computing device can read computer programs or executable instructions. As
used herein, the term “computer program” is intended to encompass an executable program that

exists permanently or temporarily on any computer-readable recordable medium that causes the

computer or computer processor to execute the program and thus causes the computer to

perform a function. Applications as described herein are computer programs.
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[0033] Figure 2 is a diagram illustrating an exemplary enrollment phrase registry 24
stored in the BAC system 16 that includes phrases for facilitating capturing text dependent
voice biometric data to be used in text dependent speaker recognition authentication techniques.
More specifically, the phrase registry 24 includes phrases 24-1 to 24-8 that are recited by users
during enrollment in the BAC system 16, which recitations are stored as enrollment biometric
data in the enrollment data records of the respective users. Thus, the phrases 24-1 to 24-8 are
used to facilitate generating and storing voice biometric data of each user in the BAC system 16
that can be used for conducting text-dependent authentication transactions. Because
text-dependent authentication techniques are inherently more accurate than text-independent
authentication techniques, reciting any one of, or any combination of, the phrases 24-1 to 24-8
during an authentication transaction facilitates increasing the accuracy of voice biometric data
authentication results. The authentication data requirement 1s displayed in the screen 20 for the
user to see. Consequently, when the authentication data requirement 1s voice biometric data,
any one of, or any combination of, the enrollment phrases included 1n the registry 24 may be
displayed on the screen 20.

[0034] Although eight phrases are included in the enrollment phrase registry 24, the
phrase registry 24 may alternatively include any number of different phrases that facilitate
increasing the accuracy of authentication transaction results as described herein. Moreover,
phrases may be added to the registry 24 subsequent to enrollment.

[0035] Figure 3 is a diagram illustrating an exemplary verification phrase registry 26
stored in the BAC system 16 that includes the authentication data requirement for an
authentication transaction. More specifically, the verification phrase registry 26 includes

phrases 24-1, 24-7, and 24-8 from the enrolment phrase registry 24 that a user 1s to recite and

capture as biometric data during an authentication transaction. The BAC system 16 determines
which phrases from the enrollment phrase registry 24 are to be the authentication data
requirement and thus included in the registry 26. The authentication data requirement for each
authentication transaction is different. Consequently, the phrases included in the registry 26 are
different for each authentication transaction. Although the verification phrase registry 26
includes three phrases, the phrase registry 26 may alternatively include any number of phrases

from the enrollment phrase registry 24. It should be appreciated that only enrollment phrases
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included in the enrollment phrase registry 24, that have corresponding biometric data stored in
the enrollment data record of a user, may be included in the verification phrase registry 26.

[0036] Because the enrollment phrase is different for each authentication transaction,
the biometric data to be captured 1s not known in advance to an imposter and thus appears
unpredictable. Consequently, due to the number of different combinations of enrollment
phrases that may be determined by the BAC system 16, the determined enrollment phrases
constitute an unpredictable condition injected into biometric authentication transactions by the
BAC system 16 that facilitate making 1t more difticult for imposters to successtully spoot the
BAC system 16. An unpredictable condition 1s a condition required for successtul
authentication that an imposter cannot effectively accurately anticipate.

[0037] Figure 4 1s a diagram 1llustrating an exemplary new veritication phrase registry
28 including new verification phrases 28-1 and 28-2, not included in the enrollment phrase
registry 24 that may be recited by a user before, during, or after an authentication transaction.
The new verification phrases arc not part of the authentication data requirement. After
successfully authenticating a user and confirming that the user properly recited and captured the
new verification phrases, captured biometric data of the new verification phrases may be added
to the enrollment data record of the user, and the new verification phrases themselves may be
added to the enrollment phrase registry 24 as enrollment phrases to thus update the enrollment
phrase registry 24.

[0038] The BAC system 16 uses policies stored therein to determine which new
verification phrases are to be included in the new veritication phrase registry 28. Although the
new verification phrase registry 28 includes two new verification phrases 28-1 and 28-2, the

new verification phrase registry 28 may alternatively include any number of new verification

phrases. Each of the new verification phrases are different from the phrases included 1n the

enrollment phrase registry 24. Moreover, it should be understood that the BAC system 16 may

alternatively determine that new verification phrases are not to be included in the new
verification phrase registry 28.

[0039] The information shown in Figure 5 1s the same information shown in Figure 2 as

described in more detail below. As such, features illustrated in Figure 5 that are identical to
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features illustrated in Figure 2 are identified using the same reference numerals used in Figure
2.

[0040] Figure 5 is a diagram illustrating an exemplary updated enrollment phrase
registry 30. More specifically, the updated enrollment phrase registry 30 includes the same
enrollment phrases 24-1 to 24-8 included in the enrollment phrase registry 24, as well as the
new verification phrases 28-1 and 28-2. It should be appreciated that by virtue of increasing the
number of phrases in the enrollment phrase registry 24 that may be determined by the BAC
system 16 for inclusion in the verification phrase registry 26, 1t 1s more difticult for an imposter
to surreptitiously obtain the authentication data requirement for conducting a successtul
authentication transaction. As a result, the trustworthiness of authentication transaction results
is facilitated to be increased, the accuracy performance of authentication systems 1s facilitated
to be enhanced, and the incidence of fraudulent transactions conducted by imposters is
facilitated to be reduced.

[0041] Figure 6 is a flowchart 32 illustrating an exemplary process for improving the
accuracy performance of authentication systems. For AEAC system 10, the process starts 34
with a user operating his device 12 communicating a desire to conduct a network-based
transaction 36 with the SPC system 14. Next, the SPC system 14 continues processing by
communicating an authentication request message to the BAC system 16.

[0042] After receiving the authentication request message, the BAC system 16
continues processing by determining the authentication data requirement 38 for the desired

network-based transaction. More specifically, the BAC system 16 continues processing by

determining at least one of the enroliment phrases 24-1 to 24-8 to use as the authentication data
requirement. The authentication data requirement 1s the verification phrases 24-1, 24-7, and
24-8. Next, the BAC system 16 continues by generating a data capture request message that
includes the authentication data requirement, and transmitting the data capture request message
to the device 12. The BAC system 16 may also determine a new verification phrase to include
in the data capture request message. The device 12 continues processing by displaying the
authentication data requirement for the user to see. After reading the authentication data
requirement, the user continues by capturing authentication data 40 from his self with the device

12 in accordance with the authentication data requirement. If the data capture request message
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includes a new verification phrase, the user also captures biometric data 40 from his self

corresponding to the new verification phrase.

[0043] The device 12 continues processing by automatically transmitting the captured
authentication data to the BAC system 16. Alternatively, the user may manually control
transmission of the captured authentication data by operating a button 18 ot the device 12.
When biometric data corresponding to a new verification phrase 1s captured, the new
verification phrase biometric data is also transmitted to the BAC system 16 with the captured
authentication data. After receiving the captured data, the BAC system 16 continues processing
by authenticating the user 42. More'speciﬁcally, the BAC system 16 determines whether the
captured authentication data matches the stored authentication data of the user. When the
captured authentication data does not match the stored authentication data of the user,
processing continues by transmitting a message 44 to the device 12 notifying the user that
because of the unsuccessful authentication the desired network-based transaction cannot be

conducted. Next, processing ends 46. However, when the captured authentication data matches

the stored authentication data of the user, the i1dentity of the user 1s successtully authenticated
42,

[0044] After successfully authenticating the user 42, the BAC system 16 continues by
determining whether captured biometric data of a new verification phrase is included in.the
received data 48. If so, the BAC system 16 continues processing by determining whether the
data capture request message included a new verification phrase 50. If so, processing continues
by adding the new verification phrase 52 to the enrollment phrase registry 24, and storing the
new verification phrase biometric data 52 in the enrollment data record of the user. By virtue
of adding the new verification phrase in the enrollment phrase registry 24, the enrollment phrase
registry 24 is updated. Next, the BAC system 16 continues by generating and transmitting a
message 54 to the device 12 notifying the user that he is permitted to conduct the desired
network-based transaction with the SPC system 14. After reading the message from the device
12, the user continues by conducting the desired network-based transaction 54. Next,
processing ends 46.

[0045] When the received data does not include a new verification phrase 48, the BAC

system 16 continues processing by generating and transmitting a message 54 to the device 12
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notifying the user that he is permitted to conduct the desired network-based transaction with the
SPC Sj/stem 14. After reading the message from the device 12, the user continues by conducting
the desired network-based transaction 54. Next, processing ends 46. Likewise, when the data
capture request message does not include a new verification phrase 50 processing continues by
conducting operation 54 and then processing ends 46.

[0046] The information shown in Figure 7 is the same information shown in Figure 6 as
described in more detail below. As such, features illustrated in Figure 7 that are identical to

features illustrated in Figure 6 are identified using the same reference numerals used in Figure

6.

[0047] Figure 7 is a flowchart 56 illustrating an alternative exemplary process used by
the AEAC system 10 for improving the accuracy performance of authentication systems. This
alternative process is similar to that shown in Figure 6. However, after determining that a new
verification phrase was included in the data capture request message 50, processing continues
by determining 58 whether the received new verification phrase biometric data corresponds to
the new verification phrase included in the data capture request message. When it is determined
58 that the received verification phrase biometric data corresponds 58 to the verification phrase
included in the data capture request message, processing continues by conducting operation 52.

Otherwise, processing continues by conducting operation 54 and then processing ends 46

[0048] The information shown in Figure 8 is the same information shown 1n Figure 7 as

described in more detail below. As such, features illustrated in Figure 8 that are identical to

features illustrated in Figure 7 are identified using the same reference numerals used in Figure

7.

[0049] Figure 8 is a flowchart 60 illustrating another alternative exemplary process used
by the AEAC system 10 for improving the accuracy performance of authentication systems.
This alternative process is similar to that shown in Figure 7. However, biometric data of a new
verification phrase is captured after successfully authenticating the user. Moreover, operation
52 is not conducted until a specified number of successful authentication transactions occur.

[0050] For the AEAC system 10, this alternative exemplary process starts 62 with a

user, operating his device 12 communicating a desire to conduct a network-based transaction 36

with the SPC system 14. Next, the SPC system 14 continues processing by communicating an
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authentication request message to the BAC system 16. After receiving the authentication

request message, the BAC system 16 continues processing by determining the authentication

data requirement 38 for the desired network-based transaction. After receiving the
authentication data requirement from the BAC system 16, the device 12 continues processing
by displaying the authentication data requirement for the user to see. After reading the
authentication data requirement, the user continues by capturing authentication data 40 from his
self with the device 12 in accordance with the authentication data requirement.

[0051] Next, processing continues by transmitting the captured authentication data to
the BAC system 16. After receiving the captured authentication data, the BAC system 16
continues processing by conducting operation 42. After successfully authenticating 42 the user,
the BAC system 16 continues by generating a verification data capture request message that
includes a new verification phrase, and transmitting the verification data capture request
message to the device 12.

[0052] The device 12 continues processing by displaying the new verification phrase for
the user to see. After reading the new verification phrase, the user continues by capturing
biometric data 64 of the new verification phrase from his self with the device 12. Next, the
device 12 transmits the captured biometric data to the BAC system 16 which continues by
determining 66 whether the received new verification phrase biometric data corresponds 66 to
the new verification phrase included in the verification data capture request message. When it
1s determined 66 that the received biometric data corresponds 66 to the new veritication phrase
included in the verification data capture request message, the BAC system 16 continues
processing by storing the received new verification phrase biometric data in the enrollment data
record of the user as raw biometric data in the form of a voice sample.

[0053] Moreover, the BAC system 16 continues by determining the number ot voice
samples 68 of the new verification phrase stored in the enrollment data record of the user.
When the number of voice samples is three, the BAC system 14 continues processing by adding
52 the new verification phrase to the enrollment phrase registry 24, generating a biometric data
template from the three voice samples, and storing 52 the biometric template data for the new

verification phrase in the enrollment data record of the user. Next, processing continues by

conducting operation 54, then processing ends 46<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>