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DESCRIPTION

FIELD

[0001] Embodiments described herein relate generally to systems and methods for managing
connections, and more particularly, to systems and methods for establishing and/or monitoring
connections between users and servers.

BACKGROUND

[0002] Users may connect to servers to perform various commands on the servers, such as to
access services provided by the servers. For security and other reasons, access to a server
may be controlled. To access a server, a user may authenticate with the server. Various
methods may be used to authenticate the user, such as public key authentication, a username
and password, or other methods of authentication.

[0003] When a user has access to multiple servers, each server may store a key
corresponding to the user. Each Iindividual server may store many keys, one key for each of
the users having access to that server. As the number of network administrators grows,
managing this growing volume of keys may be overly complex and time consuming. For
example, when a user's access rights are revoked, the user's key should be removed from
each server that the user previously had access to. Additionally, whenever a new user Is given
access rights to servers, a key for the user must be placed on each of the servers. It may be
desirable to more efficiently manage the distribution of keys.

[0004] A network operator may wish to perform various audits relating to network security,
such as determining which servers each user has access to and/or determining what
operations users have performed on servers. It may be difficult to determine which servers
each user of the network has access to. Connections between the user and the server may be
encrypted. Because the connections are encrypted, it may be difficult to record information
about which users are accessing which servers, and the contents of communications between
the users and the servers. |t may be desirable to log information regarding the connections,
such as information indicating which user's are accessing which servers. It may also be
desirable to record the communications that occur between users and servers.

[0005] The subject matter discussed in the background section should not be assumed to be
prior art merely as a result of its mention In the background section. Similarly, a problem
mentioned In the background section or associated with the subject matter of the background
section should not be assumed to have been previously recognized In the prior art. The subject
matter in the background section merely represents different approaches
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[0006] EP 328 024 A1 describes a security function provided by an intermediate device located
between hosts and devices requesting for access to the hosts in a computerized network. The
Intermediate device receives a request for access to a host, and obtains at least one
authenticator for use In the requested access to the host. The Iintermediate device then
monitors for communications that use the at least one authenticator.

[0007] The Secure Shell (SSH) Authentication Protocol (RFC 4252) from the IETF describes a
protocol for secure remote login and other secure network services over an insecure network.
This document describes the SSH authentication protocol framework and public key, password,
and host-based client authentication methods. The SSH authentication protocol runs on top of
the SSH transport layer protocol and provides a single authenticated tunnel for the SSH
connection protocol.

SUMMARY

[0008] The following summary is for illustrative purposes only, and is not intended to limit or
constrain the detailed description. The following summary merely presents various described
aspects in a simplified form as a prelude to the more detailed description provided below

[0009] The object of the invention Is solved by a method according to claim 1 and a computing
device according to claim 13. Preferred embodiments are presented in the dependent claims.

[0010] In the context of the present specification, unless expressly provided otherwise, a
computer system may refer, but is not Iimited to, an "electronic device,” an "operation system,”
a "system,” a "computer-based system,” a "controller unit,” a "monitoring device,” a "control
device," a "network device,” and/or any combination thereof appropriate to the relevant task at
hand.

[0011] In the context of the present specification, unless expressly provided otherwise, the
expression "computer-readable medium” and "memory" are intended to include media of any
nature and kind whatsoever, non-limiting examples of which include RAM, ROM, disks (CD-
ROMs, DVDs, floppy disks, hard disk drives, etc.), USB keys, flash memory cards, solid state-
drives, and/or tape drives. Still iIn the context of the present specification, "a" computer-
readable medium and "the” computer-readable medium should not be construed as being the
same computer-readable medium. To the contrary, and whenever appropriate, "a” computer-
readable medium and "the" computer-readable medium may also be construed as a first

computer-readable medium and a second computer-readable medium.

[0012] In the context of the present specification, unless expressly provided otherwise, the
words "first,” "second,” "third,” etc. have been used as adjectives only for the purpose of
allowing for distinction between the nouns that they modify from one another, and not for the
purpose of describing any particular relationship between those nouns.
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[0013] Implementations of the present technology each may have at least one of the above-
mentioned object and/or aspects, but do not necessarily have all of them. It should be
understood that some aspects of the present technology that have resulted from attempting to
attain the above-mentioned object may not satisfy this object and/or may satisfy other objects
not specifically recited herein.

[0014] Additional and/or alternative features, aspects and advantages of implementations of
the present technology will become apparent from the following description, the accompanying
drawings and the appended claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0015] These and other features, aspects, and advantages of the present disclosure will
become better understood with regard to the following description, claims, and drawings. The
present disclosure Is illustrated by way of example, and not limited by, the accompanying
figures in which like numerals indicate similar elements.

Figure 1 shows an example computing system that may be used to implement any of the
methods described herein.

Figure 2 shows an example of devices communicating via a connection manager according to
one or more Illustrative aspects of the disclosure.

Figure 3 shows an example of a connection manager device according to one or more
llustrative aspects of the disclosure.

Figures 4A-C are a flow diagram of a method for establishing a connection between a client
device and a server according to one or more illustrative aspects of the disclosure.

Figure 5 Is a flow diagram of a method for configuring a server according to one or more
llustrative aspects of the disclosure.

Figure 6 shows an example of group roles according to one or more illustrative aspects of the
disclosure.

Figures /A and /B are a flow diagram of a method for modifying access rights according to
one or more illustrative aspects of the disclosure.

DETAILED DESCRIPTION

[0016] In the following description of various illustrative embodiments, reference i1s made to the
accompanying drawings, which form a part hereof, and in which are shown, by way of
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llustration, various embodiments in which aspects of the disclosure may be practiced. It is to
be understood that other embodiments may be utllized, and structural or functional
modifications may be made, without departing from the scope of the present disclosure.

[0017] Users accessing client devices may wish to establish secure communication sessions
with servers. Although referred to herein as servers, client devices may establish
communication sessions with other types of network devices, such as routers or switches. In
order to establish the communication session, the client device may authenticate with the
server. The client device may then perform various commands on the server. In this way, the
user can access services provided by the server.

[0018] In order for a user to access a group of servers, private and public key pairs may be
placed on each client device of the user and each server that the user is permitted to access.
This may be a cumbersome process when users are frequently being added to or removed
from the network. Each time a user Is added, private and public key pairs may be generated
for each client device used by the user and each server accessible to the user. A public key
may be placed on each of the servers accessible to the user. Each time a user Is removed, a
public key corresponding to the user may be removed from each server that the user had
access to.

[0019] A network operator may wish to perform various audits of a network, such as
determining a list of every user with access privileges to the network, and a list of servers that
each user has access to. A scan may be performed of each server on the network, to
determine which keys are stored on the servers. Then, a list of users that have access to each
of the servers may be generated. This scan may be time-consuming to perform.

[0020] A network operator may wish to control access to servers and other devices, to perform
audits on the network, and/or to monitor communication sessions between client devices and
servers. An Intermediate device, such as a connection manager, may coordinate
communications between client devices and servers. The connection manager may facilitate
controlling access to servers. The connection manager may more efficiently perform network
audits. The connection manager may record communications sessions between client devices
and servers. The connection manager may authenticate client devices, establish sessions with
servers, log connections, and/or record data transmitted between client devices and servers.

[0021] The connection manager may comprise user and group data that indicate which groups
each user 1s a member of and the roles of each member within the groups. The user and
group data may indicate which server keys a user has access to, either through their own
access rights or through group membership.

[0022] In order to Increase security, the operating system of the connection manager may
restrict access to the server keys. The operating system may comprise a definition of which
users and groups can access which keys. The operating system may restrict access to the
keys based on these definitions. Thus in order to access a key a user may pass through two
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verifications, a first verification performed by software executing on the connection manager,
and a second verification performed by the operating system of the connection manager. Even
If an Intruder Is able to modify the software executing on the connection manager, the
operating system of the connection manager may prevent unauthorized access to server keys.
This may decrease the possibility that an unauthorized intruder, such as a hacker, would be
able to gain access to any servers. This may also decrease the possibility that an authorized
user would be able to gain access to a server that the authorized user is not permitted to
access.

[0023] Figure 1 lllustrates a diagram of a computing environment 100 Iin accordance with an
embodiment of the present technology. In some embodiments, the computing environment 100
may be implemented by any of a conventional personal computer, a server, a router, a switch,
a controller, and/or an electronic device (such as, but not limited to, a mobile device, a tablet
device, a server, a controller unit, a control device, a monitoring device etc.) and/or any
combination thereof appropriate to the relevant task at hand. In some embodiments, the
computing environment 100 comprises various hardware components including one or more
single or multi-core processors collectively represented by a processor 110, a solid-state drive
120, a memory device, for example a random access memory 130, and an input/output
Interface 150. The computing environment 100 may be a computer specifically designed for
operating in a data center environment. The computing environment 100 may be a generic
computer system.

[0024] In some embodiments, the computing environment 100 may also be a sub-system of
one of the above-listed systems. In some embodiments, the computing environment 100 may
be an "off the shelf generic computer system. In some embodiments, the computing
environment 100 may be distributed amongst multiple systems. The computing environment
100 may be specifically dedicated to the implementation of the present technology. As a
person In the art of the present technology may appreciate, multiple variations as to how the
computing environment 100 1s implemented may be envisioned without departing from the
scope of the present technology.

[0025] Communication between the various components of the computing environment 100
may be enabled by one or more internal and/or external buses 160 (e.g. a PCI| bus, universal
serial bus, |[EEE 1394 "Firewire" bus, SCSI bus, Serial-ATA bus, ARINC bus, etc.), to which the

various hardware components are electronically coupled.

[0026] The input/output Interface 150 may provide networking capabilities such as wired or
wireless access. As an example, the input/output interface 150 may comprise a networking
Interface such as, but not limited to, one or more network ports, one or more network sockets,
one or more network Interface controllers and the like. Multiple examples of how the
networking Iinterface may be implemented will become apparent to the person skilled in the art
of the present technology. For example, but without being limitative, the networking interface
may iImplement specific physical layer and data link layer standard such as Ethernet, Fibre
Channel, Wi-Fi, or Token Ring. The specific physical layer and the data link layer may provide
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a base for a full network protocol stack, allowing communication among small groups of
computers on the same local area network (LAN) and large-scale network communications
through routable protocols, such as Internet Protocol (IP).

[0027] According to implementations of the present technology, the solid-state drive 120 stores
program Instructions suitable for being loaded into the random access memory 130 and
executed by the processor 110. For example, the program instructions may be part of a library
or an application. Although Iillustrated as a solid-state drive 120, any type of memory may be
used In place of the solid-state drive 120, such as a hard disk, optical disk, and/or removable
storage media.

[0028] Figure 2 shows an example of devices communicating via a connection manager
according to one or more Illustrative aspects of the disclosure. The users 201-03 may use
client device 210-13 to access servers 260-62 via the connection manager 250. The user 201
may use client devices 210 or 211 to connect to the connection manager 250. The users 202
and 203 may use the client devices 212 and 213, respectively, to connect to the connection
manager 250.

[0029] The users 201-03 may authenticate with their respective client devices 210-13. The
users 201-03 may enter a username and password, perform a biometric authentication, use a
physical device to authenticate, and/or use any other authentication method to authenticate
with the client devices 210-13. For example fingerprint recognition, facial recognition, a retinal
scan, two-factor authentication, and/or a YubiKey may be used to authenticate the users 201-
03 with the client devices 210-13. It should be understood that in some configurations a user
201-03 may access a client device 210-13 without authenticating with the client device 210-13.
A user 201-03 might not authenticate with the client device 210-13 each time the user 201-03
accesses the client device 210-13. For example a user may authenticate with one of the client
device 210-13, and that authentication may be valid for 30 days. In another example, If a user
201-03 Is accessing the client device 210-13 on a known network, authentication might not be
requested. Whereas, In this example, If the user 201-03 Is accessing the client device 210-13
on an unknown network, authentication may be requested.

[0030] After a user 201-03 has authenticated with one of the client devices 210-13, the user
201-03 may request access to one of the servers 260-62. The user 201-03 may use a terminal
on the client device 210-13, such as an SSH terminal, to request a connection with one of the
servers 260-62. The request may be transmitted from one of the client devices 210-13 to the
connection manager 250.

[0031] After receiving a request from one of the client devices 210-13, the connection
manager 250 may authenticate the user 201-03 accessing the client device 210-13. The
connection manager may use public key authentication to authenticate the user 201-03.
Private keys corresponding to the users 201-03 may be stored on their respective client
devices 210-13. Each user may have multiple associated private keys. A first private key
corresponding to the user 201 may be stored on the client device 210, and a second private
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key corresponding to the user 201 may be stored on the client device 211. Alternatively, the
same private key corresponding to the user 201 may be stored on both client devices 210 and
211. If different private keys are stored by the client devices 210 and 211, then two different
public keys, each corresponding to one of the private keys, may be stored on the connection
manager 250.

[0032] After a client device 210-13 requests access to the connection manager 250, the
connection manager 250 may retrieve a public key corresponding to the user 201-03 and/or
the client device 210-13 requesting access. The public key may then be used to authenticate
the requesting client device 210-13 through public key authentication. One or more messages,
which may be encrypted messages, may be transmitted between the connection manager 205
and the requesting client device 210-13 to perform the public key authentication. An SSH
session may be opened between the requesting client device 210-13 and the connection
manager 250.

[0033] Other authentication methods may be used to authenticate the requesting client device
210-13 with the connection manager 250. For example, a username and/or password
combination corresponding to the user 201-03 may be used to authenticate the requesting
client device 210-13 with the connection manager 250, such as in HT TPS authentication.

[0034] After the connection manager 250 has authenticated the requesting client device 210-
13, the connection manager 250 may determine the access rights of the user 201-03. A
database, or other data storage structure, may be queried to determine which servers 260-62
the user 201-03 has access to. A level of access may also be determined for the user 201-03,
such as whether the user has root access or some other level of access to the server 260-62.
If the user has access to the requested server 260-62, a private key of the user may be
retrieved by the connection manager 250.

[0035] The user 201-03 may be a member of one or more groups. The connection manager
250 may query a database, or other data storage structure, to determine which groups the
user 201-03 iIs a member of. If any of the groups has access to the requested server 260-62,
the private keys corresponding to those groups and the requested server may be retrieved.

[0036] After retrieving one or more personal private keys and/or group private keys, the
connection manager 250 may establish a connection with the requested server 260-62. The
connection may be an SSH connection. Public key authentication may be used to authenticate
the connection manager 250 with the requested server 260-62. Although described above as
using public key authentication, it should be understood that other authentication methods may
be used. For example, rather than retrieving one or more private keys, one or more username
and password combinations may be retrieved, and a connection may be established between
the connection manager 250 and the requested server 260-62 using the username and
password. Data transmitted between the connection manager 50 and requested server 260-62
may be encrypted.



DK/EP 3651427 T3

[0037] The requesting client device 210-13 may be able to use the private key for connection
to the requested server 260-62 via the connection manager 250, but might not be able to
extract the key from the connection manager 250. The requesting client device 210-13 might
not be permitted to retrieve the key from the connection manager 250. Rather, each time the
requesting client device 210-13 wishes to connect to the requested server 260-62, the
requesting client device 210-13 may connect via the connection manager 250. Various security
features of the connection manager 250 may be configurable. A connection manager 250 used
In a development environment may be operated with some deactivated security features.

[0038] After the connection manager 250 has established a connection with the requested
server 260-62, the connection manager 250 may transmit an indication, to the requesting client
device 210-13, that the connection has been established. The connection manager 250 may

coordinate communications between the requesting client device 210-13 and the requested
server 260-62.

[0039] The connection manager 250 may link the two connections. Communications received
from the requesting client device 210-13 may be received and decrypted by the connection
manager 250. The connection manager 250 may then encrypt the decrypted data and transmit
the encrypted data to the requested server 260-62. Communications received by the
connection manager from the requested server 260-62 may be decrypted by the connection
manager 250. The connection manager 250 may encrypt the decrypted data and transmit the
encrypted data to the requesting client device 210-13. In this fashion, the requesting client
device 210-13 may communicate with the requested server 260-62. The user 201-03 may
enter commands on an SSH terminal executing on the requesting client device 210-13, and
those commands may be executed on the requested server 260-62.

[0040] Decrypted communications may be recorded by the connection manager 250. The
recorded communications may be stored by the connection manager 250, such as in a log.
The connection manager 250 may record various details about the connection, such as the
time at which the connection was initialized, time at which the connection was terminated, user
201-03 that requested the connection, client device 210-13 that requested the connection, the
server 260-62 that was connected to, whether a user key or group key was used to connect to
the server 260-62, which key was used to connect to the server 260-62, and/or any other
Information regarding the connection between the requesting client device 210-13 and the
requested server 260-62.

[0041] Upon receiving a request to terminate the connection from the requesting client device
210-13 and/or the requested server 260-62, the connection manager 250 may terminate the
connection between the devices. The connection manager 250 may terminate the connection
after a pre-determined amount of time has passed. The connection may be terminated after a
pre-determined amount of time has passed in which no communications occur between the
devices.

[0042] Although figure 2 Illustrates an exemplary network arrangement, any number of client
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devices 210-13, connection managers 250, and servers 260-62 may be used. A cluster of
connection manager 250 servers may be used, such as to ensure that the connection
manager 250 Is available even if one of the connection manager 250 servers is offline. Multiple
connection managers 250 may be used. A first connection manager 250 may be accessible via
public and private |P addresses, and a second connection manager 250 may be accessible via
private |P addresses but Inaccessible via public |IP addresses. The second connection
manager 250 may thus be more secure, because It I1s Inaccessible via public |IP addresses.
The first connection manager 250 may provide access to a first group of servers and the
second connection manager 250 may provide access to a second group of servers. The
second group of servers may be a group of servers for which security Is considered more
critical than the first group of servers.

[0043] Figure 3 shows an example of a connection manager 250 device according to one or
more Illustrative aspects of the disclosure. The connection manager 250 may be implemented
on the computing environment 100. The elements illustrated as being comprised within the
connection manager 250 may be implemented within the connection manager 250, may be
Implemented In separate devices that are in communication with the connection manager 250,
and/or any combination thereof. As described above, the connection manager 250 may
manage connections between client devices 210-13 and servers 260-62.

[0044] The connection manager may comprise one or more client public keys 310. Each client
device 210-13 that I1s configured to access the connection manager 250 may have a
corresponding client public key 310 stored on the connection manager 250. When a client
device 210-13 requests to establish a connection with the connection manager 250, the
corresponding client public key 310 may be retrieved and used to authenticate the requesting
client device 210-13.

[0045] Stored user account data 330 may indicate which servers 260-62 a user 201-03 has
access to. For each server 260-62, the stored user account data 330 may comprise access
rights data for establishing a connection with the server 260-62. The access rights data may
Indicate which port to use when connecting to a server 260-62. The access rights data may
Indicate a specific port number, or may indicate a wildcard, in which case any port may be
used to establish a connection with the server 260-62. The access rights data may indicate an
address corresponding to the server 260-62. The address may be a single IP address, a range
of IP addresses, such as a whole subnet, or any other type of address. The access rights data
may comprise a username to use when connecting to the server 260-62, such as "root,” a
wildcard In which case any username may be used, or any other user. The stored user
account data 330 may be stored in a database or any other data storage structure.

[0046] Stored group account data 340 may comprise, for each group, a list of users In the
group and/or a list of servers that the group has access to. The stored group account data 340
may Indicate the roles of each user within the group. Roles within a group are further
discussed below, with regards to figures 6 and /. The stored group account data may
comprise, for each server, access rights data, as described above. Although illustrated as
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separate, all or portions of stored user account data 330 and stored group account date 340
may be combined.

[0047] The stored user account data 330 and stored group account data 340 may be used to
determine whether a user 201-03 has access rights to a server 260-62. After the determination
has been made, private keys for accessing the servers 260-62 may be retrieved from the
server private keys 320.

[0048] Communications recorder 350 may record all or a portion of communications between
the client devices 210-13 and the servers 260-62. For each communication between the client
devices 210-13 and the servers 260-62, the communications recorder 350 may store a
timestamp corresponding to the communication and/or data of the communication. The stored

data may be used to replay the data output on a terminal at a client device 210-13 and/or
server 260-62.

[0049] An operating system 360 may manage the hardware and software of the connection
manager. The operating system 360 may be a Linux-based operating system, Unix-based
operating system, Windows operating system, or any other type of operating system. The
users and/or groups may be defined in the operating system 360, in other words, the users
201-03 and groups of the connection manager 250 may be system users and system groups
of the operating system 360. The operating system 360 may restrict access to the server
private keys 320 to certain users 201-03 and/or groups.

[0050] The connection manager may comprise one or more server private keys 320. Each of
the server private keys 320 may be associated with an individual user 201-03 or a group. One
or more of the server private keys 320 may be retrieved when the connection manager iIs
establishing a connection with one of the servers 260-62.

[0051] Figures 4A-C are a flow diagram of a method 400 for establishing a connection
between a client device and a server according to one or more Illustrative aspects of the
disclosure. In one or more embodiments, the method 400 or one or more steps thereof may be
performed by one or more computing devices or entities. Without limitation, all or portions of
the method 400 may be executed by the client devices 210-13, connection manager 250,
and/or servers 260-62. All or portions of the method 400 may be performed by components of
the computing device 100. The method 400 or one or more steps thereof may be embodied In
computer-executable instructions that are stored in a computer-readable medium, such as a
non-transitory computer-readable medium. Some steps or portions of steps in the flow diagram
may be omitted or changed in order.

[0052] At step 405 a user request to establish a session with a server may be received. The
user request may comprise an |P address of the requested server, name of the requested
server, and/or any other identifying information corresponding to the requested server. The
user request may be received via a terminal or any other type of graphical user interface
(GUI). Although described as a user request, the request may be generated by a software
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program, such as software executing on one of the client devices 210-13.

[0053] The request to establish the session may be received by a client device. Prior to
Inputting the request, the user may have been authenticated by the client device. For example,
the user may have entered a username and/or password to verify their identity.

[0054] At step 410 a request to establish the session with the requested server may be
transmitted. The request may be transmitted to a connection manager device, such as the
connection manager 250. The request may comprise the |P address and/or other identifying
Information indicating the requested server. The request may comprise information about the
requesting client device and/or user accessing the requesting client device. The request may
comprise an |IP address of the client device, identifying information of the user, and/or any
other information regarding the client device or user.

[0055] At step 415 the user and/or client device may be authenticated by the connection
manager. As described above, public key authentication may be used to authenticate the user
with the connection manager. The connection manager may retrieve a public key
corresponding to the user and/or client device, and may use the public key to authenticate the
user and/or client device. The user may be a system user defined in the operating system of
the connection manager. The user's access rights on the connection manager may be
controlled by the operating system based on the definition of the user within the operating
system.

[0056] At step 420 a determination may be made as to whether the authentication was
successful or whether the authentication failed. If the authentication failed, an error may be
returned at step 425. An administrator may be notified that an authentication failure occurred.
The authentication failure may be logged.

[0057] If the authentication is determined to have been successful at step 420, a session may
be opened between the requesting client device and the connection manager. After opening
the session, at step 430 a determination may be made as to whether the user has privileges to
access to the requested server 260-62. Keys corresponding to the user and stored on the
connection manager may be retrieved and examined to determine whether any of the keys
correspond to the requested server. A database, such as the stored user account data 330,
may be queried to determine whether the user has privileges to access the requested server.

[0058] At step 435 a determination may be made as to whether the user iIs a member of any
groups that provide access to the requested server. The users may be a member of one or
more groups. Each group may have access to one or more servers. A list of groups that the
user i1s a member of may be determined. Each group in the list may be examined to determine
whether that group has access to the requested server. Stored group account data 340 may
be queried to determine which groups the user 1Is a member of and/or which servers each
group has access to.
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[0059] Groups may have various pre-defined roles for members of the group. Users that are
members of the same group, but have different assigned roles within the group, may have
access to different servers. For example, an associate of the group may have access to all
servers used by the group, whereas a guest of the group may have access to a subset of the
servers used by the group. At step 435, the user's role within each group may be determined,
and then the servers that the user has access to through the group may be determined based
on the role of the user.

[0060] At step 440 a determination may be made as to whether the user has access privileges
to the requested server, either through their own access rights as determined at step 430 or
through their group membership as determined at step 435. If the user does not have access
to the requested server, an error may be returned at step 425. The error may indicate that the
user does not have access to the requested server.

[0061] If the user Is determined to have access to the requested server, at step 445 the user
and/or group keys for accessing the server may be requested. The requested keys may be
private keys used for authenticating with the server. The requested keys may be stored by the
connection manager 250.

[0062] At step 450 the user's access to the requested keys may be verified. An operating
system of the connection manager, such as the operating system 360, may be configured to
restrict access to files. The user and group rights may be defined in the operating system. Prior
to permitting access to the requested keys, the operating system may verify that either the
user's system account has access to the requested keys or a system group that the user is a
member of has access to the requested keys.

[0063] At step 455 a determination may be made as to whether the verification was successful.
If the operating system does not allow access to the requested keys, a security iIssue may be
flagged at step 460. An error may be reported, such as to an administrator of the system,
Indicating that a possible security breach has occurred. A request for keys that a user is not
permitted to access may Indicate that the connection manager software has been
compromised. Various actions may be performed in response to determining that there was a
request for keys at step 445 that the requesting user does not have access to. The user's
account may be locked, the group may be locked, the connection manager 250 may be
temporarily placed in an offline mode, and/or other actions may be taken.

[0064] If the verification was determined to be successful at step 455, the requested keys may
be retrieved at step 465. A username and/or port for connecting to the requested server may
be retrieved. At step 470 the retrieved keys may be used to open a session, or in other words
establish a connection, with the requested server. The connection may be established via a
port associated with the key used for connecting to the server. Public key authentication may
be used to establish the connection with the requested server, such as SSH public key
authentication. In addition to or instead of retrieving keys at step 465, a username and/or
password may be retrieved. The username and/or password may be used to authenticate with
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the requested server at step 470, such as through HT TPS authentication.

[0065] At step 475 communications between the client device and the server may be
coordinated, such as by the connection manager 250. Communications received from the
client device may be decrypted. The communications may then be encrypted and transmitted
to the server. Conversely, communications received from the server may be decrypted, and
then encrypted and transmitted to the client device. To the client device and/or the server, it
may appear that the communications are being transmitted directly between the two devices,
without any interference. To the user of the client device, the connection may appear to be an
SSH session directly connecting the client device and the server without any intermediate
device.

[0066] At step 480 all or a portion of the communications between the client device and the
server may be recorded. The recorded communications may comprise decrypted
communications. Timestamps corresponding to each of the communications may be recorded.
The recording may be performed by a text program recorder, such as a TTY recorder. The
recording may be In a text format, video format, or any other suitable format. The recording
may be searchable. The recording may be used to replay the session between the client
device and the server.

[0067] At step 485 a request to terminate the connection between the client device and the
server may be received. The request may be received from the client device and/or the server.
The request may be automatically generated after a pre-determined period of inactivity. Rather

than receiving a request, the connection manager may determine, after a pre-determined
period of inactivity, to terminate the connection.

[0068] At step 490 the recorded communications between the client device and the server may
be stored. The recorded communications may be stored in a database or other data structure.
The recorded communications may be transmitted to another device for storage. The recorded
communications may be encrypted prior to storage.

[0069] At step 495 the connection between the client device and the server may be
terminated. The connection manager may terminate the connection with the server. An
Indication that the connection has been terminated may be transmitted to the client and/or the
server. Areqguest to establish another connection may be received from the client. Because the
user has already been authenticated with the connection manager, If another request has

been received the authentication between the client device and the connection manager may
be skipped.

[0070] Figure 5 Is a flow diagram of a method 500 for configuring a server according to one or
more Illustrative aspects of the disclosure. In one or more embodiments, the method 500 or
one or more steps thereof may be performed by one or more computing devices or entities.
Without limitation, all or portions of the method 500 may be executed by the connection
manager 250 and/or servers 260-62. All or portions of the method 500 may be performed by
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components of the computing device 100. The method 500 or one or more steps thereof may
be embodied In computer-executable instructions that are stored in a computer-readable
medium, such as a non-transitory computer-readable medium. Some steps or portions of steps
In the flow diagram may be omitted or changed in order.

[0071] At step 510 a server may be connected to a network and/or activated. The server may
comprise one of the servers 260-62. The server may be located in a data center. The server
may be a Linux server, Unix server, Windows server, or any other type of server.

[0072] At step 520 configuration information corresponding to the server may be retrieved.
The configuration information may indicate which users and/or groups are authorized to
access the server. The configuration information may indicate access rights for the users
and/or groups. The configuration information may be retrieved from a database storing
configuration information for the network.

[0073] At step 530 the configuration information may be used to determine the users and/or
groups authorized to access the server. The access privileges of each user and/or group may
also be determined, such as whether the user or group has root privileges.

[0074] At step 540 keys may be created for the users and groups authorized to access the
server. The keys may be generated via SSH commands, or through other methods. Although
step 540 describes creating keys, the keys for the users and/or groups authorized to access
the server may have previously been created. Once a private key has been created for a
group, a public key corresponding to that private key may be stored on each server that the
group has access to. Similarly, once a private key has been created for a user, a public key
corresponding to that private key may be stored on each server that the user has access to.

[0075] At step 550 public keys corresponding to the users and groups may be stored on the
server. At step 560 private keys corresponding to the users and groups may be stored on a
connection manager.

[0076] At step 570 the server may be configured to provide the access privileges defined in the
configuration for each user and group. Systems users may be defined in the server based on
the configuration. The connection manager may be configured based on the configuration. The
connection manager may be configured to indicate which groups and/or users have access to
the server.

[0077] Figure 6 shows an example of group roles according to one or more illustrative aspects
of the disclosure. Each user may be assigned one or more roles within a group. Users having
different roles within the group may be permitted to perform different actions pertaining to the
group. Figure 6 provides one example of a hierarchy of roles within a group, but other
configurations may be used.

[0078] One or more group owners 610 may be permitted to perform all administrative actions
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corresponding to the group. The group owners 610 may add group owners 610 and/or delete
group owners 610. The group owners 610 may assign and/or remove roles from any users of
the group. For example, a group owner 610 may assign a gatekeeper 620 role to one of the
users of the group.

[0079] The gatekeepers 620 may add and/or remove associates 640 and/or guests 650 from
the group. A list of associates 640 and/or guests 650 for the group may be maintained, such as
by the connection manager 250. The gatekeepers 620 may add or remove users from the list,
and may store an indication In the list of whether each user is an associate 640 or guest 650.
For each guest 650, the gatekeepers 620 may determine which servers the guest 650 has
access to. Each guest 650 may be given access to a subset of the set of servers that the
assoclates 640 of the group can access. Different guests 650 of the same group may be given
access to different servers.

[0080] The server managers 630 may manage a list of servers that the group can access. The
server managers 630 may add and/or remove servers from the list of servers that the group
can access. The server managers 630 may store an indication in the list, for each server, of a
port to access the server and/or a user to log into the server as. |If a server manager 630
removes a server from the list of servers, each associate 640 and guest 650 may lose access
to the removed server through the group.

[0081] Associates 640 may have access to the servers associated with the group. The
associates 640 may have access to each of the servers in the server list managed by the
server managers 630. Associates 640 might not be permitted to modify the rights of the group.
Guests 650 may have access to a subset of the servers corresponding to the group. The
server managers 630 may determine which servers the guests 650 have access to.

[0082] Users in a group may have a single role or may have multiple roles. For example a
single user may be a group owner 610, a gatekeeper 620, a server manager 630, and an
associate 640.

[0083] Figures 7A and /B are a flow diagram of a method 700 for modifying access rights
according to one or more Illustrative aspects of the disclosure. In one or more embodiments,
the method 700 or one or more steps thereof may be performed by one or more computing
devices or entities. Without limitation, all or portions of the method 700 may be executed by the
client devices 210-13 and/or the connection manager 250. All or portions of the method 700
may be performed by components of the computing device 100. The method 700 or one or
more steps thereof may be embodied in computer-executable instructions that are stored in a
computer-readable medium, such as a non-transitory computer-readable medium. Some steps
or portions of steps in the flow diagram may be omitted or changed in order.

[0084] At step 705 a user request may be received. The user request may comprise a
command to modify a target user's access rights. The user request may be received at a client
device, such as one of the client devices 210-13. The user request may comprise a username
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and/or other identifying information of the target user. The user request may comprise a group
name and/or other identifying information corresponding to the group. The user request may
Indicate the command to be performed. The command may comprise a request to add the
target user to the group, remove the target user from the group, and/or change the target
user's role within the group.

[0085] At step 710 the command may be transmitted to a connection manager, such as the
connection manager 250. At step 715 the requesting user may be authenticated with the
connection manager. Similar actions may be performed at step 715 as those described above
In regards to step 415. At step 720 a determination may made as to whether the authentication
was successful. If the authentication was not successful, at step 725 an error may be returned.

[0086] If the authentication was successful at step 720, at step 730 a verification may be
performed to determine whether the requesting user has access rights to perform the
command. The role of the requesting user within the group may be determined. The
requesting user may be determined to be a group owner 610, gatekeeper 620, server
manager 630, associate 640, and/or guest 650. Whether the requesting user has rights to
perform the requested action may be determined based on the role or roles of the requesting
user within the group.

[0087] At step 735 the verification may be determined to be successful or to have failed. If the
command is a request to add or remove the target user from the group, but the requesting
user Is not assigned a role that permits adding or removing users from the group, the
verification may fail. If the verification fails, an error may be returned at step 725.

[0088] If the verification Is successful at step 735 because the requesting user has sufficient
privileges to perform the command, a system level verification may be performed at step 740.

[0089] At step 740 an operating system may verify that the user has system level access rights
to perform the command. An operating system of the connection manager, such as the
operating system 360, may be configured to restrict access to commands. The user and group
rights may be defined in the operating system. Prior to executing the command, the operating
system may verify that either the user's system account has access to the command or a
system group that the user iIs a member of has access to the command.

[0090] Access to all or a portion of executable code corresponding to the command may be
controlled by the operating system. The executable code may be stored in one or more files.
Access to the one or more files may be controlled by the operating system. The operating
system may grant access to the executable code after determining that a system group
corresponding to the user or the user's system account has access to the executable code.

[0091] At step 745 a determination may be made as to whether the verification was successful.
If the verification fails and the operating system does not allow access to the command, a
security 1ssue may be flagged at step 750. An error may be reported, such as to an
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administrator of the system, indicating that a possible security breach has occurred. The
verification being denied at step 745 may Iindicate that the connection manager software has
been compromised. Various actions may be performed in response to determining that the
verification was denied at step 745. The user's account may be locked, the group may be

locked, the connection manager 250 may be temporarily placed in an offine mode, and/or
other actions may be taken.

[0092] After successfully verifying that the user I1s authorized to execute the command, the
command may be executed at step 755. At step 755 the target user's group privileges may be
modified. An Indication that the modification has been performed may be transmitted and/or
displayed to the user. Method 700 describes modifying the group access rights of a target
user, but it should be understood that similar steps may be performed for modifying the list of

servers accessible by the group, and/or for performing any other administrative task
corresponding to the group.

[0093] While the above-described implementations have been described and shown with
reference to particular steps performed in a particular order, it will be understood that these
steps may be combined, sub-divided, or re-ordered without departing from the teachings of the
present technology. At least some of the steps may be executed in parallel or in series.
Accordingly, the order and grouping of the steps is not a limitation of the present technology.

[0094] It should be expressly understood that not all technical effects mentioned herein need
to be enjoyed in each and every embodiment of the present technology.

[0095] Modifications and improvements to the above-described implementations of the present
technology may become apparent to those skilled in the art. The foregoing description Is
Intended to be exemplary rather than limiting. The scope of the present technology Is therefore
Intended to be limited solely by the scope of the appended claims.
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Patentkrav

1. Fremgangsmade omfattende:

at modtage (410), ved en forbindelsesstyrer (250) fra en client-indretning
(210, 211, 212, 213), en anmodning om at etablere en forbindelse med en
server (260, 261, 262), hvor anmodningen indikerer en bruger (201, 202,
203) af client-indretningen (210, 211, 212, 213);

at verificere (415, 420), ved forbindelsesstyreren (250), under anvendelse
af en offentlig nggle svarende til client-indretningen (210, 211, 212, 213),
brugeren (201, 202, 203); og

at bestemme (430, 440), ved forbindelsesstyreren (250), hvorvidt
brugeren (201, 202, 203) har brugerrettigheder til at tilga serveren (260,
261, 262);

kendetegnet ved, at fremgangsmaden yderligere omfatter:

efter at bestemme at brugeren (201, 202, 203) er autoriseret til at
tilga serveren (260, 261, 262), at hente (465), ved
forbindelsesstyreren (250), en privat nggle til at verificere brugeren
med serveren (260, 261, 262); og

at etablere (470), ved forbindelsesstyreren (250), under anvendelse
af den private nggle for at verificere brugeren med serveren (260,
261, 262), en forbindelse til serveren (260, 261, 262).

2. Fremgangsmaden ifglge krav 1, yderligere omfattende at koordinere (475)
kommunikation mellem client-indretningen (210, 211, 212, 213) og serveren
(260, 261, 262).

3. Fremgangsmaden ifglge krav 2, yderligere omfattende at registrere (480)
kommunikationen mellem client-indretningen (210, 211, 212, 213) og serveren
(260, 261, 262).

30 4. Fremgangsmaden ifglge krav 3, yderligere omfattende:
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2

at lagre (490) den registrerede kommunikation mellem client-indretningen
(210, 211, 212, 213) og serveren (260, 261, 262); og

at outputte, via en brugergraenseflade, den lagrede kommunikation.

5 5. Fremgangsmaden ifglge krav 2, hvor at koordinere kommunikation mellem
client-indretningen (210, 211, 212, 213) og serveren (260, 261, 262) omfatter:

at dekryptere kommunikation fra client-indretningen (210, 211, 212, 213);

at kryptere den dekrypterede kommunikation, for derved at generere

krypteret data; og

10 at transmittere det krypterede data til serveren (260, 261, 262).

6. Fremgangsmaden ifglge krav 2, hvor at koordinere kommunikation mellem
client-indretningen (210, 211, 212, 213) og serveren (260, 261, 262) yderligere
omfatter:

15 at dekryptere kommunikation fra serveren (260, 261, 262);

at kryptere den dekrypterede kommunikation, for derved at generere

krypteret data; og

at transmittere det krypterede data til client-indretningen (210, 211, 212,
213).
20

7. Fremgangsmaden ifglge krav 1, yderligere omfattende:

at hente (435, 445) en indikation af en eller flere grupper svarende til
brugeren (201, 202, 203); og

at bestemme (450, 455) hvorvidt den ene eller flere grupper er autoriseret
25 til at tilga serveren (260, 261, 262).

8. Fremgangsmaden ifglge krav 7, hvor den private nggle omfatter en privat

nggle svarende til en gruppe af den ene eller flere grupper.

30 9. Fremgangsmaden ifglge krav 1, yderligere omfattende:
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at modtage (710), fra client-indretningen (210, 211, 212, 213), en
anmodning om at eksekvere en kommando til at modificere en anden

brugers rolle i en gruppe;

at bestemme (730, 735, 740, 745) hvorvidt brugeren (201, 202, 203) har

brugerrettigheder til at eksekvere kommandoen; og

efter at bestemme at brugeren (201, 202, 203) har brugerrettigheder til at
eksekvere kommandoen, at eksekvere (755) kommandoen, for derved at

modificere den anden brugers rolle i gruppen.

10. Fremgangsmaden ifglge krav 1, hvor den private nggle kan tilgas af en
flerhed af brugere (201, 202, 203).

11. Fremgangsmaden ifglge krav 1, yderligere omfattende at verificere (450,
455), med en styresystem, at brugeren (201, 202, 203) er et medlem af en
gruppe, som har adgang til den private nggle svarende til serveren (260, 261,
262).

12. Fremgangsmaden ifglge krav 11, hvor gruppen omfatter en systemgruppe af

styresystemet.

13. Computerindretning (100) omfattende:
mindst en processor (110); og

en hukommelsesindretning (130) omfattende eksekverbare instruktioner,
som, nar eksekveret af den mindst ene processor, forarsager apparatet at

udfgre fremgangsmaden ifglge et hvilket som helst af kravene 1 til 12.
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