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ABSTRACT 
Technologies for adaptive real - time media streaming 
include a computing device to determine , by a trusted 
execution environment of the computing device , a current 
workload of the computing device based on at least one 
activity counter . The at least one activity counter is to record 
counter data associated with performance of the computing 
device . Further , the computing device determines a residual 
workload capable of being supported by the computing 
device based on the determined current workload and a new 
content playback characteristics for streaming media content 
based on the determined residual workload . The computing 
device streams media content received from a trusted server 
based on the determined new content playback characteris 
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TECHNOLOGIES FOR ADAPTIVE the form of “ at least one A , B , and C ” can mean ( A ) ; ( B ) ; 
REAL - TIME MEDIA STREAMING ( C ) : ( A and B ) ; ( B and C ) ; ( A and C ) ; or ( A , B , and C ) . 

Similarly , items listed in the form of at least one of A , B , 
BACKGROUND or C ” can mean ( A ) ; ( B ) ; ( C ) : ( A and B ) ; ( B and C ) ; ( A and 

5 C ) ; or ( A , B , and C ) . 
Ultra High Definition ( UHD ) media and associated Digi - The disclosed embodiments may be implemented , in 

tal Rights Management ( DRM ) techniques require a large some cases , in hardware , firmware , software , or any com 
amount of data to be driven through various components of bination thereof . The disclosed embodiments may also be 
a computing device including , for example , security , graph implemented as instructions carried by or stored on one or 
ics , and communication subsystems or Intellectual Property 10 more transitory or non - transitory machine - readable ( e . g . , 
( IP ) blocks . It should be appreciated that adaptive streaming computer - readable ) storage medium , which may be read and 
is generally not scalable for UHD DRM content ( e . g . , for executed by one or more processors . A machine - readable 
UHD DRM media playback sessions ) . storage medium may be embodied as any storage device , 

A challenge with UHD DRM involves the need to main - mechanism , or other physical structure for storing or trans 
tain the content rendering speed consistent with the rate of 15 mitting information in a form readable by a machine ( e . g . , 
decryption in order to avoid glitches and / or audiovisual a volatile or non - volatile memory , a media disc , or other 
artifacts , especially to support concurrent UDH DRM media media device ) . 
playback streaming on one or more displays . For example , In the drawings , some structural or method features may 
in some circumstances , cryptographic keys are rotated in be shown in specific arrangements and / or orderings . How 
order to introduce a new key ; however , the introduction of 20 ever , it should be appreciated that such specific arrange 
the new cryptographic key often causes a glitch due to the ments and / or orderings may not be required . Rather , in some 
inability of the content streaming to keep pace with the embodiments , such features may be arranged in a dil 
cryptographic functions . manner and / or order than shown in the illustrative figures . 

Additionally , the inclusion of a structural or method feature 
BRIEF DESCRIPTION OF THE DRAWINGS 25 in a particular figure is not meant to imply that such feature 

is required in all embodiments and , in some embodiments , 
The concepts described herein are illustrated by way of may not be included or may be combined with other 

example and not by way of limitation in the accompanying features . 
figures . For simplicity and clarity of illustration , elements Referring now to FIG . 1 , a system 100 for adaptive 
illustrated in the figures are not necessarily drawn to scale . 30 real - time media streaming ( e . g . , UHD DRM media stream 
Where considered appropriate , reference labels have been ing ) illustratively includes a computing device 102 , a net 
repeated among the figures to indicate corresponding or work 104 , and a trusted server 106 . Although only one 
analogous elements . computing device 102 , one network 104 , and one trusted 

FIG . 1 is a simplified block diagram of at least one server 106 are illustratively shown in FIG . 1 , the system 100 
embodiment of a system for adaptive real - time media 35 may include any number of computing devices 102 , net 
streaming ; works 104 , and trusted servers 106 in other embodiments . 

FIG . 2 is a simplified block diagram of at least one For example , in some embodiments , the trusted server 106 
embodiment of an environment of the computing device of may communicate with multiple computing devices 102 to 
the system of FIG . 1 ; and receive content playback characteristics / parameters from the 

FIGS . 3 - 4 is a simplified flow diagram of at least one 40 computing devices 102 and / or transmit media to the com 
embodiment of a method for adaptive real - time media puting devices 102 for streaming as described herein . 
streaming by the computing device of the system of FIG . 1 . As described in detail below , in the illustrative embodi 

ment , the computing device 102 includes a trusted execution 
DETAILED DESCRIPTION OF THE DRAWINGS environment ( e . g . , a hardware - based trusted execution envi 

45 ronment provided by a security co - processor 120 ) that 
While the concepts of the present disclosure are suscep receives counter data ( i . e . , associated with the performance 

tible to various modifications and alternative forms , specific of the computing device 102 ) from performance activity 
embodiments thereof have been shown by way of example counters 126 of various media IP blocks of the computing 
in the drawings and will be described herein in detail . It device 102 over an out - of - band communication channel or 
should be understood , however , that there is no intent to 50 secure path ( e . g . , via dedicated traces ) and / or power data 
limit the concepts of the present disclosure to the particular from power devices 122 of the computing devices 102 ( e . g . , 
forms disclosed , but on the contrary , the intention is to cover a power management unit ) . Further , as described herein , the 
all modifications , equivalents , and alternatives consistent computing device 102 determines a current workload of the 
with the present disclosure and the appended claims . computing device 102 based on the counter data and deter 

References in the specification to " one embodiment , " " an 55 mines a residual workload capable of being supported by the 
embodiment , " " an illustrative embodiment , " etc . , indicate computing device 102 based on the current workload of the 
that the embodiment described may include a particular computing device 102 and , for example , a maximum 
feature , structure , or characteristic , but every embodiment capable workload of the computing device 102 . Based on the 
may or may not necessarily include that particular feature , determined residual workload , the computing device 102 
structure , or characteristic . Moreover , such phrases are not 60 may determine new content playback characteristics ( e . g . , 
necessarily referring to the same embodiment . Further , when an appropriate bitrate ) for streaming media and inform the 
a particular feature , structure , or characteristic is described trusted server 106 of those content playback characteristics 
in connection with an embodiment , it is submitted that it is and / or related data ( e . g . , the counter data and / or analytical 
within the knowledge of one skilled in the art to effect such results based on the counter data ) securely . 
feature , structure , or characteristic in connection with other 65 As described herein , a trusted application ( e . g . , a trusted 
embodiments whether or not explicitly described . Addition - UHD DRM application running in a trusted execution 
ally , it should be appreciated that items included in a list in environment such as a secure enclave ) of the computing 
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device 102 may securely communicate with the trusted and subsystems to facilitate the input / output operations . In 
server 106 to transmit content playback characteristics , some embodiments , the I / O subsystem 112 may form a 
receive media for streaming based on the content playback portion of a system - on - a - chip ( SOC ) and be incorporated , 
characteristics , and / or communicate other suitable data . In along with the processor 110 , the memory 114 , and other 
particular , the trusted execution environment of the com - 5 components of the computing device 102 , on a single 
puting device 102 may communicate with the trusted appli - integrated circuit chip . 
cation of the computing device 102 over a secure commu The data storage 116 may be embodied as any type of 
nication channel or path ( e . g . , over a secure architectural device or devices configured for short - term or long - term 
enclave ) in order to transmit the content playback charac - storage of data such as , for example , memory devices and 
teristics and / or other data to the trusted server 106 . It should 10 circuits , memory cards , hard disk drives , solid - state drives , 
be appreciated that , in some embodiments , the content or other data storage devices . The data storage 116 and / or the 
playback characteristics and / or other data associated with memory 114 may store various data during operation of the 
the activity counters 126 may be transmitted over a secure computing device 102 useful for performing the functions 
backchannel or control channel , whereas the media content described herein . 
for streaming may be received over a secure DRM channel . 15 The communication circuitry 118 may be embodied as 
As such , in some embodiments , the trusted server 106 may any communication circuit , device , or collection thereof , 
utilize the various metrics provided by the computing device capable of enabling communications between the computing 
102 to “ fine tune ” the delivery of media to the computing device 102 and other remote devices over the network 104 
device 102 , for example , for an improved user experience . ( e . g . , the trusted server 106 ) . The communication circuitry 
In some embodiments , the trusted application may leverage 20 118 may be configured to use any one or more communi 
various components of the computing device 102 and cre - cation technologies ( e . g . , wireless or wired communica 
dentials stored in the computing device 102 for license tions ) and associated protocols ( e . g . , Ethernet , Bluetooth® , 
acquisition and playback . Wi - Fi® , WiMAX , etc . ) to effect such communication . 

The computing device 102 may be embodied as any type The security co - processor 120 may be embodied as any 
of computing device capable of performing the functions 25 hardware component ( s ) or circuitry capable of establishing 
described herein . For example , the computing device 102 a trusted execution environment and / or otherwise perform 
may be embodied as a desktop computer , server , router , ing the functions described herein . For example , in some 
switch , laptop computer , tablet computer , notebook , net - embodiments , the security co - processor 120 may be embod 
book , UltrabookTM , cellular phone , smartphone , wearable ied as a Converged Security and Manageability Engine 
computing device , personal digital assistant , mobile Internet 30 ( CSME ) , a security engine , a trusted platform module 
device , Hybrid device , gateway , and / or any other comput - ( TPM ) , or an out - of - band processor . It should be appreciated 
ing / communication device . As shown in FIG . 1 , the illus that the security co - processor 120 may be tamper resistant 
trative computing device 102 includes a processor 110 , an and include secure storage and processing capabilities such 
input / output ( “ I / O ” ) subsystem 112 , a memory 114 , a data that malware attacks on the host operating system of the 
storage 116 , a communication circuitry 118 , a security 35 computing device 102 do not affect the trusted execution 
co - processor 120 , one or more power devices 122 , one or environment of the security co - processor 120 . As discussed 
more media processors 124 , and one or more activity below , in some embodiments , one or more secure commu 
counters 126 . Of course , the computing device 102 may n ication channels or paths ( e . g . , dedicated traces ) are estab 
include other or additional components , such as those com - lished between the security co - processor 120 and the activity 
monly found in a typical computing device ( e . g . , various 40 counters 126 and / or the power devices 122 such that a 
input / output devices and / or other components ) , in other trusted execution environment of the security co - processor 
embodiments . Additionally , in some embodiments , one or 120 may receive the counter data and / or power data of the 
more of the illustrative components may be incorporated in , corresponding components in an out - of - band manner . Fur 
or otherwise form a portion of , another component . For ther , the security co - processor 120 may communicate with a 
example , the memory 114 , or portions thereof , may be 45 trusted application of the computing device 102 ( e . g . , 
incorporated in the processor 110 in some embodiments . executing on a host operating system ) by virtue of a secure 

The processor 110 may be embodied as any type of communication channel ( e . g . , a secure architectural enclave ) 
processor capable of performing the functions described established between the trusted execution environment of 
herein . For example , the processor 110 may be embodied as the security co - processor 120 and that of the trusted appli 
a single or multi - core processor ( s ) , digital signal processor , 50 cation running , for example , on a secure enclave ( or other 
microcontroller , or other processor or processing / controlling trusted execution environment ) of the processor 110 . 
circuit . Similarly , the memory 114 may be embodied as any Each of the power devices 122 may be embodied as any 
type of volatile or non - volatile memory or data storage hardware component ( s ) or circuitry capable of performing 
capable of performing the functions described herein . In the functions described herein . In particular , the power 
operation , the memory 114 may store various data and 55 devices 122 regulate , manage , and / or otherwise handle the 
software used during operation of the computing device 102 power delivery and / or power diagnostics for various com 
such as operating systems , applications , programs , libraries , ponents of the computing device 102 . For example , the 
and drivers . The memory 114 is communicatively coupled to power devices 122 may include a power management unit 
the processor 110 via the I / O subsystem 112 , which may be ( PUNIT ) and / or a power management integrated circuit 
embodied as circuitry and / or components to facilitate input / 60 ( PMIC ) . In some embodiments , the power devices 122 may 
output operations with the processor 110 , the memory 114 , determine the power state of various components of the 
and other components of the computing device 102 . For computing device 102 at a given point in time ( e . g . , whether 
example , the I / O subsystem 112 may be embodied as , or the component is in a low - power sleep state , a full active 
otherwise include , memory controller hubs , input / output power state , or a partially active power state ) . Further , in 
control hubs , firmware devices , communication links ( i . e . , 65 some embodiments , the trusted execution environment of 
point - to - point links , bus links , wires , cables , light guides , the security co - processor 120 may communicate with the 
printed circuit board traces , etc . ) and / or other components power devices 122 to receive power data of the computing 
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device 102 including , for example , power constraints / pa - ment 200 may form a portion of , or otherwise be established 
rameters , thermal constraints / parameters , and / or perfor by , the processor 110 or other hardware components of the 
mance characteristics of the computing device 102 and / or computing device 102 . As such , in some embodiments , one 
components of the computing device 102 ( e . g . , the media or more of the modules of the environment 200 may be 
processors 124 ) . 5 embodied as a circuit or collection of electrical devices ( e . g . , 

Each of the media processors 124 may be embodied as a trusted execution environment circuit , a secure communi 
any hardware component ( s ) or circuitry capable of perform cation circuit , an application execution circuit , a media 
ing the functions described herein . For example , the media streaming circuit , and / or a communication circuit ) . Addi processors 124 may include IP blocks and / or other compo tionally , in some embodiments , one or more of the illustra nents / accelerators ( e . g . , media / security accelerators ) . In par - 10 ti 
ticular , in some embodiments , the media processors 124 may tive modules may form a portion of another module and / or 

one or more of the illustrative modules may be embodied as include a CSME , graphics processor , video decoder , video 
encoder , display controller , and / or other suitable IP blocks . a standalone or independent module . 
As described herein , in the illustrative embodiment , each of The trusted execution environment module 202 estab 
the media processors 124 includes one or more activity 15 lishes 15 lishes a trusted execution environment for secure execution 
counters 126 to record counter data associated with the of operations on the computing device 102 . As such , 
performance of the computing device 102 or , more particu - depending on the particular embodiment , the trusted execu 
larly , the performance of the corresponding media processor tion environment module 202 may perform various security 
124 of the computing device 102 . Of course , in some related functions ( e . g . , attestation and cryptography ) to 
embodiments , the security co - processor 120 , the power 20 establish secure connections between components / modules 
devices 122 , and / or other components of the computing of the computing device 102 and / or between the computing 
device 102 may also include activity counters 126 . Further , device 102 and remote devices ( e . g . , the trusted server 106 ) . 
it should be appreciated that the number and stored data of It should be appreciated that , in doing so , the trusted 
the activity counters 126 may vary depending on the par - execution environment module 202 may utilize any suitable 
ticular embodiment . Further , the activity counters 126 may 25 security protocols and / or features ( e . g . , SIGMA , TLS , 
be hardware - , firmware - , and / or software - based depending secure memory , etc . ) . Further , in various embodiments , the 
on the particular embodiment . trusted execution environment module 202 may perform any 

The network 104 may be embodied as any type of one or more of the other functions described herein . In 
communication network capable of facilitating communica particular , in the illustrative embodiment , the trusted execu 
tion between the computing device 102 and remote devices 30 tion environment module 202 may establish a secure out 
( e . g . , the trusted server 106 ) . As such , the network 104 may o f - band communication link with the activity counters 126 
include one or more networks , routers , switches , computers , ( e . g . , via dedicated hardware traces or another secure path ) 
and / or other intervening devices . For example , the network to receive counter data associated with the performance of 
104 may be embodied as or otherwise include one or more the computing device 102 . Similarly , the trusted execution 
cellular networks , telephone networks , local or wide area 35 environment module 202 may establish a secure out - of - band 
networks , publicly available global networks ( e . g . , the Inter - communication link with the power devices 122 to receive 
net ) , an ad hoc network , or any combination thereof . power data ( e . g . , power , thermal , and / or other performance 

The trusted server 106 may be embodied as any comput - characteristics ) of the computing device 102 . 
ing device capable of performing the functions described As indicated above , in the illustrative embodiment , the 
herein . For example , the trusted server 106 may be embod - 40 trusted execution environment module 202 includes a coun 
ied as a desktop computer , server , router , switch , laptop ter handling module 212 that is configured to handle the 
computer , tablet computer , notebook , netbook , UltrabookTM , collection and / or processing of counter data received from 
cellular phone , smartphone , wearable computing device , the activity counters 126 . For example , as described above , 
personal digital assistant , mobile Internet device , Hybrid the counter data may include data associated with various 
device , gateway , and / or any other computing / communica - 45 media processors 124 and / or IP blocks including a CSME , 
tion device . In some embodiments , the trusted server 106 graphics processor / engine , video decoder , video encoder , 
may include components similar to the components of the display control , and / or other suitable components . In par 
computing device 102 described above and / or components ticular , as described herein , the counter handling module 212 
commonly found in a computing device such as a processor , may determine a current workload of the computing device 
memory , I / O subsystem , data storage , peripheral devices , 50 102 based on the counter data and may determine a residual 
and so forth , which are not illustrated in FIG . 1 for clarity of workload capable of being supported by the computing 
the description . Of course , in some embodiments , one or device 102 based on the current workload and , for example , 
more components of the computing device 102 may be a maximum capable workload of the computing device 102 . 
omitted from the trusted server 106 ( e . g . , the media proces . In other words , the counter handling module 212 may 
sors 124 and / or activity counters 126 ) . 55 determine how " busy ” various components of the computing 

Referring now to FIG . 2 , in use , the computing device 102 device 102 are at a particular point in time . The counter 
establishes an environment 200 for adaptive real - time media handling module 212 may further determine new content 
streaming . The illustrative environment 200 of the comput - playback characteristics ( e . g . , an appropriate bitrate , reso 
ing device 102 includes a trusted execution environment lution , buffering , responsiveness , and / or other characteris 
module 202 , a secure communication module 204 , an appli - 60 tics ) for streaming media based on the residual workload . In 
cation execution module 206 , a media streaming module other embodiments , the trusted execution environment mod 
208 , and a communication module 210 . Additionally , the ule 202 may transmit the counter data , power data , and / or 
trusted execution environment module 202 includes a coun - other collected data to the trusted application and / or another 
ter handling module 212 . The various modules of the component of the computing device 102 for further analysis . 
environment 200 may be embodied as hardware , software , 65 For example , in some embodiments , the trusted execution 
firmware , or a combination thereof . For example , the vari - environment module 202 may transmit contextual data col 
ous modules , logic , and other components of the environ - lected from sensors of the computing device 102 and / or 
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from sensors accessible via a wired or wireless network in some embodiments , the trusted execution environment 
( e . g . , Wi - Fi® , Bluetooth® , ANT + TM , Zibgee® , Z - wave® , module 202 may form a portion of the security co - processor 
Insteon® , ANSI 709 , etc . ) . 120 . 

In some embodiments , the trusted execution environment The application execution module 206 is configured to 
module 202 may establish one or more secure channels ( e . g . , 5 execute various applications on the computing device 102 . 
a secure backchannel or control channel and a secure DRM In particular , in the illustrative embodiment , the application 
content channel ) to the trusted server 106 ( e . g . , a trusted execution module 206 executes the trusted application 214 
UHD DRM server ) by virtue of an connection " owned ” by ( e . g . , a trusted UHD DRM application ) . It should be appre 

ciated that , in some embodiments , the trusted application a trusted application 214 of the computing device 102 ( i . e . , 
a connection established between the trusted application 214 À 10 214 forms a portion of another application ( e . g . , a generally 

untrusted application ) . In some embodiments , the trusted and the trusted server 106 ) . In doing so , the trusted execution application 214 may be executed in a secure enclave or other environment module 202 may share credentials of the com trusted execution environment . puting device 102 with the trusted application 214 and / or the The media streaming module 208 handles media stream 
trusted server 106 . In other words , the trusted execution 15 ing and / or other media playback functions of the computing 
environment module 202 may establish a connection with device 102 . As such , the media streaming module 208 
the trusted server 106 independent of the host operating controls changes in playback of the media content based on 
system of the computing device 102 . In such embodiments , determined playback characteristics and / or user input ( e . g . , 
the data passed from the trusted execution environment requesting a pause or stop in playback ) . 
module 202 to the trusted server 106 through the trusted 20 The communication module 210 handles the communi 
application 214 may be opaque to the trusted application 214 cation between the computing device 102 and remote 
and / or the host operating system . As described herein , the devices ( e . g . , the trusted server 106 ) through the network 
trusted execution environment module 202 may communi - 104 . For example , as described herein , the communication 
cate with the trusted application 214 in a secure manner by module 210 may transmit new content playback character 
virtue of the secure communication module 204 , which may 25 istics to the trusted server 106 and / or receive media content 
establish a secure communication channel between the for streaming from the trusted server 106 . 
trusted execution environment module 202 and the trusted Referring now to FIGS . 3 - 4 , in use , the computing device 
application 214 . As indicated above , in some embodiments , 102 may execute a method 300 for adaptive real - time media 
the secure communication module 204 may be embodied as streaming ( e . g . , UHD DRM real - time media streaming ) . The 
a secure architectural enclave that serves as a bridge 30 illustrative method 300 begins with block 302 in which the 
between the two entities ( e . g . , between the trusted execution computing device 102 determines whether adaptive stream 
environment and a secure applet executing on the host ing is supported . That is , the computing device 102 deter 
operating system ) . mines whether the functions described herein are supported . 

In some embodiments , the trusted application 214 and / or It should be appreciated that the computing device 102 may 
the trusted execution environment module 202 may build a 35 make such a determination based on any suitable technique 
flow control table ( e . g . , a truth table or bitmask table ) , which or mechanism ( e . g . , based on the inclusion of a particular 
may be utilized ( e . g . , by the computing device 102 and / or module of the computing device 102 described herein ) . If 
the trusted sever 106 ) to perform smooth fine - control adap - adaptive streaming is supported , the computing device 102 
tive media streaming In some embodiments , the trusted starts streaming media content in block 304 . For example , 
execution environment module 202 derives a bitmask of the 40 depending on the particular embodiment , the computing 
activity counters 126 read and exposes them as bitmasks to device 102 may stream media content received from the 
the trusted application 214 . As such , the trusted application trusted server 106 or another content providing device . In 
214 may utilize the bitmasks to build a truth table that particular , in block 306 , the computing device 102 may 
dynamically identifies a bottleneck in the media pipeline . stream the media content at a low quality ( e . g . , a low 
Such information may be utilized to select the appropriate 45 resolution , a low frame rate , a low bitrate , etc . ) . For 
playback / security parameter to throttle or modify to achieve example , the computing device 102 may stream the media 
better flow control while maintaining security from the UHD content at the lowest / base resolution possible by the com 
content server ( e . g . , the trusted server 106 ) or the trusted puting device 102 . It should be appreciated that doing so 
application 214 . In some embodiments , the table charts may permit all of the DRM ( e . g . , decryption ) and media 
resources against parameters that may be vectored to scale . 50 playback functions ( e . g . , decoding , encoding , etc . ) to be 
In such embodiments , the resources may be associated with performed in time that the media content may be streamed 
security , video decoding , video encoding , graphics compo - without audiovisual artifacts . In block 308 , the computing 
sition , display , network throughput , memory , and / or other device 102 may stream the media content in response to a 
resources ; similarly , the parameters may be associated with change in the media playback . For example , the user of the 
the media resolution , bitrate , buffering , responsiveness , and 55 computing device 102 may pause / resume playback of media 
or other parameters . In other embodiments , it should be content or select new media content for playback . 
appreciated that the table and / or characteristics may corre - In block 310 , the computing device 102 determines the 
spond with audio or other media . current workload and available resources of the computing 

It should further be appreciated that the trusted execution device 102 . In doing so , in block 312 , the computing device 
environment module 202 may be established as or otherwise 60 102 receives counter data from the activity counters 126 
utilize various technologies including , for example , Intel® ( e . g . , via a trusted execution environment and over an 
Software Guard Extensions ( SGX ) , Trusted Execution out - of - band communication channel ) associated with the 
Engine ( TEE ) , Trusted Platform Module ( TPM ) , Intel® performance of the computing device 102 and / or power data 
Converged Security Engine ( CSE ) , ARM® TrustZone® , from the power devices 122 . In particular , the computing 
Intel® Manageability Engine , Intel® Chaabi Security 65 device 102 may receive counter data associated with net 
Engine , and / or other techniques and mechanisms for estab - work throughput , the buffer drain rate , video encoding , 
lishing a secure and trusted execution environment . Further , video decoding , security processing , graphics processing , 
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and / or other IP block or component functions of the com However , in other embodiments , the trusted server 106 
puting device 102 . In block 316 , the computing device 102 makes such a determination based on the data provided by 
receives playback session data for the computing device the computing device 102 . In the illustrative embodiment , in 
102 . In particular , in block 318 , the computing device 102 block 338 , the computing device 102 informs the trusted 
may determine a current number of playback sessions of the 5 server 106 over a secure back channel established between 
computing device 102 and associated media parameters the computing device 102 and the trusted server 106 . 
( e . g . , bitrates and / or other suitable parameters ) of those In block 340 , the computing device 102 performs adap 
sessions . In block 320 , the computing device 102 determines tive media streaming based on the new content playback a current workload of the computing device 102 based on the characteristics ( e . g . , resolution , bitrate , buffering , and / or counter data and the playback session data . It should be 10 responsiveness ) . In doing so , the computing device 102 appreciated that the current workload may represent how receives media content from the trusted server 106 ( e . g . , via “ busy ” various components ( e . g . , IP blocks ) of the comput 
ing device 102 are at a given point in time . In some the trusted application 214 ) for streaming . It should be 
embodiments , in determining the current workload , the appreciated that , in some embodiments , the media content is 

received and / or formatted based on the new content play computing device 102 may calculate a workload for one 15 
playback session and extrapolate that workload for current back characteristics in order to provide a smooth user 
active playback sessions . experience while maintaining the security of the media 

In block 322 of FIG . 4 , the computing device 102 deter - content . 
mines a residual workload capable of being supported by the For example , in one illustrative embodiment , a particular 
computing device 102 ( i . e . , in addition to the current work - 20 UHD DRM client may take the overall media workload into 
load ) . In particular , in block 324 , the computing device 102 account when requesting the bitrate for media playback . If 
determines a maximum workload capable of being sup the network bandwidth permits one Mbps network through 
ported by the computing device 102 . It should be appreci - put but there are multiple concurrent workloads running on 
ated that the computing device 102 may make such a the computing device 102 that limit the handling capable of 
determination using any suitable technique , algorithm , and / 25 a new workload to only 500 kbps for the streaming session , 
or mechanism . For example , in some embodiments , the the computing device 102 may request the media content 
computing device 102 may store data associated with the from the trusted server 106 at 500 kbps for streaming In 
maximum supported workload that may be retrieved . In another illustrative embodiment , the computing device 102 other embodiments , the computing device 102 may analyze may utilize data collected from the activity counters 126 of various factors to make such a determination ; in such 30 a security engine and graphics processing unit ( e . g . , video embodiments , the maximum supported workload may be decoder , graphics renderer , and display engines ) to deter dynamic In block 326 , the computing device 102 determines mine the dynamic workload and overhead in performing the residual workload based on the maximum workload and 
the current workload . More specifically , in block 328 , the DRM decryption , secure content parsing , Protected Audio 
computing device 102 may determine the residual workload 35 5 . Video Path ( PAVP ) transcription / decryption , Intel® Wire 
as the difference between the maximum workload and the less Display ( WiDi ) encoding , and / or other functions in 
current workload . Of course , in other embodiments , the order to determine the appropriate workload the computing 
computing device 102 may otherwise determine the residual device 102 can handle without compromising the user 
workload capable of being supported . experience . 

In block 330 , the computing device 102 determines new 40 
content playback characteristics / parameters ( e . g . , resolu EXAMPLES 
tion , bitrate , frame rate , and / or other parameters ) for stream 
ing based on the determined residual workload . For Illustrative examples of the technologies disclosed herein 
example , in block 332 , the computing device 102 may are provided below . An embodiment of the technologies may 
determine a new bitrate for the content streaming based on 45 include any one or more , and any combination of , the 
the residual workload . In doing so , the computing device examples described below . 
102 may determine a maximum bitrate based on the residual Example 1 includes a computing device for adaptive 
workload in block 334 . As described above , in some real - time media streaming , the computing device compris 
embodiments , the computing device 102 builds a flow ing at least one activity counter to record data associated 
control table that charts resources ( e . g . , security , video 50 with performance of the computing device ; a trusted execu 
decoding , video encoding , graphics composition , display , tion environment module to ( i ) determine a current workload network throughput , memory , and / or other resources ) of the computing device based on at least one activity 
against parameters ( e . g . , media resolution , bitrate , buffering , counter , wherein the at least one activity counter is to record responsiveness , and / or other parameters ) of the computing counter data associated with performance of the computing device 102 . As such , in some embodiments , the computing 55 device , ( ii ) determine a residual workload capable of being device 102 determines which of the parameters ( and the supported by the computing device based on the determined extent by which ) to modify in order to achieve the “ best ” DAPP 
user experience while maintaining security of the streamed current workload , and ( iii ) determine new content playback 
content . characteristics for streaming media content based on the 

In block 336 , the computing device 102 informs the 60 de 6o determined residual workload ; and a media streaming mod 
trusted server 106 of the new content playback characteris ule to stream media content received from a trusted server 
tics , current workload , residual workload . available based on the determined new content playback characteris 
resources , and / or counter data depending on the particular tics . 
embodiment . For example , in some embodiments , the com - Example 2 includes the subject matter of Example 1 , and 
puting device 102 determines the appropriate media play - 65 wherein to determine the current workload of the computing 
back parameters and corresponding content delivery param device comprises to determine the current workload in 
eters and instructs the trusted server 106 accordingly . response to a determination to stream the media content . 
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Example 3 includes the subject matter of any of Examples counter data recorded by the at least one activity counter , the 
1 and 2 , and wherein to determine to stream the media determined current workload , or the determined residual 
content comprises to determine to stream the media content workload . 
at a low quality . Example 16 includes the subject matter of any of 

Example 4 includes the subject matter of any of Examples 5 Examples 1 - 15 , and wherein the trusted execution environ 
1 - 3 , and wherein to determine to stream the media content ment module is to receive the counter data over a secure 
at a low quality comprises to determine to stream the media communication channel . 
content at one or more of a low resolution , a low bitrate , or Example 17 includes the subject matter of any of 
a low frame rate . Examples 1 - 16 , and further including a dedicated electrical 

Example 5 includes the subject matter of any of Examples 10 trace between the trusted execution environment module and 
1 - 4 , and wherein to determine to stream the media content the at least one activity counter ; wherein to receive the 
comprises to determine to stream the media content in counter data comprises to receive the counter data over the 
response to a change in media playback . dedicated electrical trace . 

Example 6 includes the subject matter of any of Examples 15 Example 18 includes a method for adaptive real - time 
1 - 5 , and further including at least one of a video encoder , a media streaming by a computing device , the method com 
video decoder , a security processor , or a graphics processor ; prising determining , by a trusted execution environment of 
wherein to determine the current workload of the computing the computing device , a current workload of the computing 
device comprises to receive counter data associated with at device based on at least one activity counter , wherein the at 
least one of at least one of the video encoder , the video 20 least one activity counter is to record counter data associated 
decoder , the security processor , or the graphics processor . with performance of the computing device ; determining , by 

Example 7 includes the subject matter of any of Examples the computing device , a residual workload capable of being 
1 - 6 , and wherein to determine the current workload of the supported by the computing device based on the determined 
computing device comprises to receive playback session current workload ; determining , by the computing device , 
data of the computing device , wherein the playback session 25 new content playback characteristics for streaming media 
data identifies a current number of playback sessions of the content based on the determined residual workload ; and 
computing device and associated media parameters of the performing , by the computing device , streaming of media 
playback sessions . content received from a trusted server based on the deter 

Example 8 includes the subject matter of any of Examples mined new content playback characteristics . 

1 - 7 , and wherein to determine the current workload of the the 30 Example 19 includes the subject matter of Example 18 , 
and wherein determining the current workload of the com computing device comprises to determine a current work 

load of the computing device based on the counter data of puting device comprises determining the current workload 
in response to determining to stream the media content . the at least one activity counter and the playback session Example 20 includes the subject matter of any of data . 35 Examples 18 and 19 , and wherein determining to stream the Example 9 includes the subject matter of any of Examples media content comprises determining to stream the media 

1 - 8 , and wherein to determine the residual workload com content at a low quality . 
prises to determine a maximum workload capable of being Example 21 includes the subject matter of any of 
supported by the computing device . Examples 18 - 20 , and wherein determining to stream the 

Example 10 includes the subject matter of any of 40 media content at a low quality comprises determining to 
Examples 1 - 9 , and wherein to determine the residual work - stream the media content at one or more of a low resolution , 
load comprises to determine the residual workload as a a low bitrate , or a low frame rate . 
difference between the maximum workload and the current Example 22 includes the subject matter of any of 
workload of the computing device . Examples 18 - 21 , and wherein determining to stream the 

Example 11 includes the subject matter of any of 45 media content comprises determining to stream the media 
Examples 1 - 10 , and wherein to determine the new content content in response to a change in media playback . 
playback characteristics comprises to determine a new Example 23 includes the subject matter of any of 
bitrate for streaming media content based on the determined Examples 18 - 22 , and wherein determining the current work 
residual workload . load of the computing device comprises receiving counter 

Example 12 includes the subject matter of any of 50 data associated with at least one of a video encoder , a video 
Examples 1 - 11 , and wherein to determine the new bitrate decoder , a security processor , or a graphics processor of the 
comprises to determine a maximum bitrate capable of being computing device . 
supported by the computing device based on the determined Example 24 includes the subject matter of any of 
residual workload . Examples 18 - 23 , and wherein determining the current work 

Example 13 includes the subject matter of any of 55 load of the computing device comprises receiving playback 
Examples 1 - 12 , and further including a communication session data of the computing device , wherein the playback 
module to inform the trusted server of the determined new session data identifies a current number of playback sessions 
content playback characteristics . of the computing device and associated media parameters of 

Example 14 includes the subject matter of any of the playback sessions . 
Examples 1 - 13 , and wherein to inform the trusted server 60 Example 25 includes the subject matter of any of 
comprises to transmit the determined new content playback Examples 18 - 24 , and wherein determining the current work 
characteristics to the trusted server over a secure back load of the computing device comprises determining a 
channel established between the computing device and the current workload of the computing device based on the 
trusted server . counter data of the at least one activity counter and the 

Example 15 includes the subject matter of any of 65 playback session data . 
Examples 1 - 14 , and further including a communication Example 26 includes the subject matter of any of 
module to inform the trusted server of at least one of the Examples 18 - 25 , and wherein determining the residual 
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workload comprises determining a maximum workload Example 38 includes the subject matter of Example 37 , 
capable of being supported by the computing device . and wherein the means for determining the current workload 

Example 27 includes the subject matter of any of of the computing device comprises means for determining 
Examples 18 - 26 , and wherein determining the residual the current workload in response to determining to stream 
workload comprises determining the residual workload as a 5 the media content . 
difference between the maximum workload and the current Example 39 includes the subject matter of any of 
workload of the computing device . Examples 37 and 38 , and wherein the means for determining 

Example 28 includes the subject matter of any of to stream the media content comprises means for determin 
Examples 18 - 27 , and wherein determining the new content ing to stream the media content at a low quality . 
playback characteristics comprises determining a new Example 40 includes the subject matter of any of 
bitrate for streaming media content based on the determined Examples 37 - 39 , and wherein the means for determining to 
residual workload . stream the media content at a low quality comprises means 

Example 29 includes the subject matter of any of for determining to stream the media content at one or more 
Examples 18 - 28 , and wherein determining the new bitrate 15 of a low resolution , a low bitrate , or a low frame rate . 
comprises determining a maximum bitrate capable of being Example 41 includes the subject matter of any of 
supported by the computing device based on the determined Examples 37 - 40 , and wherein the means for determining to 
residual workload . stream the media content comprises means for determining 

Example 30 includes the subject matter of any of to stream the media content in response to a change in media 
Examples 18 - 29 , and further including informing , by the 20 playback . 
computing device , the trusted server of the determined new Example 42 includes the subject matter of any of 
content playback characteristics . Examples 37 - 41 , and wherein the means for determining the 

Example 31 includes the subject matter of any of current workload of the computing device comprises means 
Examples 18 - 30 , and wherein informing the trusted server for receiving counter data associated with at least one of a 
comprises transmitting the determined new content play - 25 video encoder , a video decoder , a security processor , or a 
back characteristics to the trusted server over a secure back graphics processor of the computing device . 
channel established between the computing device and the Example 43 includes the subject matter of any of 
trusted server . Examples 37 - 42 , and wherein the means for determining the 

Example 32 includes the subject matter of any of current workload of the computing device comprises means 
Examples 18 - 31 , and further including informing , by the 30 for receiving playback session data of the computing device , 
computing device , the trusted server of at least one of the wherein the playback session data identifies a current num 
counter data recorded by the at least one activity counter , the ber of playback sessions of the computing device and 
determined current workload , or the determined residual associated media parameters of the playback sessions . 
workload . Example 44 includes the subject matter of any of 

Example 33 includes the subject matter of any of 35 Examples 37 - 43 , and wherein the means for determining the 
Examples 18 - 32 , and further including receiving the counter current workload of the computing device comprises means 
data by the trusted execution environment of the computing for determining a current workload of the computing device 
device over a secure communication channel . based on the counter data of the at least one activity counter 

Example 34 includes the subject matter of any of and the playback session data . 
Examples 18 - 33 , and wherein receiving the counter data 40 Example 45 includes the subject matter of any of 
comprises receiving the counter data by the trusted execu - Examples 37 - 44 , and wherein the means for determining the 
tion environment over a dedicated electrical trace . residual workload comprises means for determining a maxi 

Example 35 includes a computing device comprising a mum workload capable of being supported by the computing 
processor ; and a memory having stored therein a plurality of device . 
instructions that when executed by the processor cause the 45 Example 46 includes the subject matter of any of 
computing device to perform the method of any of Examples Examples 37 - 45 , and wherein the means for determining the 
18 - 34 . residual workload comprises means for determining the 

Example 36 includes one or more machine - readable stor - residual workload as a difference between the maximum 
age media comprising a plurality of instructions stored workload and the current workload of the computing device . 
thereon that , in response to execution by a computing 50 Example 47 includes the subject matter of any of 
device , cause the computing device to perform the method Examples 37 - 46 , and wherein the means for determining the 
of any of Examples 18 - 34 . new content playback characteristics comprises means for 

Example 37 includes a computing device for adaptive determining a new bitrate for streaming media content based 
real - time media streaming , the computing device compris on the determined residual workload . 
ing means for determining , by a trusted execution environ - 55 Example 48 includes the subject matter of any of 
ment of the computing device , a current workload of the Examples 37 - 47 , and wherein the means for determining the 
computing device based on at least one activity counter , new bitrate comprises means for determining a maximum 
wherein the at least one activity counter is to record counter bitrate capable of being supported by the computing device 
data associated with performance of the computing device ; based on the determined residual workload . 
means for determining a residual workload capable of being 60 Example 49 includes the subject matter of any of 
supported by the computing device based on the determined Examples 37 - 48 , and further including means for informing 
current workload ; means for determining new content play the trusted server of the determined new content playback 
back characteristics for streaming media content based on characteristics . 
the determined residual workload ; and means for performing Example 50 includes the subject matter of any of 
streaming of media content received from a trusted server 65 Examples 37 - 49 , and wherein the means for informing the 
based on the determined new content playback characteris - trusted server comprises means for transmitting the deter 

mined new content playback characteristics to the trusted tics . 
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server over a secure back channel established between the determine a current workload of the computing device based 
computing device and the trusted server . on the counter data of the at least one activity counter and 

Example 51 includes the subject matter of any of the playback session data . 
Examples 37 - 50 , and further including means for informing 8 . The computing device of claim 1 , wherein to determine 
the trusted server of at least one of the counter data recorded 5 the residual workload comprises to determine a maximum 
by the at least one activity counter , the determined current workload capable of being supported by the computing 
workload , or the determined residual workload . device . 

Example 52 includes the subject matter of any of 9 . The computing device of claim 8 , wherein to determine 
Examples 37 - 51 , and further including means for receiving the residual workload comprises to determine the residual 
the counter data by the trusted execution environment of the 10 workload as a difference between the maximum workload 
computing device over a secure communication channel and the current workload of the computing device . 

Example 53 includes the subject matter of any of 10 . The computing device of claim 1 , wherein to deter 
Examples 37 - 52 , and wherein the means for receiving the mine the new content playback characteristics comprises to 
counter data comprises means for receiving the counter data determine a new bitrate for streaming media content based 
by the trusted execution environment over a dedicated 15 on the determined residual workload . 
electrical trace . 11 . The computing device of claim 10 , wherein to deter 

mine the new bitrate comprises to determine a maximum 
The invention claimed is : bitrate capable of being supported by the computing device 
1 . A computing device for adaptive real - time media based on the determined residual workload . 

streaming , the computing device comprising : 20 12 . The computing device of claim 1 , further comprising 
a processor ; a communication module to transmit the determined new 
at least one activity counter to record data associated with content playback characteristics to the trusted server over a 
performance of the computing device ; secure back channel established between the computing 

a hardware - based trusted execution environment module device and the trusted server . 
to provide an execution environment isolated from 25 13 . The computing device of claim 1 , further comprising 
execution of the processor to ( i ) determine a current a communication module to inform the trusted server of at 
workload of the computing device based on at least one least one of the counter data recorded by the at least one 
activity counter , wherein the at least one activity coun - activity counter , the determined current workload , or the 
ter is to record counter data associated with perfor - determined residual workload . 
mance of the computing device , ( ii ) determine a 30 14 . The computing device of claim 1 , wherein the trusted 
residual workload capable of being supported by the execution environment module is to receive the counter data 
computing device based on the determined current over a secure communication channel . 
workload , ( iii ) determine new content playback char - 15 . The computing device of claim 14 , further comprising 
acteristics for streaming media content based on the a dedicated electrical trace between the trusted execution 
determined residual workload , ( iv ) establish a secure 35 environment module and the at least one activity counter ; 
connection between the computing device and a trusted wherein to receive the counter data comprises to receive 
server with use of secure credentials , wherein the the counter data over the dedicated electrical trace . 
processor does not have access to the secure creden 16 . The computing device of claim 1 , wherein to establish 
tials ; and the secure connection comprises to share secure credentials 

a media streaming module to stream media content 40 with the trusted server by the hardware - based trusted execu 
received from the trusted server through the secure tion environment module of the computing device . 
connection , wherein the streamed media content is 17 . One or more non - transitory machine - readable storage 
based on the determined new content playback char - media comprising a plurality of instructions stored thereon 
acteristics . that , in response to execution by a computing device , cause 

2 . The computing device of claim 1 , wherein to determine 45 the computing device to : 
the current workload of the computing device comprises to determine , by a hardware - based trusted execution envi 
determine the current workload in response to a determina ronment of the computing device , a current workload 
tion to stream the media content . of the computing device based on at least one activity 

3 . The computing device of claim 2 , wherein to determine counter , wherein the at least one activity counter is to 
to stream the media content comprises to determine to 50 record counter data associated with performance of the 
stream the media content at a low quality . computing device , wherein the hardware - based trusted 

4 . The computing device of claim 3 , wherein to determine execution environment provides an execution environ 
to stream the media content at a low quality comprises to ment isolated from execution of the computing device ; 
determine to stream the media content at one or more of a determine a residual workload capable of being supported 
low resolution , a low bitrate , or a low frame rate . 55 by the computing device based on the determined 

5 . The computing device of claim 2 , wherein to determine current workload ; 
to stream the media content comprises to determine to determine new content playback characteristics for 
stream the media content in response to a change in media streaming media content based on the determined 
playback . residual workload ; 

6 . The computing device of claim 1 , wherein to determine 60 establish a secure connection between the computing 
the current workload of the computing device comprises to device and a trusted server with use of secure creden 
receive playback session data of the computing device , tials , wherein a processor of the computing device does 
wherein the playback session data identifies a current num not have access to the secure connection , and 
ber of playback sessions of the computing device and stream media content received from the trusted server 
associated media parameters of the playback sessions . 65 through the secure connection , wherein the streamed 

7 . The computing device of claim 6 , wherein to determine media content is based on the determined new content 
the current workload of the computing device comprises to playback characteristics . 
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18 . The one or more non - transitory machine - readable of the computing device based on at least one activity 
storage media of claim 17 , wherein to determine the current counter , wherein the at least one activity counter is to 
workload of the computing device comprises to determine record counter data associated with performance of the 
the current workload in response to a determination to computing device , wherein the hardware - based trusted 
stream the media content ; and execution environment provides an execution environ 

wherein to determine to stream the media content com ment isolated from execution of the computing device ; 
prises to determine to stream the media content in determining , by the computing device , a residual work 

load capable of being supported by the computing response to a change in media playback . 
19 . The one or more non - transitory machine - readable device based on the determined current workload ; 

storage media of claim 17 , wherein to determine the current 10 determining , by the computing device , new content play 
workload of the computing device comprises to receive back characteristics for streaming media content based 
counter data associated with at least one of a video encoder , on the determined residual workload ; 
a video decoder , a security processor , or a graphics processor establishing , by the computing device , a secure connec 
of the computing device . tion between the computing device and a trusted server 

20 . The one or more non - transitory machine - readable 15 with use of secure credentials , wherein a processor of 
storage media of claim 17 , wherein to determine the current the computing device does not have access to the 
workload of the computing device comprises to : secure credentials ; and 

receive playback session data of the computing device , performing , by the computing device , streaming of media 
wherein the playback session data identifies a current content received from the trusted server through the 
number of playback sessions of the computing device 20 secure connection , wherein the streamed media content 
and associated media parameters of the playback ses is based on the determined new content playback 
sions ; and characteristics . 

determine a current workload of the computing device 24 . The method of claim 23 , wherein determining the 
based on the counter data of the at least one activity current workload of the computing device comprises receiv 
counter and the playback session data . * 25 ing counter data associated with at least one of a video 

21 . The one or more non - transitory machine - readable encoder , a video decoder , a security processor , or a graphics 
storage media of claim 17 , wherein to determine the residual processor of the computing device . 
workload comprises to : 25 . The method of claim 23 , wherein determining the 

determine a maximum workload capable of being sup current workload of the computing device comprises ( i ) 
ported by the computing device ; and 30 receiving playback session data of the computing device , 

wherein the playback session data identifies a current num determine the residual workload as a difference between 
the maximum workload and the current workload of the ber of playback sessions of the computing device and 
computing device associated media parameters of the playback sessions and 

( ii ) determining a current workload of the computing device 22 . The one or more non - transitory machine - readable 
storage media of claim 17 , wherein the plurality of instruc - 35 ba struc . 35 based on the counter data of the at least one activity counter 
tions further cause the computing device to transmit the and the playback session data ; and 
determined new content playback characteristics to the wherein determining the residual workload comprises ( i ) 

determining a maximum workload capable of being trusted server over a secure back channel established 
between the computing device and the trusted server . supported by the computing device and ( ii ) determining 

23 . A method for adaptive real - time media streaming by 40 the residual workload as a difference between the 
maximum workload and the current workload of the a computing device , the method comprising : 

determining , by a hardware - based trusted execution envi computing device . 
ronment of the computing device , a current workload 

11 . 


