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(57) Abrege(suite)/Abstract(continued):
external client, the location server can cancel the location information request without a cancellation request from the external
client. The location information request cancellation message may be selected among a Triggered Location Report message or a

Triggered Location Reporting Stop Answer message or among a Standard Location Immediate Report message or a Standard
Location Immediate Stop Answer message according to a location information regquest message.



wO 2006/062318 A1 I B0 AL AN 00 AL KR

CA 02587366 2007-05-10

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization [#

International Bureau

(43) International Publication Date
15 June 2006 (15.06.2006)

(51) International Patent Classification:
HO4B 7/26 (2006.01)

(21) International Application Number:
PCT/KR2005/004123

(22) International Filing Date:
5 December 2005 (05.12.2005)

English
English

(25) Filing Language:
(26) Publication Language:

(30) Priority Data:
10-2004-0102005
6 December 2004 (06.12.2004) KR

(71) Applicant (for all designated States except US): LG
ELECTRONICS INC. [KR/KR]; 20, Yoido-Dong, Yong-
dungpo-gu, Seoul 150-010 (KR).

(72) Inventor; and

(75) Inventor/Applicant (for US only): SHIM, Dong-Hee
| KR/KR]; Geumsong-Livingtel 503, 454-1, Singil 1-dong,
Yongdungpo-gu, Seoul 150-853 (KR).

(10) International Publication Number

WO 2006/062318 Al

(74) Agent: PARK, Jang-Won; Jewoo Bldg. 5th Floor, 200,
Nonhyun-dong, Gangnam-gu, Seoul 135-010 (KR).

(81) Designated States (unless otherwise indicated, for every

kind of national protection available): AE, AG, AL, AM,
AT, AU, AZ, BA, BB, BG, BR, BW, BY, BZ, CA, CH, CN,
CO, CR, CU, CZ, DE, DK, DM, DZ, EC, EE, EG, ES, FI,
GB, GD, GE, GH, GM, HR, HU, ID, IL, IN, IS, JP, KE,
KG, KM, KN, KP, KZ, L.C, LK, LR, LS, LT, LU, LV, LY,
MA, MD, MG, MK, MN, MW, MX, MZ, NA, NG, NI, NO,
NZ, OM, PG, PH, PL, PT, RO, RU, SC, SD, SE, SG, SK,
SL, SM, SY, TJ, TM, TN, TR, TT, TZ, UA, UG, US, UZ,
VC, VN, YU, ZA, ZM, ZW.

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LS, MW, MZ, NA, SD, SL, 8Z, TZ, UG, ZM,
/W), Burasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
European (AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, 1,
FR, GB, GR, HU, IE, IS, IT, LT, LU, LV, MC, NL, PL, PT,
RO, SE, SI, SK, TR), OAPI (BE, BJ, CF, CG, CI, CM, GA,

GN, GQ, GW, ML, MR, NE, SN, TD, TG).

[Continued on next page]

(54) Title: METHOD OF CANCELING LOCATION INFORMATION REQUEST

C st_art )
Y

Reneive location information request
maessage from LS Client

Is privacy disclosed?

Yes

S10

No 011

2

> 1
Does the terminal exist m\/ Yas

home sevice arca?

a Forward location information reguest P13

megsage to visiting location server

|
Y

Y

(57) Abstract: A method of canceling a
location information request is disclosed,
in which if a location server having
received a location information request
about a specific terminal from an external
client is unable to forward location
information of the terminal to the
external client, the location server can
cancel the location information request
without a cancellation request from the
external client. The location information
request cancellation message may be
selected among a Triggered Location
Report message or a Triggered Location
Reporting Stop Answer message or
among a Standard Location Immediate

abouf terminal to LCS client

abaut terminal to LCS client

N — '--. 814 " ] e 516
The visiting location server tracks | , The hame location server tracks L/ Report message or a Standard Location
the terminal location the terminal location _‘ _
| Immediate Stop Answer message
4 815 according to a location information
Receive location information report message request message.
about terminatl from visiting locaticn server
S17
pd No
updated?
Heme location server forwards lacation | 518 Home location server forwards S19

<>




CA 02587366 2007-05-10

WO 2006/062318 A1 IHIHHVA!H /AR AR 11 0 A A AR AT R

Published:
—  with international search report

For two-letter codes and other abbreviations, refer to the "Guid-
ance Notes on Codes and Abbreviations" appearing at the begin-
ning of each regular issue of the PCT Gazette.



CA 02587366 2012-09-10

METHOD OF CANCELING LOCATION INFORMATION REQUEST

Technical Field

1]

The present invention relates to a method of canceling a location
information request, and more particularly, to a method of canceling a location
information request according to privacy information of a terminal whose location 1s

to be tracked.

Background Art

[2]

3]

4]

5]

In general, a mobile communication system provides a location service for

delivering the location of a terminal (e.g., mobile station) to a specific entity

periodically or according to a request by having a functional portion for calculating
the location of a terminal in a mobile communication network.

Methods of calculating the location of the terminal include a cell-1D
method of delivering the ID of a cell of the terminal, a method ot calculating the
location of the terminal by a triangular survey procedure after measuring the time it
takes a signal wave to reach each neighbor base station from the terminal, a method
utilizing a GPS (global posttioning system) and so on.

In a related art location service, when a specific Location Service Client
(hereinafter, a LCS client) periodically or immediately requests for a location

information of a terminal, a location server calculates a location value by tracking the

location of the terminal and then forwards it to the LCS client. At this point, the LCS
client having requested for the location information may cancel the location

information request.

However, in the event that it 1s impossible to track the location of the
terminal whose location tracking 1s requested by the LCS client, the location server
cannot cancel the location tracking request of the LCS client and also cannot provide
location information of the terminal to the LCS client. Therefore, as the LLCS client

cannot know that the location server i1s unable to perform location tracking, it can
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continue to request for location information of the terminal 1f 1t 1s not provided with
location information from the location server.

As seen from above, 1n the related art location service, although the LCS
client having requested for location information of a specific terminal may cancel the
request, nothing has been defined with respect to a method 1in which the location
server having received a location tracking request from the LCS client that later
cancels the location tracking request.

Consequently, in the case that the location server i1s unable to track the
location of a terminal requested by the LCS client, there 1s a problem that a
communication network 1s used inefficiently and the load of the location server
increases since the LCS client continues to request the location server for location

information of the terminal.

Summary

The present invention may provide a method of canceling a location
information request in which a location server can cancel a location intormation
request forwarded from a LCS client by itself.

The present invention may provide a method of canceling a location
information request i which a location server can cancel a location information
request by itself according to an update of privacy information of a terminal whose

location information 1s requested by a LCS client.

In one aspect the present invention may provide a method of canceling a
location information request according to the present invention, wherein 1n a case
where a location server receives a location information request about a specific
terminal but the location server cannot provide location information of the terminal,
the location server initiates to cancel the location information request.

In accordance with one aspect of the invention, there 1s provided a method
of canceling a location information request performed by at least one location server.

The method 1involves receiving, by a location server using a mobile location protocol

(MLP), a request from a location service client for location reporting of a target
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terminal to be traced. The method also involves deciding, by the location server, to
cancel the location reporting. The method further involves sending, from the location
server using the MLP to the location service client, which sent the request, a triggered
location reporting stop answer message 1f the location reporting request 1s decided to
be canceled. The triggered location reporting stop answer message indicates that the
location reporting request 1s canceled wherein the location reporting request 1s
canceled due to a change in privacy profile. The triggered location reporting stop
answer message 1S sent without a preceding triggered location reporting stop request
message from the location service client.

The steps may be performed by more than one location server in order to
support roaming of the target terminal.

The triggered location reporting stop answer message may contain a
parameter indicating that the location reporting request 1s canceled.

Any change 1n the privacy profile state may be indicated by privacy

information for the target terminal in a privacy check entity.

Brief Description of the Drawings

The accompanying drawings, which are included to provide a further
understanding of the invention and are incorporated 1in and constitute a part of this

specification, 1llustrate embodiments of the invention and together with the
description serve to explain the principles of the invention.

In the drawings :

FIG. 1 1llustrates the configuration of an exemplary location service
provision system according to the present invention;

FIG. 2 illustrates an exemplary method of canceling a location information
request between a LCS client and an exemplary location server according to the
present invention;

F1G. 3 1illustrates an exemplary method of canceling a location information

request between location servers according to the present invention;
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FIG. 4 1llustrates an exemplary location service method according to the
present invention;

FI1G. 5 1llustrates an exemplary method of canceling a location information
request according to a first embodiment of the present invention;

FIG. 6 illustrates an exemplary method of canceling a location information
request according to a second embodiment of the present invention;

F1G. 7 illustrates an exemplary method of canceling a location information
request according to a third embodiment of the present invention;

F1G. 8 illustrates an exemplary method of canceling a location information
request according to a fourth embodiment of the present invention; and

FI1G. 9 illustrates an exemplary location information request cancellation
message implemented by XML according to the present invention.

Hereinaftter, preterred embodiments of a method of canceling a location
information request according to the present invention will be described with
reference to the accompanying drawings.

The present invention relates to a method of canceling a location
information request in which, in the case that a location server having received a
location information request about a specific terminal (e.g., mobile station, handset,
wireless communication device, etc.) from a Location Service Client (LCS) client 1s
unable to track the location of the terminal, the location server forwards a location
information request cancellation message to the LCS client. At this point, the location
information request cancellation message forwarded to the LCS client by the location
server 1s a Iriggered Location Report message or Triggered Location Reporting Stop

Answer
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message and a Standard Location Immediate Report message or Standard Location
Immediate Stop Answer message that are defined in the MLLP (Mobile Location
Protocol).

[31] If the location server has received a Standard Location Report Request message
from the LLCS client, it forwards a Standard L.ocation Report message. If the location
server has received a Triggered Location Report Request message from the LLCS client,
it forwards a Triggered Location Report message or a Triggered Location Reporting
message.

[32] In a case where the Triggered Location Report message, Triggered LLocation
Reporting Stop Answer message and Standard Location Report message are used as
the location information request cancellation message, the parameter indicating the
reason why the location information request is canceled may be added into the
message.

[33] FIG. 1 1illustrates an exemplary configuration of a location service provision system
according to the present invention. The location service provision system may be
divided into a first service area 100 in which a home location server 130 tracks the
location of a terminal 150 and a second service area 200 in which a visiting location
server 230 tracks the location of the terminal 150.

[34] The first service area 100 may include a LLCS client 110 for requesting location in-
formation of a terminal 150 whose location 1s to be tracked, a home location server 130
for providing location information of the terminal 150 to the LLCS client 110, a request
location server 120 serving as a proxy between the LCS client 100 and the home
location server 130, and a privacy check entity (PCE) 140 storing privacy information
about the terminal 150. The second service area 200 includes a visiting location server
230 for tracking the location of the terminal 150 and forwarding acquired location 1n-
formation to the home location server 130 if the terminal 150 belongs to the second
service area.

[35] If the terminal 150 belongs to the first service area, when the home location server
130 receives a location information request message from the LCS client 110, the
home location server 130 forwards a location information report message or a location
information request cancellation message to the LLCS client 110 according to privacy
information of the terminal 150 stored in the privacy check server 140. Here, the
privacy information 1s information informing whether the location information of the
terminal 150 1s ‘disclosed’ or ‘non-disclosed’ state, which 1s stored i1n the privacy
check server 140 by the terminal 150 or other interworking device.

[36] On the other hand, if the terminal 150 belongs to the second service area, the home
location server 130 cannot detect the location of the terminal 150 by itself, and thus

forwards a location information request message to the visiting location server 230.

CA 02587366 2007-05-10
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[37]

[33]

[39]

[40]

[41]
[42]
[43]

The visiting location server 230 forwards a location information report message
containing the location information of the terminal 150 to the home location server
130, and the home location server 130 checks the privacy information of the terminal
150 from the privacy check server 140. When the home location server 130 confirms
through the privacy information that the location information of the terminal 150 1s
‘non-disclosed’ state, it forwards a location information request cancellation message
to the LLCS client 110 and the visiting location server 230.

At this point, the location information request message, location information report
message and location information request cancellation message forwarded between the
LCS client and the requesting server 1s a Mobile Location Protocol (hereinafter
referred to as MLLP), while the location information request message, the location 1n-
formation report message, and the location information request cancellation message
forwarded between the requesting server and the home location server and between the
home location server and the visiting location server 1s a Roaming L.ocation Protocol
(hereinafter referred to as RLLP). The MLP is an application protocol between an
external LLCS client and a location server, and the RLP is an application protocol
between location servers.

FIG. 2 illustrates an exemplary method of canceling a location information request
between a LLCS client and a location server according to the present invention, in which
a MLP 1s used as a message forwarded between the LLCS client and the location server.
Referring to FIG. 2, the LLCS client forwards a Triggered Location Reporting Request
message to the location server 1n order to request the location information of a specific
terminal, and the location server forwards a Triggered Location Reporting Answer
message as a response message. Thereafter, the location server tracks the location of
the terminal at a time interval set up for the Triggered Location Reporting Request
message or when a specific preset event occurs, and delivers a Triggered Location
Report message containing resulting acquired location information to the LLCS client.

If the location server unilaterally decides to terminate the location reporting, the
stop reporting information shall be carried (included) in the Triggered Location Report
message. The cancellation of the Triggered Location Reporting Request message could
be initiated by the location server itself for certain reasons, such as privacy profile
updating. In this case, the Triggered Location Reporting Stop Answer message may be
sent without a preceding Triggered Location Reporting Stop Request message.

Parts of the Triggered Location Reporting Stop Answer (TLLRSA) message may be
implemented by XML as follows:

<!ENTITY % extension.param “”’>

<!ELEMENT tlrsa ((reg_id c (result, add_info?)) %extension.param;)>

<!ATTLIST tlrsa

CA 02587366 2007-05-10
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[44]
[45]

[46]

[47]

[43]

[49]
[50]
[51]
[52]
[53]

[54]

[55]

ver CDATA #FIXED *“3.0.0”>

The Triggered Location Reporting Stop Answer message contains the result 1n-
formation of location tracking performed by the location server. The result information
1s provided through a “Result Code” indicating at least one of a result, a location value
and an individual positioning for a request from the LLCS client.

FIG. 3 illustrates an exemplary method of canceling a location information request
between location servers according to the present invention. Messages as illustrated
therein are forwarded by using a RLLP. Referring to FIG. 3, a location server A
forwards a Triggered Roaming L.ocation Reporting Request message to a location
server B in order to request the location information of a terminal belonging to the area
of the location server B, and the location server B forwards a Triggered Roaming
Location Reporting Answer message as a response message. Thereafter, the location
server B tracks the location of the terminal at a time interval set up for the Triggered
Roaming Location Reporting Request message and when a specific set event occurs,
and delivers a Triggered Roaming Location Report message containing resulting
acquired location information to the location server A.

Thereafter, when the location server A forwards a Triggered Roaming L.ocation
Reporting Stop Request message to the location server B, the location server B stops a
location tracking procedure and forwards a Triggered Roaming L.ocation Reporting
Stop Answer message to the location server A. At this time, the location server B stops
the location tracking procedure by itself and may forward a Triggered Roaming
Location Reporting Stop Answer message to the location server A even though it has
not received a Triggered Roaming Location Reporting Stop Request message. Namely,
the cancellation of the Triggered Roaming L.ocation Reporting Request message may
be initiated by any of the location servers for certain reasons, such as an updating of
privacy information.

Parts of the Triggered Roaming Location Report Stop Answer (TLLRSA) message
may be implemented by XML as follows:

<!ENTITY % extension.param ">

<!ELEMENT trirsa ((req_id c (result, add_info?)) %extension.param;)>

<!ATTLIST trlrsa

ver CDATA #FIXED “1.0.0”>

The result information contained in the Triggered Location Reporting Stop Answer
message may be configured with reference to a “Result Code” defined in the MLP.

FIG. 4 1llustrates an exemplary location service method according to the present
invention. Referring to the drawing, a service procedure performed in a home location
server will be described.

When the home location server receives from a LLCS client a location information

CA 02587366 2007-05-10
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[56]

[57]

[58]

[59]

request message about a terminal whose location is to be tracked (S10), the home
location server checks the privacy information of the terminal (S11). The privacy in-
formation indicates if the location information of the terminal 1s ‘disclosed’, and it may
be set up 1n a privacy check entity by the terminal or other external interworking
device.

If the privacy information of the terminal 1s set to the ‘disclosed’ state, the LCS
client investigates the service area where the terminal belongs through a HILR (home
location register) (S12). If the terminal exists in a home service area, the home location
server calculates a location value of the terminal (S16), and then it checks the privacy
information of the terminal once again(S17). If the privacy information is set to the
‘non-disclosed’ state by update, the home location server forwards a location in-
formation request cancellation message about terminal to LCS client(S18). However, If
the privacy information of the terminal 1s still set to the ‘disclosed’ state, the home
location server forwards a location information report message about the terminal to
the LCS client(S19). The location information report message contains a location value
of the terminal calculated by the home location server.

On the other hand, if the terminal does not exist in a home service area, the home
location server forwards a location information request message to the location server
(1.e., visiting location server) of the area where the terminal belongs (S13). Then, the
visiting location server calculates a location value of the terminal(S14) and it sends the
location information report message about the terminal to the home location
sever(S15). The home location server upon receiving the location information report
message checks whether the privacy information 1s updated(S17). If the privacy in-
formation is set to the ‘non-disclosed’ state by update, the home location server
forwards location information request cancellation message about terminal to L.CS
client(S18), and If the privacy information of the terminal 1s not updated, the home
location server forwards a location information report message about the terminal to
the LCS client(S19).

Howeyver, 1n steps S12 and S16, if the privacy information of the terminal checked
by the home location server 1s set to the ‘non-disclosed’ state, the home location server
forwards a location information request cancellation message about the terminal to the
LLCS client S17. The location information request cancellation message contains 1n-
formation indicating that the privacy of the terminal 1s ‘non-disclosed’ state.

The aforementioned method of canceling a location information request can be
carried out by using a Standard Location Immediate service and a Triggered Location
Reporting service among a variety of location services defined in the MLLP. The
Standard Location Immediate service 1s a service used when a response to a location

information request from the LLCS client 1s immediately required, and the Triggered

CA 02587366 2007-05-10



WO 2006/062318 PCT/KR2005/004123

Location Reporting service is a service for providing location information of a mobile
service subscriber at a predetermined time interval or when a specific event occurs.

[60] FIG. 5 illustrates an exemplary method of canceling a location information request
according to a first embodiment of the present invention. A method of canceling a
location information request will be described with respect to the case that a terminal
whose location 1s to be tracked belongs to the area of a home location server. In the
first embodiment, a Standard Location Immediate Service 1s utilized.

[61] A LCS client 110 forwards a location information request message to a home
location server 130 through a requesting location server 120 1n order to request for
location information of a specific terminal (S21). In the Standard Location Immediate
service, the location information request message 1s a Standard Location Immediate
Request message.

[62] The location sever 130 having received the Standard Location Immediate Request
message forwards a Standard Location Immediate Answer message as a response
message to the above message to the LCS client 110 through the requesting location
server 120 (S22).

[63] The home location server 130 forwards a Location Privacy Assertion Request
message to a privacy check entity 140 in order to request privacy information of the
terminal whose location is to be tracked (S23). The privacy check entity 140 stores the
privacy information indicating whether the location information of the terminal 1s
‘disclosed’ or ‘non-disclosed’ state by the terminal or other interworking device.

[64] The privacy check entity 140 forwards a LLocation Privacy Assertion Response
message containing the privacy information of the terminal to the home location server
130 (S24). At this time, the home location server 130 checks the privacy information
contained in the Location Privacy Assertion Response message, and if the privacy of
the terminal 1s ‘disclosed’, it calculates a location value of the terminal (S25). And, the
home location server 130 re-checks the privacy information of the terminal set up in
the privacy check entity 140 in the same manner as in steps S23 and S24 (§26 and
S27). Here, the Location Privacy Assertion Request message and the Location privacy
Assertion Response message are forwarded by using a privacy check protocol (PCP).

[65] At this time, if the privacy of the terminal 150 is changed from ‘disclosed’ to
‘non-disclosed’ state and thus the location server 130 1s unable to forward the location
information, the location server 130 forwards a location information request can-
cellation message to the LLCS client 110 (S28). Here, the location server can optionally
forward a Standard Location Immediate Report message or a Standard Location
Immediate Stop Answer message as the location information request cancellation
message.

[66] The Standard Location Immediate Report message and the Standard Location

CA 02587366 2007-05-10
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[67]

[68]

[69]

[70]

[71]

Immediate Stop Answer message contain a parameter specifying the reason why the
home location server cancels the location information request. The home location
server can cancel the location information request from the LLCS client by using a
dedicated message indicating that the location information request is canceled, instead
of using a message containing a parameter.

In FIG. 5, the procedure after step S25 has been illustrated under the assumption
that the privacy of the terminal 1s disclosed 1n the LLocation Privacy Assertion
Response message in step S24. However, if the privacy of the terminal is
‘non-disclosed’ state, step S28 1s carried out without undergoing steps S235 to S27.

FIG. 6 illustrates an exemplary method of canceling a location information request
according to a second embodiment of the present invention, in which a method of
canceling a location information request in a case where a terminal whose location 1s to
be tracked belongs to not the area of the home location server but to the area of another
location server (i.e., visiting location server). The second embodiment utilizes a
Standard Location Immediate service.

A LCS client 110 forwards a Standard Location Immediate Request message to a
home location server 130 through a requesting location server 120 1n order to request
the location information of a specific terminal (S31). The location sever 130 having
received the Standard Location Immediate Request message forwards a Standard
Location Immediate Answer message as a response message to the above message to
the L.CS client 110 (S32).

The home location server 130 forwards a LLocation Privacy Assertion Request
message to a privacy check entity 140 i1n order to request for privacy information of the
terminal whose location 1s to be tracked (S33), and receives a Location Privacy
Assertion Response message containing the privacy information of the terminal (S34).
The privacy information 1s information set up in the privacy check entity 140 by the
terminal or other interworking device, which indicates whether the location 1n-
formation of the terminal i1s ‘disclosed’ or ‘non-disclosed’ state. Here, the location
server can optionally forward a Standard Location Immediate Report message or a
Standard Location Immediate Stop Answer message as the location information
request cancellation message.

When the home location server 130 having received the Location Privacy Assertion
Response message confirms through the privacy information contained in the message
that the location information of the terminal 1s disclosed, the home location server 130
checks the location of the terminal. Since the terminal does not belong to the home
service area, the home location server 130 forwards a Standard Roaming L.ocation
Immediate Request message for requesting the location information of the terminal to a

location server 230 of the service area where the terminal belongs (S35). The visiting

CA 02587366 2007-05-10
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[72]

[73]

[74]

[75]

[76]

[77]

location server 230 delivers a response message (1.e., Standard Roaming LLocation
Immediate Answer) to the Standard Roaming Location Immediate Request message to
the home location server 130, and calculates the location value of the terminal (S37).
And, the visiting location server 230 allows the location value of the terminal to be
contained in the Standard Roaming Location Immediate Report message to forward it
to the home location server 130 (S33).

Prior to forwarding the location information to the LLCS client 110, the home
location server 130 having acquired the location information of the terminal re-checks
the privacy information of the terminal set up in the privacy check entity 140 (S38 to
S40).

At this time, in the case that the privacy information of the terminal 1s changed and
thus the location server 130 1s unable to forward the location information, the location
server 130 forwards a location information request cancellation message to the LCS
client 110 through the requesting location server 120 (S41). Here, the location server
can optionally forward a Standard Location Immediate Report message or a Standard
Location Immediate Stop Answer message as the location information request can-
cellation message.

The Standard Location Immediate Report message and the Standard Location
Immediate Stop Answer message contain a parameter specifying the reason why the
home location server cancels the location information request. The home location
server can cancel the location information request from the LLCS client by using a
dedicated message indicating that the location information request is canceled, instead
of using a message containing a parameter.

FIG. 7 illustrates an exemplary method of canceling a location information request
according to a third embodiment of the present invention, in which a method of
canceling a location information request in a case where a terminal whose location 1is to
be tracked belongs to the area of the home location server. The third embodiment
utilizes a Triggered Location Reporting service.

A LCS client 110 forwards a location information request message to a home
location server 130 through a requesting location server 120 1n order to request for
location information of a specific terminal (S51). At this time, the location information
request message 1s a Triggered Location Reporting Request message, which is a
message forwarded to request the home location server 130 to track the location of the
terminal at a time interval set up for the message or when a specific event occurs.

The location sever 130 having received the Triggered Location Reporting Request
message forwards a Triggered Location Reporting Answer message as a response
message to the LCS client 110 (S52), and forwards a Location Privacy Assertion

Request message requesting for privacy information of the terminal to a privacy check
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entity 140 (S53). The privacy check entity 140 stores the privacy information of the
terminal set up by the terminal or other interworking device, and the privacy in-
formation indicates whether the location information of the terminal 1s ‘disclosed’ or
‘non-disclosed’ state

[ 78] The privacy check entity 140 having received the Location Privacy Assertion
Request message allows the privacy information of the terminal to be contained in the
Location Privacy Assertion Response message and forwards it to the home location
server 130. At this time, the Location Privacy Assertion Request message and the
Location Privacy Assertion Response message are forwarded by using a privacy check
protocol (PCP).

[ 79] If the location server 130 confirms that the privacy of the terminal 1s
‘non-disclosed’ state, it forwards a location information request cancellation message
to the LLCS client 110. At this time, the location information request cancellation
message may be a Triggered Location Report message or a Triggered Location
Reporting Stop Answer message.

[80] On the other hand, if the location server 130 confirms that the privacy of the
terminal 1s ‘disclosed’, it tracks the location of the terminal at a time interval set up for
the Triggered Location Reporting Request message or when an event occurs and
calculates a location value (S55). And, the home location server 130 checks through
the privacy check entity 140 if the privacy information of the terminal 150 1s updated
(856 and S57).

[81] If the privacy of the terminal is updated from ‘disclosed’ to ‘non-disclosed’ state,
the home location server 130 forwards a Triggered Location Report message or a
Triggered Location Reporting Stop Answer message to the LLCS client 110 (S58). The
Triggered Location Report message and the Triggered Location Reporting Stop
Answer message contain a parameter indicating the reason why the location in-
formation request 1s canceled. The location server can cancel the location information
request from the LLCS client by using a dedicated message indicating that the location
information request 1s canceled, instead of using a message containing a parameter.

[82] Meanwhile, the location server 130 having forwarded the Triggered Location
Report message or Triggered Location Reporting Stop Answer message may cancel
location tracking settings for the terminal that are stored therein.

[83] FIG. 8 illustrates an exemplary method of canceling a location information request
according to a fourth embodiment of the present invention, in which a method of
canceling a location information request in a case where a terminal whose location is to
be tracked belongs not to the area of the home location server but to the area of other
location server (visiting location server). The fourth embodiment utilizes a Triggered

Location Reporting service.
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[84]

[85]

[36]

[87]

[83]

[89]

A LCS client 110 forwards a Triggered Location Reporting Request message to a
home location server 130 through a requesting location server 120 in order to request
for location information of a specific terminal (S61). The location sever 130 having
received the Triggered Location Reporting Request message forwards a Triggered
Location Reporting Answer message as a response message to the above message to
the LLCS client 110 (S62), and requests for privacy information of the terminal whose
location 1s to be tracked by forwarding a Location Privacy Assertion Request message
to a privacy check entity 140 (S63). The privacy check entity 140 stores the privacy in-
formation of the terminal set up by the terminal or other interworking device, and the
privacy information indicates whether the location information of the terminal 1s
‘disclosed’ or ‘non-disclosed’ state.

The privacy check entity 140 having received the Location Privacy Assertion
Request message allows the privacy information of the terminal to be contained in the
Location Privacy Assertion Response message and forwards it to the home location
server 130 (S64). At this time, the Location Privacy Assertion Request message and
the Location Privacy Assertion Response message are forwarded by using a privacy
check protocol (PCP).

Once the home location server 130 confirms that the privacy of the terminal 1s
‘disclosed’, it forwards a Triggered Roaming L.ocation Reporting Request message to a
location server 230 of the service area to which the terminal 1s moved (S65), and the
visiting location server 230 forwards a Triggered Roaming L.ocation Reporting Answer
message as a response message (S66).

The visiting location server 230 tracks the location of the terminal at a time interval
set up for the Triggered Roaming Location Reporting Request message or when an
event occurs and calculates a location value (S67). And, the visiting location server
130 forwards a Triggered Roaming L.ocation Report message containing the location
value of the terminal to the home location server 130 (S68). At this time, the Triggered
Roaming Location Reporting Request message, Triggered Roaming L.ocation
Reporting Answer message and Triggered Roaming Location Report message sent and
received between the home location server 130 and the visiting location server 230 are
forwarded according to a RLP.

The home location server 130 detects the location of the terminal through the
Triggered Roaming Location Report message, and then checks through the privacy
check entity 140 if the privacy information of the terminal 1s updated (S69 and S70).

If the privacy information of the terminal 1s updated, and thus the home location
server 130 cannot forward the location information of the terminal, it forwards a
Triggered Location Report message or a Triggered LLocation Reporting Stop Answer
message to the L.CS client 110 (S71). The Triggered Location Report message and the
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Triggered Location Reporting Stop Answer message contain a parameter indicating the
reason why the location information request is canceled. The location server can cancel
the location information request from the LLCS client by using a dedicated message
indicating that the location information request 1s canceled, instead of using a message
containing a parameter. Meanwhile, the location server 130 may cancel a location
tracking request for the terminal by forwarding a Cancellation Request message to the
visiting location server 230 (S72). That 1s, the home location server 130 may forward
the Cancellation Request message before, simultaneously with or after forwarding the
location information request message to the LCS chient 110.

[90] As described above, in the Triggered Location Reporting service, the location 1n-
formation request cancellation message forwarded by the location server in order to
cancel the location information request of the LLCS client 1s the Triggered Location
Report message or Triggered Location Reporting Stop Answer message. At this time,
the location server may forward the Triggered L.ocation Reporting Stop Answer
message to the LLCS client even when it has not received the Triggered Location
Reporting Stop Answer message.

[01] FIG. 9 illustrates an exemplary location information request cancellation message
implemented by XML according to the present invention. As illustrated therein, the
location information request cancellation message may contain a parameter of
‘CANCELLATION OF TRIGGERED LLOCATION REQUEST’ or ‘PRIVACY
PROFILE CHANGED’, For example, in a case where the privacy information of the
terminal whose location 1s to be tracked 1s updated and thus the location server cannot
provide location information, a corresponding parameter ‘PRIVACY PROFILE
CHANGED’ is contained in the location information request cancellation message
along with a corresponding result code (Resid=116). Alternatively, in a case where the
location server cancels the location information request by itself, a parameter
‘CANCELLATION OF TRIGGERED LLOCATION REQUEST” indicating that the
requested triggered location report is cancelled is contained in the location information
request cancellation message along with a corresponding result code (Resid=114).

[92] The following table defines exemplary parts of the result codes that indicate the
result of the request or individual positioning. The error codes for the request specific

errors may range from 100 to 199.

[93] Table 1
Resid |Slogan Description
110 INVALID PROTOCOL A protocol element in the request has an
ELLEMENT VALUE invalid value. The element is indicated in
ADD_INFO.
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111 INVALID PROTOCOL A protocol element attribute in the
ELLEMENT ATTRIBUTE request has a wrong value. The element 1s
VALUE indicated in ADD _INFO.
112 PROTOCOL ELEMENT A specific value of a protocol element is

[94]

[95]

[96]

[97]

VALUE NOT SUPPORTED not supported in the Location Server. The

element and value are indicated in

ADD_INFO.

113 PROTOCOL ELEMENT A specific value of a protocol element
ATTRIBUTE VALUE NOT attribute 1s not supported in the Location
SUPPORTED Server. The attribute and value are

indicated in ADD INFO.

114 CANCELLATION OF The requested triggered location report is
TRIGGERED LOCATION cancelled.

REQUEST

In the first and second embodiments, the result codes and parameters are contained
in the Standard Location Immediate Report message or Standard Location Immediate
Stop Answer message. In the third and fourth embodiments, they are contained in the
Triggered Location Report message or Triggered LLocation Stop Answer message.

As seen from above, 1n the method of canceling a location information request
according to the present invention, if the location server cannot forward location in-
formation of a terminal requested from the LLCS client, the location server can cancel
the location information request by itself.

Moreover, in the method of canceling a location information request according to
the present invention, 1n the case that the location server cannot forward location in-
formation of the terminal due to an update of the privacy information of the terminal
requested from the LLCS client, the privacy for location tracking can be incorporated in
real time by the location server forwarding a location information request cancellation
message to the LLCS client. Further, in the case that the location server 1s unable to
forward location information of the terminal requested from the LLCS client, it is
possible to prevent the LCS client from generating a location information request again
by canceling the request from the LCS client.

The present invention provides the location sever performing a method of canceling
a location information request. The location sever comprises a transceiver module, a
privacy check module and a processor. The transceiver module may receive a location
information request about a specific terminal to be tracked from an external client. The

received location information request 1s canceled if the privacy information of the
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[93]

[99]

terminal 1s being updated. Also, the transceiver module may transmit, to the external
client, a location information request cancellation to cancel the received location in-
formation request. Here, the location information request cancellation includes a
parameter specifying the reason why the location information request is being
canceled. The privacy check module checks privacy information of the terminal set up
in a privacy check entity upon receiving the location information request. The
processor cooperates with the transceiver module and the privacy check module to
cancel the received location information request according to the checked privacy in-
formation.

Here, if the terminal belongs to a service area of the location server, the processor
calculates the location of the terminal, and if the privacy information of the terminal 1s
not permitted to be disclosed, the transceiver module sends the location information
request cancellation without the external client’s location reporting stop request. If the
location information request 1s a Standard Location Immediate Request message, and if
the privacy information of the terminal 1s not permitted to be disclosed, the processor
and the transceiver cooperate to selectively send a Standard Location Immediate
Report message or a Standard Location Immediate Stop Answer message without a
preceding Standard Location Immediate Stop Request message. If the location 1n-
formation request 1s a Triggered Location Reporting Request message, and 1f a
condition for the Triggered Location Reporting Request message 1s satisfied, then the
location of the terminal 1s calculated and the privacy information is checked, and if the
privacy information of the terminal 1s not permitted to be disclosed, the processor and
transceiver cooperate to selectively send a Triggered Location Report message or a
Triggered Location Reporting Stop Answer message without a preceding Triggered
Location Reporting Stop Request message.

On the other hand, if the terminal belongs to a service area of a different location
server, the location server forwards the location information request to the different
location server, and if the privacy information of the terminal 1s not permitted to be
disclosed, the transceiver module sends the location information request cancellation
without the external client’s location reporting stop request. If the location information
request 1s a Standard Location Immediate Request message, a location information
request message about the terminal 1s sent to the different location server and a
location information report message containing the location information of the terminal
1s received from the different location server; and if the privacy information of the
terminal 1s not permitted to be disclosed, the processor and the transceiver cooperate to
selectively send a Standard L.ocation Immediate Report message or a Standard
Location Immediate Stop Answer message without a preceding Standard Location

Immediate Stop Request message. If the location information request 1s a Triggered
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Location Reporting Request message, a location information request message about
the terminal 1s sent to the different location server and a location information report
message containing the location information of the terminal 1s received from the
different location server, and if the privacy information of the terminal is not permitted
to be disclosed, the processor and transceiver cooperate to selectively send a Triggered
Location Report message or a Triggered Location Reporting Stop Answer message
without a preceding Triggered Location Reporting Stop Request message.

[100] The foregoing embodiments and advantages are merely exemplary and are not to be
construed as limiting the present invention. The present teaching can be readily applied
to other types of apparatuses. The description of the present invention is intended to be
illustrative, and not to limit the scope of the claims. Many alternatives, modifications,
and variations will be apparent to those skilled in the art. In the claims, means-
plus-function clauses are intended to cover the structure described herein as
performing the recited function and not only structural equivalents but also equivalent

structures.
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THE EMBODIMENTS OF THE INVENTION IN WHICH AN EXCLUSIVE

PROPERTY OR PRIVILEGE IS CLAIMED ARE DEFINED AS FOLLOWS:

A method of canceling a location information request performed by at least one

location server, the method comprising:

receiving, by a location server using a mobile location protocol (MLP), a
request from a location service client for location reporting ot a target terminal

to be traced;

deciding, by the location server, to cancel the location reporting;

sending, from the location server using the MLP to the location service client,
which sent the request, a triggered location reporting stop answer message it

the location reporting request 1s decided to be canceled,

wherein the triggered location reporting stop answer message indicates that

the location reporting request 1s canceled

wherein the location reporting request 1s canceled due to a change in privacy

profile, and

wherein the triggered location reporting stop answer message 1s sent without a
preceding triggered location reporting stop request message from the location

service client.
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The method of claim 1, wherein the steps are performed by more than one location

server 1n order to support roaming of the target terminal.

The method of claim 1, wherein the triggered location reporting stop answer message

contains a parameter indicating that the location reporting request 1s canceled.

The method of claim 1, wherein any change 1n the privacy profile state 1s indicated by

privacy information for the target terminal 1n a privacy check entity.
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