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The invention provides quality-of-service (QoS) delivery 
services over a computer bus having isochronous data 
transfer capabilities. A transmitting node on the bus trans 
mits a message to an intended recipient indicating a 
requested bandwidth for a connection. If the intended recipi 
ent has sufficient resources, it allocates an isochronous data 
channel on the bus and notifies the transmitter of the 
allocated channel. Thereafter, the transmitter transmits the 
data on the allocated channel. If the recipient cannot allocate 
a channel, it does not respond, and the transmitter thereafter 
detects a time-out condition and begins transmitting using a 
“best efforts' scheme (i.e., non-guaranteed time delivery). In 
a second variation, a receiving node detects that it is 
receiving large quantities of data from a transmitting node. 
In response, the receiving node allocates an isochronous 
data channel on the bus and notifies the transmitter of the 
allocated channel. Thereafter, the transmitter transmits using 
the allocated isochronous channel. In a third variation, 
multiple receiving nodes that need to receive streaming data 
from a single transmitting node share a common isochro 
nous data channel. In any of these variations, each receiver 
can periodically transmit a “deadman' timer message on a 
broadcast channel to indicate that it is still receiving on a 
given channel. If a transmitter detects that the deadman 
timer has expired, it reverts to transmitting data using a 
“best-efforts' scheme. A transmitter can transmit both to 
receivers that can handle QoS services and those that cannot 
explicitly support QoS services. 
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METHOD AND APPARATUS FOR PROVIDING 
QUALITY-OF-SERVICE DELIVERY FACILITIES 

OVERABUS 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

0001. This application is a continuation of prior U.S. 
application Ser. No. 09/829,880, filed Apr. 11, 2001, the 
entire contents of which are incorporated herein by refer 
CCC. 

TECHNICAL FIELD 

0002 The present invention relates generally to provid 
ing network-type services over a bus, such as the IEEE-1394 
serial bus. More particularly, the invention provides a 
method and apparatus for providing quality of service deliv 
ery facilities over such a bus. 

BACKGROUND OF THE INVENTION 

0003. The well-known Transmission Control Protocol/ 
Internet Protocol (TCP/IP) has been used for many years to 
transmit data between computers. With the advent of the 
Internet, increasing numbers of people are using TCP/IP to 
transmit video, audio, and other forms of digital informa 
tion. Applications such as videoconferencing and remote 
downloading of music rely on TCP/IP to transmit large 
quantities of information by breaking it up into packets that 
are then routed through the Internet. Unfortunately, the 
Internet cannot guarantee delivery of the information within 
a specified time period. Because data packets can be routed 
through many different computers depending on network 
traffic conditions, some packets may be delayed, causing 
jerky” audio or video data. 
0004. It is conventional to transmit Internet Protocol (IP) 
packets over local area networks (LANs) such as an Ether 
net. In Such a scheme, IP data packets are “encapsulated in 
an Ethernet frame, transmitted over an Ethernet LAN, and 
“unwrapped at the receiving node to restore the original IP 
packet. In Such networks, even though the distance between 
computers is generally much shorter than the Internet, there 
is no way to guarantee delivery of a given data packet within 
a specified time period. If the local area network becomes 
temporarily congested due to network traffic, time-sensitive 
data such as video streams can be delayed for an indeter 
minate time period. 
0005 One scheme for mitigating the aforementioned 
problem requires that network users (e.g., application pro 
grams) request bandwidth from a “Subnet Manager,” which 
acts as a central clearinghouse for bandwidth on the Ether 
net. Each network user must register with and use the service 
to transmit data packets. If even one network user fails to 
register before making use of the network, the scheme can 
fail, since the one user can effectively make unfettered use 
of the bandwidth on the network. Existing application pro 
grams must typically be modified to conform to the new 
scheme. Moreover, because the physical bus topology is 
inherently non-deterministic (e.g., collisions can prevent a 
given packet from reaching its destination in a specified time 
period), packets can still arrive late, causing jitter and other 
effects. 

0006 Recently, a serial bus standard known as the IEEE 
1394 bus has been developed. Implementations of this bus 
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are based on the internationally adopted ISO/IEC 13213 
(ANSI/IEE 1212) CSR Architecture Specification and the 
IEEE 1394-1995 Serial Bus Specification. A typical system 
conforming to the IEEE 1394 standard includes a plurality 
of nodes that are interconnected via point-to-point links, 
Such as cables, that each connect a single node of the serial 
bus to another node of the serial bus. The nodes are 
addressable entities that can be independently reset and 
identified. 

0007. The 1394 bus provides both asynchronous and 
isochronous (time-guaranteed delivery) capabilities. Up to 
64 isochronous channels are available on the bus. Nodes 
needing to send isochronous data must reserve bandwidth 
and a channel number on which to transmit. Bandwidth is 
measured as the percentage of a nominally 125-microsecond 
isochronous interval. Reservation of bandwidth and channel 
numbers is performed by manipulating registers on a well 
known bus node, referred to as the isochronous resource 
manager (IRM). 
0008. The IEEE 1394 bus provides three primary types of 
bulk transfer: 

0009 (1) async-write (write to a specific address on a 
specific node). This is a point-to-point, best-effort, acknowl 
edged service with no timeliness guarantees. 
0010 (2) async-stream (stream data on a specific chan 
nel). This is a multicast, best-effort, non-acknowledged 
service with no timeliness guarantees. 
0011 (3) isoch-stream (stream data on a specific channel 
with time guarantees). This is a multicast, isochronous 
(latency under 250 microseconds) non-acknowledged ser 
Vice that uses the same 64 channels available under async 
Stream. 

0012 Various implementations of the IEEE 1394 bus in 
computer systems typically include layered hardware and 
Software support based on transaction, link, and physical 
layer protocols. The Internet Request for Comments (RFC) 
2734, available at http://www.ietforg/rfc/rfc2734.txt, 
describes a scheme for using the 1394 bus to transmit IP 
datagrams. The document generally describes a multicast 
channel allocation protocol (MCAP), which permits man 
agement of serial bus resources when used by IP multicast 
groups. However, it does not provide a generalized approach 
for providing quality-of-service facilities for applications 
using the bus. 
0013 Another document (http://search.ietforg/internet 
drafts-ietflip 1394-ip-over-iso 1394-00.txt) describes a pro 
posal for using the isochronous channels on an IEEE 1394 
compliant bus to guarantee bandwidth. The document 
generally suggests transmitting specific IP flows over a 
certain isochronous channel on the 1394 bus. However, it 
does not address various QoS requirements (e.g., point-to 
point flows, such as a TCP connection), and does not Support 
multicast. 

0014) Another document (IEC 61883-1) describes a pro 
tocol for the cooperative allocation and sharing of IEEE 
1394 isochronous channels among audio/video devices. The 
protocol concerns itself purely with the reservation of chan 
nels and setting maximum transmission parameters for chan 
nels; it does not concern itself with the advertisement of the 
type of data transmitted over a particular channel. 
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0.015 Conventional approaches for allocating bandwidth 
to transmit data packets over a bus can incur various 
disadvantages, such as: (1) the possibility that bus resources 
can be locked up indefinitely if a resource requester crashes 
after allocation; (2) wasteful allocation where a transmitting 
node requests resources but the intended recipient is not 
available or able to use the resources; (3) an inability of 
applications that lack QoS capabilities to efficiently use 
bandwidth on the bus; and (4) no graceful degradation (i.e., 
failure to allocate isochronous facilities results in failure of 
communication, rather than degraded communication). 
0016 Consequently, there is a need to provide a decen 
tralized quality-of-service facility that can be implemented 
over the IEEE 1394 bus, and that can adapt to changing 
conditions on the bus. Moreover, there is a need to provide 
quality-of-service features even for applications that do not 
directly support QoS services. 

SUMMARY OF THE INVENTION 

0017. The invention permits applications, including those 
that Support quality-of-service (QoS) features (e.g., video 
conferencing), to take advantage of guaranteed delivery 
features of a computer bus such as the IEEE 1394 serial bus. 
In one embodiment, a transmitting node on a bus transmits 
a message to an intended recipient indicating a requested 
bandwidth for a connection. If the intended recipient has 
Sufficient resources (e.g., a typical 1394 implementation 
limits each receiver to no more than 4 reception channels), 
it allocates an isochronous data channel on the bus and 
notifies the transmitter of the allocated channel. Thereafter, 
the transmitter transmits the data on the allocated channel. If 
the recipient cannot allocate a channel, it does not respond, 
and the transmitter thereafter detects a time-out condition 
and begins transmitting using a “best efforts' scheme (i.e., 
non-guaranteed time delivery). 
0018. In a second embodiment, a receiving node detects 
that it is receiving large quantities of data from a transmit 
ting node on a broadcast channel. In response, the receiving 
node allocates an isochronous data channel on the 1394 bus 
and notifies the transmitter of the allocated channel. There 
after, the transmitter transmits using the allocated isochro 
nous channel. 

0019. In a third embodiment, multiple receiving nodes 
that need to receive streaming data from a single transmit 
ting node share a common isochronous data channel. In this 
embodiment, each receiver transmits a message to other 
potential recipients to determine whether any other recipient 
has already allocated an isochronous channel. If no other 
receiver has already allocated a channel, the first receiver 
allocates a channel and notifies other potential recipients of 
the allocated channel. (If another receiver had already allo 
cated a channel, the second receiver receives the transmis 
sion on the already-allocated channel.) If the first receiver 
that allocated the channel no longer needs it, it keeps it 
allocated if any other receivers are listening to the channel 
and deallocates it when no other receivers are using it. 
0020. In any of the above embodiments, each receiver 
can periodically transmit a “keep alive' message on a 
broadcast channel that acts as a deadman timer to indicate 
that the receiver is still receiving on a given channel. If a 
transmitter detects that the deadman timer has expired, it 
reverts to transmitting data using a “best-efforts' Scheme. 
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Moreover, a transmitter can transmit both to receivers that 
can handle QoS services and those that cannot explicitly 
Support QoS services. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0021 FIG. 1 is a schematic block diagram of a conven 
tional general-purpose digital computing environment that 
can be used to implement various aspects of the present 
invention. 

0022 FIG. 2 shows a system employing a quality-of 
service manager (205 and 210) in each of a plurality of 
nodes coupled over an IEEE 1394 bus. 
0023 FIG. 3 shows method steps for allocating band 
width in a system between a transmitting node and a 
receiving node according to one variation of the invention. 
0024 FIG. 4 shows method steps for allocating band 
width in a system between a transmitting node and a 
receiving node according to a second variation of the 
invention. 

0025 FIG. 5 shows method steps for allocating band 
width in a system between a transmitting node and a 
plurality of receiving nodes according to a third variation of 
the invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

0026 FIG. 1 is a schematic diagram of a conventional 
general-purpose digital-computing environment that can be 
used to implement various aspects of the present invention. 
A computer 100 includes a processing unit 110, a system 
memory 120 and a system bus 130 that couples various 
system components including the system memory to the 
processing unit 110. The system bus 130 may be any of 
several types of bus structures including a memory bus or 
memory controller, a peripheral bus, and a local bus using 
any of a variety of bus architectures. The system memory 
120 includes a read only memory (ROM) 140 and a random 
access memory (RAM) 150. 
0027. A basic input/output system (BIOS) 160 containing 
the basic routines that help to transfer information between 
elements within the computer 100. Such as during start-up, 
is stored in ROM 140. Computer 100 also includes a hard 
disk drive 170 for reading from and writing to a hard disk 
(not shown), a magnetic disk drive 180 for reading from or 
writing to a removable magnetic disk 190, and an optical 
disk drive 191 for reading from or writing to a removable 
optical disk 192, such as a CD ROM or other optical media. 
Hard disk drive 170, magnetic disk drive 180, and optical 
disk drive 191 are respectively connected to the system bus 
130 by a hard disk drive interface 192, a magnetic disk drive 
interface 193, and an optical disk drive interface 194. The 
drives and their associated computer-readable media provide 
nonvolatile storage of computer readable instructions, data 
structures, program modules and other data for the computer 
100. It will be appreciated by those skilled in the art that 
other types of computer readable media which can store data 
that is accessible by a computer. Such as magnetic cassettes, 
flash memory cards, digital video disks, Bernoulli car 
tridges, random access memories (RAMS), read only memo 
ries (ROMs), and the like, may also be used in the exemplary 
operating environment. 
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0028. A number of program modules can be stored on the 
hard disk, magnetic disk 190, optical disk 192, ROM 140 or 
RAM 150, including an operating system 195, one or more 
application programs 196, other program modules 197, and 
program data 198. In particular, the RAM 150 will, from 
time to time, Store various device drivers, as known in the 
art. A user can enter commands and information into com 
puter 100 through input or selection devices, such as a 
keyboard 101 and a pointing device 102. The pointing 
device 102 may comprise a mouse, touch pad, touch screen, 
voice control and activation or other similar devices. Other 
input devices (not shown) may include a microphone, joy 
Stick, game pad, satellite dish, Scanner, or the like. These and 
other input devices are often connected to the processing 
unit 110 through a serial port interface 106 that is coupled to 
the system bus, but may be connected by other interfaces, 
Such as a parallel port, a game port or a universal serial bus 
(USB). A monitor 107 or other type of display device is also 
connected to system bus 130 via an interface, such as a video 
adapter 108. In addition to the monitor, personal computers 
typically include other peripheral output devices (not 
shown), such as speakers and printers. 

0029. An IEEE 1394 interface 140 may also be provided. 
The IEEE 1394 interface 140 couples an IEEE 1394 
compliant serial bus 145 to the system bus 130 or similar 
communication bus. The IEEE 1394-compliant serial bus 
145, as known in the art, allows multiple devices 150 to 
communicate with the computer 100 and each other using 
high-speed serial channels. The IEEE 1394 serial bus stan 
dard is based largely upon the internationally adopted ISO/ 
IEC 13213 (ANSI/IEEE 1212) CSR Architecture Specifica 
tion and the IEEE 1394-1995 Serial Bus Specification. 
Additional buses such as the PCI bus can be provided in 
computer 100 and interfaced to the IEEE 1394 and other 
buses. 

0030) A typical serial bus having an IEEE 1394 standard 
architecture is comprised of a multiplicity of nodes that are 
interconnected via point-to-point links, such as cables, that 
each connect a single node of the serial bus to another node 
of the serial bus. The nodes themselves are addressable 
entities that can be independently reset and identified. Nodes 
are logical entities, each with a unique address. Each node 
provides a so-called configuration ROM (read-only 
memory)—hereinafter referred to as configuration 
memory—and a standardized set of control registers that can 
be accessed by Software residing within the computer sys 
tem. 

0031. The computer 100 can operate in a networked 
environment using logical connections to one or more 
remote computers, such as a remote computer 109. The 
remote computer 109 typically includes at least some of the 
elements described above relative to the computer 100, 
although only a memory storage device 111 has been illus 
trated in FIG. 1. The logical connections depicted in FIG. 
1 include a local area network (LAN) 112 and a wide area 
network (WAN) 113. Such networking environments are 
commonplace in offices, enterprise-wide computer net 
works, intranets and the Internet. 

0032. When used in a LAN networking environment, the 
computer 100 is connected to local network 112 through a 
network interface or adapter 114. When used in a WAN 
networking environment, the computer 100 and remote 
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computer 109 may both include a modem 115 or other 
means for establishing a communications over wide area 
network 113, such as the Internet. The modem 115, which 
may be internal or external, is connected to system bus 130 
via the serial port interface 106. In a networked environ 
ment, program modules depicted relative to the computer 
100, or portions thereof, may be stored in the remote 
memory storage device. 
0033. It will be appreciated that the network connections 
shown are exemplary and other means of establishing a 
communications link between the computers can be used. 
The existence of any of various well-known protocols, such 
as TCP/IP, “ETHERNET, FTP, HTTP and the like, is 
presumed, and the system can be operated in a client-server 
configuration to permit a user to retrieve web pages from a 
web-based server. Procedures of the present invention to be 
described below can operate within the environment of the 
computer 100 shown in FIG. 1. Although the invention is 
generally applicable to a computer operating in accordance 
with the IEEE 1394 standard, it is not intended to be so 
limited. 

0034 FIG. 2 shows a system employing a quality-of 
service manager (205 and 210) in each of a plurality of 
nodes coupled over an IEEE 1394 bus according to one 
aspect of the present invention. As shown in FIG. 2, two 
computer nodes are coupled through a bus such as the IEEE 
1394 bus. As is conventional, each node includes a 1394 
hardware card (207 and 208, respectively) and an appropri 
ate 1394 bus driver (206 and 209, respectively) that collec 
tively permit the nodes to communicate using the 1394 bus. 
0035) In one embodiment, each 1394-compliant bus 
driver comprises an Open Host Controller Interface (OHCI) 
driver implementation of the IEEE 1394 link layer protocol. 
The OHCI is described in the 1394 Open Host Controller 
Interface Specification, which is widely available and well 
known to those of skill in the art. This interface can transmit 
and receive all defined 1394 packet formats using Direct 
Memory Access (DMA) to write the packets into the host 
computer's memory. In various embodiments, virtual device 
drivers can be used to connect to and communicate over the 
bus. 

0036) As is conventional, each node includes one or more 
application programs (201, 202, 213, and 214, respectively) 
that operate using TCP/IP protocols 204 and 211. Each 
application program may comprise, for example, a program 
that transmits audio and/or video data between nodes. As 
one example, one application program may comprise a 
Videoconferencing application that permits two persons to 
See and hear each other by transmitting audio and video 
packets over the bus. In this case, it may be important or 
desirable to provide time-guaranteed delivery of data pack 
ets to prevent jerky' audio and video displays at each node. 
Certain videoconferencing applications may be "QoS-en 
abled in that they are aware of bandwidth allocation 
procedures and can issue commands to allocate bandwidth 
in the network. Other applications may not have Such 
features. In one embodiment, the present invention can also 
accommodate the latter type of applications without requir 
ing software modifications to the applications. 
0037 For applications that are “QoS-enabled' (i.e., they 
include functionality that makes direct use of quality-of 
service features such as bandwidth allocation), a traffic 
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control manager (TCM) component 203 and 212 traps QoS 
calls and routes them to the appropriate functions in the 
lower levels of software, as described in more detail herein. 
Data packets are transmitted using TCP/IP protocols 204 and 
211, as is conventional. Various features of the present 
invention can be incorporated into QoS managers 205 and 
210, as described in more detail below. It may be desirable 
to abstract out or translate different types of QoS requests 
(including conventional ones such as RSVP) into 1394 
specific allocation requests. Although it is contemplated that 
the inventive principles can be implemented using the 
architecture of FIG. 2, other approaches are of course 
possible and the invention is not intended to be limited in 
this respect. 
0038 FIG. 3 shows method steps for allocating band 
width in a system between a transmitting node and a 
receiving node according to one variation of the invention. 
It is assumed in FIG. 3 that a QoS-enabled application on a 
first node seeks to communicate with a QoS-enabled appli 
cation on a second node over the IEEE 1394 bus. Steps 
performed by the transmitting node are shown on the left 
side of FIG. 3, while those performed by the receiving node 
are shown on the right side of FIG. 3. It will be appreciated 
that for a two-way transmission (e.g., full-duplex videocon 
ferencing), each node will effectively act as both a trans 
mitter and a receiver, and thus the steps shown can be 
replicated on opposite nodes. In one embodiment, the steps 
shown in FIG. 3 are performed by QoS managers 205 and 
210 of FIG. 2. The inventive steps, however, can be prac 
ticed in various other ways, and the invention is not limited 
to the structures shown in FIG. 2. 

0.039 Beginning in step 301, in response to receiving a 
request to transmit data at a given data rate (e.g., a known 
rate Sufficient to Support good-quality video frames), the 
transmitting node transmits a request for bandwidth to the 
intended receiving node. The request can include related 
information Such as the Source IP address, port number, 
protocol, and destination IP address. In one embodiment, a 
flow descriptor can be used to reference information per 
taining to each flow and to allow an application to advertise 
what it is providing and what it needs. For example, a flow 
descriptor may comprise fields such as TCP/IP flow infor 
mation (source IP address, source port, destination IP 
address, and destination port) and, optionally, a data format 
(e.g., MPEG, audio, etc.) This transmission can occur over 
a broadcast channel that is used to communicate among the 
nodes for purposes of resource allocation. 
0040. In step 309, the receiving node checks to determine 
whether resources (e.g., an isochronous channel and Suitable 
bandwidth) are available. For example, in certain systems 
the IEEE 1394 bus may be configured to permit each node 
to allocate a maximum number (e.g., four) of isochronous 
data channels. If the intended recipient node had already 
allocated this maximum number of channels, then no further 
resources would be available for allocation. 

0041. In step 310, a check is made in the intended 
receiver to determine whether resources are available for the 
communication. If not, then in step 311 the request is 
ignored, and processing terminates. (If the receiving node 
does not support QoS services, the request will also be 
ignored or rejected, leading to the same or similar result). 
Ignoring the request will cause the transmitter to time-out, as 
described in more detail below. 
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0042. In step 312, if resources are available, the receiver 
allocates an isochronous data channel with desired band 
width. In one embodiment, these resources are allocated 
using conventional IEEE 1394-specific function calls. 
0043. In step 313, the receiving node transmits a message 
on the broadcast channel to the transmitting node indicating 
the allocated channel number and bandwidth. Thereafter, the 
receiving node periodically transmits a “keep alive' mes 
sage in step 314 to the transmitting node indicating that the 
resources are still allocated. In step 315, the receiver 
receives data from the transmitter over the allocated isoch 
ronous data channel. In step 316, the receiver checks to 
determine whether the transmitting node has transmitted a 
similar periodic "keep alive' message. If Such a message is 
received, then processing continues in step 314 until Such 
messages are no longer received. If no such "keep alive' 
message is received within a time-out period, then in step 
317 the resources are deallocated, and the transmitter is 
optionally notified of the deallocation. 
0044) The “keep alive' timer scheme described above 
allows for system resources to be automatically deallocated 
in the event that one of the nodes (e.g., the transmitter or 
receiver) fails, thus preventing resource lock-up. 
0045 Returning to the left side of FIG. 3, if in step 303 
no response is received from the intended recipient within a 
timeout period, then in step 304 communication will revert 
to a “best efforts' transmission scheme, which does not 
require allocation of bus resources. For example, the trans 
mitting node can transmit the data packets using asynchro 
nous writes over the 1394 bus. Alternatively, the transmit 
ting node can transmit the data packets using asynchronous 
streams on a specific data channel. The latter scheme pro 
vides non-acknowledged service with no timeliness guaran 
tees. This default to a best-efforts transmission mode pro 
vides a degraded communication mode that permits the 
nodes to communicate even if bus resources are not avail 
able, rather than returning an error message to the applica 
tion program. 
0046. In step 303, assuming that a response was received 
from the intended receiver (i.e., no time-out), then in step 
305 the transmitter begins transmitting data using the allo 
cated resources (e.g., using the allocated channel and band 
width parameters). In step 306, the transmitter periodically 
transmits a “keep alive' message to the receiver in order to 
signal that the allocated channel is still in use. If in step 307 
the transmitter determines that a similar “keep alive' mes 
sage has not been received from the receiver within a certain 
time-out period, then in step 308 communication reverts to 
a “best efforts' transmission mode as described above. In 
one variation, the transmitter can attempt to later re-establish 
guaranteed delivery communication with the intended 
receiver after a time-out period. Assuming that the receiver 
and transmitter continue to transmit "keep alive' messages 
for the resources, the transmitter transmits data using the 
allocated resources. 

0047 One advantage to the above-described scheme is 
that a QoS-enabled application can communicate with a 
non-QoS enabled application over the bus. For example, if 
a QoS-enabled transmitting node attempts to allocate bus 
resources to transmit streaming video packets, but the cor 
responding application at the receiving node is not QoS 
enabled, then the transmission can automatically proceed in 
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a degraded mode using best-efforts communication. This is 
advantageous over a scheme that would otherwise not allow 
incompatible transmitting and receiving nodes to commu 
nicate. 

0.048 FIG. 4 shows method steps for allocating band 
width in a system between a transmitting node and a 
receiving node according to a second variation of the 
invention. In contrast to the scheme shown in FIG. 3, where 
it is assumed that the transmitting node is QoS-enabled (i.e., 
it makes an explicit request to allocate bus resources), the 
embodiment of FIG. 4 works even where the transmitting 
application is not QoS-enabled. In this embodiment, a high 
traffic condition is automatically detected between the 
nodes, and an isochronous data channel is automatically 
allocated and used to transfer further data packets between 
the nodes. As with the embodiment of FIG. 3, the steps in 
FIG. 4 can be carried out in QoS manager 205 and 210 of 
FIG. 2, preferably in a data link layer of a protocol stack. 
0049. Beginning in step 401, an application program 
begins transmitting data packets over the bus, Such as over 
a broadcast channel or over an asynchronous data channel. 
In step 407, the receiving node begins receiving the data 
packets and determines that a large number of packets are 
continually being received from the transmitting node. (This 
can be further refined to detect not only traffic from a 
particular node, but traffic occurring over a specific IP flow, 
Such as from a particular IP address). In response to this 
determination, the receiver in step 408 allocates an isoch 
ronous data channel on the bus with sufficient bandwidth to 
Support the expected data packets, and maps the data chan 
nel to the particular flow (e.g., the IP addresses from which 
the packets are being received). In step 409, the receiving 
node notifies the transmitting node of the newly allocated 
isochronous data channel. Steps 410 through 413 are similar 
to steps 314 through 317 of FIG. 3 and no further elabora 
tion is required. 
0050 Returning to the transmitting side of FIG. 4, in step 
402 the transmitting node detects the assignment of a new 
data channel for the designated flow, and in step 403 changes 
its transmission mode to begin transmitting the packets 
associated with the flow over the newly allocated isochro 
nous data channel. In step 404, the transmitter periodically 
transmits a “keep alive' message to the receiver to signal 
that the resources are being used. In step 405, the transmitter 
determines whether a similar periodic “keep alive' message 
has been received from the receiver and, if not, reverts to the 
broadcast channel mode of communication in step 406. 
0051. As explained above, one advantage of the method 
shown in FIG. 4 is that time-bounded data transmission can 
be used even where application programs are not QoS 
enabled. That is, the isochronous data channels can be used 
efficiently in the system even where application programs 
are not knowledgeable about Such channels. 
0.052 FIG. 5 shows method steps for allocating band 
width in a system between a transmitting node and a 
plurality of receiving nodes according to a third variation of 
the invention. In the embodiment of FIG. 5, it is assumed 
that a single transmitter transmits data packets, and two 
different receiving nodes seek to receive the same data 
stream from the transmitter. As one example, a video broad 
cast (e.g., a TV program) is to be transmitted from a central 
node, and multiple recipient nodes seek to receive the same 
broadcast. 
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0053 Steps 501 and 502, shown in abbreviated form in 
FIG. 5, are assumed to encompass steps such as those shown 
in FIG. 3 or FIG. 4. In other words, the transmitting node 
and the first receiving node set up an isochronous commu 
nication channel using techniques such as those illustrated in 
FIG. 3 or FIG. 4. 

0054. In step 507, it is assumed that an application 
program in a second receiving node seeks to receive the 
same packets transmitted from the transmitting node. If a TV 
program is being transmitted using a known IP address, for 
example, the second receiving node can determine that Such 
a broadcast is currently being transmitted over the bus. 
0055. In step 508, the second receiving node broadcasts 
a request over the bus for information regarding the flow 
corresponding to the transmitted packets. This request is 
received by the first receiver which, in step 504, checks its 
internal allocation tables to find the corresponding channel 
information for the flow. In step 505, the first receiving node 
sets a flag indicating that the channel is now being shared by 
a second node, and in step 506 transmits the flow mapping 
information (e.g., the channel and bandwidth information 
corresponding to the requested flow) to the second receiving 
node. 

0056. In step 509, the second receiving node waits for a 
response to the request for information. In step 510, if no 
response is received within a time-out period, then in step 
511 it is assumed that no other node has allocated resources 
for the flow, and the node proceeds to allocate resources and 
receive the transmission over the allocated resource. Alter 
natively, if a response was received from the first receiving 
node, then in step 512 the second receiving node begins 
receiving data on the shared channel. 
0057. In one embodiment, the first receiving node sets a 
flag indicating that the channel is shared (see step 505) in 
order to prevent the de-allocation of the resource if another 
node is using the shared channel. For example, if the user at 
the first receiving node terminates viewing of a video 
program, first receiving node should first check to see 
whether any other nodes are sharing the channel before 
deallocating the resources. If another node continues to 
share the channel, the first receiving node can continue to 
leave the resources allocated until either receiving a termi 
nation request from the other node(s), or until a “keep alive” 
message (not shown) is no longer received from the second 
node. 

0058. Thus has been described a system and various 
methods for implementing quality-of-service facilities Such 
as guaranteed time delivery of data packets in a system, even 
for application programs that are not QoS-enabled. The 
system and methods can be used in any number of applica 
tions such as videoconferencing, music downloading, Inter 
net browsing, and the like. The inventive principles can be 
practiced without requiring a central resource flow alloca 
tion manager, thus providing a fail-safe and robust system. 

0059) What has been described above is merely illustra 
tive of the application of the principles of the present 
invention. Other arrangements and methods can be imple 
mented by those skilled in the art without departing from the 
spirit and scope of the present invention. Any of the methods 
of the invention can be implemented in software that can be 
stored on computer disks or other computer-readable media 
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for execution in a host or target computer. While an elec 
trical medium has been described as the communications 
channel, the principles can also be applied using RF, fiber 
optic, or other media. No claim should be interpreted to be 
in means plus function format. Numbered steps in method 
claims should not be interpreted to require a particular 
ordering of the steps. 

1. A method of providing time-guaranteed delivery of data 
packets over a bus that Supports both isochronous and 
asynchronous modes of data transmission, comprising the 
steps of 

(1) establishing an isochronous mode of data communi 
cation over the bus between a transmitting node and a 
first receiving node and transmitting a plurality of data 
packets from the transmitting node to the first receiving 
node over an isochronous data channel allocated by the 
first receiving node: 

(2) in a second receiving node, receiving information 
regarding the isochronous data channel allocated to 
Support the transmission of data packets in step (1); and 

(3) in the second receiving node, receiving the plurality of 
data packets from the transmitting node using the 
isochronous data channel allocated in step (1). 

2. The method of claim 1, further comprising the step of 
setting a flag in the first receiving node indicating that the 
second receiving node is sharing the allocated isochronous 
data channel, wherein the first receiving node inhibits deal 
location of the allocated isochronous data channel if the flag 
is set, and otherwise deallocates the allocated isochronous 
data channel if it is no longer to be used by the first receiving 
node. 
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3. A computer-readable medium comprising computer 
instructions which, when executed by a computer node 
coupled to a bus that Supports both isochronous and asyn 
chronous data transmission modes, performs the steps of: 

(1) establishing an isochronous mode of data communi 
cation over the bus and receiving a plurality of data 
packets over an isochronous data channel allocated by 
the computer node, 

(2) in response to receiving a request to share the isoch 
ronous data channel by another computer node, setting 
a flag that inhibits deallocation of the isochronous data 
channel while it is being shared by the another com 
puter node; and 

(3) in response to detecting that the isochronous data 
channel is no longer needed and is not being shared by 
the another computer node, deallocating the isochro 
nous data channel. 

4. A system comprising a first computer node and a 
second computer node coupled over a communication bus 
that provides both asynchronous and isochronous commu 
nication modes, 

wherein the first computer node transmits a request for 
time-guaranteedbandwidth using the isochronous com 
munication mode to the second computer node and, in 
response to detecting a time-out condition for failing to 
receive a response to the request, transmits data packets 
to the second computer node using the asynchronous 
communication mode. 


