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When a member device detects an IRF link between the member device and
an opposite party member device is failed, the member device may negotiate
with the opposite party member device through a network management port
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ou the member device to determine whether the IRF is split

:

When it is determined that the IRF is splil, the member device determines
whether a sub-IRF to which the member device belongs should be isolated

When the member deviee delermnes that The sub-TKE (o which the member
device belongs should be isolated, the member device isolates the sub-IRF
to suppress work of the sub-IRF; and when the member device determines
that the sub-IRF o which it belongs should not be isolated, the member
device controls the sub-1RF to conrinue to work

FiGa

(57) Abstract: In an example, a method for preventing multiple stacks from conflicting is implemented on a member device in an in -
telligent resilient framework (IRF). When the member device detects that an IRF link between the member device and an opposite
party member device is failed, the member device may negotiate with the opposite party member device through a network manage-
ment port on the member device to determine whether the IRF is split. When it is determined that the IRF is split, the member device
determines whether a sub-IRF to which the member device belongs should be isolated. The sub-IRF is one of IRFs split from the
IRF. When it is determined that the sub-IRF should be isolated, the member device isolates the sub-IRF to suppress work of the sub-
IRF. When it is determined that the sub-IRF should not be isolated, the member device controls the sub-IRF to continue to work.
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PREVENTING MULTIPLE CONFLICTING STACKS
BACKGROUND

[6061] An IRF connects multiple devices together through IRF ports on the devices,
and virtnalizes the devices into a combined device. This combined device is referred to as
an IRF, and the devices in the IRF are referred to as member devices. This combined

device (i.¢., IRF) 13 also sometimes called a stack,

[0602] The member devices in the IRF may clect one of the member devices as a

master device, and the remaining member devices are standby devices.

BRIEF DESCRIPTION OF DRAWINGS

18063] Various examples will be described below by referring to the following
figures:
18004 FIG.1 is a flowchart illustrating a method for preventing multiple conflicting

stacks provided according to examples of the present disclosure;

18005] FIG.2 is a schematic diagram illustrating an IRF in a method for preventing

multiple conflicting stacks provided according to examples of the present disclosure;

18006] FIG.3 is a flowchart illustrating a method for preventing multiple conflicting

stacks provided according to examples of the present disclosure;

18067} FIG.4 is a schematic diagram illustrating an IRF in a method for preventing

multiple conflicting stacks provided according to examples of the present disclosure;

[6008] FIG.5 is a schematic diagram illustrating an IRF in a method for preventing

multiple conflicting stacks provided according to examples of the present disclosure; and

[8009] FIG.6 is a schematic diagram illustrating a stracture of an apparatus for
preventing multiple conflicting stacks provided according to examples of the present

disclosure,
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DBETAILED DESCRIPTION

[6618] In an IRF, multiple member devices in the IRF form a logic device. This logic
device has a three-layer network configuration, e.g., an [P address. However, the IRF may
be split into two new IRFs because a logic stack port on a member device of the IRF is
abnormal, ¢.g., the logic stack port being down. Member devices in the two new IRFs will
inherit configurations of the original logic device separately, and the two new IRFs may
have a same three-layer network configuration, e.g., a same 1P address. In such a case,
two independent counflicting IRFs with the same three-layer network configuration are
present in the network. Multiple independent conflicting IRFs present in the network can

cause an abnormal network service, ¢.g., routing vibration.

8011} In view of the foregoing, a method for preventing multiple stacks from
conflicting is provided according to examples of the present disclosure, to detect multiple
independent conflicting IRFs present in the network, and isclate redundant IRFs

generated after splitting of an IRF from the network.

(6612} Fig.1 is a flowchart illustrating a method for preventing multiple conflicting
stacks provided according to examples of the present disclosure. The flow may be applied
for any member device in an IRF. As shown in Fig.1, the flow may include the following

blocks,

[0613] In block 101, when a member device detects an IRF hink between the member
device and an opposite party member device 1s failed, the member device may negotiate
with the oppesite party member device through a network management port on the

member device to determine whether the IRF is split.

[8014] Member devices in the IRF may be various kinds of network communication
devices, e.g., switches. The opposite party member device for example may be another
member device in the IRF that is directly connected with the member device through IRF
ports., The IRF link is a ik established between an IRF port on the member device and
an IRF port on the opposite party member device. The IRF ports are used for IRF
connection among the member devices, and are used to transmit data and protocol packets

among the member devices in the IRF. An IRF port on a member device may take effect
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after being bound to physical ports on the member device, One IRF port may be bound to
nultiple physical ports. Each member device may be contigured with two IRF ports, ¢.g.
IRF-Portl and IRF-Port2, For example, a physical port bound to IRF-Portl on a member
device may be connected with a physical port bound to IRF-Port2 on a neighbouring

member device. The physical ports may be Ethernet interfaces, optical interfaces, cle.

[6G15] The network management port may also be a physical interface on the
member device, ¢.g., a registered jack 45 (RJ45) interface, and may be used fo
comimunicate with network management software or update a version of software on the

member device,

16016} In the block 101, as an example, the IRF link between the member device and
the opposite party member device may be failure under (but not Himited to) the following
two situations: situation I, the IRF port on the member device is down; and situation 2,
the IRF port on the opposite party member device directly connected with the IRF port on
the member device is down. As an example, when all physical ports bound to the IRF port
on the member device or bound to the IRF port on the opposite party member device are
down, the IRF port on the member device or the IRF port on the opposite party member

device is down.

[6617] How the member device negotiates with the opposite party member device
through the network management port on the member device to determine whether the

IRF is split will be described in detail in the following.

[0818] In block 102, when it is determined that the IRF is split, the member device

determines whether a sub-IRF to which the member device belongs should be isolated.

16019] In the present block 102, the sub-IRF to which the member device belongs is
one of IRFs split from the IRF. How the member device determines whether the sub-IRF
to which the member device belongs should be isolated will be described 1o detail in the

following.

[6626] in block 103, when the member device determines that the sub-IRF to which
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the member device belongs should be isolated, the meruber device isolates the sub-IRF to
suppress work of the sub-IRF; and when the member device determines that the sub-IRF
to which it belongs should not be isolated, the member device controls the sub-IRF to

continue to work,

16621] Providing the block 103, the method may ensure that one sub-IRF after
splitting of the IRF may continue to work while remaining sub-IRFs are suppressed,

which may prevent multiple contlicting stacks from being present in the network.

[6022] It is to be noted, that in the cxamples of the present disclosure, the network
management poris on the member devices may be coupled to each other. For example, the
network management ports on member devices may be connected to hubs respectively,
and then communicate with each other through the hubs. Besides of this, they may be
coupled to cach other in other ways, as long as they can communicate with each other,

which will not be elaborated herein.

[60623] In the following, the flow shown in Fig.l will be described in detail by

examples.

[0024] For example, the IRF may include two member devices in which one 18 a
master device, and the other is a standby device. When the IRF operates properly, ounly a
network management port on the master device operates properly (referred to as “up”},
e.g., outputting IRF network topology information to a network management coniroller
centre, and a network management port on the standby device in the IRF is in deactivated
statas (inactive status). The network management controller centre for exarmple may be a

computer that manages the member devices in the network.

18825] Based on this, in the block 101 of Fig.1, the member device negotiates with the
opposite party member device through the network management port on the member
device to determine whether the IRF is split as follows, e.g., by a bidirectional forwarding

detection { BFD) approach or an address resolution protocol {ARP} approach.

[6026] As an example, when the member device serves as the master device in the
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IRF, the member device may initiate a BFD session through the network management
port towards the network management port on the opposite party member device. If the
initiated BFD session is successfully established, the member device determines that the
IRF is split, or if the initiated BFD session is not established successtully, the member

device determines that the IRF is not split.

(6627} BFD is a general-purpose, standard, medium-and-protocol-independent fast
failure detection mechanism, used to detect connectivity of links in an IP network. The
network management ports on the member devices are configured within a VLAN, and
each of them is configured with a differcnt 1P address. Since if there are multiple member
devices in an IRF, only one network management port on one member device is up, when
a BFD scssion is triggered merely because of the IRF link between the member device
and the opposite party member device being failed, because the network management
port on the opposite party member device is down, the BFD session cannot be established
between the two member devices. However, if the member device and the opposite party
member device is split, both the network management ports on the two member devices
will be ap, and establishment of a BFD session can be completed. In this way, splitting

between the two member devices is determined.

[6028] When the member device serves as the standby device of the IRF, the member
device may activate the network management port, and initiate a BFD session through the
activated network managernent port towards the uetwork management port on the
opposite party member device. If the initiated BFD session is established successfully, the
member device determines that the IRF is split, and if the initiated BFD session cannot be

established successfully, the member device determines that the IRF is not split.

18029] Throuagh the foregoing description for the block 101 regarding how the
member device negotiates with the opposite party member device through the network
management port on the member device to determine whether the IRF is split, it can be
seen that no matter whether a member device in the IRF is the master device or is the
standby device, the member device may automatically determine whether the IRF is split

afier the IRF link is f{ailed.
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[6036] As an example, in the block 102, the member device may determine whether

the sub-IRF to which the member device belongs should be isolated as follows.

{6631} When the member device serves as the standby device of the IRF, the member
device determines that the sub-IRF to which the member device belongs should be
isolated; and when the member device serves as the master device of the IRF, the member
device determines that the sub-IRF to which the member device belongs should not be

tsolated.

[6032] As an example, in the above block 103, the member device may isolate the
sub-IRF to which it belongs to sappress work of the sub-IRF by blocking all ports on the
member device, e.g., service ports with network traffics, except for the network

management port on the mernber device,

[6633] In the block 103, the member device may control the sub-IRF to which the
member device belongs to contime to work by continuing to work as the role of master

device.

[6634] As is sgen from the description for the block 101 through the block 103,
tinally one sub-IRF after splitting of the IRF will not be isolated, and can continue to
work in the network, while remaining sub-IRFs should be isolated and cannot work in the
network. In this way, multiple conflicting stacks may be prevented from being present in

the network,

18035] Fig.2 is a schematic diagram illustrating an IRF in a method for preventing
multiple conflicting stacks according to examples of the present disclosure. For
descriptive purpose, an IRF before splitting shown in Fig.2 is referred to as IRF 20, In the
IRF 20, member device 1 18 a master device of the IRF 20, and member device 2 is a
standby device of the IRF 20. As is shown in Fig.2, the member device 1 is directly
connected with an IRF port 221 on the member device 2 through an IRF port 211 on the
member device 1. When the IRF 20 operates properly, a network management port 212

on the member device 1 operales properly, e.g., ouiputting network topology information
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of the IRF 20 to a network management controller centre. A network management port

222 on the member device 2 is in deactivated status (also referred to as inactive).

18036] When the IRF port 211 on the member device 1 is down (similar principle
applies for a situation where the IRF port 221 on the member device 2 is down), since
there is only one IRF port on the member device 1, i.e, the IRF port 211, the member
device 1 may initiate a request for establishing a BFD session between the network
management port 212 and the network management port 222 through the network
management port 212, When the BFD session between the network management port 212
and the network management port 222 is established successfully, the member device 1

determines that the IRF 20 is split.

18037} Because the IRF port 221 on the member device 2 is directly connected with
the IRF port 211 on the member device 1, the member device 2 will know that the IRF
port 211 on the member device 1 is down. When the member device 2 knows that the IRF
port 211 is down, it will determine that the IRF port 221 is down accordingly. Based on
this, the member device 2 may activate the network management port 222, and trigger
establishment of a BFD session between the activated network management 222 on the
member device 2 to the network management 212 on the member device 1 through the
activated network management port 222, When the BFD session is established

successfully, the member device 2 determines that the IRF 20 is split.

13838] After the member device T and the member device 2 determine that the IRF
20 1s split, for description purpose, here an IRF where the member device 1 is currently
located is referred to as IRF 21 and an IRF where the member device 2 is currently

located is referred to as IRF 22,

[6639] Because the member device 1 serves as a master device of the IRF 20 before
splitting, then the member device 1 determines that the IRF 21 to which it currently
belongs should not be isolated, and the member device 1 continues to work as the role of

master device, ¢.g., forwarding packets to other member devices in the IRF 21, if any.

1650401 Because the member device 2 serves as a standby device of the IRF 20 before



WO 2016/146022 PCT/CN2016/076117

splitting, the member device 2 determines that the IRF 22 to which it currently belongs
should be isolated, and then the member device 2 blocks ports which are up on it except
for the network management port 222 (this action is cquivalent to isolating the member

device 2 from the network to prohibit the member device 2 from forwarding packets).

10041} As is seen from the foregoing example, even if the IRF 20 is split, the IRF 21
and the IRF 22 generated after splitting of the IRF 20 do not all continne to work, but
only the IRF 21 is working. In this way, multiple independent conflicting IRFs will not be
present in the network, and an abnormal network service, e.g., routing vibration, will not

be caused.

16042] According to an example, an IRF may include two or more member devices.

10643] Before the IRF is split, respective member devices in the IRF should collect
and store network topology information of the IRF. Network topology information may
imclude the number of the member devices in the IRF, and may inclade bridge MAC
addresses of the respective member devices in the IRF too, which is not the emphasis of
the present example of the present disclosure and will not be elaborated here. In addition,
in the present example, network topology information in the IRF may be collected for
example by a member device exchanging Hello packets with a directly connected

neighbouring member device, which will not be elaborated here.

[6044] Based on the foregoing, in the block 101, the process that the member device
negotiates with the opposite party member device through the network management port
on the member device to deterruine whether the IRF is split way include the process

shown in Fig.3.

18045] Fig.3 is a flowchart illustrating a method for preventing multiple conflicting
stacks provided according to examples of the present disclosure. The method includes the

following blocks.

[6646] In block ¢l, when the member device serves as a master device of the IRF, it
may send an address resolution protocol (ARP) detection packet through a network

management port, or when the member device serves as a standby device of the IRF, it
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may activate a network management port and send an ARP detection packet through the
activated network management port. Here, the ARP detection packet may be a gratuitous

ARP, or other ARP packets, which will not be limited herein,

[6647] In block ¢2, the member device checks whether it receives an ARP detection
response packet from an opposite member device before the IRF link is failed within a
preset period of time after it sends out the ARP detection packet, and if not, then the

member device determivnes that the IRF is vot split, or if ves, then block ¢3 is performed.

18048 Because an ARP packet is a broadcast packet, after one member device sends
out an ARP packet, all other member devices whose network management ports are up
within a same virtual local area network (VLAN) with the member device can receive the
ARP packet. When the IRF has not been split, since only the network management port
on the master device is up, and the network management ports on the standby devices are
down, an ARP sent out from the master device will not be received by the standby
devices. However, if the IRF is split, a standby device may become a master device, and a
network management port on the standby device will be up, and the ARP packet sent out
from the master device will be reccived by this new master device. Since both of the
member devices have same configurations, and IP fields in the ARP packets sent from
them are same, when the new master device receives the ARP packet, it will respond by
an ARP response packet, to tell the original master device that there is IP collision. In this
way, when the original master device receives the ARP response packet, it will determine

that the IRF 1s split.

[8049] Here, if within the preset period of time after the member device sends out the
ARP detection packet, the member device has not received an ARP detection response
packet from the opposite party member device connected before failure of the IRF link,
then this means that the opposite party member device may power down, and further
means that the reason that the IRF link between the IRF port on the present member
device and the IRF port on the opposite party member device is failed is power down of
the opposite party member device. Therefore, if the member device detects that it has not
received the ARP detection response packet sent from the opposite party member device
connected before failure of the IRF link, the member device determines that the IRF is not

sphit.
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18056] It is to be noted that in the present example, the preset period of time may be
configured in advance according to network conditions, ¢.g., the preset period of time

being set to 10 seconds.

18051} In block ¢3, the member device re-collects network topology information in
the IRF where it is currently located, and compares the number of member devices
inchuded in stored network topology information and the mumber of member devices
mechuded in re-collected network topology information, If they are not identical, then the
member device determines that the IRF is split, or if they are identical, the member

evice determines that the IRF is not split.

[6652] The present block ¢3 is performed when the member device detects that it
eceives the ARP detection response packet from the opposite party member device
connecied before the IRF link is failure within the preset period of time after it sends out
the ARP detection packet. If the member device receives the ARP detection response
packet from the opposite party member device, this may be because the IRF 1s split, or
not, for example, because the member devices in the IRF are connected from in a ring

shape to in an IRF link shape. Therefore, the block ¢3 should be performed.

[6053] For example, in the block ¢3, if it is determined after comparison that the
nurnber of member devices included in stored network topology information is identical
to the number of member devices included in network topology information re-collected,
this rocans that the member devices in the IRF are connected from in a ring shape to in an

IRF link shape, and the IRF is not split.

[6654] In the present example, for example, in the block 102, the member device may
determine whether the sub-IRF to which it belongs should be isolated according to the

following process.

HHIRRY The member device compares M which is the number of member devices
included in re-collected network topology information and N which is one half of the
number of member devices included in stored network topology information,

if after comparison, the member device determines that M is smaller than N,

the member device determines that the sub-1RF to which it belongs should be isolated;

10
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if after coruparison, the member device deterruines that M is larger than N,
the member device determines that the sub-IRF to which it belongs should not be isolated;
or

if after comparison, the member device determines that M is equal to N, then
the member device identifies whether a master device before splitting of IRF is present in
the sub-IRF to which the member device belongs, and if not, the member device
determines that the sub-IRF to which it belongs should be isolated, or if yes, the member

device determines that the sub-IRF to which it belongs should not be isolated.

[8056] In the present example, for example, in the block 103, the ruember device may
isolate the sub-IRF to which it belongs to suppress work of the sub-IRF by blocking all
ports on the member device except for the network management port on the member
device, and notifying all other member devices in the sub-IRF to which the member

device belongs to block their ports except for network management ports on them.

18057} In the present example, for example, in the block 103, the member device

controls the sub-IRF to which it belongs to continue to work by the following operations.

[G658] When the member device determines that M s larger than N after comparison,
the member device identifies whether a master device of the IRF before splitting is
present in the sub-IRF to which the member device currently belongs. If yes, the member
device controls all the member devices within the sub-IRF to which it belongs to work as
same roles as they are before splitting of the IRF, and if no, the member device and the
other member devices in the sub-IRF elect a master device, and work as their roles had

after the election,

[3059] When the member device determines that M is equal to N after comparison,
the member device controls all the member devices in the sub-IRF to which it belongs to

work as same roles as they are before splitting of the IRF.

[6660] Here the member device controlling all the member devices in the sub-IRF to
work as same roles as they are before splitting of the IRF includes:

when the member device is a master device of the IRF before splitting, the
member device working as the master device, and notifying other member devices in the

sub-IRF to work as standby devices; and

11
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when the member device is a standby device of the IRF before splitting, the
member device working as a standby device, notifying a master device of the IRF before
splitting which is currently present in the sub-IRF to which the member device belongs to
work as a master device, and notifies standby devices of the IRF before splitting which
are currently present in the sub-IRF to which the member device belongs to work as

standby devices.

18061} As can be seen from the foregoing description, finally, one of the sub-IRFs
after splitting of the IRF will not be 1solated, and it may contimue to work in the network,
but remaining sub-IRFs should be isolated, and cannot work in the network, which

prevents multiple conflicting stacks being present in the network.

[6062] Fig.4 is a schematic diagram illustrating an IRF in a method for preventing
muliiple conflicting stacks provided according to examples of the present disclosure. For
description purpose, the IRF before splitting is referred to as IRF 40. The IRF 40 for
example may include three member devices: member devices 1, 2, and 3. The member
device 1 for example is a master device of the IRF 40, and the member devices 2 and 3
for example arc standby devices of the IRF 40. In the IRF 40, an IRF port 411 on the
member device 1 is directly connected with an IRF port 421 on the member device 2, and
the IRF port 422 on the member device 2 is directly connected with an IRF port 431 on
the member device 3. The member devices 1, 2, and 3 are located in a same VLAN, for

example.

[6063] Before the IRF 40 is split, network topology information of the IRF 40
coliccted respectively by the moember devices 1 through 3 are same. For cxample,
network topology information includes information that the number of member devices in

the network topology is 3, and the member devices are member devices 1 through 3.

[6064] When the IRF port 411 on the member device 1 is down (simtlar principle
applies to situations where the IRF ports on other member devices are down), this means
that an IRF link between the IRF port 411 on the member device 1 and the IRF port 421
on the mmember device 2 is down. According to the description for the block 101 in the
present cxample, the member device 1 broadcasts an ARP detection packet through a

network management port 412 within the VLAN,

12
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18065] Becaunse the IRF port 421 on the member device 2 is directly connected with
the IRF port 411 on the member device 1, the member device 2 will know that the IRF
port 411 on the member device 1 is down. When the member device 2 knows that the IRF
port 411 on the member device 1 is down, it will determine that the IRF port 421 directly
connccted with the IRF port 411 is down accordingly, When the member device 2
determines that the IRF port 421 is down, it will activate a network management port 423
according to the description for the block 101, After the member device 2 activates the
network management port 423, on one hand, the member device 2 may broadcast an ARP
detection packet within the VLAN through the activated network management port 423,
and on the other hand, the member device will receive an ARP detection packet sent from

the member device 1 through the activated network management port 423,

16066} Since no IRF port on the member device 3 is down, and the member device 3
is not directly connccted with the member device 1, the member device 3 will not know
that the IRF port 411 is down. Therefore, according to the description for the block 101,
the member device 3 will not activate a network management port, and will not send and

receive an ARP detection packet either.

[0867] The member device 1 also receives an ARP detection packet from the member

device 2 through the network management port 412.

1006%] Assume that the IRF port 411 is down not because of power down of the
member device 1, but because of reasons such as instable network conditions, Then after
the member device 1 or the member device 2 receives an ARP detection packet, it will
retumn back an ARP detection response packet through the network management port 412

or 413 via a path from which the ARP detection packet is received.

1650691 If the member device 1 detects that it receives an ARP detection response
packet within a preset period of time after it sends out an ARP detection packet, then the
member device 1 re-collects network topology information of an IRF where it is located
currently. Assume that network topology information re-collected shows that the number
of member devices in the network topology is 1, which means that only the member

device 1 tiself is in the IRF.
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[6976] If the member device 2 detects that it receives an ARP detection response
packet within the preset period of time after it sends out the ARP detection packet, then it
will re-collects network topology information of an IRF where it is located currently. If
network topology information re-collected shows that the number of member devices in
the network topology is 2, which means that the member devices are the member devices

2 and 3.

[0971] Alfter comparison, the member device 1 determines that the number of the
member devices in stored network topology information (being 3) is not identical to the
number of the member devices in re-collected network topology information (being 1),

and the member device 1 determines that the IRF 40 is split.

[6672] After comparison, the member device 2 determines that the number of the
member devices in stored network topology information (being 3) is not identical to the
number of the member devices in re-collected network topology information {(being 23,

the member device 1 determines that the IRF 40 is split,

(06731 When the member device 1 determines that the IRF 40 is split, for description
purpose, the sub-IRF where the member device 1 is located after the IRF 40 is split is
referred to as IRF 41, and the sub-IRF where the member devices 2 and 3 are located is

referred to as IRF 42,

16674] The member device 1 {inds that the mumber of the member devices in network
topology information of the IRF 41 re-collected is smaller than one half of the number of
the member devices in network topology information of the IRF 40 stored, then the
member device 1 determines that the IRF 41 should be isolated, and the member device 1
blocks all ports except for the network management port 412, which is equivalent to

isolation of the IRF 41 from the network.

15875] When the member device 2 finds that the number of member devices in
network topology information of the IRF 42 re-collected is larger than one half of the
number of the member devices in network topology information of the IRF 40 stored, the
member device 2 determines that the IRF 42 should not be isolated. Then, the member
device 2 identifies whether a master device of the IRF 40 before splitting is present in the

IRF 42 where it is currently located. If the member device 2 finds that the master device
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of the IRF 40 before splitting is vot present in the IRF 42, then the member device 2 and
the member device 3 in the IRF 42 elect to be master device. Assuming that the member
device 2 1s elected to be master device, then the member device 2 works as a master
device, and the member device 2 notifies the member device 3 in the IRF42 towork as a

standby device.

8076} It can be scen that, though IRF 40 is sphit, IRF 41 and IRF 42 after splitting of
the IRF 40 do not all continue to work, but only IRF 42 works, Therefore, there will not
be multiple independent conflicting IRFs in the network, which further will not cause an

abnormal network service, such as routing vibration,

180677} Take the IRF shown in Fig.5 as avn example. Fig.5 is a schematic diagram
tllustrating an IRF in a method for preventing multiple conflicting stacks according to
examples of the present disclosure. For description purpose, the IRF before splitting in
Fig.5 is referred to as IRF 50. For example, there are four member devices in the IRF 50

Member device 1 through member device 4.

[6678] The member device 1 is a master device of the IRF30, and the member
devices 2 through 4 are standby devices of the IRF50. In the IRF50, an IRF port 511 on
the member device 1 is directly connected with an IRF port 522 on the member device 2,
and an IRF port 521 on the member device 2 is directly connected with an IRF port 532
on the member device 3, and an IRF port 531 on the member device 3 is directly
connected with an IRF port 542 on the member device 4, and an IRF port 541 on the

member device 4 is directly connected with an IRF port 512 on the member device 1.

[8679] Before splitting of IRF 50, network topology information of the IRF 50
collected by the member devices 1 to 4 are same, ¢.g., the number of member devices in

the network topology being 4, and the member devices being member devices 1 to 4.

18036] When the IRF port 5311 on the member device 1 is down (similar principle
applies for sitnations where IRF ports on other member devices are down), this means
that an IRF link between the IRF port 511 on the member device 1 and the IRF port 522
on the member device 2 is failed. According to the description for the block 101 in the
present example, the member device 1 may broadcast an ARP detection packet through a

network management port 513,
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18081} Becaunse the IRF port 522 on the member device 2 is directly connected with
the IRF port 511 on the member device 1, the member device 2 will know that the IRF
port 511 on the member device 1 is down. When the member device 2 knows that the IRF
port 511 on the member device 1 is down, it will determine that the IRF port 522 is also
down, When the member device 2 determines that the IRF port 522 is down, according to
the deseription for the block 101, the member device 2 activates a network management
port 523. After the member device 2 activates the network management port 523, the
member device 2 on one hand will broadcast an ARP detection packet through this
activated network management port 523, and on the other hand, will receive an ARP
detection packet sent frorn the member device 1 through the activated unetwork

management port 523,

160821 Because no IRF port on the member device 3 and the member device 4 is
down, and because IRF ports on them are not directly connected with the IRF port 511,
then they will not know that the IRF port 511 is down. Therefore, according to the
description for the block 101, the member device 3 and the member device 4 will neither
activate network management ports on them, nor send and receive an ARP detection

packet.

16083} The member device 1 will also receive an ARP detection packet from the

member device 2 through the network management port 513,

[0084] Assume that the IRF port 511 on the member device | being down is not
because of power down of the member device 1, but because of reasons such as network
instability, Then, after the member device 1 or the member device 2 receives an ARP
detection packet, it will return an ARP detection response packet following a transmission
path of the received ARP detection packet through the network management port 513 or

523.

[6085] If the member device 1 detects that it receives an ARP detection response
packet within a preset period of time after it sends the ARP detection packet, then the
member device | may re-collect network topology inforruation of an IRF where it i3
located currently. Assume that re-collected network topology information indicates that

the nurnber of member devices in the network topology 1s 4, and the member devices are
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the mmember devices 1 to 4,

[6086] If the member device 2 detects that it receives an ARP detection response
packet within a preset period of time after it sends the ARP detection packet, then the
member deviee 2 may re-collect network topology information of an IRF where it is
located currently. Assume that the number of member devices in re-collected network

topology information is 4, and the member devices are the member devices 1 to 4.

[0087] After comparison, the member device 1 or the member device 2 may find that
the namber of member devices in network topology information stored (being 4) and the
number of member devices in re-collected network topology information are same. Then
the member device 1 or the member device 2 determines that the IRF 50 is not sphit, but
the member devices in IRF 50 is connected from in a ring shape to in an IRF link shape

such as the IRF 51 in Fig.5.

[8088] With respect to the IRF 51 shown in Fig.5, assume that the IRF port 542 on
the member device 4 is down, which means that the IRF ok between the IRF port 542 on
the member device 4 and the IRF port 531 on the member device 3 is down. Then
according to the description for the block 102 in the present example, the member device
4 activates the network management port 543, and broadcasts an ARP detection packet

through the activated network management port 543,

18089] Becaunse the IRF port 531 on the member device 3 is directly connected with
the IRF port 542 on the member device 4, the member device 3 will know that the IRF
port 542 on the member device 4 is down., When the member device 3 knows that the IRF
port 542 on the member device 4 is down, it determines that the IRF port 531 which is
directly connected with the IRF port 542 is down, When the member device 3 determines
that the IRF port 531 is down, according to the deseription for the block 101 in the
present example, the member device 3 activates the network management port 533, After
the member device 3 activates the network management port 533, on one hand, it may
broadcast an ARP detection packet through the activated network management port 533,
and on the other hand, it may receive an ARP detection packet from the member device 4
through the activated network management port 533, The member device 4 will also

receive the ARP detection packet broadcasted by the member device 3.

17



WO 2016/146022 PCT/CN2016/076117

[30946] As is described 1n the foregoing, since the member device 1 18 a master device
of the IRF 51, the network management port 513 is always up, and since when the
member device 2 knows that the IRF port 511 on the member device | is down, the
network management port 523 is also activated, i.e., being up. Thus, the member devices
I and 2 also reccive ARP detection packets from the member device 3 and the member
device 4, and return ARP detection response packets following paths in which the ARP

detection packets are received.

[6691] Assume that the IRF port 542 is down not because of power down of the
member device 4, but because of reasons such as network instability. Then after the
member device 3 or the member device 4 receives an ARP detection packet, it will return
an ARP detection response packet through the network management port 543 or 533

following a path in which the ARP detection packet is received.

1656921 After the member device 4 detects that it receives an ARP detection response
packet within a preset period of time after it sends the ARP detection packet, then the
member device re-collects network topology information of an IRF where it is located
currently. Assume that the number of member devices in network topology information
re~collected by the member device 4 15 2, and the member devices are the member device

1 and the member device 4,

16093] After the member device 3 detects that it receives an ARP detection response
packet within a preset period of time afier it sends the ARP detection packet, it will
e-collect network topology information of an IRF where it is located currently. Assume
that the number of member devices in network topology information re-collected by the
member device 3 1s 2, and the member devices are the member device 2 and the member

device 3.

[0094] After comparison, the member device 4 or the member device 3 may find that
the number of member devices in network topology information stored (is 4) and the
number of member devices in network topology information re-collected (is 2) are not
tdentical, the member device 4 or the member device 3 will determine that the IRF 51

shown in Fig.5 is split.
100951 After the member device 4 determines that the IRF 51 is split, for description
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purpose, an IRF where the member device 4 is carrenily located after splitting of IRF 51
is referred to as IRF 52. The IRF 52 also inclhudes the member device 1. An IRF where the
member device 3 is currently located is referred to as IRF 53, and the IRF 53 also

includes the member device 2.

[6856] The member device 4 finds that the number of member devices in network
topology information of the IRF 52 re-collected is equal to one half the number of
member devices 1o network topology information of the IRF 51 stored; and the member
device 3 also finds that the number of member devices in the network topology
information of the IRF 53 re-collected 1s equal to one half of the number of the member

devices in the network topology information of the IRF 51 stored.

(6697} According to the foregoing description, the member device 4 identifies
whether a master device of the IRF 51 before splitting 1s present in the IRF 52 where the
member device 4 is currently located, and then the member device 4 finds that the master
device of the IRF 51 before splitting, i.¢., the member device 1, is present in the IRF 52,
Then the member device 4 determines that the IRF 52 should not be isolated, and controls
all the member devices in the IRF 52 to work as roles as they are before the IRF 51 is
split. That is, because the member device 1 is a master device in the IRF 51, then the
member device 1 will work as a master device, and because the member device 4 is a

standby device 1o the IRF 51, the member device 4 will work as a standby device.

[6098] The member device 3 identifies whether a master device of the IRF 51 before
splitting is present in the IRF 53 where the member device 3 is currently located, and the
member device 3 finds that no master device of the IRF 51 before splitting is present in
the IRF 53. Then, the member device 3 determines that the IRF 53 should be isolated.
Thus, the member device 3 blocks all ports on it except for the network management port
533, and blocks all ports on the member device 2 except for the network management
port 523 in the IRF 53 where it is currently located, 1.c,, isolating the IRF 53 from the

network,

18099] It can be seen from the foregoing, though the IRF 51 is split, the IRF 52 and
IRF 53 generated from splitting of the IRF 51 do not all work, but only the IRF 52 works.

Thus, there will not be multiple independent conflicting IRFs present in the network,
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which will not cause an abnormal network service, such as rouating vibration,

[00160] It is to be specified that in the forcgoing example, after a member device that
determines splitting of an IRF determines that the IRF is split, it will replace previously
stored nctwork topology information with re-collected network topology information.
After an IRF port which was down restores to be normal, an IRF before splitting IRF is

restored. This way of restoration is similar to initial cstablishment of the IRF.

[00161] The method provided according to the embodiments of the present disclosure
has been introduced in the foregoing. In the following, corresponding apparatus provided

according to the embodiments of the present disclosure will be described.

[00162] Fig6 is a schematic diagram illustrating a structure of an apparatus for
preventing mulliple conflicting stacks provided according to examples of the present
disclosure. The apparatus is implemented on a member device in an IRF, As shown in
Fig.6, the apparatus 60 may inclade a processor 70 and a memory 80, The processor 70
and the memory 80 for example are connected and communicate with each other through
a bus. The memory 80 for example, is a non-transitory storage medium. On the memory

70, the following instructions executable by the processor 70 are stored.

[86183] Negotiation instruction 61 is to vegotiate with an opposite party member
device through a network management port on the member device to determine whether
the IRF is split, in response to detecting that an IRF link between the member device and

the opposite party member device is failed.

[001064] A determination instruction 62 is to determine whether a sub-IRF to which the
member device belongs should be isolated in response to the negotiation insiruction

determining that the IRF is split; the sub-IRF is one of IRFs split from the IRF.

[B0165] A processing instruction 63 is to isolate a sub~IRF to suppress work of the
sub-IRF in response to the determination instruction determining that the sub-IRF should
be isolated; and control the sub-IRF to continue to work in response to the determination

instruction determining that the sub-IRF should not be 1solated.

[00166] For example, the IRF may include two member devices.
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[80167] The negotiation instraction 61 negotiates with the opposite member device
through the network management port on the member device to determine whether the

IRF is split by the following procedures, ¢.g., using a BFD approach or an ARP approach.

(80108} When the member device i1s a master device of the IRF, the negotiation
instraction 61 may initiate a BFD session through the network management port on the
member device to a network management port on the opposite party member device, In
response to determining that the initiated BFD session is established successtully, the
negotiation instruction 61 determines that the IRF is split, and in response to determining
that the initiated BFD session s not established successtully, the negotiation instruction

ictermines that the IRF is not split.

(80169} When the member device is a standby device of the IRF, the negotiation
mstruction 61 may activate the network management port on the member device, and
initiate the BFD session through the activated network management port to the network
management port on the opposite party member device. In response to determining that
the initiated BFD is established successfully, the negotiation instruction 61 determines
that the IRF is split, and in responsc to determining that the initiated BFD is not
established successfully, the negotiation instruction 61 determines that the IRF is not

split.

180118} For example, the determination instruction 62 determines whether the sub-IRF

should be isolated by the following procedures.

(86111} When the member device is a standby device of the IRF, the determination

instruction 62 determines that the sub-IRF should be isolated.

[66112] When the member device is a master device of the IRF, the determination

instruction 62 determines that the sub-IRF should not be isolated,

[00113] The processing instruction 63 may isolate the sub-IRF to suppress work of the
sub~IRF by blocking all ports on the member device except for the network management

port on the member device,

[00114] The processing instruction 63 may control the sub-IRF to continue to work by

controliing the meraber device to continue to work as a master device.
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[80118]  For example, the apparatus 60 may further inchude:

a collection instruction 64 to collect network topology information of the IRF,
and network topology information includes the number of member devices in the IRF;
and

a storage instruction 65 to store nctwork topology information of the IRF

collected by the collection instruction 64.

[80116] For example, the negotiation instruction 61 may negotiate with the opposite
party member device through the nctwork management port on the member device to
determine whether the IRF is split by the following procedures:

the member device being a master device of the IRF, the negotiation
mstruction 61 sending an ARP detection packet through the network management port on
the member device, or the member device being a standby device of the IRF, the
negotiation instruction 61 activating the network management port on the member device,
and sending the ARP detection packet through the activated network management port on
the member device; and

in response to detecting that the member device does not receive an ARP
detection response from the opposite party member device before the IRF link is failed
within a preset period of time after the member device sends the ARP detection packet,
the negotiation instruction 61 determining that the IRF is not split, or in response to
detecting that the member device receives an ARP detection response packet from the
opposite party member device before the IRF link is failed within the preset period of
time after the member device sends the ARP detection packet, then the negotiation
instraction 61 triggering the collection instruction 64 to re-collect network topology
information of an IRF to which the member device currently belongs, comparing the
number of member devices in stored network topology information and the number of
member devices in re-collected network topology information, in response to determining
that the number of the member devices in stored network topology information and the
number of the member devices in re-collected network topology information are not
identical, determining that the IRF is split, and in respounse to determining that the number
of the member devices in stored network topology information and the number of the
member devices in re-collected network topology information are identical, determining

that the IRF is not split.
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[80117] For example, the determination instruction 62 determining whether the
sub-IRF should be isolated includes:

comparing the number of the member devices included n re-collected
network topology information, M, and N, where N is one half of the number of the
member devices included in stored network topology information,

in response to determining that M is smaller than N by comparison,
determining that the sub-IRF should be isolated:

in response to determining that M is larger than N by comparison, t
jctermining that the sub-IRF should not be isolated; and

in response to determining that M is equal to N by comparison, identifying
whether a master device of the IRF before splitting is present in the sub-IRF, in response
to identifying that the master device of the IRF before splitting is not present in the
sub-IRF, determining that the sub-IRF should be isolated, and in response to identifying
that the master device of the IRF before splitting 1s present in the sub-IRF, determining

that the sub-1RF should not be isolated.

108118] For example, the processing nstruction 63 isolating the sub-1RF to suppress
work of the sub-IRF may include:

blocking all ports on the member device except for the network management
port on the member device, and notifying other member devices in the sub-IRF to block
all ports on the member devices except for network management ports on the member

devices.

[98119]  For example, the processing instruction controlling the sub-IRF to continue to
work includes:

in response to determining that M is larger than N by comparison, identifying
whether the master device of the IRF before splitting before splitting is present in the
sub~IRF, in response to identifying that the master device of the IRF is present in the
sub-IRF, controlling all member devices in the sub-IRF to continue to work as roles as the
member devices are before splitting of the IRF, and in respouse to identifying that the
master device of the IRF is not present in the sub-IRF, controlling the member device and
other member devices in the sub-IRF to clect a master device, and continue to work as

roles as the member device and the other member devices are after the election; and
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in response to determining that M is equal to N by comparison, controlling all
the member devices in the sub-IRF to work as roles as all the member devices are before

splitting of the IRF.
[00120]  Till then, the description for the Fig.6 is completed.

[00121]  As described in the foregoing, the exaraples of the present disclosure may be
implemented by software together with necessary hardware platforms, and may be
implemented by hardwarc. Based on this, the examples of the present disclosure may be
embodied as a software product. The software product may be stored in a storage medium,
and may include some instructions to enable a computing device {may be a personal
computer, a server, a network device, etc.) to execute the methods in the examples of the

present disclosure.

{80122} The non-transitory storage medium for example may be a U disk, hard disk,
ROM, RAM, EPROM, EEPROM, flash or other solid memory, CD-ROM, DVD,
HD-DVD, Blue-Ray or other optic storage device, magnetic disk, disk memory or other
magnetic storage device, or other medium that may store information and may be

accessed by a computer,

186123] The “processor” may inclode a processing unit, an application specific

integrated circuit (ASIC), a logic unit, or a programmable gate array, etc.

[06124] The drawings are illustrative, the modules or blocks contained therein may be

not necessary to implement the present disclosure.

[801258]  What is described in the foregoing are only examples of the present disclosure,
and should not be construed as limitations to the present disclosure. Any changes,
equivalent replacements, modifications made without departing from the scope and spirit
of the present disclosure are intended to be inchnded within the protecting scope of the

present disclosure.
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CLAIMS

WHAT IS CLAIMED IS:

1. A method for preventing multiple conflicting stacks, implemented on a member
device in an inteligent resilient framework (IRF), the method comprising:

in response to the member device detecting an IRF link between the member

device and an opposite party member device is failed, the member device
egotiating with the opposite party member device through a network

management port on the member device to determine whether the IRF is
split;

in response to determining that the IRF is sphit, the member device determining
whether a sub-IRF to which the member device belongs should be isolated;
wherein the sub-IRF is one of IRFs split from the IRF;

in response to determining that the sub-IRF should be isolated, the member device
isolating the sub-IRF to suppress work of the sub-IRF; and

in response to determining that the sub-IRF should not be isolated, the member
device controlling the sub-IRF to continue to work.

2. The method of claim 1, wherein the IRF comprises two member devices; and

the member device negotiating with the opposite party member device through the
network management port on the member device to determine whether the
IRF is split comprises:

as a master device of the IRF, the member device initiating a bi-directional
forwarding detection (BFD) session through the network management port
on the member device to a network management port on the opposite party
member device, in response to determining that the initiated BFD session
is established successfully, determining that the IRF is split, and in
response to determining that the initiated BFD session is not established
successfully, determining that the IRF is not split; or

as a standby device of the IRF, the member device activating the network
management port on the member device, initiating the BFD session
through the activated network management port to the network

management port on the opposite party member device, in response to
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determining that the initiated BFD is established successfully, determining
that the IRF is split, and in response to determining that the initiated BFD
is not cstablished successfully, determining that the IRF is not split.

3. The method of claim 2, wherein the member device determining whether the
sub-IRF should be isolated comprises:

as the standby device of the IRF, the member device determining that the sub-IRF

should be isolated; or

as the master device of the IRF, the member device determining that the sub-IRF

should not be isolated; and

the member device isolating the sub-IRF to sappress work of the sob-IRF

comprises: blocking all ports on the member device except for the network
management port on the member device; and

the member device controlling the sub-IRF to continue to work comprises: the

member device continuing to work as a master device.
4. The method of claim 1, further comprising: collecting and storing network
topology information of the IRF, wherein the network topology information comprises
the number of member devices in the IRF; and
the member device negotiating with the opposite party member device through the
network management port on the merber device to determine whether the
IRF 1s split comprises:

as a master device of the IRF, the member device sending an address resolution
protocol {ARP) detection packet through the network management port on
the member device, or as a standby device of the IRF, the member device
activating the network management port on the member device, and
sending the ARP detection packet through the activated network
management port on the member device; and

in response to the member device detecting that the member device does not

receive an ARP detection response from the opposite party member device
before the IRF link is failed within a preset period of time after the
member device sends the ARP detection packet, the member device
determining that the IRF is not split, or in response to the member device
detecting that the member device receives an ARP detection response

packet from the opposite party member device before the IRF link is failed
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within the preset period of time after the member device sends the ARP
detection packet, then the member device re-collecting network topology
information of an IRF to which the member device currently belongs,
comparing the number of member devices in stored network topology
information and the number of member devices in re-collected network
topology information, and in response to determining that the number of
the member devices in the stored network topelogy information and the
number of the member devices in the re-collected network topology
information are not identical, determining that the IRF is split, and in
response to delermining that the number of the member devices in the
stored network topology information and the number of the member
devices in the re-collected network topology information are identical,
determining that the IRF is not split.

3, The method of claim 4, wherein the member device determining whether the

sub~IRF should be isolated comprises:

the member device comparing the number of the member devices included in the
re-collected network topology information, M, and N, where N i3 one half
of the number of the member devices included in the stored network
topology information,

in response to determining that M is smaller than N by comparison, the member
device determining that the sub-IRF should be isolated;

in response to determining that M is larger than N by comparison, the member
device determining that the sub-IRF should not be isolated; and

in response to determining that M is equal to N by comparison, the member
device identifying whether a master device of the IRF before splitting is
present in the sub-IRF, in response to identifying that the master device of
the IRF before splitting is not present in the sub-IRF, determining that the
sub-IRF should be isolated, and in respounse to identifying that the master
device of the IRF before splitting is present in the sub-IRF, determining
that the sub-IRF should not be isolated.

6. The method of claim 5, wherein the member device isolating the sub-IRF to

suppress work of the sub-IRF comprises:
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mber device blocking all ports on the member device except for the
etwork management port on the member device, and notifying other
member devices in the sub-IRF to block all ports on the member devices

except for network management ports on the member devices.

7. The method of claim 5, wherein the member device controlling the sub-IRF to

continue to wo

rk comprises:

in response to determining that M is larger than N by comparison, the member

device identifying whether the master device of the IRF before splitting
before splitting is present in the sub-IRF, in response to identifying that the
master device of the IRF is present in the sub-IRF, the member device
controlling all member devices in the sub-IRF to continue to work as roles
as the member devices are before splitting of the IRF, and in response to
identifying that the master device of the IRF is not present in the sub~IRF,
the member device and other member devices in the sub-IRF electing a
master device, and continuing to work as roles as the member device and

the other member devices are after the election; and

in response to determining that M is equal to N by comparison, the member

device controlling all the member devices in the sub-IRF to work as roles

as all the member devices are before splitting of the IRF,

8. The method of claim 7, wherein the member device controlling all the member

evices in the sub~-IRF to work as the roles of all the member devices are betore splitting

of the IRF comprises:

as a master device of the IRF, the member device working as the master device,

and notifying other member devices in the sub~IRF to work as standby

devices; or

as a standby device of the IRF, the member device working as the standby device,

8. An

notifying a master device of the IRF before splitting to work as a master
device, and notifying standby devices of the IRF before splitting which are
present in the sub-IRF to work as standby devices.

apparatus for preventing multiple conflicting stacks, imaplemented on a

member device in an intelligent resilient framework (IRF), the apparatus comprising:

a4 processor; and
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a von-transitory storage medium to store machine readable instructions that are
executable by the processor, wherein the instructions comprise:

a negotiation instruction to negotiate with an opposite party member device
through a network management port on the member device to determine
whether the IRF is split in response to determining that an IRF link
between the member device and the opposite party member device is
failed;

a determination instruction to determine whether a sub-IRF where the member
device is located should be isolated in response to the negotiation
imstraction determining that the IRF is split; wherein the sub-IRF is one of
IRFs split from the IRF; and

a processing mstraction to isolate the sub-IRF (o suppress work of the sub~IRF in
response to the determination instruction determining that the sub-IRF
should be isolated; and control the sub-IRF to continuc to work in response
to the determination instraction determining that the sub-IRF shouid not be
isolated.

10. The apparatus of claim 9, wherein the IRF coroprises two member devices;

and

the negotiation instruction negotiating with the opposite party member device
through the network management port on the member device to determine
whether the IRF is split comprises:

the member device being a master device of the IRF, the negotiation instruction
initiating a bi-directional forwarding detection (BFD) session through the
network management port on the member device to a network
management port on the opposite party member device, in response to
determining that the initiated BFD session is established successfully,
determining that the IRF is split, and in responsc to determining that the
mitiated BFD session is not established successfully, determining that the
IRF is not split; or

the member device being a standby device of the IRF, the negotiation instraction
activating the network management port on the member device, initiating
the BFD session through the activated network management port to the

network management port on the opposite party member device, in
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respounse to determining that the initiated BFD is established successfully,
determining that the IRF is split, and in response to determining that the
initiated BFD 1is not established successfully, determining that the IRF is
not split.

11, The apparatus of claim 10, wherein the determination instruction determining

whether the sub-IRF should be isolated comprises:

the member device being a standby device of the IRF, the determination
instruction determining that the sub~IRF should be isolated; or

the member device being a master device of the IRF, the determination instruction
determining that the sub-IRF should not be isolated; and

the processing instruction isolating the sub-IRF to suppress work of the sub-IRF
comprises: blocking all ports on the member device except for the network
management port on the member device; and

the processing instruction controlling the sub-IRF to continue to work comprises:
the processing instruction controlling the member device to continue to
work as a master device,

12. The apparatus of claim 9, wherein the apparatus further comprises:

a collection instruction to collect network topology information of the IRF,
wherein the network topology information comprises the namber of
member devices in the IRF;

a storage iostruction to store the unetwork topology information of the IRF
collected by the collection instraction; and

the negotiation instruction ncgotiating with the opposite party member device
through the network management port on the member device to determine
whether the IRF is split comprises:

the member device being a master device of the IRF, the negotiation instruction
sending an address resolution protocol (ARP) detection packet through the
network management port on the member device, or the member device
being a standby device of the IRF, the negotiation instruction activating
the network management port on the member device, and sending the ARP
detection packet through the activated network management port on the

member device; and
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in response to detecting that the member device does not receive an ARP
detection response from the opposite party member device before the IRF
link s failed within a preset period of time after the member device sends
the ARP detection packet, the negotiation instruction determining that
the IRF is not split, or in response to detecting that the member device
receives an ARP detection response packet from the opposite party
member device before the IRF link is failed within the preset period of
time after the member device sends the ARP detection packet, then the
negotiation instruction triggering the collection instruction to re-collect
network topology information of an IRF to which the mernber device
currently belongs, comparing the number of member devices in stored
network topology information and the nurober of member devices in
re~-collected network topology information, in response to determining that
the number of the member devices in the stored network topology
information and the number of the member devices in the re-coliected
network topology information are not identical, determining that the IRF is
split, and in response to determining that the vuruber of the meruber
devices in the stored network topology information and the number of the
member devices in the re-collected network topology information are
tdentical, determining that the IRF is not split.

13. The apparatus of claim 12, wherein determining whether the sub-IRF should

be isolated comprises:

comparing the number of the member devices included in the re-collected network
topology information, M, and N, where N is one half of the number of the
member devices included in the stored network topology information,

in response to determining that M is smaller than N by comparison, determining
that the sub-IRF should be isolated;

in response to determining that M is larger than N by comparison, t determining
that the sub-IRF should not be isolated; and

in response to determining that M is equal to N by comparison, identifying
whether a master device of the IRF before splitting is present in the
sub-IRF, in response to identifying that the master device of the IRF

before splitting is not present in the sub-IRF, determining that the sub-IRF
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should be isolated, and in response to identifying that the master device of
the IRF before splitting is present in the sub-IRF, determining that the
sub~IRF should not be isolated.

14. The apparatus of claim 13, wherein the processing instruction isolating the

sub-IRF to suppress work of the sub-IRF comprises:

blocking all ports on the member device except for the network management port
on the member device, and notifying other member devices in the sub-IRF
to block all ports on the member devices except for network management
ports on the member devices.

15, The apparatus of claim 13, wherein the processing instruction controlling the

sub-IRF to continue to work comprises:

in response to deterruining that M is larger than N by comparison, identifying
whether the master device of the IRF before splitting before splitting is
present in the sub-IRF, in response to identifying that the master device of
the IRF is present in the sub-IRF, controlling all member devices in the
sub~-IRF to continue to work as roles as the member devices are before
splitting of the IRF, and in response to identifying that the master device of
the IRF is not present in the sub-IRF, controlling the member device and
other member devices in the sub-IRF fo elect a master device, and
continue to work as roles as the member device and the other member
devices are after the election; and

in response to determining that M is equal to N by comparison, controlling all the
member devices in the sub-IRF to work as roles as all the member devices

-

are before splitting of the IR}

32



WO 2016/146022 PCT/CN2016/076117
1/4

When a member device detects an IRF link between the member device and /

an opposite party merber device is fatled, the meraber device may negotiate

with the opposite party member device through a network management port
on the member device to determine whether the IRF is split

‘L f 102

When it is determined that the IRF is split, the member device determines
whether a sub-IRF to which the member device belongs should be isolated

When the member device deterrnines that the sub-IKY 1o which the member 103
device belongs should be isolated, the member device isolates the sub-IRF _/{/
to suppress work of the sub-IRF; and when the member device determines
that the sub-IRF to which it belongs should not be isolated, the member
device controls the sub-1RF to continue to work
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When the mnember device serves as a roaster device of the
IRF, it may send an ARP detection packet through a network
management port on it, or when the member device serves as

a standby device of the IRF, it may activate a network
management port on it and send an ARP detection packet
through the activated network management port

ICI

‘The member device checks whether it recetves an ARP
detection response packet from an opposite member device of
it before the IRF link is failed within a preset period of time
after it sends out the ARP detection packet, and if not, then the
member device determines that the IRF is not split, or if yes,
then block ¢3 is performed

The member device re-collects network topology imformation
in the IRF where it is currently located, and compares the
number of member devices included in stored network
topology information and the number of member devices
included in re-collected network topology information, if they
arg not identical, then the member device determines that the
IRF is split, or if they are identical, the member device
determines that the IRF is not split

_,f/ C3
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