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<PolicyGroup policyGrouplD=' icy001” policyCombining Alg=""frst-applicable”
target="firewall"> 110 SN | AMHFER

<Policy policyID="packet_filtering001" poli iningAlg="ordercd-deny-overrides™
i i D="packet_filtering001-1” effect="permit”>

Y
<Target>
<Function>packet_filtering</Function>
<InputObject> tF Y FARY—FTFER
<Packet>
<SrcIP>0.0.0.0/0</SrcIP> 105
<Protocol>tcp</Protocol>
<DestIP>192.168.1.224/27</DestIP> 106
<[Packet>
</InputObject>
<Action>deny</Action>
<{Target>
</PolicyRule>
</Policy>
<Policy policyID="packet_filtering002" poli iningAlg=" deny-overrides”> /\/ SAAEF UTARYS—ERFE
<PolicyRule poli D="packet_filteri 1" effect="permit™> 03
T e 1 £ FaYT AR~
<Function>packet_filtering</Function> EHY T L—F
<InputObject> ~
<Packet> 104
<SrelP>0.0.0.0/0</SrclP>
<Protocol>tep</Protocol>
<DestIP>192.168.1.248/29</DestIP> T

140

</Packet>
</InputObject>

<Action>accept</Action> REERMEFR

<[Target>
</PolicyRule> N\ B
</Policy> 101 Byttt
<Policy policylD="packet_filtering003" poli iningAlg="ordered-d ides™> N
<PolicyRule poli D="packet_filter 1" effect="permit™> 102 S| YIT—F
<Target>
<Function>packet_filtering</Function>
<InputObject>
<Packet>
<8rcIP>0.0.0.0/0</SrclP>
<Protocol>all</Protocol>
<DestlP>0,0.0.0/0</DestIP>
</Packet>
</nputObject> 120
<Action>deny</Action>
</Target>
</PolicyRule>
</Policy>
</PolicyGroup>
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AFvFCl

AFvFcz

AFvyIC3

AFvrca

AFu7ICS

RTvFCE

ZFyICT

target="firewall">
<Policy policyD="packet_filtering021" poli is ="

<PolicyRule policyRuleID="packet_filtering021-1" effect="permic">
<Target>
<Function>packet_filtering</Function>
<InputObject>
<Packet>
<SrclP>172.16.1.0/24</S1eIP>
<Protocol>tcp</Protocol>
<DestIP>192.168.1.10</DestIP>
<DestPort>1:1024</DestPort>
</Packet>
</InputObject>
<Action>accept</Action>
</Marget>
</PolicyRule>
</Policy>
<Policy policylD="packet_filtering022" policyRuleComb =

N ides™

D="packet_{ 1" effect="permit">
<Target>
<Function>packet_filtering</Function>
<InputObjece>
<Packet>
<SrelP>172.161.10/24</SrcTP>
<Protocol>icp</Protocol>
<DestIP>192,168.1.10</DestlP>
</Packet>
</InputObject>
<Action>deny</Action>
<[Target>
</PolicyRule>
</Policy>
</PolicyGroup>
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<PolicyG: licy GroupID=" bit
target="firewall ">
<Policy policylD="packet_lteringd10" poli iningAlg="ordered-
i D 1" effect="permit">

icy010" policyC: lg="first-applicable”

dos™>

<Target>
<Function>packet_filtering</Function>
<InputObject>
<Packet>
<SrelP>172.16.1.0/24</SrcP>
<Protocol>tep</Protocol>
<DestIP>192.168.1.10</DestIP>
<DestPort>1:1023</DestPort>
</Packet>
</InputObject>
<Action>accept</Action>
</Target>
</PolicyRule>
</Policy>
<Policy policylD="packet_filcering011” poli b
<PolicyRule policyRuleID="packe!_filtering011-1" effect="permit">
<Target>
<Function>packet_filtering</Function>
<InputObject>
<Packet>
<S1clP>172.16.1.0/24</SrelP>
<Protocol>tcp</Protocol>
<DestIP>192.168.1. 10</DestlP>
<DestPort>1024</DestPort>
</Packet>
<MnputObject>
<Action>accept</Action>
</Target>
</PolicyRule>
<Policy>
<Policy policyID="packet_filtering0!3” biningAlg=" d des™>
<PolicyRule policyRuleID="packet_filtering013-1” effect="pormit">
<Target>
<Function>packet_filtering</Function>
<InputObject>
<Packet>
<SrcIP>172.16.1.0/24</SrcIP>
<Protocol>tep</Protocol>
<DestIP>192.168.1.10</DestlP>
</Packet>
</nputObject>
<Action>deny</Action>
</Target>
</PolicyRule>
</Policy>
</PolicyGroup>

1g="ordered-d des™>
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10.56.100.0/24

T1(P1)

172.16.10.0/24
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172.16.10.224/27
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<PolicyGroup policyGroupID="firewallPolicy 100" policyCombiningAlg="first
target="firewall”>
<Policy policylD="packet_filtering100” poli Alg="ordered-d ides™>
<PolicyRule policyRuleID="packet_filtering100-1” effect="permit">
<Target>
<Function™>packet_filtering</Function>
<InputObject>
<Packet>
<SrclP>172.16.10.192/26</SrclP>
<Protocol>tcp</Protocol>
<DestIP>10.56.100.0/24</DestIP>
</Packet>
</InputObject>
<Action>deny</Action>
</Target>
</PolicyRule>
</Policy>
<Policy policylD="packet _filtering101” poli ingAlg="
<PolicyRule policyRuleID="packet_filtering101-1" effect="permit™>
<Target>
<] ion>p: ¢_filtering:
<InputObject>
<Packet>
<SrclP>172.16.10.0/24</SrcIP>
<Protocol>tcp</Protocol>
<DestIP>10.56.100.0/24</DestIP>
</Packet>
</InputCbject>
<Action>accept</Action>
</Target>
</PolicyRule>
</Policy>
</PolicyGroup>

d-deny rrides”>
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<PolicyGroup policyGroupID="firewallPalicy200” policyCombiningAlg="first-applicable”
target="firewall">
<Policy policylD="packet_filtering200” policy
<PolicyRule policyRuleID="packet_filtering200-1" effect="permit">
<Target>
<Function>packet_filtering</Function>
<InputObject>
<Packet>
<SrclP>172.16.10.224/27</S1clP>
<Protocol>tep</Protocol>
<DestIP>10.56.100.0/24</DestIP>

Alg=“ordered-deny-overrides™

</Packet>
</InputObject>
<Action>accept</Action>
</Target>
</PolicyRule>
</Policy>
</PolicyGroup>
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<PolicyGroup policyGronpID="firewaliPolicy300” policyC Alg="first
target="firewall">
<Policy policyID="packet_filtering300" poli Alg="ordered-deny-overrides™>
<PolicyRule policyRuleID=*packet_filtering300-1" effect="permit™>
<Target>
<Function>packet_filtering</Function>
<InputObject>
<Packet>
<81cIP>172.16.10.0/24</SrcIP>
<Protacol>tcp</Protocol>
<DestIP>10.56.100.0/24</DestIP>
</Packet>
</InputObject>
<Action>accept</Action>
</Target>
</PolicyRule>
</Policy>
</PolicyGroup>
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<PolicyGroup policyGrouplD="firewallPolicy400” policyCombiningAlg="first-applicable”
target="firewall">
<Policy policyID="packet_filtering400" poli ining Alg="ordered-deny-overrides”>
i icyRuleID="packet_fi

ing400-1" effect="permit™>

F P
<Target>
<Function>packet_filtering</Function>
<InputObject>
<Packet>
<81cIP>192.168.1.0/24</SrcIP>
<Protocol>tcp</Protocol>
<DestIP>10.56.100.0/24</DestIP>
</Packet>
</InputObject>
<Action>accept</Action>
<Target>
</PolicyRule>
</Policy>
<Policy policylD="address_t 410 policy bini
<Poli icy (D="address_t 10-1” effect="permit™>

Alg=" d it ides™>

p
<Target>
<Function>address_translation</Function>
<InputObject>
<Packet>
<8rcIP>192.168.1.0/24</SrcIP>
<DestIP>10.56.100.0/24</DestIP>
</Packet>
</InputObject>
<Action>snat</Action>
<QutputObject>
<Packet>
<SrclP>172.16.10.10</SrcIP>
<DestIP>10.56.100.0/24</DestIP>
</Packet>
</OutputObject>
</Target>
</PolicyRule>
</Policy>
</PolicyGroup>
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<PolicyGroup policyGroupid="127.0.0.1:network_sensor_1"
policyCombining Type=independent
target="nids">
<PolicyGroupDescription>NIDSIZ B § %K') & —</PolicyGroupDescription>
. <Policy policyID="packetMonitoring0188">
Monitored <PolicyDescription>Decode FTP get file command</PolicyDescription>
: <Target>
Object <MonitoredObject>
<SecurityEvent>
E FTP_Gi
</SecurityEvent>
</MonitoredObject>
<Function>
<PacketMonitoring>
<Enabled>false</Enabled>
<Priority>Low</Priority>
</PacketMonitoring>
</Function>
<Responses>
RS EUL ST > Response P
<Gateway>10.10.10.5</Gateway>
<Account>admin@abcde.com</Account>
</EMAIL>
</Response>
<Response>
<SNMP>
<Manager>10.10.10.10</Manager>
<Community>public</Community>
| Function ” Function “ Function I </SNMP>
</Response>
</Responses>
<[Target>
</Policy>
<Policy>

</Policy>

</PolicyGroup>
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<PolicyGroup policyGroupid="127.0.0. L:network_sensor_1" —
policyCombiningType=independent < [ o
target="nids">
<PolicyGroupDescription>NIDS{= B3 %7K1) & —</PolicyGroupDescription>
<Policy policyID="packetMonitoring0188">
<PolicyDescription>Decode FTP get file command</PolicyDescription>
<Target>
<MonitoredObject>
<SecurityEvent>
<EventName>FTP_Get</EventName>
<CategoryName>FTP</CategoryName>
<VulnerabilityProtocol>
<Protocol>tcp</Protocol>
<SrcPort>any</StcPort>
<DestPort>21</DestPort>
</VulnerabilityProtocol>
</SecurityEvent>
</MonitoredObject>
<Function>
<PacketMonitoring>
<Enabled>false</Enabled>
<Priority>Low</Priority>
</PacketMonitoring>
</Function>
<Responses>
<Response>
<EMAIL>
<Gateway>10,10.10.5</Gateway>
<Account>admin @abede.com</Account>
</EMAIL>
</Response>
<Response>
<SNMP>
<Manager>10.10.10.10</Manager> H |
<Community>public</Community> n
</ISNMP> L
</Response>
</Responses> \
</Target>
</Policy>
<Policy> o
. «
</Policy>
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<PolicyGroup policyGroupid="127.0.0.1:network_sensor_1"
policyCombiningType=independent
target="nids">
<PolicyGroupDescription>NIDS (=9 %R+ & —</PolicyGroupDescription>
<Policy policylD="packetMonitoring0188">
<PolicyDescription>Decode FTP get file command</PolicyDescription>
arget>
<MonitoredObject>
<SecurityEvent>
<EventName>FTP_Get</EventName>
<CategoryName>FTP</CategoryName>
<Vulnerability Protocol>
<Protocol>tcp</Protocol>
<SrcPort>any</SrcPort>
<DestPort>21</DestPort>
</VulnerabilityProtocol>
</SecurityEvent>
</MonitoredObject>
<Function>
<PacketMonitoring>
<Enabled>true</Enabled>
<Priority>Low</Priority>
<fPacketMonitoring>
</Function>
<Responses>
<Response>
<EMAIL>
<Gateway>200.100.200.100</Gateway>
A i A

</EMAIL>
</Response>
</Responses>
<[Target>
</Policy>
<Policy>
</Policy>

</PolicyGroup>
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<PolicyGroup policyGrouplD="firewallPolicy500 policyCombiningAlg="first-applicable”
target="firewall”>
<Policy policylD="packet_filtering500” p Alg=" d-deny-overrides™
<PolicyRule policyRuleID="packet_filtering500-1” effect=“permit™>
<Target>
<Function>packet_filtering</Function>
<InputObject>
<Packet>
<S1cIP>0.0.0.0/0</SrcIP>
<SrcPort>any</SrcPort>
<Protocol>tcp</Protocol>
<DestIP>200.100.100.10</DestIP>
<DestPort>21</DestPort>
</Packet>
</InputObject>
<Action>accept</Action>
</Target>
</PolicyRule>
</Policy>
<Policy policyID="packet_filtering501” policyRuieCombiningAlg="ordercd-deny-overrides”>
<PolicyRule policyRuleID="packet_filtering501-1” effect="permit”>
<Target>
<Function>packet_filtering</Function>
<InputObject>
<Packet>
<8rcIP>200.100.100.0/24</SrcIP>
<SrcPort>any</SrcPort>
<Protocol>tep</Protocol>
<DestIP>200.100.200.100</DestIP>
<DestPort>25</DestPort>
</Packet>
</InputObject>
<Action>deny</Action>
</Target>
<{PolicyRule>
</Policy>
</PolicyGroup>
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packetMonitoring0208
packetMonitoring0209
packetMonitoring0210

FRELAELZ
NIDSHRY—

<Account>admin @abcde com</Account>

</EMAIL>
</Response>
</Responses>

<Gateway>200.100.200.100</Gateway>
</Target>
/Policy>

<Enabled>false</Enabled>

<Priority>Low</Priority>
</PacketMonitoring>

<Function>
<PacketMonitaring>
</Function>
<Responses>
<Response>
<EMAIL>

EMAIL
EMAIL
SNMP
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