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Obtain network data of a target network

Extract multiple knowledge graph triplets from the network data of the target network
Generate a knowledge graph of the target network on the basis of the multiple
knowledge graph triplets

When a fault occurs to the target network, obtain abnormal events generated in the
target network

Mark, on the knowledge graph of the target network, abnormal network entities
generating the abnormal events in the target network

Determine, on the basis of fault propagation relationships between network entities,
one or more root cause fault network entities in all the abnormal

network entities on the knowledge graph of the target network

Mark the one or more root cause fault network entities on the knowledge graph of
the target network

(57) Abstract: A data processing method and apparatus and a computer storage medium, relating to the technical field of networks. A
management device obtains network data of a target network (201), the network data comprising network topology of the target network
and device information of a plurality of network devices in the target network, and the device information comprising one or more
of interface configuration information, protocol configuration information, and service configuration information. The management
device extracts multiple knowledge graph triplets from the network data (202), each of the knowledge graph triplets comprising two
network entities and the relationship between the two network entities, and the type of each network entity being a network device,
an interface, a protocol, or a service. The management device generates a knowledge graph of the target network on the basis of the
multiple knowledge graph triplets (203). A knowledge graph of a target network can implement visualization of network data, and thus,
the efficiency of a user obtaining network information can be improved.
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