6/115753 A2 | IV 0000 0 00 T

—

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization
International Bureau

(43) International Publication Date
2 November 2006 (02.11.2006)

=N
=) 0 O 00 O 0

(10) International Publication Number

WO 2006/115753 A2

(51) International Patent Classification:
GOGF 13/40 (2006.01)

(21) International Application Number:
PCT/US2006/013291

(22) International Filing Date: 6 April 2006 (06.04.2006)

(25) Filing Language: English

(26) Publication Language: English
(30) Priority Data:

11/112,023 22 April 2005 (22.04.2005) US

(71) Applicant (for all designated States except US): SUN MI-
CROSYSTEMS, INC. [US/US]; 4150 Network Circle,
MS SCA12-203, Santa Clara, California 95054 (US).

(72) Inventors; and

(75) Inventors/Applicants (for US only): TORUDBAKKEN,
Ola [NO/NOJ; Solasveien 23, N-0671 Oslo (NO).
JOHNSEN, Bjorn, Dag [NO/NOJ; Vilberggrenda 9,
N-0687 Oslo (NO).

(74) Agent: VAUGHAN, Daniel, E.; 39180 Liberty Street,
Suite 103, Fremont, California 94538, (US).

(81) Designated States (unless otherwise indicated, for every
kind of national protection available): AE, AG, AL, AM,
AT, AU, AZ, BA, BB, BG, BR, BW, BY, BZ, CA, CH, CN,
CO, CR, CU, CZ, DE, DK, DM, DZ, EC, EE, EG, ES, FI,
GB, GD, GE, GH, GM, HR, HU, ID, IL, IN, IS, JP, KE,
KG, KM, KN, KP, KR, KZ, LC, LK, LR, LS, LT, LU, LV,
LY, MA, MD, MG, MK, MN, MW, MX, MZ, NA, NG, NI,
NO, NZ, OM, PG, PH, PL, PT, RO, RU, SC, SD, SE, SG,
SK, SL, SM, SY, TJ, TM, TN, TR, TT, TZ, UA, UG, US,
UZ, VC, VN, YU, ZA, ZM, ZW.

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARTPO (BW, GH,
GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, 7ZM,
7ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
European (AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, FI,
FR, GB, GR, HU, IE, IS, IT, LT, LU, LV, MC, NL, PL, PT,
RO, SE, SI, SK, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA,
GN, GQ, GW, ML, MR, NE, SN, TD, TG).

Published:
without international search report and to be republished
upon receipt of that report

For two-letter codes and other abbreviations, refer to the "Guid-
ance Notes on Codes and Abbreviations" appearing at the begin-
ning of each regular issue of the PCT Gazette.

(54) Title: VIRTUALIZED PCI SWITCH

A A
64 6,6
vSwitch_A vSwiich_B
65
PCI-PCI PCI-PCI
——¥| BRIDGE BRIDGE
I 1 67
68 ‘ S| ‘
\ PCI-PCI PCI-PCI PCI-PCI PCI-PCI <
¥ BRIDGE BRIDGE BRIDGE BRIDGE \
69 ‘\ 72 74
7
e D D <\ » D D e
y i i Y Y
J 71 73 75
Y 4 A Y

(57) Abstract: A PCI-Express interconnect device is provided. The device comprises: first and second upstream ports; first and
& second downstream ports; and a management entity. The management entity is operable to logically partition the device such that
the first upstream port is operable to communicate with the first downstream port and the second upstream port is operable to com-
municate with the second downstream port. In one example, the management device is additionally operable to migrate the first
downstream port from a partition in which the first downstream port is operable to communicate with the first upstream port into a
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VIRTUALIZED PCI SWITCH

FIELD

The present invention relates to a virtualized PCI device and in particular, but

not exclusively, to a virtualized PCI-Express switch with port migration capabilities.

BACKGROUND

In many computer environments, a fast and flexible interconnect system can
be desirable to provide connectivity to devices capable of high levels of data
throughput. In the fields of data transfer between devices in a computing
environment, PCI Express (PCI-E) can be used to provide connectivity between a host
and one or more client devices or endpoints. PCI Express is becoming a de-facto I/O
interconnect for servers and desktop computers. PCI Express allows physical system
decoupling (CPU <-> I/O) through high-speed serial I/O. The PCI Express Base
Specification 1.0 sets out behavior requirements of devices using the PCI Express
interconnect standard. According to the Specification, PCI Express is a host to
endpoint protocol where each endpoint connects to a host and is accessible by the
host. PCI Express imposes a stringent tree structure relationship between I/O Slots

and a Root Complex.
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SUMMARY OF THE INVENTION

The present invention has been made, at least in part, in consideration of

problems and drawbacks of conventional systems.

Viewed from a first aspect, there is provided an interconnect device for PCI
Express. The interconnect device can comprise a plurality of ports, each configurable
as either an upstream port or a downstream port, wherein two ports are configured as
first and second upstream ports, and two ports are configured as first and second
downstream ports. The interconnect device can also comprise a management entity
operable to logically partition the device such that the first upstream port is operable
to communicate with the first downstream port and the second upstream port is
operable to communicate with the second downstream port. Thus a single physical
interconnect device such as a switch can be partitioned into a number of virtual
switches, each providing connections between a root complex and one or more

endpoint devices.

Viewed from a second aspect, there is provided an interconnect device for PCI
Express. The interconnect device can comprise: first and second upstream ports, at
least one downstream port, and a management entity operable to direct a
disconnection request to said first upstream port in respect of a downstream port. The
management entity can be further operable to direct a connection request to said
second upstream port in respect of said downstream port. In some examples, each of
the ports is configurable as either an upstream port or a downstream port. Thus a
single physical interconnect device can be partitioned into a number of virtual
switches, each providing connections between a root complex and one or more
endpoint devices. By mapping virtual ports defined in each partition onto the physical
ports of the interconnect device, an endpoint device connected to one of the ports can

be migrated between partitions and hence between root complexes.
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Viewed from another aspect, there is provided a switch for PCI Express. The
switch can comprise: a first port operable to be connected to a first root complex; a
second port operable to be connected to a second root complex; a third port operable
to be connected to an I/O device and having a data connectivity path to the first port;
and a migration controller operable to cause said data connectivity path to be closed
and to cause a further data connectivity path to be established between said third port
and said second port. Thus a single physical switch can provide access to a single
endpoint for each of a number of hosts by remapping a port to which the endpoint is
connected from a partition which provides connectivity to a first host to a partition

which provides connectivity to a second host.

Viewed from another aspect, there is provided a connectivity fabric. The
fabric can comprise: a first root complex, a second root complex, an endpoint and a
switch. The switch can have: a first port operable to be connected to the first root
complex, a second port operable to be connected to the second root complex, a third
port operable to be connected to the endpoint and having a data connectivity path to
the first port, and a migration controller operable to cause said data connectivity path
to be closed and to cause a further data connectivity path to be established between
said third port and said second port. Thus a single physical switch can provide access
to a single endpoint for each of a number of hosts in a fabric by remapping a port to
which the endpoint is connected from a partition which provides connectivity to a first
host to a partition which provides connectivity to a second host. Thus the fabric can
be altered to accommodate a given endpoint in a number of different hierarchies

depending upon a variety of utilization and provisioning requirements.

Viewed from a further aspect, there is provided a method of migrating an I/O
device between two hosts. The method can comprise: causing a connection between a
first host and an I/O device to be terminated; and causing a connection between the
I/O device and a second host to be initiated. Thus a plurality of hosts can be provided
with access to a single endpoint on a non-concurrent basis by remapping a data
connectivity path from the I/0 device between the hosts.

3
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Particular and preferred aspects and embodiments of the invention are set out

in the appended independent and dependent claims.
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BRIEF DESCRIPTION OF THE FIGURES

Specific embodiments of the present invention will now be described by way

of example only, with reference to the accompanying figures in which:

Figure 1 shows a schematic representation of a PCI-Express connection;

Figure 2 shows a schematic representation of an example of a PCI-Express

fabric topology;

Figure 3 shows a schematic representation of a PCI-Express switch;

Figure 4 shows a schematic overview of layering within PCI-Express;

Figure 5 shows a schematic representation of packet flow through the layers

shown in Figure 4;

Figure 6 shows a schematic structure overview for a type 1 configuration

header;

Figure 7 shows a schematic structure overview for a type 0 configuration

header;

Figure 8 shows a schematic representation an example of a PCI-Express

switch;

Figure 9 shows a schematic representation of the switch of Figure 6 in an

alternative operational configuration;

Figure 10 is a flow chart setting out steps in a process to alter an operational

configuration of the switch of Figure 6;
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Figure 11 shows a schematic representation an example of a PCI-Express

switch;

Figure 12 shows a schematic representation of the switch of Figure 9 in an

alternative operational configuration;

Figure 13 is a flow chart setting out steps in a process to alter an operational

configuration of the switch of Figure 9;

Figure 14 shows a schematic representation an example of a PCI-Express

switch; and

Figure 15 shows a schematic representation of the switch of Figure 12 in an

alternative operational configuration following a link failover operation.

While the invention is susceptible to various modifications and alternative
forms, specific embodiments are shown by way of example in the drawings and are
herein described in detail. It should be understood, however, that drawings and
detailed description thereto are not intended to limit the invention to the particular
form disclosed, but on the contrary, the invention is to cover all modifications,
equivalents and alternatives falling within the spirit and scope of the present invention

as defined by the appended claims.
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DESCRIPTION OF PARTICULAR EMBODIMENTS

One computer interconnect standard is the PCI-Express 1.0 standard set out in
the PCI-Express Base Specification 1.0 available from the PCI (Peripheral

Component Interconnect) Special Interest Group (www.pcisig.com). The PCI-

Express architecture is a high performance, general purpose I/O interconnect defined
for a wide variety of existing and future computing and communication platforms.
Key attributes from the original PCI architecture, such as its usage model, load-store
architecture, and software interfaces, are maintained. On the other hand, the parallel
bus implementation of PCI is replaced in PCI-Express by a highly scalable, fully
serial interface. Among the advanced features supported by PCI-Express are Power
Management, Quality Of Service (QoS), Hot-Plug/Hot-Swap support, Data Integrity,
and Error Handling. PCI-Express is also backwards compatible with the software
models used to describe PCI, such that PCI-Express hardware can be detected and
configured using PCI system configuration software implementations with no

modifications.

With reference to Figure 1, there will now be described the basic point-to-
point communications channel provided by PCI-Express. A ‘component collection
consisting of two ports and the lanes connecting those ports can be referred to as a
link. A link represents a dual-simplex communications channel between two
components. As shown in Figure 1, in its simplest form, a link 10 includes two
components 12 and 14, each including a respective transmit and receive port pair 13
and 15. Two uni-directional, low-voltage, differentially driven channels 16 and 18
connect the ports of the components, one channel in each direction. The channel pair
can be referred to as a lane. The channels 16 and 18 carry packets 17 and 19 between
the components. According to the PCI-Express 1.0 specification, each lane provides
an effective data transfer rate of 2.5 Gigabits/second/lane/direction.  For
circumstances where this data bandwidth is insufficient, to scale bandwidth a link
may aggregate multiple Lanes denoted by xN where N may be any of the supported
Link widths. An x8 Link represents an aggregate bandwidth of 20 Gigabits/second of

7
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raw bandwidth in each direction. This base specification 1.0 describes operations for
x1, x2, x4, x8, x12, x16, and x32 Lane widths. According to the specification only

symmetrical links are permitted, such that a link includes the same number of lanes in

each direction.

With reference to Figure 2, there will now be described an example of a PCI
Express fabric topology 20. A fabric is composed of point-to-point links that
interconnect a set of components. In the example of Figure 2, there is shown a single
fabric instance 20 referred to as a hierarchy, composed of a root complex 21, multiple
endpoints 25 (such as I/O devices), a switch 27, and a PCI-Express to PCI Bridge 28,
all interconnected via PCI Express Links. The root complex 21 can be connected to a
CPU 22 and memory 23 subsystem which requires access to the 1/O facilitated by the
PCI-Express Fabric. The combination or root complex, CPU and memory can be
referred to as a host 24. The components of the topology are mapped in a single flat
address space and can be accessed using PCI-like load/store accesses transaction

semantics.

A root complex 21 is the root of an I/O hierarchy that connects the
CPU/memory subsystem to the I/O. As illustrated in Figure 2, a root complex 21 may
support one or more PCI Express Ports. Each interface defines a separate hierarchy
domain. Each hierarchy domain may be composed of a single endpoint or a sub-
hierarchy containing one or more switch components and endpoints. The capability
to route peer-to-peer transactions between hierarchy domains through a root complex
is optional and implementation dependent. For example, an implementation may
incorporate a real or virtual switch internally within the root complex to enable full

peer-to-peer support in a software transparent way.

An endpoint 25 is a type of device that can be the requester or completer of a

PCI Express transaction either on its own behalf or on behalf of a distinct non-PCI

Express device (other than a PCI device or Host CPU). Examples of endpoints

include: a PCI Express attached graphics controller, a PCI Express-USB host
8
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controller, and a PCI Express attached network interface such as an Ethernet
MAC/PHY or Infiniband Host Channel Adapter (HCA).

A switch 27 is a logical assembly of multiple virtual PCI Express to PCI
Express bridge devices as illustrated in Figure 3. As shown in Figure 3, an upstream
port 31 which connects in the direction of a host connects to a number of downstream
ports 33 via a switch fabric made up of a number of virtual PCI Express to PCI
Express bridges. Switches are governed by a number of rules. Amongst these rules is
a requirement that switches appear to configuration software as two or more logical
virtual PCI Express to PCI Express Bridges and forward transactions using PCI
Bridge mechanisms; e.g., address based routing. Also, a switch is not allowed to split
a packet into smaller packets, e.g., a single packet with a 256 byte payload must not
be divided into two packets of 128 bytes payload each. Each virtual PCI Express to
PCI Express bridge 35 can be a physical PCI Express to PCI Express bridge or can be
an alternative physical structure which is controlled to behave as a PCI Express to PCI

Express bridge.

A PCI Express to PCI Bridge 28 provides a connection between a PCI Express
fabric and a PCI/PCI-X hierarchy. Thereby, conventional PCI/PCI-X devices 29 may
be connected to the PCI Express fabric and accessed by a host including a PCI-

Express root complex.

A PCI Express fabric can be configured using one of two mechanisms. These
are: a PCI compatible configuration mechanism which supports 100% binary
compatibility with operating systems and host firmware and their corresponding bus
enumeration and configuration software that is compatible with PCI rev 2.3 or later;
and a PCI Express enhanced configuration mechanism which is provided to increase

the size of available configuration space and to optimize access mechanisms.

Each PCI Express Link is mapped through a virtual PCI-to-PCI Bridge
structure and has a logical PCI bus associated with it. The virtual PCI-to-PCI Bridge
9
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structure may be part of a PCI Express Root Complex Port, a Switch Upstream Port,
or a Switch Downstream Port. A Root Port is a virtual PCI-to-PCI Bridge structure
that originates a PCI Express hierarchy domain from a PCI Express Root Complex.

Logical devices are mapped into configuration space such that each will respond to a

particular device number.

A schematic overview of the PCI-Express architecture in layers is shown in
Figure 4. As shown, there are three discrete logical layers: the Transaction Layer 41,
the Data Link Layer 43, and the Physical Layer 45. Each of these layers is divided
into two sections: one that processes outbound (to be transmitted) information and one

that processes inbound (received) information.

PCI Express uses packets to communicate information between components.
Packets are formed in the Transaction and Data Link Layers to carry the information
from the transmitting component to the receiving component. As the transmitted
packets flow through the other layers, they are extended with additional information
necessary to handle packets at those layers. At the receiving side the reverse process
occurs and packets get transformed from their Physical Layer representation to the
Data Link Layer representation and finally (for Transaction Layer Packets) to the

form that can be processed by the Transaction Layer of the receiving device.

A conceptual overview of the flow of transaction level packet information
through the layers is shown in Figure 5. Thus the Transaction Layer 41 provides a
packet header 55, and can provide a data payload 56 and an ECRC (End-to-end
Cyclic Redundancy Check) 57. The data link layer applies a sequence number 53 and
a LCRC (Link Cyclic Redundancy Check) 54. The Physical Layer 45 then provides
Framing 51, 52 for the packet. A simpler form of packet communication is supported
between two Data Link Layers (connected to the same Link) for the purpose of Link

management.

10
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The upper Layer of the architecture is the Transaction Layer 41. The
Transaction Layer’s primary responsibility is the assembly and disassembly of
Transaction Layer Packets (TLPs). TLPs are used to communicate transactions, such
as read and write, as well as certain types of events. The Transaction Layer is also

responsible for managing credit-based flow control for TLPs.

Every request packet requiring a response packet is implemented as a split
transaction. Bach packet has a unique identifier that enables response packets to be
directed to the correct originator. The packet format supports different forms of
addressing depending on the type of the transaction (Memory, 1/O, Configuration, and
Message). The Packets may also have attributes such as No Snoop and Relaxed

Ordering.

The transaction Layer supports four address spaces: it includes the three PCI
address spaces (memory, I/O, and configuration) and adds a Message Space.
According to the PCI-Express specification, the Message Space is used to support all
prior sideband signals, such as interrupts, power-management requests, and so on, as
in-band Message transactions. PCI Express Message transactions can be considered
“virtual wires” since their effect is to eliminate the wide array of sideband signals

used in a conventional platform implementation.

The middle Layer in the stack, the Data Link Layer 43, serves as an
intermediate stage between the Transaction Layer 41 and the Physical Layer 45. The
primary responsibilities of the Data Link Layer 41 include Link management and data

integrity, including error detection and error correction.

The transmission side of the Data Link Layer 43 accepts TLPs assembled by
the Transaction Layer 41, calculates and applies a data protection code and TLP
sequence number, and submits them to Physical Layer 45 for transmission across the
Link. The receiving Data Link Layer 43 is responsible for checking the integrity of
received TLPs and for submitting them to the Transaction Layer 41 for further

11
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processing. On detection of TLP error(s), the Data Link Layer is responsible for
requesting retransmission of TLPs until information is correctly received, or the Link

is determined to have failed.

The Data Link Layer 43 also generates and consumes packets that are used for
Link management functions. To differentiate these packets from those used by the
Transaction Layer (TLP), the term Data Link Layer Packet (DLLP) is used when

referring to packets that are generated and consumed at the Data Link Layer.

The Physical Layer 45 includes all circuitry (electrical sub-block 49) for
interface operation, including driver and input buffers, parallel-to-serial and serial-to-
parallel conversion, PLL(s) (Phase-locked-loops), and impedance matching circuitry.
It includes also logical functions (logic sub-block 47) related to interface initialization
and maintenance. The Physical Layer 45 exchanges information with the Data Link
Layer 43 in an implementation-specific format. The Physical Layer is responsible for
converting information received from the Data Link Layer 43 into an appropriate
serialized format and transmitting it across the PCI Express Link at a frequency and

width compatible with the device connected to the other side of the Link.

The PCI Express architecture has various facilities to support future
performance enhancements via speed upgrades and advanced encoding techniques.
Depending on actual implementation of these enhancements, the future speeds,

encoding techniques or media may only impact the Physical Layer definition.

The Transaction Layer 41, in the process of generating and receiving TLPs,
exchanges Flow Control information with its complementary Transaction Layer 41 on
the other side of the Link. It is also responsible for supporting both software and

hardware-initiated power management.

Initialization and configuration functions require the Transaction Layer 41 to
store Link configuration information generated by the processor or management

12
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device and store Link capabilities generated by Physical Layer hardware negotiation

of width and operational frequency

A Transaction Layer’s Packet generation and processing services require it to:
generate TLPs from device core Requests; convert received Request TLPs into
Requests for the device core; convert received Completion Packets into a payload, or
status information, deliverable to the core; detect unsupported TLPs and invoke
appropriate mechanisms for handling them; and if end-to-end data integrity is
supported, generate the end-to-end ‘data integrity CRC and update the TLP header

accordingly.

Within flow control, the Transaction Layer 41 tracks flow control credits for
TLPs across the Link. Transaction credit status is periodically transmitted to the
remote Transaction Layer using transport services of the Data Link Layer. Remote

Flow Control information is used to throttle TLP transmission.

The Transaction Layer 41 can also implement ordering rules including the
PCI/PCI-X compliant producer consumer ordering model and extensions to support

relaxed ordering,

Power management services within the Transaction Layer 41 may include:
ACPI/PCI power management, as dictated by system software; and hardware-
controlled autonomous power management minimizes power during full-on power

states.

The Transaction Layer 41 can also implement handling of Virtual Channels
and Traffic Class. The combination of Virtual Channel mechanism and Traffic Class
identification is provided to support differentiated services and QoS (Quality of
Service) support for certain classes of applications. Virtual Channels provide a means
to support multiple independent logical data flows over given common physical
resources of the Link. Conceptually, this involves multiplexing different data flows

13
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onto a single physical Link. The Traffic Class is a Transaction Layer Packet label that
is transmitted unmodified end-to-end through the fabric. At every service point (e.g.,
Switch) within the fabric, Traffic Class labels are used to apply appropriate servicing
policies. Each Traffic Class label defines a unique ordering domain - no ordering

guarantees are provided for packets that contain different Traffic Class labels.

The Data Link Layer 43 is responsible for reliably exchanging information
with its counterpart on the opposite side of the Link. Accordingly, it has
responsibility for initialization and power management services to: accept power state
requests from the Transaction Layer 41 and convey them to the Physical Layer 45;
and to convey active/reset/disconnected/power managed state information to the

Transaction Layer 41.

The Data Link Layer 43 also provides data protection, error checking, and
retry services including: CRC generation; transmitted TLP storage for data link level
retry; error checking; TLP acknowledgment and retry messages; and error indication

for error reporting and logging.

The Physical Layer 45 provides services relating to interface initialization,
maintenance control and status tracking, including: Reset/Hot-Plug control/status;
Interconnect power management;, width and lane mapping negotiation; and polarity
reversal. The physical layer 45 can also provide services relating to symbol and
special ordered set generation including: 8-bit/10-bit encoding/decoding; and

embedded clock tuning and alignment.

Within symbol transmission and alignment, the physical layer 45 can provide
services including: transmission circuits; reception circuits; elastic buffer at receiving
side; and multi-lane de-skew (for widths > x1) at receiving side. The physical layer

45 can also provide system DFT (Design For Test) support features.

14
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The inter-layer interfaces support the passing of packets and management
information. The transaction/data link interface provides: byte or multi-byte data to
be sent across the link (including a local TLP-transfer handshake mechanism, and
TLP boundary information); and requested power state for the link. The data link to
transaction interface provides: byte or multi-byte data received from the PCI Express
link; TLP framing information for the received byte; actual power state for the Link;

and Link status information.

The data link to physical interface provides: byte or multi-byte wide data to be
sent across the link (including a data transfer handshake mechanism, and TLP and
DLLP boundary information for bytes); and requested power state for the Link. The
physical to data link interface provides: byte or multi-byte wide data received from
the PCI Express link; TLP and DLLP framing information for data; indication of
errors detected by the physical layer; actual power state for the link; and connection

status information.

Thus there has now been described an overview of the basic principles of the
PCI-Express interface architecture. Further information regarding the architecture can
be obtained from the PCI Special Interest Group and from a variety of texts describing
the architecture, such as “Introduction to PCI Express: A Hardware and Software
Developer’s Guide” ISBN: 0970284691, and “PCI Express System Architecture”
ISBN: 0321156307.

As described above, a PCI Express switch provides a single upstream port and
one or more downstream ports. Configuration of the ports can be carried out using
the PCI Express Configuration Space Headers. Examples of relevant headers are
shown in Figures 6 and 7. Any given port can be configured as upstream port. Each
port behaves as a PCI Express to PCI Express bridge as specified by the PCI Express
Base Specification and P2P Bridge Specification (and can therefore be considered to
be a virtual PCI Express to PCI Express bridge (P2P). Each P2P bridge is identified
through the Class Code register in the Type 1 header being equal to a P2P

15
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(0x060400). Note that in accordance with the PCI Express specification, a PCI
Express endpoint control and status register description is defined as a type 0 and a
P2P control and status register is defined as a type 1. The class code is part of the
control and status register in the type 0/1 headers.

A conventional PCI Express switch is shown in Figure 3 and described above.
During system initialization, a bus-walk is performed by the system platform 24 (the
owner of root complex 21). The bus-walk takes place as a series of configuration
requests. Each device in a PCI Express hierarchy (including a switch port P2P
device) is identified using a BDF (bus device function number). Each transaction
layer packet which is transferred over the fabric includes a RequesterID field which is
equal to the BDF of the requester of a transaction. In some cases, the packet may also
include a CompleterID, which is the BDF of the completer of the transaction. The
Type 0/1 headers are transmitted as payload to a transaction layer packet request. The
BDF is a 16-bit field composed of a Bus Number (8-bit, BN), a Device Number (5-
bit, DN) and a Function Number (3-bit, FN). After the bus-walk is complete, the
system platform performs bus enumeration by conducting a series of configuration
write requests which include values which reflect the type 0/1 headers within the
payload to each device in the PCI Express hierarchy. This process assigns each
device with a unique Bus Number. The root complex of a given hierarchy is always

assigned bus number 0.

For example, in the switch shown in Figure 3, the upstream port (PORT 0)
may have a primary bus number of 1 (00000001), a secondary bus number of 2
(00000010) (being a bridge, the P2P has one bus number for each bus to which it is
connected), a device number of 0 (00000) in accordance with the PCI Express
specification, and a function number of 0 (000). The upstream port is identified as an
upstream port through PCI Express Capabilities CSR Device Port Type field (the
location of which is identified by the capability pointer field in the header) of the P2P
control and status register within the upstream port Type 1 configuration header.
Each downstream port (PORT 1, PORT 2, and PORT 3) has a primary bus number of

16
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2 (00000010), and respective ports may have respective device numbers, e.g. PORT 1
may have device number 1 (00001), PORT 2 may have device number 2 (00010), and
PORT 3 may have device number 3 (00011). In the case of the devices attached to
the ports being single function devices, each will have a function number of 0 (000).
If the attached devices were to be multi-function devices, the first function of any
given device will be 0, with further functions being assigned function numbers in the

range 1-7 as made possible by the three bits of the function number.

All P2P bridges are accessed through Type 1 configuration requests. This
means that the Configuration Request used by the root complex to enumerate the bus
contains a type 1 header in its payload field. An example of the PCI Express Type 1
configuration space header is shown in Figure 6. As can be seen from the Figure, the
type 1 header includes fields identifying the device (Device ID, which is a physical
device identifier, and Vendor ID, which is an identifier of the vendor company of the
device). The type 1 header also includes fields describing the status of the device
(Status and Command, which is the Command and Status Register which provides
status and control over the PCI Express interface. The Class Code field is used to
define the type of device, as indicated above the P2P bridge is identified by a class
code of 0x060400. The Type 1 header also has fields to identify the primary and
secondary bus numbers of the P2P. The remaining fields are not of direct relevance to
the present discussion, so in the interests of not obscuring the present disclosure, the
reader’s attention is directed to the PCI Express base specification for full details of
these fields.

The downstream ports are accessed using Type 1 configuration requests with a

BDF of {BN = virtual PCI Bus (2 in Figure 3), DN = actual port/device, FN = 0}.

Also, respective ports may have respective secondary bus numbers, e.g. PORT
1 may have secondary bus number 3 (00000011), PORT 2 may have secondary bus
number 4 (00000100), and PORT 3 may have secondary bus number 5 (00000101).
Any of the devices may have a subordinate bus number (also identified in the Type 1

17



WO 2006/115753 PCT/US2006/013291

10

15

20

25

30

DYC REF: P023273US

SUN REF: SUN050504

header) depending on the way in which the device is connected to the port. In the
present example, it is assumed that device 3 connects to PORT 3 via a further P2P
device. That further P2P has a primary bus number of 5 and a secondary bus number
of 6, thus the subordinate bus number of PORT 3 in the present example is 6
(00000110). The subordinate bus number is the last bus number in the downstream
hierarchy of a given port. The upstream port forwards Type 1 configuration requests
to downstream ports when the configuration requests target a downstream port’s
subordinate bus. In case of an endpoint device being directly connected to a
downstream port, the downstream P2P converts the Type 1 configuration request into
a Type 0 configuration request. An example of the Type 0 configuration space header
is shown in Figure 7. As can be seen from that figure, many of the fields are common

to both Type 0 and Type 1 headers.

Of the fields in the Type 0 header which are not used in the Type 1 header, the
Min_Gnt and Max_Lat headers are not used in PCI Express and are set to 0 value and
read only status for PCI Express configuration. The remaining fields are not of direct
relevance to the present discussion, so in the interests of not obscuring the present
disclosure, the reader’s attention is directed to the PCI Express base specification for
full details of these fields.

During configuration, memory space (BAR) claimed by devices is discovered
and assigned by the platform. After configuration, the BARs of a given port reflect
the cumulative BARs for all downstream devices (i.e. downstream devices are
mapped in contiguous address regions). For example, the BAR of PORT 1 may have
a base of x0200 and a limit of x02FF, the BAR of PORT 2 may have a base of x0300
and a limit of X03FF, and the PAR of PORT 3 may have a base of x0400 and a limit
of X04FF. Thus the BAR of PORT 0 must a have a base of x0200 or lower and a limit
of x04FF or higher. As each PORT has its own BAR space defined in the Type 1
header, PORT 0 must also have a BAR space for itself, thus in the present example,
PORT 0 has a BAR with a base of x0100 and a limit of x04FF. There are
independent BARs for each of the three PCI address spaces. The I/O BAR has a 16 or
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32-bit address, the memory BAR has a 32-bit address, and the prefetch memory BAR
has a 32 or 64-bit address. According to the PCI Express specification, all PCI
Express endpoints with the prefetchable bit set must support 64-bit addressing. To
simplify address decoding, the I/O BAR supports 4k page granularity, and the
memory BARs use 1MB granularity. Fields are provided in the Type 1 header to

identify the address ranges in the prefetchable, I/O and memory categories.

Memory requests & 1/O requests are routed based upon address. In the
downstream direction a request is forwarded (or processed) if the address falls within
the port’s BAR. Upstream forwarding is based upon inverse decode relative to the
same BARs. Within a switch each P2P (port) provides separate BAR registers for
each of the three address spaces. In order for a port to make a forwarding decision, it

must have explicit knowledge of the other ports’ BAR ranges.

Thus the initialization and configuration of a PCI Express switch have been

described.

With reference to Figures 6 to 11, there will now be described examples of a
PCI Express switch operable to provide soft device allocation between connected
hosts. In some examples, the switch can be operable to be fully compatible with the
existing PCI device programming model as seen from the device driver. In some
examples, the fabric definition to support a multi-host shared device can be an
extension of the existing PCI Express switch model. In some examples, the fabric
definition to support a multi-host shared device can be backwards compliant to legacy
devices and legacy switches at its endpoints. In some examples, the interoperability
of a virtualized switch with designs based on the existing PCI Express packet format
and wire protocols can be maximized. In some examples, the existing I/O software
framework can be used unmodified with a virtualized switch and a multi-host shared

device.
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A first example of a virtualized switch is shown in Figure 8. Figure 8 shows a
schematic example of a PCI Express switch 60 with two ports configured as upstream
ports and four ports configured as downstream ports. In the present examples, any
port can be soft-configured as either of an upstream or downstream port. The switch
can be configured by a configuration entity into two independent switches which can
be considered as virtual switches (vSwitch) 62, 63. A vSwitch 62, 63 of the present
example consists of a single upstream port 64, 65 and 66, 67 that provides connection
upstream towards the root complex of the PCI-E device hierarchy, and one or more
downstream ports 68, 69; 70, 71; 72, 73; and 74, 75. The upstream ports may be
connected to different hosts or to different ports of the same host. The configuration
entity 61 allocates downstream ports to a vSwitch based on out-of-band policy
information. Each vSwitch behaves as a separate PCI Switch. In the present
example, the switch in Figure 8 is partitioned into two independent virtual switches,

vSwitch A 62 and vSwitch_B 63, each having two downstream ports.

The partitioning mechanism in the configuration entity 61 controls the ports
such that the platform initialization software in each connected host (or host port)

only has access to the downstream port(s) allocated to the respective upstream port.

Thus a virtualized switch including multiple virtual switches within a single
physical switch has now been described. With continued reference to Figure 8, and
with reference to Figures 9 and 10, further functionality of the switch of the present

example will now be described.

According to the present example, a given vSwitch configuration can be
dynamically changed by management software through the configuration entity. This
can be achieved by migrating one or more downstream ports from one vSwitch to
another. The policy for initiating this migration is, in the present example, typically
determined by a higher-level management entity that may communicate with the

configuration entity through an out-of-band mechanism. The migration mechanism
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used by the configuration entity of the present example is based on PCI Express hot-

plug interrupt events as defined in the PCI Express standard.

An example of the migration procedure for the switch of the present example
will now be described with reference to Figure 10. This example describes the
migration of the ownership of a downstream port from the upstream port at
vSwitch_A 62 to the upstream port at vSwitch B 63. First, at step S10-1, the
configuration entity 61 receives an instruction that a given downstream port (70, 71)
is to be migrated. Next, at step S10-3, the configuration entity 61 instructs the hot-
plug controller that is within the downstream port that is to be migrated to issue a
'request-to-remove' interrupt to the host to which vSwitch A 62 is connected. The
system software on that host agrees to the request and shuts down the device driver(s)
for the device(s) attached to the downstream port 70, 71 at step S10-5. Then, at step
S10-7, the host signals ready-to-remove to the downstream port P2P 70. The
configuration entity detects this event, and at step S10-9 instructs the hot-plug
controller of downstream port P2P 70 to issue a 'presence change' interrupt event that
goes to the host attached to the upstream port 66, 67 on vSwitch B 63. This step may
include forcing a reset of the hierarchy below the downstream port. System software
on that host detects at step S10-10 that a new downstream port has been attached to
the device hierarchy. Next, at step S10-11, the software on the host detects and
configures the device(s) attached to the migrated port 70, 71. This detection and
configuration includes assigning bus numbers and BARs to the downstream port P2P

70.and attached downstream device(s). The new configuration is illustrated in Figure
9.

In the method of this example, it may be necessary to renegotiate bus numbers
and/or BARs for all devices connected to the hierarchy of the host to which the port is
migrated to avoid conflicts with already defined bus numbers and/or BARs in the pre-

migration configuration of the hierarchy including vSwitch B.
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Thus there has now been described an example of an apparatus and method for
division of a single physical PCI Express switch into a plurality of virtual PCI Express
switches, each of which connects through a separate upstream port to a host. There
has also been described a method and apparatus for migration of a downstream port

between virtual switches within physical PCI Express switch.

With reference to Figures 11 to 13, a second example of a virtualized PCI
Express switch will be described. For ease of reference, elements corresponding to
those described with reference to Figures 8 and 9 above have like reference numerals
in Figures 11 and 12. In order to avoid obscuring the particular features of the present

example, a full description of these elements previously described will not be repeated

in all cases.

Figure 11 shows a PCI Express switch 60' having a configuration entity 61,
two ports configured as upstream ports 64, 65 and 66, 67, and four ports configured as
downstream ports 68, 69; 70, 71; 72, 73; and 74, 75. The upstream and downstream
ports are divided into two virtual switches vSwitch A 62 and vSwitch B 63 as
previously described. As previously noted, in the present examples any port can be
soft-configured as either an upstream or downstream port. Additionally, the switch
60' of the present example has two virtual P2Ps (i.e. virtual PCI Express to PCI
Express bridges, which for ease of reference will henceforth be referred to as dummy
virtual PCI Express to PCI Express bridges (dP2Ps)) 76, 77 and 78, 79. In the
example configuration shown in Figure 9, each of vSwitch A 62 and vSwitch B 63

includes a respective dP2P 76, 77; 78, 79.

At the time of initial setup and configuration of the PCI hierarchy attached to
each upstream port, each dP2P is identified during bus-walk and configured
accordingly, but there is no physical link attached to it. Accordingly, each hierarchy
includes a bus number and BAR allocation for each dP2P included in the hierarchy.

This is, effectively, a spare bus number and BAR allocation within that hierarchy.
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In the present example, during port migration a port that is to be migrated
from one vSwitch to another (from vSwitch A to vSwitch B in the present example)
is transformed from a P2P into a dP2P at the first vSwitch and the “new” port at the
second vSwitch is transformed from a dP2P to a P2P.

As will now be described with reference to Figure 13, this migration method is
similar to that described with reference to Figure 98 above, but with alterations to take
account of the dP2P. In the present example, port 70, 71 of vSwitch A 62 is to be
migrated to vSwitch B 63. Thus the configuration entity receives a migrate
instruction at step S13-1. The configuration entity then instructs the hot-plug
controller for the port to be migrated to issue a “request-to-remove” interrupt to the
host of that virtual switch at step S13-3. The host then shuts down the driver for any
attached devices at step S13-5, and signals “ready-to-remove” to the port P2P at step
S13-7. Then, when the configuration entity detects the 'ready-to-remove' event from
the host at the downstream port to be migrated in vSwitch A, the configuration entity
transforms this downstream P2P in vSwitch A into a dP2P at step S13-8. The
configuration entity then, at step S13-9, instructs the hot-plug controller of
downstream port dP2P 78 to issue a 'presence change' interrupt event that goes to the
host attached to the upstream port 66, 67 on vSwitch B 63. At step S13-10 the
configuration entity then reconfigures the dP2P 78 as a P2P, effectively moving the
physical link which was seen by the host for vSwitch_A as port 70, 71 to be visible to
the host for vSwitch_B as port 78, 79. The host software on the host for vSwitch B
63 then detects the “new” devices within its hierarchy at step S13-13. The host of
vSwitch_B does not need to detect and set up the port, as it set up the port as a dP2P
during initial system setup and configuration. Thus there is no requirement in the
present example to renegotiate the hierarchy bus numbers and BARs from the root
complex to the downstream port when a port is migrated. However, the bus numbers
and BAR assignments for the downstream hierarchy of the downstream port may need

to be renegotiated.
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The skilled reader will appreciate that as each P2P )is a virtual bridge, the
actual PCI Link from the downstream port is not physically moved from one
hardware connection to another. Rather the physical port remains connected to the
physical link, and the virtual bridges are reconfigured such that the physical port is

migrated from one switch partition (virtual switch) to the other.

If a switch is configured to have as many dP2Ps for each vSwitch or partition
as that switch has physical downstream ports, then the physical ports can be migrated
between the various vSwitches in any combination without the PCI Express hierarchy
of which those vSwitches are members to need to. be renegotiated following

migration.

Thus there has now been described an example of an apparatus and method for
division of a single physical PCI Express switch into a plurality of virtual PCI Express
switches, each of which connects through a separate upstream port to a host. There
has also been described an example of a method and apparatus for migration of a
downstréam port between virtual switches within physical PCI Express switch in a
manner which minimizes management overhead and interruption to other devices

connected in the same hierarchies as the migrated port.

In some examples, the provision for migration of downstream ports between
upstream ports allows for redundancy to be provided in a PCI Express based system.
By connecting two or more upstream ports of a PCI Express switch to different ports
of a host, a link failover facility can be provided to allow the host to access all devices
connected to the switch to be accessed even if the link between one of the upstream

ports and the host fails.

As shown in Figure 14, a PCI switch 60" may have two virtual switches
vSwitch_A 62 and vSwitch B 63. In a default configuration, each of vSwitch A 62
and vSwitch B 63 may include one port configured as an upstream and two ports
configured as downstream ports each. As previously noted, in the present examples,
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any port can be soft-configured as either an upstream or downstream port. Each of
vSwitch A 62 and vSwitch B 63 connect to a host 90 via respective links 91 and 92.
Links 91 and 92 may be direct links as illustrated or may be via other devices such as
further switches. At least a part of link 91 is physically distinct from link 92, such

that an element of physical redundancy in the link paths is provided.

If link 91 fails, then link failover can be performed. The failure in link 91 is
such that the operation of link 92 is unaffected. Thus if links 91 and 92 have any
common elements, then the failure in link 91must be in a part which does not stop the
operation of link 92 in order to for link failover to be performed. In many examples,
links 91 and 92 may be totally distinct in order to provide maximum redundancy and
protection against failure. The failure can be any one or a combination of a failure in

the upstream port in the switch, the actual link or the port within the host.

In the event of link 91 failing, failure detection by a management entity can be
used to trigger link failover. The management entity for detecting the link failure may
be a management entity within the host (implemented in hardware, firmware,
software or a combination thereof) or by the configuration entity 61 of the switch 60".
Following the detection, a port migration operation can be performed for all
downstream ports in vSwitch A 62 to move them to vSwitch B 63 such that the ports

are reconfigured as shown in Figure 15.

Although this example has been shown in the context of the switch structure
shown in Figures 8 and 9, it will be appreciated that the same link failover migration

can be performed using a switch making use of dP2Ps as shown in Figures 11 and 12.

Alternative link failover strategies can include the upstream ports of a switch
being connected to different hosts, and those different hosts being operable to provide
access to connected PCI Devices by some means remote from the PCI Express fabric
in which the switch resides. For example the hosts may be different processing
engines within a clustered computing arrangement.
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The method of the present examples can be scaled to any extent possible
within the maximum device limits of the PCI Express specification. In the general
case, a PCI Switch has N upstream ports and M downstream ports. The switch can be
split into N vSwitches, and if it is desired that each vSwitch can be configured to
include at least one downstream port at any given time, then the number N of
upstream ports should be less than the number M of downstream ports. The
downstream ports within the switch may be migrated between vSwitches such that at
any given time, a given vSwitch can be configured to include between zero and M

downstream ports.

Although it has been described in the above examples that the configuration
entity is a part of the switch, the configuration entity can be placed in different
locations and provide the same functions. For example, the configuration entity can
be provided elsewhere within the fabric, such as within another switch in the fabric or
within a root complex at a host. Alternatively, a dedicated configuration host can be

provided.

Accordingly, there have now been described various examples of methods and
apparatus which can be dynamically configured to alter the composition of a PCI
Express fabric in dependence upon requirements determined by a management entity.
Thus, shared (multi-host) access can be provided to a single PCI Express fabric.
Also, shared (multi-host) access can be provided to a PCI Express device connected to

a single PCI Express fabric. Additionally, failover can be provided.

Although the embodiments above have been described in considerable detail,
numerous variations and modifications will become apparent to those skilled in the art
once the above disclosure is fully appreciated. It is intended that the following claims

be interpreted to embrace all such variations and modifications as well as their

equivalents.
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WHAT IS CLAIMED IS:

1. An interconnect device for PCI Express comprising:

a port operable to be connected as a first upstream port to a first host;

a port operable to be connected as a second upstream port to a second host;

a port operable to be connected as a downstream port to an I/O device and
having a data connectivity path to the first upstream port; and

a management entity operable to cause the data connectivity path to be closed
and to cause a further data connectivity path to be established between the

downstream port and the second upstream port.

2. The device of claim 1, wherein:

the management entity is operable to direct a disconnection request to the first
upstream port in respect of the downstream port;

the management entity is further operable to direct a connection request to the

second upstream port in respect of the downstream port.

3. The device of claim 2, wherein the management entity is operable to direct the
connection request to the second upstream port in response to receiving a disconnect

allowed indication via the first upstream port.
4. The device of claim 2 or claim 3, further comprising a dummy downstream
port, and wherein the connection request includes a request for re-allocation of an

address range for the dummy downstream port to the downstream port.

5. The device of claim 4, wherein the dummy downstream port is operable not to

be physically connected to a downstream device.

6. The device of any one of the preceding claims, wherein each port includes a

PCI-Express to PCI-Express bridge.
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7. The device of claim 6, wherein each PCI-Express bridge is a virtual PCI-
Express bridge.

8. The device of any one of the preceding claims comprising a plurality of ports,

each configurable as an upstream port or a downstream port.

0. The device of any one of the preceding claims, comprising a port configured
as a further downstream port, wherein the management entity is operable logically to
partition the device such that the first upstream port is operable to communicate with
the downstream port and the second upstream port is operable to communicate with

the further downstream port.

10.  The device of claim 9, wherein the management entity is operable to migrate
the downstream port from a partition in which the first downstream port is operable to
communicate with the first upstream port into a partition in which the downstream

port is operable to communicate with the second upstream port.

11.  The device of any one of the preceding claims, wherein:

the first upstream port is operable to be connected to a first root complex;

the second upstream port is operable to be connected to a second root
complex;

the downstream port is operable to be connected to an I/O device.

12.  The device of claim 11, further comprising a fourth port operable not to be
connected to an I/O device or host and having a data connectivity path to the second

upstream port.
13. The device of claim 12, wherein the management entity is operable to cause
the further connectivity path to be established by redirecting the data connectivity

path between the second port and the fourth port to the third port.
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14.  The device of any one of the preceding claims, where the device is a switch.

15. A connectivity fabric comprising:

a first root complex;

a second root complex;

an endpoint; and

a device according to any one of the preceding claims, wherein the first
upstream port is connected to the first root complex, the second upstream port is
connected to the second root complex and the first downstream port is connected to

the endpoint.

16.  The fabric of claim 15, wherein the management entity is operable to send a
disconnect request message to the first root complex to cause the data connectivity

path to be closed.

17.  The fabric of claim 15 or claim 16, wherein the management entity is operable
to send a connection request message to the second root complex to cause the further

data connectivity path to be established.

18.  The fabric of any one of claims 15 to 17, wherein the first root complex and

the second root complex are associated with a single host.

19.  The fabric of any one of claims 15 to 18, wherein the device further comprises
a virtual port operable not to be connected to a root complex or endpoint and having a

data connectivity path to the second port.
20.  The fabric of claim 19, wherein the management entity is operable to cause the

further connectivity path to be established by mapping the data connectivity path
between the virtual port and the second port onto the third port.
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21.  The fabric of claim 19 or claim 20, further comprising a processing unit

operable to manage device and memory allocation between virtual ports.

22, The fabric of claim 21, wherein the device includes the processing unit.

23. A method of migrating an I/O device between two hosts, the method
comprising:
causing a connection between a first host and an I/O device to be terminated,

causing a connection between the I/0 device and a second host to be initiated.

24.  The method of claim 23, wherein the causing a connection between a first host
and an I/O device to be terminated comprises sending a disconnect request to the first

host.

25. The method of claim 24, further comprising sending the disconnect request
from a configuration entity operable to control connections between the hosts and the
I/O device.

26.  The method of claim 23 or claim 24, wherein the causing a connection
between the I/0 device and a second host to be initiated comprises sending a connect

request to the second host.

27. The method of claim 26, further comprising sending the connect request from
a configuration entity operable to control connections between the hosts and the I/O

device.
28.  The method of any one of claims 23 to 27, wherein the causing a connection

between the I/O device and a second host to be initiated comprises redirecting a

connection between the second host and a dummy I/O device to the /O device.
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29.  The method of any one of claims 23 to 28, wherein the hosts are PCI Express

hosts, and wherein the I/O device is a PCI Express device.
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