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TRUNCATION INTERFACE TO CUT OFF CERTIFICATE
CHAIN CHECKING
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WHEN THE CERTIFICATE SELF-CHECKING IS PASSED,
ENABLE AN APPLICATION PROGRAM TO EXECUTE THE
CHECKING OPERATION

WHEN THE CERTIFICATE SELF-CHECKING IS NOT
PASSED, PROMPT THAT EXECUTION OF THE CHECKING
OPERATION FAILS, AND INTERRUPT THE
COMMUNICATION CONNECTION ESTABLISHED BETWEEN
THE APPLICATION SOFTWARE AND THE BACK-END
SERVER
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(57) Abstract: Provided are a self-checking method, apparatus and device based on a local certificate, and a storage medium. The
method comprises: when communication connection with a back-end server is established by means of application software, acquiring
a checking request sent when a user triggers a preset checking operation by means of the application software, and sending the checking
request to the back-end server; acquiring a second-level certificate returned by the back-end server, and calling a preset truncation in-
terface to cut off certificate chain checking; acquiring, from a local database, a local certificate associated with the application software,
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and using the local certificate to perform certificate self-checking on the second-level certificate; when the certificate self-checking
is passed, enabling an application program to execute the checking operation; and when the certificate self-checking is not passed,
prompting that execution of the checking operation fails, and interrupting the communication connection established between the ap-
plication software and the back-end server. According to the present application, communication security assurance of a higher level
is provided for communication between application software and a back-end server.
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