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client device . The computing devices can also process social 
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CONFIGURING CLIENT DEVICES FIG . 5A - 5C are block diagrams of the communication 
management environment of FIG . 1 illustrating the interac 

BACKGROUND tion related to client device for obtaining configuration 
information via social network services in accordance with 

Generally described , computing devices utilize a commu - 5 an illustrative embodiment ; 
nication network , or a series of communication networks , to FIG . 6A - 6F are block diagrams of the communication 
exchange data . Companies and organizations operate com - management environment of FIG . 1 illustrating the interac 
puter networks that interconnect a number of computing t ion between the illustrated components for client device 
devices to support operations or provide services to third configuration via social network services ; 
parties . The computing systems can be located in a single 10 FIG . 7 is a flow diagram illustrative of a social network 
geographic location or located in multiple , distinct geo configuration routine implemented by a client device in 
graphic locations ( e . g . , interconnected via private or public accordance with an illustrative embodiment ; and 
communication networks ) . Specifically , data centers or data FIG . 8 is a flow diagram illustrative of a social network 
processing centers , herein generally referred to as “ data information processing routine implemented by a client 
centers , " may include a number of interconnected comput - 15 device in accordance with an illustrative embodiment . 
ing systems to provide computing resources to users of the 
data center . The data centers may be private data centers DETAILED DESCRIPTION 
operated on behalf of an organization or public data centers 
operated on behalf , or for the benefit of , the general public . Generally described , the present application corresponds 

To facilitate increased utilization of data center resources , 20 to the management of data transmitted between computing 
virtualization technologies allow a single physical comput - devices in a communication network . More specifically , 
ing machine to host one or more instances of virtual aspects of the present application correspond to the utiliza 
machines that appear and operate as independent computer tion of social network services to configure client devices 
machines to a connected computer user . With virtualization , and exchange information related to the operation of client 
a single physical computing device can create , maintain , or 25 devices . Illustratively , one or more client devices include 
delete virtual machines in a dynamic manner . In turn , users network connectivity sufficient to exchange information 
can request computer resources from a data center and be with various social networks or social networking resources , 
provided with varying numbers of virtual machine resources such as Web sites . In a first aspect , some of the client devices 
on an “ as needed ” or “ as requested ” basis . In addition to may correspond to devices in which the computing func 
virtual machines , a data center may provide other computing 30 tionality is not the sole function of the device , such as 
resources , including hardware computing capacity , data stor appliances that have embedded computing resources . Addi 
age space , network bandwidth , and the like . tionally , many of these devices do not have traditional input 

In some environments , the computing devices that com or output controls that facilitate the configuration of the 
municate via the communication network can correspond to client devices by a user . Nonetheless , many of the client 
devices having a primary function as a computing device , 35 devices may configured to communicate via a messaging 
such as a desktop personal computer . In other environments , protocol , such as the MQTT messaging protocol , to 
at least some portion of the computing devices that com - exchange content . Additionally , the client devices can also 
munication via the communication network can correspond include some form of data connectivity applications , such as 
to embedded devices or thin devices that have at least one browser applications or portions of browser components , 
alternative primary function , such as household appliances 40 that facilitate communication with social networks . 
having a separate primary purpose ( e . g . , a thermostat or In accordance with aspects of the present application , one 
refrigerator ) while also providing at least limited computing or more client devices can be configured to the preferences 
functionality . of individual users or as part of a grouping of client devices , 

such as in a home , business or other logical or physical 
BRIEF DESCRIPTION OF THE DRAWINGS 45 organizational criteria . To facilitate the configuration , the 

client devices communicate with a social network service to 
Throughout the drawings , reference numbers may be make a connection with a particular user or administrator of 

re - used to indicate correspondence between referenced ele - the grouping of client devices . In one example , the client 
ments . The drawings are provided to illustrate example devices can obtain social network identifiers of the particular 
embodiments described herein and are not intended to limit 50 user or administrator and request to make a connection . In 
the scope of the disclosure . another example , the client devices can publish availability 

FIG . 1 is a block diagram of a communication manage to make a connection via a social network and accept a 
ment environment that includes one or more client devices , connection request from the specific user or administrator . In 
one or more user devices , one or more social networks and a further example , a social network service can also be 
a content management system according to one embodi - 55 utilized to model a grouping of client devices and to create 
ment ; social network profiles that are common or complimentary 

FIGS . 2 and 2A are block diagrams of illustrative com - to each client device and include profile information asso 
ponents of a limited resource client computing device con - ciated with a specified user / administrator . 
figured to remotely process content in accordance with an Once a connection with the specific user or administrator 
illustrative embodiment ; 60 has been established , the client devices can be configured 

FIG . 3 is a block diagram of illustrative components of a utilizing information provided through various communica 
client computing device configured to remotely process tion mechanism provided by the social network . In one 
content in accordance with an illustrative embodiment ; aspect , each client device can be associated with a specific 

FIG . 4 is a block diagram of illustrative components of a social network profile that identifies one or more operational 
remote command service computing device configured to 65 criteria of the client device . The client device can publish ( or 
provide content in accordance with an illustrative embodi - make available ) the social network profile and receive 
ment ; updates to the social network profiles from the specific user 
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or administrator . Additionally , the at least portions of social Network 130 may be any wired network , wireless net 
network profile information from one or more users may be work , or combination thereof . In addition , the network 130 
utilized to update or supplement the client device social may be a personal area network , local area network , wide 
profiles . The updates to the social network profiles can be area network , cable network , satellite network , cellular 
processed to result in a configuration of the client devices , 5 telephone network , or combination thereof . In the example 
such as operating parameters , communication preferences , environment of FIG . 1 , network 130 is a global area network 
security settings , and the like . ( GAN ) , such as the Internet . Protocols and components for 

In another aspect , each client device can also utilize the communicating via the other aforementioned types of com 
communication platforms provided by the social networks to munication networks are well known to those skilled in the 
receive information from the specific user or administrator 10 art of computer communications and thus , need not be 
or to publish information to specific user or administrator . described in more detail herein . While each of the client 
For example , the specific user or administrator can publish computing devices 102 , admin devices 104 , and content 
a message directly to the client device via the social network management system 110 is depicted as having a single 
that includes a specific command ( e . g . , turn on ) or attribute connection to the network 130 , individual components of the 
( e . g . , a temperature setting ) that is received and processed by 15 client computing devices 102 , admin devices 104 , and 
the client device . In another example , the specific user or content management system 110 may be connected to the 
administrator may publish a message indirectly to the client network 130 at disparate points . Accordingly , communica 
device ( e . g . , a group post ) that can be parsed by the client tion times and capabilities may vary between the compo 
device to implement some action ( e . g . , " on my way home ” nents of FIG . 1 . 
can be processed to cause a client device operating home 20 Client computing devices 102 may include any number of 
lights to enter a select program . In a further example , the different computing devices capable of communicating with 
client devices can also publish information related to the the content management system 110 and social networks 
operational characteristics of the client device . The pub - 120 . For example , individual accessing computing devices 
lished information can include processing results ( e . g . , error may correspond to a laptop or tablet computer , personal 
codes or success confirmation ) or specific readings ( e . g . , the 25 computer , wearable computer , server , personal digital assis 
number of times a door has been opened or a security code tant ( PDA ) , hybrid PDA / mobile phone , mobile phone , elec 
utilized ) . Additionally , in some embodiments , a service tronic book reader , set - top box , camera , appliance , control 
provider can utilize additional resources , such as virtualized ler , digital media player , and the like . Each client computing 
representations of the client devices , to facilitate the pro - device 102 may optionally include one or more data stores 
cessing of the social network communications and provide 30 ( not shown in FIG . 1 ) including various applications or 
at least a portion of the processing communication informa computer - executable instructions , such as web browsers , 
tion , such as the configuration information , to the client used to implement the embodiments disclosed herein . On an 
device . individual basis , client computing devices 102 may gener 

Although aspects of some embodiments described in the ally have access to fewer computing resources ( e . g . , pro 
disclosure will focus , for the purpose of illustration , on the 35 cessing power , memory , persistent storage space , electronic 
MQTT messaging protocol and other illustrative social power , network communication capabilities , input and out 
networking platforms , one skilled in the relevant art will put capabilities , etc . ) than the user computing devices 104 
appreciate that the examples are illustrative only and are not and content management system 110 . Illustrative compo 
necessarily intended to be limiting . nents of a client computing device 102 will be described 

FIG . 1 is a block diagram depicting an illustrative logical 40 with regard to FIGS . 2 and 2A . In one embodiment , the 
network 100 including multiple client computing devices client computing devices 102 can be referred to an Internet 
102 and user devices 104 in communication with a content of Things ( “ IOT " ) devices representative of a class of 
management system 110 and one or more content providers devices in which computing functionality can be embedded 
implementing social networks 120 via a network 130 . While within devices having at least one additional alternative 
the client computing devices 102 and user devices 104 are 45 functionality . Examples include , but are not limited , house 
shown as a group within FIG . 1 , the client computing hold appliances , controls for various other devices , con 
devices 102 and user devices 104 individually or as a sumer goods , and the like . 
grouping may be geographically distant , and independently Similar to the client computing devices 102 , the user 
owned or operated . For example , the client computing computing devices 104 may include any number of different 
devices 102 or client devices 102 could represent a multi - 50 computing devices capable of communicating with the con 
tude of client devices within a specific home or office . In tent management system 110 . For example , individual 
another example , the client computing devices 102 could be accessing computing devices may correspond to a laptop or 
part of a grouping of multiple of devices associated with an tablet computer , personal computer , wearable computer , 
organization , such as number of computing components server , personal digital assistant ( PDA ) , hybrid PDA / mobile 
associated with various devices in different geographic 55 phone , mobile phone , electronic book reader , set - top box , 
areas . Similarly , while one set of illustrative components is camera , digital media player , and the like . Each client 
shown to represent the content management system 110 and computing device 104 may optionally include one or more 
network service providers 120 , multiple instances of each data stores ( not shown in FIG . 1 ) including various appli 
component may be present within the content management cations or computer - executable instructions , such as web 
system 110 , and such components may be located within 60 browsers , used to implement the embodiments disclosed 
geographically diverse areas ( e . g . , globally , continentally , or herein . Illustrative components of a user computing device 
regionally ) , in order to provide a wide geographical presence 104 will be described with regard to FIG . 3 . For purposes of 
for the content management system 110 . Likewise , social illustration , user computing devices 104 are representative 
network service providers 120 represent any number of of a class of devices having increased available computing 
computing devices or other components utilized by a content 65 resources , including the ability for input and output mecha 
provider to facilitate the delivery , processing and storage of nisms typically exemplified with interaction with social 
content via the network 130 . networks 120 . 
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In accordance with embodiments , the content manage sure . For example , in one embodiment , the memory 210 
ment system 110 includes one or more servers for imple includes a browser application 216 for accessing content . 
menting messaging broker services 114 , one or more social Illustratively , the browser application 216 may encompass a 
network services 116 for facilitating the configuration of full software browser application , portions of a browser 
communications between the client devices 102 and the 5 application or simply be a software application ( or execut 
social networks 120 , and a device configuration data store able instructions ) that provide for data connectivity . The 
112 . As described in further detail below , the messaging memory 210 may further include a social network compo 
services 114 can receive implement network based messag nent 218 for communicating with and processing informa 
ing protocols , such as MQTT , to facilitate communications tion from one or more social networks 120 . The client 
between the client devices 102 and the social networks 120 . 10 computing devices 102 can further include a social network 
Illustrative components of a messaging server 114 will be data store 218 for maintaining social network configuration 
described with regard to FIG . 4 . or profile information for facilitating communication with 

It will be appreciated by those skilled in the art that the the social networks 120 . 
content management system 110 may have fewer or greater FIG . 2A depicts one embodiment of an alternative archi 
components than are illustrated in FIG . 1 . Thus , the depic - 15 tecture of an illustrative client computing device 102 A that 
tion of the content parsing system 110 in FIG . 1 should be can generate and process social network information or be 
taken as illustrative . For example , in some embodiments , utilized in conjunction with the generation and processing of 
components of the content management system 110 , such as social network information in accordance with the present 
the messaging service 114 , may be executed by one more application . The general architecture of the client computing 
virtual machines implemented in a hosted computing envi - 20 device 102 A depicted in FIG . 2 includes an arrangement of 
ronment . A hosted computing environment may include one computer hardware and software components that may be 
or more rapidly provisioned and released computing used to implement aspects of the present disclosure . How 
resources , which computing resources may include comput - ever , client computing device 102A may be associated with 
ing , networking or storage devices . a reduced of components that may limit the computing 

FIG . 2 depicts one embodiment of an architecture of an 25 functionality and operation of the client device 102A . As 
illustrative client computing device 102 that can generate illustrated , the client device 102A includes a processing unit 
and process social network information in accordance with 250 and a network interface 252 that communicate with a 
the present application . The general architecture of the client communication bus . Unlike client device 102 ( FIG . 2 ) , the 
computing device 102 depicted in FIG . 2 includes an client device 102 may not have a computer readable medium 
arrangement of computer hardware and software compo - 30 drive , an input / output device interface , an optional display , 
nents that may be used to implement aspects of the present or an input device . 
disclosure . As illustrated , the client device 102 includes a The network interface 252 may provide connectivity to 
processing unit 204 , a network interface 206 , a computer one or more networks or computing systems , such as the 
readable medium drive 207 , an input / output device interface network 130 of FIG . 1 . The processing unit 250 may thus 
220 , an optional display 202 , and an input device 224 , all of 35 receive information and instructions from other computing 
which may communicate with one another by way of a systems or services via a network . The memory 254 may 
communication bus . Illustratively , the client computing include computer program instructions that the processing 
device 102 may have more limited functionality and com - unit 250 executes in order to implement one or more 
ponents , such as inputs or outputs , as embedded devices . embodiments . The memory 254 generally includes RAM , 

The network interface 206 may provide connectivity to 40 ROM , or other persistent or non - transitory memory . In this 
one or more networks or computing systems , such as the embodiment , the memory 254 may store necessarily store a 
network 130 of FIG . 1 . The processing unit 204 may thus full operating system that provides computer program 
receive information and instructions from other computing instructions for use by the processing unit 250 in the general 
systems or services via a network . The processing unit 204 administration and operation of the client 102A . Rather , in 
may also communicate to and from memory 210 and further 45 one embodiment , the memory 254 includes an interface 
provide output information for an optional display 202 via software component 256 for accessing receiving and pro 
the input / output device interface 220 . The input / output cessing instructions . 
device interface 220 may also accept input from the optional FIG . 3 depicts one embodiment of an architecture of an 
input device 224 , such as a keyboard , mouse , digital pen , illustrative user computing device 104 that can generate and 
etc . In some embodiments , the client 102 may include more 50 process social network information in accordance with the 
( or fewer ) components than those shown in FIG . 2 . For present application . The general architecture of the user 
example , some embodiments of the client computing device computing device 104 depicted in FIG . 3 includes an 
102 may omit the display 202 and input device 224 , while arrangement of computer hardware and software compo 
providing input / output capabilities through one or more nents that may be used to implement aspects of the present 
alternative communication channel ( e . g . , via the network 55 disclosure . As illustrated , the user computing device 104 
interface 206 ) . Additionally , the client device 102 may omit includes a processing unit 304 , a network interface 306 , a 
the input and output interface 220 altogether as well . computer readable medium drive 307 , an input / output 

The memory 210 may include computer program instruc - device interface 330 , an optional display 302 , and an input 
tions that the processing unit 204 executes in order to device 224 , all of which may communicate with one another 
implement one or more embodiments . The memory 210 60 by way of a communication bus . 
generally includes RAM , ROM , or other persistent or non - The network interface 306 may provide connectivity to 
transitory memory . The memory 210 may store an operating one or more networks or computing systems , such as the 
system 214 that provides computer program instructions for network 130 of FIG . 1 . The processing unit 304 may thus 
use by the processing unit 204 in the general administration receive information and instructions from other computing 
and operation of the client 102 . The memory 210 may 65 systems or services via a network . The processing unit 304 
further include computer program instructions and other may also communicate to and from memory 310 and further 
information for implementing aspects of the present disclo provide output information for an optional display 302 via 
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the input / output device interface 330 . The input / output more social networks 120 and the content managements 
device interface 330 may also accept input from the optional system 110 to allow one or more client devices 102 to 
input device 324 , such as a keyboard , mouse , digital pen , attempt to establish a communication channel with a speci 
etc . In some embodiments , the user computing device 104 fied user or system administrator ( herein " users ” ) via a 
may include more ( or fewer ) components than those shown 5 social network or set of social networks . Additionally , 
in FIG . 3 . although depicted as a single interaction between a client 

The memory 310 may include computer program instruc computing device 102 , content management system 110 , 
tions that the processing unit 304 executes in order to and social networks 120 , in some embodiments , a plurality 
implement one or more embodiments . The memory 310 of client computing devices 102 can be configured using the 
generally includes RAM , ROM , or other persistent or non - 10 same processes illustrated in FIG . 5A , 5B , or 5C . Still 
transitory memory . The memory 310 may store an operating further , in some embodiments , the content management 
system 314 that provides computer program instructions for system 110 may also provide virtual representations of the 
use by the processing unit 304 in the general administration client devices 102 such that the interaction depicted at the 
and operation of the user computing device 104 . The client device may be executed or implemented , at least 
memory 310 may further include computer program instruc - 15 partially , by computing devices provided by the content 
tions and other information for implementing aspects of the management system and the processing result provided to 
present disclosure . For example , in one embodiment , the the physical client device 102 . 
memory 310 includes a browser application 316 for access - With reference to FIG . 5A , at ( 1 ) , the client computing 
ing content and communicating with and processing infor - device 102 generates a device connection request and trans 
mation from one or more social networks 120 . 20 mits the request to the messaging broker services 114 . 

FIG . 4 depicts one embodiment of an architecture of an Illustratively , the device connection request corresponds to 
illustrative server for implementing the messaging broker established procedures associated with the authentication 
services 114 component described herein . The general archi - and authorization of the client computing device 102 with 
tecture of the messaging broker 114 depicted in FIG . 4 the messaging broker services 114 . Still further , in some 
includes an arrangement of computer hardware and software 25 embodiments , the logical network 100 can include addi 
components that may be used to implement aspects of the tional gateway components that independently , or as part of 
present disclosure . As illustrated , the messaging services 114 the content management system 110 , manage the transmis 
includes a processing unit 404 , a network interface 406 , a s ion of the messages to the messaging broker services 114 . 
computer readable medium drive 407 , an input / output Such gateway components can implement security function 
device interface 420 , an optional display 402 , and an input 30 ality , load balancing , or other network processing services . 
device 424 , all of which may communicate with one another At ( 2 ) , the remote command services 114 processes the 
by way of a communication bus . The components of the connection request such as by validating security informa 
messaging services 114 may be physical hardware compo - tion , requesting additional information or determining the 
nents or implemented in a virtualized environment . characteristics of the requesting client computing device 

The network interface 406 may provide connectivity to 35 102 . At ( 3 ) , if the connection request is acceptable and 
one or more networks or computing systems , such as the authorized , the messaging broker services 114 transmits a 
network 130 of FIG . 1 . The processing unit 404 may thus connection confirmation to the requesting client computing 
receive information and instructions from other computing device 102 . In this regarding , once authorized , the client 
systems or services via a network . The processing unit 404 computing device and messaging broker services 114 can 
may also communicate to and from memory 410 and further 40 begin communication within the procedures defined in a 
provide output information for an optional display via the messaging protocol , such as MQTT . 
input / output device interface 420 . The input / output device with reference now to FIG . 5B , after receiving the 
interface 420 may also accept input from the optional input connection confirmation , at ( 1 ) , the client computing device 
device 424 , such as a keyboard , mouse , digital pen , etc . In 102 transmits one or more topic registration requests to the 
some embodiments , the messaging services 114 may include 45 remote command services 114 . Illustratively , the topic reg 
more ( or fewer ) components than those shown in FIG . 4 . istration is defined in accordance with the messaging pro 

The memory 410 may include computer program instruc - tocol such that the client computing device 102 can register 
tions that the processing unit 404 executes in order to to receive content published according to specific topics by 
implement one or more embodiments . The memory 410 any number of content providers . As applied to the present 
generally includes RAM , ROM , or other persistent or non - 50 application , the client computing devices 102 registers for 
transitory memory . The memory 410 may store an operating one or more topics that have been identified for specific 
system 414 that provides computer program instructions for social network configuration , generally referred to as “ social 
use by the processing unit 404 in the general administration network topics . ” In one embodiment , the client computing 
and operation of the messaging services 114 . The memory devices 102 can be pre - configured to register for social 
410 may further include computer program instructions and 55 network topics . In other embodiments , individual users may 
other information for implementing aspects of the present interact with the client computing devices 102 to configure 
disclosure . For example , in one embodiment , the memory the client computing devices to register for the social 
410 includes client interface software 412 for receiving and network topics . The update topics can be unique to indi 
processing content requests from client devices 102 . Addi - vidual client computing devices 102 . Alternatively , the 
tionally , the memory 410 includes a messaging component 60 update topics can apply to multiple client computing devices 
416 for processing messages from the client device 102 . 102 or sets of client computing devices 102 , such as all 

Turning now to FIGS . 5A - 5C , illustrative interactions devices in a particular geographic location or associated by 
between the client devices 102 ( either FIG . 2 or FIG . 2A ) to some organizational criteria . 
configure the client devices to established contact with one At some point after registration , at ( 2 ) , a user 104 pub 
or more social networks 120 will be described . More spe - 65 lishes one or more pieces content to the messaging service 
cifically , FIGS . 5A - 5C will be described with regard to 114 . Each published piece of content is associated with a 
interactions between a client computing device 102 , one or topic . For purpose of an illustrative example , at least one 
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published content is associated with a social network topic network services 116 processes the request and at ( 3 ) 
( e . g . , a topic related to providing social network configura - generates social network configuration information for the 
tion of the client devices ) and that is a registered topic of the client device 102 . Illustratively , the information includes or 
client computing devices 102 . Additionally , the published otherwise references information that will allow the client 
piece of content associated with the social network topic 5 computing device to establish contact with a social network 
includes or otherwise references information that will allow 120 and either make the client device 102 available for the client computing device to establish contact with a social connections or configured the client device 102 to request 
network 120 ( directly or indirectly ) and either make the connections with the user . For example , the content can client device 102 available for connections or configured the include social network account identifiers that allow the client device 102 to request connections with the user . For 10 client device to request connections with the accounts . In example , the content can include social network account another example , the content can include social media identifiers that allow the client device to request connections account permissions that defines the accounts from which with the accounts associated with the identifiers . In another the client device will accept connection requests . At ( 4 ) , the example , the content can include social media account 
permissions that defines the accounts from which the client 15 int 15 information is transmitted to the client device . In a manner 
device will accept connection requests . The content can also similarly described with regard to FIGS . 5A and 5B , in other 
include instructions that identify the logistics of the social embodiments , the content managements system 110 may 
network requests , including timing information , specified provide some form of additional or alternative processing 
communication medium to use , or other processing instruc resources to facilitate that the processing of the published 
tions . 20 content . In this embodiment , the content managements sys 
At ( 3 ) , the messaging broker services 114 matches the tem 110 may host a virtualized version ( or partial version ) of 

registered topics with the published topics to determine that the client computing device 102 to process the requested 
the client computing devices 102 should receive the pub - content . The content managements system 110 can then 
lished content with the social network topic . By way of return a processing result in the form of the configuration 
illustrative example , the messaging broker services 114 can 25 information to be implemented by the physical client device 
utilize a variety of mechanism to match registered topics 102 . 
with incoming published content , such as matrices , data Turning now to FIGS . 6A - 6F , illustrative interactions 
stores , etc . At ( 4 ) , the messaging broker service 114 trans - between the components of the logical network 100 to share 
mits the published content . Illustratively , the transmittal of content via social networks 120 will be described . More 
the published content is done in accordance with the pro - 30 specifically , with reference to FIG . 6A , an embodiment 
cedures and capabilities of the messaging protocol , such as illustrating how a client device 102 utilizes social network 
MQTT , and does not require additional or alternative com configuration information ( FIGS . 5A - 5C ) will be described . 
munications to cause the transmission of the social network At ( 1 ) , the client device 102 utilizes the social network 
information . Once the content has been received at the client information to establish communications with a social net 
computing device 102 , the content can be processed to extra 35 work . In some embodiments , the client device 102 may have 
the social network configuration information . Additionally , a social network accounted previously created and can log 
the client computing device 102 can utilize additional iden - into the pre - configured account with necessary authentica 
tification information included in the published content to tion / authorization information . In another embodiment , the 
request additional information that may be utilized as part of social network information can include information to estab 
the configuration process . In other embodiments , the content 40 lish the account , on behalf of the client device 102 , with the 
managements system 110 may provide some form of addi - social network 120 . In embodiments in which the client 
tional or alternative processing resources to facilitate that the device 102 initiates the establishment of social network 
processing of the published content . In this embodiment , the communication , the identity of the user account may be 
content managements system 110 may host a virtualized included in the request ( or be transmitted thereafter ) . In 
version ( or partial version of the client computing device 45 embodiments in which the client device awaits initiation of 
102 to process the requested content . The content manage - a request from a user device , the request can include 
ments system 110 can then return a processing result in the publication information that identifies how the client device 
form of the configuration information to be implemented by should be advertised to potential users . Additionally , as 
the physical client device 102 . described above , in still some embodiments , the communi 

With reference to FIG . 5C , another embodiment for 50 cation with the social network 120 may be facilitated 
configuring social network connections will be described . In through the content managements system 110 . 
this embodiment , the client devices 102 may be preconfig - At ( 2 ) , the social network 120 processes the result and can 
ured to transmit a request to the social network services 116 transmit the social network request to a user device 104 at 
of the content management systems 110 . In this aspect , the ( 3 ) . In other embodiments , the social network 120 processes 
social network services 116 can function as the clearing 55 the results and begin advertising the availability to accept 
house of social network configuration information for a connection requests such as to user device 104 at ( 3 ) . One 
variety of client devices 102 . The social network services skilled in the relevant art will appreciate that the number and 
116 can then identify one or more aspects of the client device type of interactions between the social network 120 , client 
102 and provide social network information to the client device 102 and user device 104 can vary , especially depend 
device . 60 ing on the type of social network , the communication 

At ( 1 ) , the client device 102 transmits a request to the medium utilized to communicate the requests and the capa 
social network service 116 . The transmission of the request bilities of the client device 102 . At ( 4 ) , the user device 104 
may correspond to implementation of a startup routine can accept the request or transmit a request to the client 
conduct by the client device . The request can include device in alternative embodiments . Illustratively , the client 
identifiers or other information that will allow the social 65 device 102 can take on an active role in seeking connections , 
network services 116 to identify information to configure the a passive role in accepting connection requests or a combi 
social networks to the client device . At ( 2 ) , the social nation thereof . 
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With reference to FIG . 6B , in some embodiments , the profile information , parse the information to extract con 
social network profiles may be utilized to facilitate the figuration information and implement the configuration 
configuration of the operation of a client device 102 . Illus - information . In other embodiments , the content manage 
tratively , in this embodiment , the specified user or admin ments system 110 ( or other service provider ) can provide 
istrator may been given limited authority to modify social 5 virtualization resources that implement at least a portion of 
media profile information or may be associated with author - the functionality utilized by the physical client device 102 to 
ity such that inputs from the user device 104 or information receive the social network profile information , extract con 
from a user profile may modify social media profile infor - figuration information and cause implementation of the 
mation . In some of these embodiments , the social network configuration information on the client device . 
profiles may correspond to generic social network profiles 10 With reference to FIG . 6C , in some embodiments , the 
that are not unique or specialized for the configuration of social network communications may be utilized to facilitate 
client devices 102 . In other embodiments , at least some the configuration of the operation of a client device 102 or 
aspects of the social network profiles can be configured provide information related to the operation of the client 
specifically for the configuring client devices 102 , such as device . Illustratively , in this embodiment , the specified user 
custom fields specified or selected to carry configuration 15 or administrator has been given limited authority to receive 
information . social media communications . 

Turning to FIG . 6B , at ( 1 ) , the user device 104 can access Turning to FIG . 6C , at ( 1 ) , the user device 104 can publish 
social profile information and based on authorization , pro - social network communications , such as limited character 
vide some modification to the information maintained by the posts , private messages , group messages and provide infor 
social network 120 . For example , if the social network 20 mation to the social network 120 . For example , the user 
profile includes operational parameters such as operating device 104 can include messaging referring to or referencing 
ranges , timers , input preferences , output preferences , related operational parameters such as operating ranges , timers , 
device information , then the user device can access the tools input preferences , output preferences , related device infor 
and services provided by the social network 120 to modify mation . At ( 2 ) , the social network 120 processes the infor 
or supplement a parameter . Illustratively , the user device 104 25 mation . Illustratively , the social network 120 can make 
can generate various user interfaces for publishing existing validations or variations of the information or the authority 
aspects of the social network profile and obtaining one or to publish context information to the client device 102 . In 
more inputs or modifications to the information included in some embodiments , the social network 120 may have one or 
the social network profile . more processing rules that define acceptable ranges of 

In further embodiments , the user of the user device 104 30 operational parameters , acceptable times for implementing 
( or user device 104 ) can be associated with one or more parameter changes , acceptable user devices or keywords and 
social network profiles ( “ user profiles ” ) with respective the like . In these embodiments , the social network 120 can 
social networks 120 . In this embodiment , at least some apply the processing rules to the published social network 
portion of the user profiles can be utilized to modify or information and make changes , filter or otherwise reject the 
populate a social network profile of the user device 102 . For 35 messages provided by the client device 104 . 
example , a user may maintain a special configuration social At ( 3 ) , the client device 102 can access or receive the 
network profile that provides common configuration infor - social network profile information . At ( 4 ) , the client device 
mation for client devices 102 . In another example , a user 102 parses the information in the social network profile to 
may maintain multiple , special configuration social network extract operational parameters or commands . As previously 
profiles that individually provide common configuration 40 discussed , in some embodiments , the client device 102 can 
information for classes of client devices 102 . In still another include sufficient functionality to access the social network 
example , the user may utilize aspects of a general or generic profile information , parse the information to extract con 
social network profile to provide configuration information figuration information and implement the configuration 
for client devices 102 . The selection of the configuration information . In other embodiments , the content manage 
information from the user social network profile may be 45 ments system 110 ( or other service provider ) can provide 
automatically merged or extracted . In other embodiments , virtualization resources that implement at least a portion of 
the user device 104 may provide user input regarding which the functionality utilized by the physical client device 102 to 
information may be utilized or added to the client device receive and process the operational parameter information 
social network profiles . published in the social network messages . In this embodi 

At ( 2 ) , the social network 120 processes the update and 50 ment , the content management system 110 can implement a 
makes appropriate changes to the profile information . Illus - virtual version of the client device 102 or implement func 
tratively , the social network 120 can validate the information tionality to process and send the operational parameter 
being provided for the client device social network profiles . information . 
For example , the social network 120 can maintain minimum At ( 5 ) , the client device 102 implements the extracted 
or maximum threshold criteria that specifies limits to the 55 information operational parameters . Additionally , the client 
setting of a client device configuration . In another aspect , the device 102 can also publish via the same ( or different ) 
social network 120 can further modify or create variations of communication link information related to the status of the 
the information being updated . Additionally , in still another implementation of the command or configuration such as a 
aspect , the social network 120 can change security or progress report , etc . For example , the client device 102 can 
authorization information to change the social profile infor - 60 publish a confirmation code or an acknowledgement mes 
mation . sage intended for the client device 104 or other recipients . 

At ( 3 ) , the client device 102 can access or receive the With reference to FIG . 6D , in some embodiments , social 
social network profile information . At ( 4 ) , the client device network communications between two user devices 104 may 
102 parses the information in the social network profile to be utilized to facilitate the configuration of the operation of 
extract operational parameters or commands . As previously 65 a client device 102 or provide information related to the 
discussed , in some embodiments , the client device 102 can operation of the client device 102 . Illustratively , in this 
include sufficient functionality to access the social network embodiment , the client device 102 can receive communica 
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tions exchanged between two user devices 104 and 104B via For example , the client device 102 can include messaging 
a social network 120 . In this embodiment , the client device referring to or referencing operational parameters such as 
102 , user device 104 and user device 104B have been given operating ranges , timers , input preferences , output prefer 
at least limited or temporary authority to receive social ences , related device information , error conditions , instru 
media communications . 5 mentation , or other information related to activity . As pre 

Turning to FIG . 6D , at ( 1 ) , the user device 104 can publish viously discussed , in some embodiments , the client device 
social network communications , such as limited character 102 can include sufficient functionality to generate the 
posts , private messages , group messages and provide infor - operational parameters embedded in the social network 
mation to the social network 120 . For example , the user messages . In other embodiments , the content management 
device 104 can include messaging referring to or referencing 10 system 110 ( or other service provider ) can provide virtual 
operational parameters such as operating ranges , timers , ization resources that implement at least a portion of the 
input preferences , output preferences , related device infor functionality utilized by the physical client device 102 to 
mation , or other information related to activity . In this generate the social network information and publish on 
embodiment , the communication may not be directed behalf of the client device 102 . 
directly to the client device 102 , but to another social 15 At ( 3 ) , the social network 120 processes the information . 
network user 104B or some identifier that may be common Illustratively , the social network 120 can make validations or 
to both . At ( 2 ) , the social network 120 processes the infor - variations of the information or the authority to change the 
mation . Illustratively , the social network 120 can make social profile information . At ( 4 ) , the user device can access 
validations or variations of the information or the authority or receive the social network information . At ( 5 ) , the user 
to change the social profile information . As previously 20 device 102 can display , store or archive the published 
described , in some embodiments , the social network 120 
may have one or more processing rules that define accept - FIG . 7 is a flow diagram illustrative of a social network 
able ranges of operational parameters , acceptable times for configuration routine 700 implemented by a client device 
implementing parameter changes , acceptable user devices or 102 in accordance with an illustrative embodiment . In some 
keywords and the like . In these embodiments , the social 25 embodiments , one or more of the functions of the client 
network 120 can apply the processing rules to the published device 102 may be implemented by a service provider , such 
social network information and make changes , filter or as the content management system 110 . Accordingly , the 
otherwise reject the messages provided by the client device action attributed to the client device 102 can be considered 
104 . Additionally , in some embodiments , the social network to be implemented either directly by the client device 102 or 
may also configured , such as using social network profile 30 indirectly via a service provider . At block 702 , obtains social 
information , to supplement the network message with miss network configuration information . As illustrated in FIGS . 
ing or omitted operational parameters . For example , if the 5A - 5B , in one embodiment , the client device 102 can obtain 
social network message includes an instruction to being the social network configuration information from a mes 
operation at the client device 102 , the social network profile saging protocol . As illustrated in FIG . 5C , in another 
may indicate that the operation of the device have a fixed 35 embodiment , the client device 102 can obtain the social 
time limit . Accordingly , in this example , the social network network configuration information via a social network 
message may be supplemented with the appropriate ending services . In still further embodiments , the client device 102 
time based on social network profile information . can be configured by a manufacturer . In yet further embodi 

At ( 3 ) , the client device 102 can access or receive the ments , the client device may receive social network infor 
social network profile information . At ( 4 ) , the client device 40 mation from individual user manipulation of input devices . 
102 parses the information in the social network profile to At block 704 , at block 704 , the client device 102 transmits 
extract operational parameters or commands . At ( 5 ) , the a request to join ( or a request to be asked ) a social network . 
client device 102 implements the extract information . For In some embodiments , the client device 102 may have a 
purposes of illustrating many of the above - mentioned social network accounted previously created and can log 
embodiments and alternatives , FIG . 6E illustrates the utili - 45 into the pre - configured account with necessary authentica 
zation of the social network service 116 to facilitate the tion / authorization information . In another embodiment , the 
processing of the social network information and provide the social network information can include information to estab 
processed or extracted information to the client device 102 . lish the account , on behalf of the client device 102 , with the 
Although illustrated with regard to FIG . 6E , one skilled in social network 120 . In embodiments in which the client 
the art will appreciate that utilization of a service , such as 50 device 102 initiates the establishment of social network 
social network service 116 , Additionally , the client device communication , the identity of the user account may be 
102 can also publish via the same ( or different ) communi - included in the request ( or be transmitted thereafter ) . In 
cation link information related to the status of the imple - embodiments in which the client device awaits initiation of 
mentation of the command or configuration such as a a request from a user device , the request can include 
progress report , etc . 55 publication information that identifies how the client device 

With reference to FIG . 6F , in some embodiments , the should be advertised to potential users . 
social network communications may be utilized to facilitate At block 706 , the client device 102 generates or receives 
the publication of information related to the operation of a social network profile information for one or more social 
client device 102 or provide information related to the networks . In some of these embodiments , the social network 
operation of the client device . Illustratively , in this embodi - 60 profiles may correspond to generic social network profiles 
ment , the client device can transmit communications to that are not unique or specialized for the configuration of 
specified user or administrator via social network commu client devices 102 . In other embodiments , at least some 
nications . aspects of the social network profiles can be configured 

Turning to FIG . 6F , at ( 1 ) and ( 2 ) , the client device 102 specifically for the configuring client devices 102 , such as 
can generate and publish social network communications , 65 custom fields specified or selected to carry configuration 
such as limited character posts , private messages , group information . Still further , in some embodiments , the client 
messages and provide information to the social network 120 . device 102 can incorporate aspects of another social network 
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profile , such as the social profile information for an autho Conditional language such as , among others , " can , " 
rized user ( e . g . , a system administrator ) . “ could , ” “ might ” or “ may , ” unless specifically stated other 
At block 708 , the client publishes the social media profile wise , are otherwise understood within the context as used in 

information . As previously discussed , the user device 104 general to present that certain embodiments include , while 
can access social profile information and based on authori - 5 other embodiments do not include , certain features , elements 
zation , provide some modification to the information main and / or steps . Thus , such conditional language is not gener 
tained by the social network 120 . For example , if the social ally intended to imply that features , elements and / or steps 
media profile includes operational parameters such as oper are in any way required for one or more embodiments or that 
ating ranges , timers , input preferences , output preferences , one or more embodiments necessarily include logic for 

related device information , then the user device can access 10 deciding , with or without user input or prompting , whether 
these features , elements and / or steps are included or are to the tools and services provided by the social network 120 to be performed in any particular embodiment . modify or supplement a parameter . At block 708 , the routine Disjunctive language such as the phrase " at least one of X , 

terminates . Y or Z , ” unless specifically stated otherwise , is otherwise FIG . 8 is a flow diagram illustrative of a social network 15 ial network 15 understood with the context as used in general to present that information processing routine 800 implemented by a client an item . term . etc . may be either X . Y or 2 . or any 
device in accordance with an illustrative embodiment . Illus - combination thereof ( e . g . , X , Y and / or Z ) . Thus , such 
tratively , the user device 104 can publish social network disjunctive language is not generally intended to , and should 
communications , such as limited character posts , private not , imply that certain embodiments require at least one of 
messages , group messages and provide information to the 20 X , at least one of Y or at least one of Z to each be present . 
social network 120 . For example , the user device 104 can Unless otherwise explicitly stated , articles such as “ a ' or 
include messaging referring to or referencing operational an ’ should generally be interpreted to include one or more 
parameters such as operating ranges , timers , input prefer - described items . Accordingly , phrases such as “ a device 
ences , output preferences , related device information , or configured to ” are intended to include one or more recited 
other information related to activity . In this embodiment , the 25 devices . Such one or more recited devices can also be 
communication may not be directed directly to the client collectively configured to carry out the stated recitations . 
device , but to other social network users 104B . At block 802 , For example , " a processor configured to carry out recitations 
the client device 102 can access or receive the social A , B and C ” can include a first processor configured to carry 
network information published by the social network 120 . out recitation A working in conjunction with a second 
As previously described , in some embodiments , the social 30 processor configured to carry out recitations B and C . 
network 120 may have one or more processing rules that Any routine descriptions , elements or blocks in the flow 
define acceptable ranges of operational parameters , accept - diagrams described herein and / or depicted in the attached 
able times for implementing parameter changes , acceptable figures should be understood as potentially representing 
user devices or keywords and the like . In these embodi - modules , segments , or portions of code which include one or 
ments , the social network 120 can apply the processing rules 35 more executable instructions for implementing specific logi 
to the published social network information and make cal functions or elements in the routine . Alternate imple 
changes , filter or otherwise reject the messages provided by mentations are included within the scope of the embodi 
the client device 104 . Additionally , in some embodiments , ments described herein in which elements or functions may 
the social network may also configured , such as using social be deleted , or executed out of order from that shown or 
network profile information , to supplement the network 40 discussed , including substantially synchronously or in 
message with missing or omitted operational parameters . reverse order , depending on the functionality involved as 
For example , if the social network message includes an would be understood by those skilled in the art . 
instruction to being operation at the client device 102 , the It should be emphasized that many variations and modi 
social network profile may indicate that the operation of the fications may be made to the above - described embodiments , 
device have a fixed time limit . Accordingly , in this example , 45 the elements of which are to be understood as being among 
the social network message may be supplemented with the other acceptable examples . All such modifications and varia 
appropriate ending time based on social network profile tions are intended to be included herein within the scope of 
information . At block 804 , the client device 102 parses the this disclosure and protected by the following claims . 
information in the social network profile to extract opera - What is claimed is : 
tional parameters or commands . As previously described , in 50 1 . A system for managing the configuration of client 
some embodiments , the client device 102 may indirectly devices utilizing social networks comprising : 
process the information through the utilization of a service one or more social network services configured to receive 
provider that implements at least a portion of the processing and publish content based on associated social network 
functionality . accounts ; and 
At block 806 , the client device 102 implements the extract 55 one or more computing devices associated with a speci 

information . Additionally , at block 808 , client device 102 fied user , wherein the specified user is associated with 
can also publish via the same ( or different ) communication at least one account on the one or more social network 
link information related to the status of the implementation services ; 
of the command or configuration such as a progress report , at least one client device having a data connectivity 
etc . The routine 800 terminates at block 810 . 60 application that can access the one or more social 

All of the methods and processes described above may be network services , 
embodied in , and fully automated via , software code mod wherein the client device is configured to : 
ules executed by one or more computers or processors . The receive social network information associated with the 
code modules may be stored in any type of non - transitory specified user ; 
computer - readable medium or other computer storage 65 establish a communication link with the one or more 
device . Some or all of the methods may alternatively be social networks based on the social network infor 
embodied in specialized computer hardware . mation ; 



17 
US 10 , 341 , 178 B1 

18 
associate a social network account corresponding to the information , and wherein the client device initiates or 

client device with a social network account corre - accepts the request in accordance with the timing informa 
sponding to the specified user , wherein associating tion . 
the social network comprises , based at least in part 8 . The computer - implemented method of claim 5 , 
on the received social network information , auto - 5 wherein associating with the social network account 
matically initiating or accepting a request to associ includes transmitting a request to join a social network 
ate the social network account corresponding to the account corresponding to the specified user . 
client device with the social network account corre 9 . The computer - implemented method of claim 8 , sponding to the specified user ; wherein transmitting the request to join a social network obtain configuration information provided through the 10 account corresponding to the specified user is based on one one or more social network services , wherein obtain or more social network account identifiers included in the ing the configuration information comprises parsing social network information . a natural language message sent from the social 
network account corresponding to the specified user 10 . The computer - implemented method of claim 5 , 
to the social network account corresponding to the 15 corresponding to the 15 wherein associating with the social network account 
client device ; and includes accepting a request to join a social network account 

cause implementation of a change in a configuration of corresponding to the specified user . 
the client device based on the configuration infor 11 . The computer - implemented method of claim 5 , 
mation provided through the one or more social he one or more social wherein the social network information includes permission 
networks . 20 information identifying one or more social network accounts 

2 . The system of claim 1 , wherein the received social in which the client device is allowed to accept social 
network information comprises an identifier of the social network requests . 
network corresponding to the specified user , and wherein the 12 . The computer - implemented method of claim 5 , 
client device associates the social network account corre - wherein the client device is associated with a social network 
sponding to the client device with the social network 25 profile , the social network profile indicative of operational 
account corresponding to the specified user by transmitting , parameters of the client device . 
responsive to receiving the identifier , a request to join a 13 . The computer - implemented method of claim 12 fur 
social network account corresponding to the specified user . ther comprising publishing , by the client device , the social 

3 . The system of claim 1 , wherein the received social network profile information to the specified user . network information comprises a permission to accept 30 14 . The computer - implemented method of claim 13 , requests from the social network account corresponding to wherein obtaining configuration information provided the specified user . 
4 . The system of claim 1 , wherein the client device is through the one or more social networks includes : 

associated with a social network profile , the social network obtaining , by the client device , information indicative of 
profile indicative of operational parameters of the client 35 a modification of the social network profile associated 
device . with the client device ; 

5 . A computer - implemented method for managing con extracting , by the client device , configuration information 
figuration of computing devices comprising : from the modification of the social network profile . 

receiving , at a client device , social network information 15 . The computer - implemented method of claim 12 , 
associated with a specified user ; 40 wherein the client device is associated with a group of client 

associating , by the client device , a social network account devices , and wherein at least one portion of the social 
corresponding to the client device with a social network network profile information is shared by the group of client 
account corresponding to the specified user , wherein devices . 
the associating the social network comprises , based at 16 . A computer - implemented method for managing the 
least in part on the received social network information , 45 execution of commands utilizing message protocols com 
automatically initiating or accepting a request to asso - prising : 
ciate the social network account corresponding to the associating a social network account corresponding to a 
client device with the social network account corre client device with a social network account correspond 
sponding to the specified user ; ing to a specified user , wherein associating the social 

obtaining , by the client device , configuration information 50 network comprises , based at least in part on received 
provided through the one or more social networks , social network information associated with the speci 
wherein obtaining the configuration information com fied user , automatically initiating or accepting a request 
prises parsing a natural language message sent from the to associate the social network account corresponding 
social network account corresponding to the specified to the client device with the social network account 
user to the social network account corresponding to the 55 corresponding to the specified user ; 
client device ; and obtaining , by the client device , configuration information 

causing , by the client device , implementation of a change maintained on behalf of the client device through the 
in a configuration of the client device based on the social network account corresponding to the specified 
configuration information provided through the one or user , wherein obtaining the configuration information 
more social networks . 60 comprises parsing natural language information 

6 . The computer - implemented method of claim 5 , received at the social network account corresponding to 
wherein receiving the social network information includes the client device ; and 
receiving a message in accordance with the MQ Telemetry causing , by the client device , implementation of a change 
Transport protocol , the message including the social net in a configuration of the client device based on the 
work information . configuration information maintained through the 

7 . The computer - implemented method of claim 5 , social network account corresponding to the specified 
wherein the social network information includes timing user . 

65 
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17 . The computer - implemented method of claim 16 , 
wherein the received social network information causes the 
client device to initiate the request . 

18 . The computer - implemented method of claim 16 , 
wherein the received social network information includes 5 
one or more instructions specifying logistics of the request . 

19 . The computer - implemented method of claim 18 , 
wherein the one or more instructions comprise at least one 
of timing information and a specified communication 
medium . 10 

20 . The computer - implemented method of claim 16 , 
wherein obtaining the configuration information includes 
obtaining configuration information from a service provider 
configured to process the configuration information on 
behalf of the client device . 15 


