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55579 W9

AT 1

HEYIE 53] 5435+ WNO(visited network operator), RO(registration operator), 2 M2ME(machine-to-
machine equipment)E X &3}= Al&®lo|A]l, A7] M2MES] 2]8] 3% = W] oA,

OlA] B F 7 (private) AEAE E3etE= W EY A o]Hl x| (attach) &3 HHAIAE A7) WNOo| ALsls oA

71 QA vlFA AEAE ARESEY] 7] WNOR Q1FEHE ©HAL
271 M2MEZF A7) VNO= 2154 o)yl ZRZEZ(IP; internet protocol) AJ=#HAES FAEE= WA,

o

}7] A8 [P oj=dl 2B ALESte] A7) WOE B8l 7] ROl 1P HAE st A

o

}7] ROZH-E #2715 3k olo]dEE](MID; manageable identity)E F4lst= @A, &

2171 M2MES] o3 A7) MIDE Z=2H| A (provisioning) 3t 7] RO A3 WAIAES Rusls dAS 185
=, M2MEO] 98 8w E W

A3 2

ATE 1o oA, A7l AAl HlEal AEAE dAl HE AEAR(PCID; provisional connectivity
identification)?l <1, M2MEe] <& 43 HH.

2373 3

A3 100l lolA, AT R,

71 MMEE ER138t=(validate) AL

AF7] MOMES] el 7)%3&ke], A7) VNOE E3) PVA(platform validation authority)ell el AlF wWA|A] =
glol A3 HAANE HUE dAS o E3sts, M2MEo] &) F3ius iy,

A 30l dolA, 7] N2MES] Sl Aol F M2ME 9] *ﬂ%‘ T 3= S (TRE; trusted
2}-ol

environment)ol 2oJ3] G~ += A A}
AT 5

AR 4ol oA, 7] #Rl daks 7] MAE eld AEHem FdE= AQd, M2MECl os =
.

2T 6

AT el AeiA, 7] Rl Ak ] M2ME el A wkAbg o2 s 2191, M2MES] ofs) aE=

R

37> 7
A7 1ol deiA, 7] MIDE= 7] M2ME7F SHO(selected home operator)® <Q15E 4 A &

UMTS(universal mobile telecommunications) 7}9AF o}o]dlE]E] X5 (USIM; UMTS subscriber identity
module) 715, AZHAE, = 74 AR F Hox Vs st AJ, M2ME o3 == .

AT 8

A8 19 dolA, A7) ROE ICF(initial connectivity function), DRF(discovery and registration
function), ™ DPF(download and provisioning function)< ¥3}sl= Z<l, M2MES] oJ&l Fa &= W,

A7 9
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AT 8ol dolA, 7] ICF, 471 DRF, B 47| DPF= 7] UE A We] oo AEEEQD A, M2MEe]

L/

M2M(Machine-to-Machine) &A1& #jX]d ¢ RE=A] 28 4Q1 Alghe] AE488 Hda= 3k Zo] ofd glE
ElE 7ol dlolE F41¢] otk M2M SA4le] shte] AR, wix® AdH| 7t ok A AL ALse] AdE
28 glolt dAo=r dEd F JLEE TR2EZS gyt slolt).

71Ee] MeM WS du] A AEREe] e oo(0TA;  over-the-air) X&7F §lar, FH|9o <F
(authentication), s (registration), ¥ Z2H] A (provisioning)ol AAA M2M 7}&(M2M-enabled) 4] <]
A= AE(TS; Trusted State) A9 BEE o] &alx] &on, MM 715 AHld] tisle] 718 2o#ole e B
oF WiAS RASHA Hsla, MM 7Hs Aule] oH] Q1T AMEE 915 2 7] s (Authentication and Key
Agreement) 2] ¥l4(credential)o] AFE = AL BAS A Edla, AZEgo] 2 Heojo] wol ddo]EY
M2M 7Fs gwlel AdE AFskA Esk, M2M 7hs gnrlell thdk XA (tampering)& FHESFS WHgEHA] X
oh. B, M2M s gH] AREARE/ ZFEAES Oﬂﬂo] Aol7b gith., webA, M2M de, Bt R AEAdES e
7] gk g 2 FXE ATsE Aol FYE Aot

g2 M2M FA1E lolo]E(enable) st W R A& Algetarat ot

A9 A2 5

Hol MM EER|AY FH B21S Fstr] Y3 U 2 XU JiA"EY. 53], M2ME(machine-to-machine
equipment)E IFstAl AT S A H]%7H(private) 2 e gA HE 2EA B (PCID;
provisional connectivity identification)”} FE3F /WAJ®tE.  E3F M2MEES &<l (validate)dtal QA&53dtal =
A= AFEE] g B 2 FAE H ]?l"/‘r. MALE EQl Wi g, WxE, 2 A4 #E1s
Eghetth, Z@u|Ay Ak M2EE A Z2Zv A Y (reprovisioning)dhr] 91¢ WHE Eeitt, AXE OIS

o] Estar M2ME gk 22HE HEsr] A% dAke 9 JHA €T,
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E 88 M2MES] EEHAY EE AXZHAYS 9% el A= AAE EA BT
E ot A2 HEE F ovldolHE Agdtel NAEE ATRuAGY] A% Aae] AAH BEEE wAT
o).

2y 517 A A g

olal dAg" w, &o "FA FH£5A FYWIRU; wireless transmit/receive unit)"& A& 7]7](UE),

olF=, 1LY EE olF ZMIA fR, HeolA, AEY dsh, JiQ] FHAHRE SEV)(PDA), HFE, M2M g
(M2ME), & == B & 74 A4 4T § Ade 499 7Ier F39 fufe]~E 230, ool A
He AL olyn. old Adg=E uf, §o] "I|AZI"E = B, AP]E AEZE, AAA FAEP), T A
oA T2 = A o VI FF O 1Yol Huto]2E EFEA| N, ol FAE = FL ofrt.

L NN ZERAY B SAlE 9F Fal AIAE(100)9] dAAAQL eFREelth SAl AJZ=RI(100)
M2ME(110), W&t WELYZT S HelE(WNO; visited network operator)(115), &% 23#°]E(RO;
registration operator)(130), A& & 9 ¥ o]E(SHO; selected home operator)(140), ZHZ A= AR
(PVA; platform verification authority)(150)& X%t AJ2=®E(100)> Zgk Y] A2A/FFAHE/S;

equipment manufacturer/supplier)(EA% X &&)E Egst 4= i),

NO(115) & = 1ol4 @ HEYA MEE =4 et QIA %, USIM/ISIM el Ee] Aol o] Hx 55 2 X 2H]
Ao BAE 98 dAaEHeE BE AL UEYAZE WO Ao HFET MME(110)7F 7ol g SHOo o
slo] SE&HA 9, WNO(115)E VNOR e M2ME(110)7F & A VNO(115)Q! SHO(140)°l == A =Hrid,
VNO(115)+= SHO7} €t}.

WO(115)+= M~ Zgad 2 QlFo] 8749 F Ae A5 M2EL1I0) ] Al MEHA AA~E ATste
A& g3, ol PCID B Y99 15} A HlFA) 1D e YA MEYT dAlA Fude)] 2
T Atk S&HE AR FHE Ao, WO(115)= DRF(170)el 7HHL HEYI AN2E ATE +
Ao, %15 RO(130)9] Aju]z=ef thgh A 2o ojugh ELFJHJMM T STHA ge & 5,
°] 7I%s VN0(115)7} 5 B ZEAAY oHE Fof 179 SHOZF & Oe‘ o g}, %% 2 F A

Y z4x}7} TAE Fol, WO(115)= ZZu[xdE USIN/ISIM cfZel Aol & ARgate] AA MEAA( 2 IMS)
M| 2~5 AFd Zeolrt.

RO(130)= Z=AlE wle} o] ICF(160), B4 % 55 7]545-(DRF; discover and registration function)(170),
=l E}—Sj—i‘%} 2 Z2H| - 7]°55(DPF; downloading and provisioning function)(180)& X3&3icl. 18y,
7% wopol A 9] SRAtebd, ICF(160), DRF(170) % DPF(180)+= 3k 7§ <M 9128 %= i,
shvte] AEE R T34 F% Ut

ICF(160)= 24 HESZ dA|~9e 55 2 Z2ujxde] EX8 93] T4 UESY I gt A dA=E
3 &3ls Fgude] HES 99 e Ee AdAoltd.  ICF(160)2] 71%S ZHzhe] M2ME(110)o] w3l <l
o= o]

rlr 2

O
C
s

o

Al HEA A AL a2dd 2 ol A vlesl Aate] wgs 3R < USIM/ISIM off Al
A Zeuy daph dojd = A & Hx A UEAA AL dFsk=d AREE 4 Aok ICF(160)
= EF ofefel AsHA A= Ze2ujqd 2 AZERAY daks Ae eyl R Zhsd MM
7

1, 74, 2 eEgAeldeza MAME(110)E Z2uAYs =S 49 4 o).
A

ICF(160)& =3k ICF(160)°] <]s] waje S o] &3 MAE(110)E AFH 745 =2 (pre-configure) B
7] FEAE AFFER Y F Yok oS AYWAL AFE) k], ICF(160)E MME(110)o] 1R E
= %“7‘ (abed) U FIAE 2309 AYALS) 2 A5E ATIRS TyAl} B 1006

: = ® FAAH(relying party)oll o] 27dd w =j¢ld9

of

%APZ}OHHM 15 WE /X 7IE Bd dlolEe] B AF

3

S ¥3E AEA T5F Ao BE A MEHAZE B UEHIREA
FrEofol S frofstoiof gttt o] oW YEYA WA glolk T WESLAE F3l SHO(140) <]
T H&E &gt

DRF(170)= &7 SHO(140)e] *+v& MEl(after-purchase selection) % 1 SHO(140)<] M2ME(110)9] T&5&
7FsstAl sk 7otk ol HHAQ AH|AY 4 Qlal, gigte = A SHO(140)o o3 s&E 4 doH
o]2] RO(130)7} SHO®] 3GPP UWIEHAE SallXrt A= 7FsstAu e JdHUS Sote] A4 A% 7Hestal o
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£ 5°1 M2ME(110)01 4 8] 755 Agsto]l &4 7hsd <= Qv

DRF(170)+= A% thgo] Al&-(usage) ¥d 7I5ES AHdlof at=d, (1) THAEFE MME(110)9] Ad ¥
of 37}e] SHO(140)E A€E & AA 35, (2) A < WEHZ A2 Agkd AW MELT QA
25 ARE3F] M2ME(110)7F RO(130)o digh TP &S ZEA 351, (3) M2ME(110)7} oF2] oJw &k SHO(140) <k
T A#EA 9%8 of uwhzl M2ME(110)7} e WESZ eH @8 & &3le] USIM/ISIM ef&E Aol Z20|AY
o] douns a4 4 A &SF, (1) Z2HAY 84S FAste] ME(110)E Z2HAYIES
DPF (180) ¢l :‘Jfﬂ Folskar, (5) M2ME(110)9] Z-frxfell o)k M2ME(110) 9] 55 A ¥stofof g},

F71 NN AFE BE 71 ES AYs7] 918ke], DRF(170)+ M2ME(110)2] SHO(140)<be] dA#ks x¢e 4= <)
ok, theroe @A, DRF(170)+ VNO2| WEL Ao &) Alad [P &S AHEste] A% &4 7ssta o=
ARQ7bsd + At ols AE, DRF(170)E  M2ME(110)7F =p2le] 28] 37 (TRE;  trusted
env1ronment)(230)4 A9 (authenticity)d ZAEA A3l agdlA o PVA(LIS0)E £3F 3HelS X Ysloof
gt}.  DRF(170)& B3 917F(authorization) ® FHAR(audit)E 98] DPF(180)ol 9] &S A QdfoF sy, =
gk, A &9l ¥y ol TRE(230)7F 18] ste Zeo] ubgAEitid TRE(230)9F AEA o= HA
M2ME(110)9] €h<lo] Q& ATt AL Feolstoop gttt oAE Eo], FAL MAE VTHEY AlF
hya

=
(trustworthiness)& &¥ste AL X 4 Urt.

T

DRF(180)+ 3+ USIM/ISIM =g dAd | 51 2 A3 (executable) ¥ 7S M2ME(110)0] ThEE=4= Ho]E <]
7179 A e 55 AP 5= k. DRF(180)E &3k PSoll ¢HAa A o] tlolBE AFswn=s: FAd
ATk, Wete A ol 7% DPF(180) 98l Al&=d 4 AUrt.

48

ulxjeko 2 DRF(180)= 3 M2ME(110)$} DPF(180) Alele] HeF <dzte] HAL folatA & 4=
M2ME(110) 2 DPF(180)el¢] Hel AES E3+ Het EE A 2 A4S Fa=2 & 4 9},

DPF(180)+= M2ME(110)ofle] USIM/ISIM =ZE|dldel ¥4 —"Iilﬂlﬁ‘é% 7VsatA vk, DPF(180)9] 7%

KX
=

5
M2ME(110) & X 28] - d3l=t] tigt DRF(170) 2 F-EH <] QI7IE FAlsheE AS Xsstt. o] M2ME(110)¢}F &4l
3t7] $1sk HeF EES AFste AS ¥ 4 k. DPF(180)+ X% bzt oA A7AE
DRF(170) 24 218t €& @9ett. DPF(180)&= uiste =2x Agd fHEZHE o& AT 4

M2ME(110) 258 t-2=% F2dAS DRF(170)0] &4 4= dt},

DPF(180)% TE3H o}ejej 71xHE]i kel o] M2ME(110)9l¢] USIM/ISIM whebule] @i USIM/ISIM o Z&] Ao A

o mauAYS XYUsE aw Aok, ZEulAy 9lolw, DPF(180)%: 3+ M2E(110)ole] USIM/ISIN w}ejn]
B EE USI/ISIH ohERACI 0] e F0) SIdelE @ AEe djEAels FEel ZauAde
|

BIEE AE = k. olE 71 o] 3™, DPF(180)+& H3t AT Ho|ALY AFHo|#] &2 ZRH|AY o]
WEEZ DRF(170)9] EX|F=2 A9 4 o).

SHO(140) &= 7} H&= M2ME(110)9] #HE AFSAI9LY] Ad3 #AE 7Y aAod A 8+ HF3ste d& G493}
= UES A 2Hdolgolth.  SHO(140) &= thE 9TE, 53] DRF(170) 2 DPF(180)¢] ¥4 &= HAFE 534
7 4 gloen, EE o5 AR SHO(140)¢F 18l A2 F24 TAE e M 494 dEgEd & 9

M2ME(110)= Aol Aul2 A2} 3] 2432 o F] (commission) ¥ A ¢¥om™, 2g]ato] VWNO(115)$} &4l
she] RO(130)o] Wist AYe s}, Mulx~2 Zzu|AYsty] 95k, Zh2e] M2ME(110)E= PCIDS} 7 7
2] 1Al BlEA) ofolHEIE]S ZFAIH | o] ¢1ele] VNO(115)7F MME(110)E 912 &te] 2H7]7} Ala-dbs Au =
of g gl AA=E FEE 5 JA s, euHolE et MHIAE HdfrE g9 ZRH|qdsEy] flste],

Z HAE& AXE F83 JEYa HxIER st ¢ QA ),

PVA(150)= ThE-Z =% USIM/ISIM o Z&jAlolde] A7 9 Asfo] AM&-5&= M2ME(110) W& H<eE tiufo]~9] X
Ae Yd5she AYdEES Fdstes dAdxtoltt. o] 7o T A (certificate)$} 7] 43 22 AHdEES
et A ol HH|AE AFsE st olate] Az xZd & FalE 4 k. He fulola:
UICC, TRE, & M2ME(110)e] W4 2

JE AN 71EF FH9 B REY 4 9 o] 7152 Xk tnjo]xo] 7

3 elZo] USIM/ISIM ofZgAloldel =Z2H|AYS 9% ﬁlﬂiﬂpre requisite)¢l Ag-o LTF¥C}.
PVA(150)= =3k M2ME(110) W] HQF tjufo]2=9] WS Fstes: Adde 44 2 43 2 7|5
Aged = Advk. ey, o] 7ol v <lEEe| o3 Fdd 4 vk A% 7hsetrh. PVA(150) =
oz TREEZS ARESte] 23] GAbAbdl o3 o¥d o 47] Z1Ag adde] gl
Utk o= AlFE ApRbele] Q1F WE W/EE 7|E #HE dolH e Hol HES

mlo
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PVA(150) = B3 fulo]lxe] whalel Fe|dd e faid(validity)dl #sk dlolge] FX¢ £ 7]
/\ oh;}

A Ax/FFAHE/S; manufacture/supplier)(ZEAISA] ZFH)E EF = 19 F41 AZ=E(100)90] oo},
TAAHoZ, MME(110)E AA HE UESZ IA=E fg AT5S 98] ICF(160)25E ZZddS HdsH
F5eth. E/Sv Ed A4 Hx UEHYA AN2E FE3H7] Hste 259 «oi] UMEYI M2 Zed

o] &3] ;A el A Ao MME(110)e] ATFAEL Qe = vk, =S, E/SE, M2ME(110)7} E23
87 AEd wEE ICF(160)E E3le] DRE(170)0] ZHalEd 218317 98 Az d4dS PVA(150) 2 5-F
A B5E 4 drh. olEe e g Hel VR E 2t Sl 2F0 AR i

olr
tlo

A5

m R
r&ﬂ
oo
2L e o

B/St @ nAole] A9 dol Ael@de o83 N2ME(110)9] APATA (pre-configuration)d TEE 4
Sk, oleld ALATA BEE Wad wok UPRE e SoE xdd BAQ Ak /St E£9 v
7] &fA7F 94hs DREI70) 2 SHO(40)E Aed Fee AFd & dAWY, Ei w7t s Eda
(o] A5 ) olZle] Ao WAFES T FUe ATY 5 A

T 2¢ = 19 M2ME(110)9] SAASQl EHE EAgTE M2ME(110)= $4171(215), F417](220), ZZAA
X

(225), 1% SHA(TRE)(230)& Tk, Aedom  MAE(110)E GPS(global positioning system) 4
(235), 7} ololHEE EE(SIMN)(240) 2 BHOF A7 §9S ¥ &3 4~ g},

M2ME(110)+= TRE(230)¢} 22 82 thaFst A= w7USE, e SIN(240) HE= ISINF 22 1ole] 7]E Al
ZRA w4 Uﬂ?M—?% AP ER TAE 2= 9k, o= AF WAUZE weh, E(full) AKAZ} WA
g = Q7] Aol )3 2Fo] FHE o, M2AE(110)eF WEYI 84 Alole] 9leojo] EAIS H 357 98
(PCID9] AFrke obd), M2ME(110)oﬂA1 TRE(230)9] 93] Ba® 'z Ae' An 2/w= oo 712 %3}
T AdubAQl AKA T2EFE Hu bds e 5= Qv

AeAR o= SIM(240)2 B3 7] 7IAlgE SR EE AH3ESs 22 Z2A4 EE(TPM trusted processing
mudule) == Enuld A1F] ZE5(MIM; mobile trusted module)d 7|5S ¥33=E 73d ¢ dr). digte=z

A, SIN(240)& AEtE 715S DASES M2E(110) Wel TPM =& MM B3 528 4 Adrk. SISl 7]
T 3 TRE(230) WlelA @4dE o gtk Al fejsteio gtk ol ofoldlEE el flojM Huh <
=3 885 7hestAl

Aeizog  M2ME(110)+= E/So o8] X5+ Zo]&= dl}e] AKA FE A3 (root secret)S o] &3] AbAZIE
H] 4”(pre provisioning)® F o™, o] F b= A & AlZte] EAdeoltt. AKA FE A IB(E)S
SIM(240)el 93l HEE 4 glom, A "AHAE oF ", SIM(240)2 &4 AKA FE A3 o2 HE MA
71E FEslesd 42 = 9l

M2ME(110)&= B3k ICF(160)° A& A HHE AF3st= % TAE = . a9, g Ady AERE
M2ME(110)7} VNO(110)ell oJEjX](attach)d df oH] AZF 2 g Q. AlF dHE ARe E=d A 7](CK
2 KE fFested AFHEE = 9l

TRE(230) 7|52 3luel AXUE oA Zxddoz FdE 4= glom, = MME(110) e Wi A8 HE
HUEES xlolo] X" 4 Qs AL fFostolof gth.  thete 24, TRE(230) 71%<& &2 71538 SIM 2E
oA " = ).

A 7] Ckn 2 IKnol PCR @A 2B S weld(bind)E T4 d& v 28 ¢ o, o7 ne
CKn ¥ IKn® 7 9] ddlo]Ed it ddxs A3

CK, = 3k (RAND | | PCRO,)

IK, = f4x (RAND | | PCRO ).
Equation 1

A7l A, 30 E f40E F vl2E AAZ K Fo 2z 45 7] 2 FAA (integrity) Z]ol ek AKA

}52 23}31, RANDE CATNAGL 93l A= a1 AKA T2 A 2o A MME(110)e] Bulde| we} &&5=
(AV) el @Y dA(random nonce)©]il, PCROnS M2ME(110) AFe] MTME <F¢] PCRO #A~¥¢ 713

)

ol

s

=
)

-

o\ Ho

o
b o
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o] e A3 PCRO A =ElS] #A gk M2ME(110)9] 7Fd o] FEF(post-boot) A AEje] 71&
(description)< oM 3hE FolatAt.

WA 2 (Equation) 1o we, M2ME(110)e] PCRO gke] + ®l F-EE Alold] WatE A5 CKnZ} IKne gho] ¥
= RS fFoskab. ol g Wle] #Esly] flste], ICF(160)+= HEg M2ME(110)9] F-EF A1F e W3}
7F A& uf PCRO #h(FEw Hup dubA o= MMR(110)9] 'A1E ') o] WstE golok vk, o= ICF(160)7}
M2ME(110) 9] F-EF A= Aeo] J&S v M2MES] 05, Aol T ofZgAclde] oo Ayd wi <
7He dulolEel ~AE 2 UES A Ho oA shssiAl 2 4 Atk o= ofElel 7]AgE Axjol A
PVA(150) 9/%+= ICF(160)E <rRbste = Pafid 4 ok, 1™, At dxje] o]ojx, M2ME(110) <}
ICF(160) Aleloll &fr=i= AKA & 2 FZ24 7171 ddlelES L AlA 7178 M2ME(110) 9] 7Hg FHe "2 4
' kS wedsls wraloZ \2ME(110)9] A=d] £83A "HoeZW, AKA Y] §E TaAxe AAMm

(freshness) 2 HFS Zslst= A& BT 4 Qo).

A 717F M2ME(110) 9} ICF(160) Alolel Ed3t wltalo g HuolE"E 4
A 7F AF AFE (Trusted Computing) 7149 AR&o] <3 A

il MzME(no)oﬂHsﬂ °*tﬂ°1 éi}
_TOV_ Z
&, A 19 F43 02 mI" (binding) F4°] neid & Yt

TRE(230)%= o] & 3 8}“101 A hE zH= M2ME(110)o A1) =¥ ow Hx
SEOIAY, IC 1ol AA EXF o 9}

G27es BEQ AL ofyy, F IC U9 71EH JSHEY 4 .
TRE(230)%&, TRE(230)9} A H %ﬁé}E% Ag Folx= QlEE L Ao 3pol|ARE AME JhEgh, 9F AAl] b
St =214 9 BgH Qo ~E Aot}

TRE(230)+= t¢] #e]7}s3t olo|dEJE](MID; manageable identity)ell thsle] z2]al MIDS] Z2H|Ayd 2
Zelol AHE EF 7L et Hob A% 2 Hol A3y d4S 93 Ao FEE AFIy. MIDE A
A Bt & Al B 19 AF gery, YA Fol gk &Rl &ojoltt. o] EF USIM of&H
Aol B 7]1¢} 72 9lole] 7kg #E 7%, EE ISIM EE B A& ofZFAoldy 2 7|g Hel of =g
Aoldg FHE 4 k. olsk, MIDe= #E7hesdt ofoldElE], 7}) #e] olo|dlEIE], USIM olZE]A oA,
ISIM ol Ze] Aol A, 7Hd SIMGvSIM), H=E Aol 7]e A< Hel ofo]dlEE] &FHE Holed AMEE

ATt

TRE(230)+= T3k o] dast s 7] 2 7|g FldS o] &3] 2ot Y9 (out-of-band) Al (facili
oM AbAZEH|AYE 4= Attt TRE(230)¢] 7]eF Hot AA Al (security-critical) 7]%°] L3 “Pé]
M2ME(110) & AP Z 2| dect, F7FFQl 7]%50] M2ME(110)7F 2ald o] vz =] o o
HA4gE 4= ).

TRE(230)&= F3 B84 9 =24 T2 dgdsie o= HEe HIE AFsta, 7 Al B A&
st AAlsh, UICC & 7]Ef 2~nfE 7= ERFAR A Fd=& MDY A 2 HAPS 383t
3 Sats| bAstth.  TRE(230)+= HEg TRE(230) €5 = M2ME(110) 2o digk Qe o] ~E zt=t).

off Olﬂ
ox
—Ll.t
HU
ll

TRE(230)= AH&-2 79l TRE(230)°l FE& UI== M2ME(110) 9] O}OM ElE el SAHom Aus= Al
Ay 35 ololdEEE olgg Ao &AM, TRE(230):= EF3E ZREFS AREste] Ld AdAl
ol5 ololdIEElE <M OJZ =s AE  dvk. W, e AR TREQ] ofe|dEEE &
¥ TRE(230) 2 M2ME(110)9] ofolRIEJE|Q]l Ao =AM geldh 4= gtk o5 ofo]dlElE 9] zhzh-2 M2ME(110) 7}
B ] do dojubs BEjHow hHgh tfe] XEA|xo AFZA YT

A M2ME(110)ell ol&f A

WS 58 238 A15E 2 AU Ul FAL - gon, S8 dgaes
% £dozA T8 5 v
2

o
29 Fueoe] U azEgo] ol&3tE M2E(110) o BF
TRE(230)7} 7+3}€ UICCol A ?ﬁigﬁh, RE(230)L o] ™3] MIDe teedg 4 9
L TRE(230) W] #7153k olo]dlElE] AR (MIDE; manageable identity engine)®] 7]%5& X 94& Ao},

ym r
l n:
mlru

QF
=
5
o

TRE(234)7F M2ME(110)olA 3 £FHo=zx TAEW, M2ME(110)+= TRE ZE Hlo]AE FASE AZEY

= 9 gojge FAA AIE A Y3k, TRE ict M2ME(110) 9] 3+ (power up)/F-EA]e] Zolx FhH
AFEojof sy, AEly I= AIE 5 EA/oWE Ee Hod HFow wWIHes TR A ARA
M2ME(110)9] &2t4 AFS- &<t 34 = v, Eg, 3= AZ9 AW A= MAE(110)9] HA =& F2 A

25 AWstes ogd 5 ol

tiete] sl A, TRE(230)+= TRE(230) ulollA] o] 3| #AI=}-4f-AF(stakeholder—owner) 7} ZH2b sl th9
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[0051]

[0052]

SIHS31 10-2014-0022481

2| A medlel gE A9e THAE ¢ Ak oll@ m=uEe 2ol X @ 94z o)
Yato] Az 3 E9F V15T 2e B0 AuaE ATE 5 Ak

A ARE Aol MME(110):= 19] wiA] Afe]
oW EE =EA 3G MEYI HE5S
time) FZ24 A= FA AH F7] B A
TRE(230) & M2ME(110) Wi9] v Z=2A~E WA
SHO(140)oll A& w FH|E =S o] Fojd 4= ).

29 g5 & W (dormant) FEjolA T2 Ao, 4bE

ojth.  o]ggk Ao, TREQ] AZEH S 7= A3PAIZH(run-

UEE o]Fojd 4 gy, olyet Aoz I& AAE=
oo 3

ola, FE= AFZ ZAI}= M2ME(110)7}

Zkzyol M2ME(110)oll+= M2ME(110)e] a3k Al H]F7) olo]dlElE], & PCID(provisional connectivity
identification)o] @@= ojof grt. PCID= ZH2+e] M2MEES ALrshAl 21E3k= Al HIE 7 ofoldlE Elo|t}.
o] PCID¥, £7¢ 745, M2MEZ}F SHO(140)¢F 22 999l 54 SHOSF A#=7] el 3GPP HES Ao 558
S A 37 Yske] ESel & MME(110)el A xd Bert gtk PCIDE 3ol ICF(160)e] ol&] W=,
ICF(160)+ Z=HAY #AAE z-= ESel PCIDE EJtk. 18i¥, EST M2ME(110)©] TRE(230)% PCIDE Z=H]|
Ag3l,  PCIDZF M2ME(110) Z5-8 WO(115)Z A& o, VNO(115)+& = IMSIS] ¥uWis zhe= AogxM
As AAg thy, sl ZEHAYS gt Hx AE5S SHstEs M2ME(110)E RO(130)E &alA & 4 9l

o}

shupe]l  AAjdelA, wel PCIDE M2ME(110)el o] AAl¥= Algkd 7]ZH(time span) &¢ FET
Atk(olet, "fr&E 7[ZH(validity period)"). F& 713> Z19] TRE(230)°] °j3] A4 o= Alojd 4 Ut}
Zkzbe]l M2ME tjule]2= PCID B & 73S A8 4 vk, Aol vbgsd S, M2ME(110)= PCIDE 2HA
& 4 Qdnk. W, PCIDE 93 PCIDEA ZEA[AYEHE = 0E MME(=AH A &5)7 510] vES] ol
ofefAlstear A=d w AAREHE 4 ok ey, oA M2ES] PCIDG frE 7Rk ARbF o ® o] 9
M2ME®] PCIDS] #& 713t} 3 aiA = Stet.

o [

A WA M2ME(110)7}F PCIDE ©fA] AM&EA] @& Fof, EA2 o= PCIDE M2ME(110)o] W Hgsk fa 717
o] 2ZAA A2 M2ME] AEF A FE 5 ATt

2 AAlddA], PCIDE AAIHoR2 ATTE 7 JTHPCIDY] FA AR §lo]). o= M2ME(110)9] gfo] A}
Z(lifecycle)S AWE 4= k. AR 429 PCIDZF MAME(110)o] AAF oz ApdZ2rjdE 5= Q.
+ TRE(230)9] Ao& o]&3atwA HAx WENA HEY A5 A& 38T 4 vk, M2MEE Z7] N9 272
2 dAl(release) Dt 7Fg9Act.  jHA wiX(batch)® MMEE M_i,j& Ak, of7lolA j=1,... Mo]t}.
PCID &2 =7] NxMe] wjE"g 2~ (P)_{i,j}=2 Z71skd & vk, M2ME(110) M_i, 12 AlZx 5+ TRE(230)=
29" 9 Pi,*% dEvk. MEZF afAlE w, Het Elo)m(secure timer) % ©@F JF2E (monotonic
counter)7} Z7|8}= 31 &AdstE ™ TRE(230)9] Alo] 3fell F<Ivh.  #lx] 19 M2ME(110), & M_i,1& %7]shd
FhEE B Azl 7lzste] mE] AA" 34 £ AA" 717 Tl diske] P_i, 1S AREET. A AR
& 7170 Foll, M.i,19 TREE P_i,1& #7182 P_i,25 AM&3t.  ALE 3l e 717 A2 wix)7) o3
A E A FEF o]Foof S fFolstefof st A2 wlA M_i, 2%, NAE wl, T3 o] Al M_i, 1]
ol&l] Folx=(free) P_i,1& AM&3H71E Al&ETE, oA o2, MxTw UIEQ A 93] Adx oo st &
M2MES] A &2 A7he AW et

o] AAldE= tufo]l~rt glo] e AtelE dlo] JEA UEAZF A4S A slE ok o]de]
PCIDE= A ZE tfnfolzof SHAstAl ATFE 4= vk, o] W22 TRE(230)9F] M2ME A|Z=Ake] A%<l AlF]
AL &8s, TRE(230)l 28 A|7F Alghe] A A9} TRE(230) W] PCID & ¥ 9] A2, PCIDY &A] Ab
o] "olxm MME(110)7}F “19] &2 AIZF AMube] A AL8-S $13t §4& PCIDE Zrevhe A& PLMIN 9 # o]

Eloll tiste] gt

g, o] AAldlE UESA eudelH 93-S vE 4 Jdud, MEYD FHE I} Al Z2A
E4 Aol AR A PCID AIES AZaAY, T afa dol Bt Anjola PCID AIES AXT = 7]
W iolth, I, MMEE thEe] PCIDE o] &) AFHZ R AYE 4 vk, MAMEE PCIDS 3 wjx|e] AjZ=
nAYE Adst = Aok, Jdele] & Alzkel PCIDY] Y Wi E FatE v MAEES, B o] M2ME
7 T wAZRE w4 PCIDE AEsta gAY H&Estela A=de wE 'PCID FE'S AT 5 e

'713](chance)' &5 7 & Aok, WX 9] A7 A7], )7} PCIDS] & wiA|E AH&3h= M2MEE ]
TR R A o] FojHThH 1elal M2MEZF A WA o g ALgE PCIDE A E Sty PCID TE9] 7|3 9

Aol 4 9eh.

o]
o]

) L
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~
N
2L

135 2k PCIDY el 249 AYE A ] 1 M2MES] v S59] F7|stE "Ha= gl o)
=o] o M2ME(110)9] 39 th(power—down) ©JMIEE AWstook st , 1 o 57|87t A7t &

Atk wEbA, TRE(230)= AIFEHS B Ashal 1}310}04‘# st UEL I A ] A= AZF AX(trusted
time source)$te] H7)3E A Yaof sty MezR oz TRE(230)+ % 20| Z=A|E uHFe} zho] M2ME(110)¢]
AE AR AFH A Ao T 5 o),

T

4

]—%

2

ﬂl‘ﬂ

M2ME(110)& GPS(235)¢} & A& =9 (geo-positioning) FHS FHE 4 vk, M2ME(110) TRE(230)&= =

9l gulol thF wel NAAE zher)

M2ME(110) & Aoldt JHd 5o Bxd 4= glon 2709 MMEZF FAo] L3 AAx YEYAUN) A & 7]
1 A4S Bdez gys & gus A" 4 duh. wEbA, g5 MMEES 5U3 PCID

A=el gk A

wut olye} E# X (destination) YA (geo-position)(D), = 3§ W (tolerance)(r)E o] &3 AlH=Z =
HAgE Foglon, HAX S99XE 7247 M2MEe] afsich. o] Ho]Eli= TRE(230) boll shAl A%
Ad ez wekd & glew, 1Efste] TRE(230) 7] wlojElo] a2~ 4= 9l

M2ME(110)o] )& HZ= JEYI BA2 A% Hol| | TRE(230)E A S92 dAsz, & Y r WY
A Dok A=A At 2 4, TRE(230)= HE UEYJD =S 9

gk Aoz ot 2719 M2MEEE SU e PCIDE AtEste] 5dd A4S F3dte o
o] ANell ®AkE 4= 9l

aRARE, | Ao, ANE Foldt AERFE FUT PCIDE AHEShe T4 AAL AEE TETE deTt
& otk wEY, Hx: MESIA A AEls Ul (PCID, A ID) 9] V1SS fAseR & Aavt s
ek 2Elske] o] Al Fo] YES AL AR 9FE WA 5 3l

tieke]l AA|dol A, MME(110)e] &3k HES =] AA2E v AAE YEYT AL EaAwt s7te).
ng 249 JYEYZ A2 M2MEQ] TRER 2HEHE 259 UEYT A AdEabd o) A, o5 &

(D,r)S thalgte},
T g dete] AAldel A, M2MEE AggH oz o]FE 4= dth. M2ME(110)7} o]FE w JEZ AMx
t] 2o o] &

3 AAES XA EYE(triple) AE (PCID, D, r)EA Awiiu]zw 2 4 vk, M2ME(110)9] Hx

o122

"ok MAME o] F/d(mobility)S lolol&str] flal, MME(110)= 578 PCIDZ} AH&E 5 = Aol
A Ul
A

ET H&E AE A, TRE(230)E Al =YY/t 23 = % Shuel W9 r T s el e
AAskar, e Aol t-83sk= PCIDE sA| s,

%3k, (PCID, D, r) Egl&s(triplet)elle gholZEtql, = A=k vhof o] AbEH L AAlEo A= 89 AL
& 7Izre] E9E 4 vk, Z#WAELS FEE(quintuple) (PCID, D, r, t1, t2)d Aolw, of7JoA t1 %
125 F8 7179 AlF 2 F3 AIZRS A A3 o] M2E(110)9] F8d o)Fol Hdt H2E 7&d.
£ E°], M2ME(110)9] o]F& AFAfel Aot 22 oF wix| Ay el Aojd = Qdrt. M2MES] TRE(230)7}
s A AR LAY obyW PCIDE AMSSIES 7ZalE o, UESZ Anjxd o8] durt 759 & dx
(ANzterae] e R), M2ME(110)7F 2HE HAZ2E g7l Ao gz FRE dod 4 .

W AXE= 5 glo| el AMuke] AX] M2ME(110)o] sk o]5A w/:= peID #E 84S 58
sh7lo BEZ8E 4+ vk, weA], FEZ=(quintuplet) (PCID, D, r, tl, t2)< &g, = A=Z=2H|AY 2

=2

i=]

218 PCID Yulo]E AH]A(PUS; PCID update service)E Alg3sle] AZ2uAdE
3l TRE(230) (M2ME(110)el aLf+-3kA t-$3hH = m&% 4 9t} PUSE CCIF Au]~=9] Adxe <
FollAe] HEe] HXAEY 4= gt Hdo|ExE 3kt o]k (PCID, D, r, tl, t2) FAEZHY

, _4

7S 23 = vk, TRE(230) oleo]dEE (D)= ‘?‘izﬂ WESLZ(IP) =820 TRE IDE Jd#AAZD &
A UEA AHlze] BUld 4 9t dE 59, UEYA dEEE & UEYA &S 53 59
TRE(230) 2 M2ME(110)9] FAZAS &Qlgh PVA(150)Y 4 31, HEE PVA(150)¢F &7 2Fdste] M2ME(110)<]
S Felstn A2 PCID(E)E Hash M2ME(110)o] A28 PCID(E)E 974 Z2uAdsis & 27
A Wks) 7% (CCIF; Connectivity Credentials Issuing Function)®d 4 Qt}l. 924 Zau|xyde a4
7004 DPF(170) el 911 5 Art.

AZEAM Y (repositioning) Aabe=, & S0 ofgol 7IAHL = 3 WA = 5o =AlE EHFE el dAE
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[0070]

[0071]

[0072]

[0073]

[0074]
[0075]
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23], PUS7F EE M2ME(110) 2 TRE(230)¢] A8tz 19 eje] ol 23
TRE(230)7} F-(old) FEZZ (PCID, D, r, tl, t2) (ME)S aAsA #Hrsta Y3t A=

= =
A9S PUSOl FAIT 4 dvk.  Fel AFA, PUSE AJ2¢ (PCID, D, r, t1, t2) AEZY 2 Hrjgd + AE
L5 FAEE AEET 4 Jr}. TRE(230)E AFoz A2e AEZHS MAsn (A&5He H&ES 2%
371 9l F AEZZS H7)eo
o2 AAdeA, TRE(230) = $ES ¢38t=% PCID9 ke 4= d=(adjoin) (A WY WEE AT &
ATF. AN F7HAQ JRE F435t3 271S FEHSHA 2 .

fi

&2 <lEJEl&= M2ME(110), TRE(230), ¥ UIEH A dAA2 EJEWNAP)(EAEA] &5)7F Ak, NAP= d& &
o] VNO(115)9} 1¥¥ eNodeB(eNB)Y 4= dth. TRE(230):= v HE: UEYA HE Alxo AMeE Ay ¥
(RAND)E AAI3Ich.  TRE(230)= RANDZF A2 IEhwlE, o2 Eo] o u& 7} deolg(D1), 2 PCIDE ¢
=R 7] 3 Al 429} e FA44 B3 S A g}, TRE(230)+=
TRE — eNB: RAND | | PCID || D1 || M1 :=MAC®PCID || D1, RAND)EH o] Yol =
B,

eNB:= wlA]A] €15 F=(MAC; message authentication code)E FZF3dla Ho]|E2= Ho]E(D2)¢ 44l HlolH=E
el 9] uk3l ¥7] % (return package)E eNB - TRE: D2 | | M2 = MAC(PCID || D2, Mli/ﬂ
T%38FaL, o= TREC] ®lt},

< FHx UEHT AHoA wgtd BE & wAX7HA] SgEnt. 4 WA wdke oo A=
QA2 3= bolE 249 NMACY AA wEe] NMACE EEE Aojtl. eNB 2 TRE(230)&= A EE M,

& FEFEU AT g U B Aol of BA Fol WAAES T 5 Aok,

et it

o] B4l Aol F7FAH(man-in-the-middle) 3
AFS el dAxo xg=

MAC kol g3t PCIDY] ¥38He A&z o)« wt, &) A] o] E (hash table)% T3, Tﬂr% aga/EE by

¢l PCIDE °]§3 Y9 MMEES &4 &4

ol HRF ol & e Hx: UEHZ HE 3209 EE HA ] ]*14 PCIDQ] %ﬁ% oS

Zjo] B AE(clear text)).

B PCIDE AH8Sjel 2 54 B MEADL AL ARCIE, Aol ¥ gAS el 18§
A & vt Zhze) gl wstel, E 1949 Ang T

> ot
30, of
RuAN)

A:‘_):Op
4

x 1

PCID index Active hash value Data history
1 Mo RAND, D;, Do

Al €& o] EA Al dol| &3t PCIDY JAYAE X331, o= BE Adel diste A &40 =& PCIDS
YAEoAe dEZES 7}g7t}d PL:= [PCID1, ...PCIDN]. ©olAL& A7 Fol tiel wEgE Basix e, Wi

G2k BAZ ok, o Ae A7 DS EIE sl

eNBi= AES F8 A3 wAAES A

TRE — eNB: D3 | | M3 := MAC(PCID | | D3, M2)
i=1,..., Nl tisle] e Axte] AE71X], eNBE PLEH-E| PCID;E AeEidttt. A wHxl Ao PCID e~ |
2 2= we ge go) gatel, apz M= MACPCID; [ | D3, Ma) = g ojrje)a = @

LA
WA AzRE AAch WAL A9, AT Adel musn A4 Axr} Fnut, wAvon 4

3 oAl et Ade @ sl waEn Dol ol ool FEm, i dud X e

2
lo
-

(>
ro
2
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[0085]

[0086]

SIHS31 10-2014-0022481

g SfA] Zk(Active Hash Value) AolA M2 nA|HT. o]g)d T2AAE BE $4& FA Ao disle] vt
=

oo mal PCID thalel, Al WAA Fo] MAAE B4 o Agdow F& WA dnd YU 2] 9
s el A & xS 4= it}

Iz
et

EA W Eg oA M2ME(110) %/XE+= eNBe A~ 7F 3 E+«= o, A PCIDE A+ (locked)® 4 Ut}
1= M2ME(110)7F #54d PCIDE A8l AS T&o =24 FEg 4 Qo).

(]

dE o], MME(110)+= PCIDo thale] eNBefeo] AdS 7HWsldict. A2 TRE(Z=AISA] &2)E ZHe A2 M2ME
TAIEA ) Al Aldoe]l oAE] sl e Fet §LS PCIDE A& eNBollo] AdS sty
A Z=3h, eNBE M2 AS3ozM A2 M2MES] TREQ] A1 wA| Ao &8 4= v}k, wabs, A2 TREC & o]
PCID7} @A A o] J&& TAEATG. A2 TRE= F &2 A MY A=E 98 dxE PCIDY E(pool)Z
FE & PCIDE AHEE 4 AU, T Y3 PCIDE thAl AMESE7I7EA] vg] Z2Ad 71ks 79" &
ATt

theto 24, PCIDE Fojsts QEEY &) sEo =2 8 a4 (deallocate)® 4+ dtl. M2MES] TRE(230)+=
F HENZ HEE G557 A8 AHEHAS tq1 AHEEl PCIDE A7IE & oS, A-e i) e
T 3). uYe odlEZ} PCIDY] #HZIE o718 4 k. dE 5o, TRE(230)7} 1 BAE& A% ZrEF9
AgHel Ao o3k A} o] F YEY A FHEo| BAEE A =Estgithd PCIDE #7]8k= Zlo] Eg
= ¥ A, eNB, HeF AlolEgo]l, Ex HE PCID ¥y AEES e HEYA
=, , BT M2ME(110)9] A|ZAret 22 HEAZ 959 dYErt A7 Zdasd 49,
PCIDE ¥7]3l= Aol EFAE 4= don, o= M2E(110)] WO(115)E £33+ Hel A4S e 4= g,

& oHEZE H7IE EgAst=Ael #A §lo], olHlEd ¥ 5{ dE= PCIDE A &9 siAet=d, =
E M2E] &3 AAE-S S| PCIDE Folr=ul(free) A& At T A oJHMEE A9 :

= TRE(230) 28] M2MES] A=At o] o] F5d 5 v
EE £ Qi IRAES AALEIS SAA A2 M2MES] PCIDES ZF

2L

_/]:
ZA= Fobd PCIDY] 213
Z41ek = glrt.
oto @A, ES, 71F¢] SHO(140), T=AIEX] €& AL SHO w3 ICF(160)¢F #e WEYA e <EE:E,
& £°] 3ol SHORFE thE SHOd O] 7+y WA ] AMAAl 5 F& 525 &olstAl st7] $13te], PCIDE
4 = 44 Aok M2ME(110)7F ZErAPEdnkd, M2 SHORM AH|2E ZRu|xdshs
e wed 75 ARgsh] 9 HAx: vEY]A AN~ ii]tﬂ*%ﬂ th3 ddlolE" %k, PCIDZF M2ME(110) el
g 4 k. I WA M2ME(110) 9] TRE(230) A FE5 il Agsm 54402 ARgH Flo|t),

rlr

3l
s
al

SHO®] WA o= <8k Fguld AZZu|AY T2 AL o, MME(110)dl= 1] 7]Ee] Hx UEYT A~
Add, PCID7F wre¥AvkAY | vtmEE s gk Zol 4 4 vk, M2ME(110)= E/S, 719
SHO(140), A E¢ SHO ®=+& ICF(160) 2% EH A2 HAx UMEYI A2 aduds eFdea 488 = ).
giQte @A, M2ME(110) & E/SEH-E E= A2 SHORFE &A4HE o5 UESI HAEXIEE F JUZFE A
29 PCIDE A 4 glon, 18sle] M2ME(110)7} YA (pristine) FHZHFE A2 Hx WES T AN~
A=E P o 2 SHOE MME(110)E 983 5= Q).

shube] A A efloll A, M2ME(110)% UCDSIM efZel#Ae] A, PCID, 2 shjrc B FE AAZ AE(Z dol
shubel g MEZE AREE 29D EM ARHTAE 4 Stk PCIDS] WAA], MZME(HO)Oﬂt T AKA FE9E
AEE AHg3les AAIEY |, glste] o] Eo] M2ME(110)o] 3GPP &S Aladti=tl Aoz A28 SHool
o] 7k A=A 9 eudoly el WAS &olsiA & ¢ it

A7 A UEYA dAlx Zedde wal 2 AZzu| Ay Au)so] diste] sbedt WEe HEg
Z1Ag AHelth, BRE 9 onﬂ SZ 2 A2 A KoY m#E PCIDZF 3 A T2 A AoA Sglo] drER
AdeolA s tdthE S a9S Frofstofor dvh. we, BE @ A ZR2Azo] diste], F4l 3E
Ui 29 A Jixﬂ*ﬂw S ojoF gt

TRE(230), T+ M2ME(110) 2 d#d dolE el azdde] Az Aee] el = 3
7[R oz Aolgt rhsAgo] EAsY. sheAde, (D) A& FA, (2) HLX}% gol, 2 (3) 94 A ¥x3

"l\—-y

gk, Z7te ® o] EAE o}|gNE Fxdte] ool ok s AHA Aot

o
-
)
)
of
ol
N

246 L M2ME(110)9] UlF- &ele] M2ME(110)7} WEY . o8l X (network attachment)S 7
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[0087]

[0088]

[0089]

[0090]

[0091]

[0092]

[0093]

[0094]

[0095]

[0096]

[0097]

[0098]
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Aol wAstlta g Aol

Wb gele ) M2ME(110)2] faAde] <F WEYA dE e 2E3kx] a1 M2ME(110) A WA FrlsE =
Aafolrk.,  olEgk &Qle] Ay Bl MAE(110)9] frasdol whgh TRE(230)9] <159 niQldel dagh ZA7
PVA(150) 9} 22 97 Qe g A998y, ol MAME(110)EZFE Q] HA|X ] Avlxo]| 7|x3ae] A4S 3
b, M2ME(110) ZH-E] PVA(150)92] A 2d &S B3 Eojok 3},

47 21, M2MES] TRE(230)°] °ja A== slol thdh 57 ek obufz} TRE(230) <k M2ME(110) Apelo] nf
1Ee SAS T Foll MAE(110)9] Fa4/5a4E oF HESA IHE (S S°f, PVA150))7F A4
Hrbshe dabz2 et 47 1S 918 M2ME(110) ¢k PVA(150) Atelo] WAate 5A1E M ojof g},

TRE(230)7F M2ME(110) 9] F-ZAAS] A& 1S F3stH, 9 ofug AP TAHE LF AA] A3 =X
Gt 9 AA=, M2ME ® OTREZE AR FEEE Ao R e, 19 Uiy FEAA A Ade
M2ME(110)& Z12] TRE(230)°] 93] WESLZ] #4le ofglX|tttALY 97 <lEEe] ASH E:
e AYS 7HAHTY.  dE 59, B F-E(secure boot)2] TRAAE MAME(110)oA4 =

7 = 3

golahl AT, o BAHE FEA7IE gl sk Zol o A% ojme 9% A

I 32 M2ME(110)9] FZ2A S Qs =s® TRE(230)0 <& ajld A& &<l d2H300)9] o& =A g},

WA 310914 TRE(230)+= "]g] Aol¥l Aeje] Hel AlZ(secure start-up)<
3200041, TRE(230)= HoF Az "Aa 2 3= Uex M2ME(110)9] HlE] A9
oF A2HE 2P EA A

AReA Aadd. vFe=,
=]

=3
=
d ol vg 4oy geje w

[o
i<}

2 the, 33004, TRE(230) AbAlel o]s] W= TRE(230) &F-o] UAwk TRE(230)] oJ&) 24 HIEE
M2ME(110) Wil 54 HEWEM o] F7bAQl A=Azt dojd 4 Ark. oy FhA(later-stage)
Azl A, YA N2E(110)9] t& AEXVE, 4, Ee ey F2A4S, A5 2957 A%E
W, ®=E oE v Hojd AYATE olHIE A, olg|dt ALl F5H HEUE o] 753iA E wuith A
ER2l=

upx]Eko 2 34064 TRE(230) M2ME(110)7F &3 % ¢1= Hx}o] o]

i)
»
o
X

s g-at,

A gl o ofF A daiAe TP AAlER et ey, AE Sl UEGA Al

B FuEA ke HE G Bk ool 9% JAEE L M2ME(110) EE TRE(230)8] F-2AAS H3H o
3 AL A FRr. S, M2ME(110)9] A1E=, UIESA E= g $2 SEUZE & o, ded A
E FtE 7)ke] Q15 A9l A9l o], @ =X M2MES] TRE(230)2] HoF 549 7]% Abkel @# i},

upg}A], TRE(230)%= Hk A& 219 v o[HlEd §H3(dE £, WEYT A~ A% o) 3l =2
Mol 20 2 o AdE AR 4 . dE 59, AFH 53 21 2 PCR(Platform Configuration
Register) #2 A #AFY 215 73S AH&3te] M2ME(110)9] F244S BEst=d AdEa AFeE = ).
o] A& HolHE w3 HolE7F A 1= (audit record)S AR 9 Al thEle] Alg" = Ut

Ab Hlo]E] &= TRE(230) W] T+ TRE(230)¢] 98] BE & HSE Ui olFlo] B (archive)o AZ%w, 128}
olgdt Zzto] AHEVMEIA FuAME WMAE 5 gtk AdHo=m, dolge ¥AA ®BIv)

EF, b HelHE g Hele] £FE 574 B0 wAgHrkelE Fol, VEAD GAx ZREF 49
54 Q12gls). ol A dolEd el BAL mfshdl Austs dolHE E@AUoEM @sd
it

g B0, A ZeEzdA FeEelx fla, 64

T AAE mE A Wde] ) HlolHel Wi
g Aol 19 HAAS REsEE AAE dolg AEC TRE(230)e] o #He" 4
M2AE(L10)e) =Y Al AEEE oo FF A A dolHE adT £ vk, & &
M2ME(110)7} BE o2 UES A AA~ oHIEdA F83t = =4 FH3led F7]5o=
At 4 Adrk. 2 The, o] F7E TRE(230) 2 M2ME(110)el] t3h oleldiE]E] Azl a3} §H], TRE(230)9]
ojdlElE B 9E o ISkl MAE(110)9] 22& AEFIFES, VEYA A= Alme] g YEHAH
2EZ3 3 (counter-check)® 4 ¢tt.
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[0099]

[0100]

[0101]

[0102]

[0103]

[0104]

[0105]

[0106]

[0107]

[0108]
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% 4% TRE(230)7F M2ME(110)9] F-AZ 9] wkxls 1S Fashe AxH400) 5 =Algth. d2H(400) 71 A2
w, 410¢1A4, TRE(230)% wg] Aold Ao Ht Al&S &4 §EL A A=Az, ooz, 420004, TRE(23
0)v Bk AlZbs "8 R sk v M2E(110)9] wl2] gojw Fito] wlgl Aojy e Rl AE 243
A AAg. 1 ths, 43000141, TRE(230) AHAel ]3] HEi= TRE(230) ¢]F-ol JAIRF TRE(230) 93] 4
4 BIEE M2ME(110) We] SA HAXIE o) F714Ql A= dojd 5 2 ojel gk FtA A|FolA,
U2 M2ME(110) 9] e HEVE, 4, e g FA4LS, 1350 EQEVM AR o, e S
4 AXIET}F o] &8 = A HE Aol 7] wle] Aojy Ada At olWlEo| AFHT.

PVA(150) ¢} & 97 <QlEEl& M2ME(110)7} ¥k 39l H2EE F3dtes AMdS (HA o= dAE &
th. Eel A7 LﬂE Ao el WAl Alzdgoe] EAETE, 440004, o] Al1d™LS TRE(230) ZH-E] ot
oo &ta, ¢TFE HEEHoJof grf. Egh, A1YEES thRE=o] HxQl MME(110) AXUES] FEHA
BASEE MDD b2z HeF MAME(110) 5ol g w3k A faA Aol Aed
M2ME(110)o 4] 2] a2} TRES] Q15 Abele] wilde] FAE X3S 4 Qtd. o83 T4+, TRE(230)<}
M2ME(110)©] ZH (certification)S FH37] g F71420 ARE AFeh=, M2ME(1I0)ZFE WEHIAR B

5
0 IE 2=
]’H;ﬂ E'E_ ige T 9}1

to > %o

% 5% TRE(230)9] FAA<] *ﬂz}% SelS % dicke] HAR(500)E =AIZTE. 510614, A2H(500)=
PVA(150) H3= SHO(140)7F &l %7@# Tt TRE(230) 0 @43 wf Al=dh. 272 M2ME(110)
7b Agell 5E Fol E‘HX} T AAY, 272 M2ME(110)7} SHOSF W A &ol 5= wl 3 9 2y 5 gl
o},

eto g QAL PYA(150) ¥ SHO(140)2HE 9 BH3H £9 FX2(0AM; operation and maintenence)
AAZA F71H0 2 Bld 5 9l "7 AFRA(re-validation)'d] F7]& Bl A AARE F1ef Al
A E(freshness)'ol th3}ed SHO(14O)7} ShAetA =4 HERE T3] &S T 3

2 8

So=2, 520014, TRE(230)= &3l 71xsle] &< AAE gstty. A2 1A, 53004, TRE(230)
= PVAS &l S HAIXE BulH, o]l wixu}t Ele] dojyt wjE FASk=, TRE(230)0] 93] o]Foz €}
drulzs ¥kt 5= glrd.  thete A TRE(230)= F71% el Alo]Zo] &A) zlzo g Ao mpx
§]_ T

sholo] elojidtl: AS AEele WAAE w9 4 9l

Y glon, v AR F714Q dele] AR dojyti 2
) & =

A& felstolor itk o] EAE o]o]

T 62 MRS FAAS dZAcw FoskeE HAH(600)2 doltl.  AxH600)E A1FE7] A, 6100014,
M2ME(110)+= w2l gojd Rt ez A=d 4 %M. ol AEE gAshA, 6200014, M2ME(110)&=
TRE(230)7} EHAF 2Rl TAHE AT a% 8% Atk ooz, 630014, TRE(230): A
M2ME(110) ZHE] olg|st ZAS At AME As}. dE Eo], AnE MME(110)0A4 e wot
AR A A(security-critical) A3 Z=, M2MES] —Eroé AA OS] hEt Iazgad, Hu D 5 ¥
ATk, 1EfH, 6400014, TRE(230)%= M2ME(110)9] ERlS f& FAE AAdsta, 744 Z/Es AEs 93
RS EE BRI tEo® 650004, TRE(230)= M2ME(110)e] REH ZAZ Addct. 660004,
M2ME(110)E PVA(150)°l B& 8 FAZE AE3d),

B3E ZAZ 42359, 6700014, PVA(I50)E Z=AZ ®7)ska, MME(110)7) Al&s)A tiupo]~ o128 =3yt
T U3 MDY TR EE 588 T FE3] Aol eEA At

MI
Aaxoz 7] 71" Aake] 24859 d¥= MDY vz tidte] dAZAD MAE 5ol AHgE =
FgE 4 k. TRE(230)9} PVA(150) Atole] B4l HE ool 35S fojsfof shr},
3}

A7) AR 30 B A F el @Ak FAE Fol, MAE A% AF Aole] AP g Ao

2

2]
A A S AT, AE Bele) 9o, SIS NAR(110)S] Hek AHE UFaE NME(110)8] A%
A e WA S vk Z1E Sel Aakel Agel, e NAE(LL0)S) BeF AHe) Fwel meh e
TS 25e 4 9k, M2MES TRE(230)+ MZME(IIO)«] gls Fdst=dl AFEE MME W 2o HSE
549 wAss AF 84oly] el 9ol AgE ALWA ot Aele] A3 W/EE AelWAo] vl
gol glojok g}
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[0109]
[0110]
[0111]
[0112]
[0113]
[0114]
[0115]

[0116]

[0117]

[0118]

[0119]
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M2ME(110) & A538h7] f1g 3714 Aaprh dvk. A HAR, Hx UEST JE5S 93 dAxdo=zA, YA
M2ME(110)7}F ICF(160)°l <3l <15E 4 A, F HAZ, MDY H22E=E 93 AAZAL2ZA (A5 &
ARl AP AAS zhE USIN oS Al ), MAME(110)E <1F¥d TRE(230)E F3ste AS F9sie=
DPF(180)¢} #Z-2 <lEE]e] o8] dFE 4 k. A AA=Z, 524 UEYLI Az tistel(dE £, o
2 MIDE AF&3te]), M2ME(110)E SHO(140)e & <1&" + 9l

g 1S 7] Z1AgE vpeh o] Hx UES A &l AMEE e Q1T Aabe] viidE e Fdd £
o] gelojth, A7) 71AE thE 2709 gl WbES PVA(150)¢] FolE Faw axv, oud Hx HEn ¢l
[e]

o M2ME(110)7}F Q1S 9lal PVA(150)E #od&lA 3t Aol 7M53dkx &u}.

Hzx UESA HJ&] A, UENZ M2 A5d digh F44/3819 nielde A & 2l disiA ¢
AL 4 ded, HEYA ofexrt BAe S04 FA4/Fade] ojwed HESA 7|k Aax FE A
%7 wEolth, o2 270 e Fele] AL MME(110) el TRE(230)¢] olo]dlEE]e] wha] F713E <
JEel, wEha] TRE(230)2] H<t 75 2 MME(110)9] FAAS AFste HAx oBlX] wA|X]eA] (TRE(230)<]
+H 2 AYdds Fske gAY AL #e) EFo dud 4 9.

BAH Aol vistel, WAE Hel WA ohld 97 FHelo] U F Y. EF, FH AF BAE @
olelg el el wielge] e & k. BAE A% AFe] MeAPS B A 2744 Ao o
RIEEES

2, 2% I¢dAS MME(110)9] B3k TRE(230)9] =glZ Hleldo]l 9& 4 Ak, A= E<k, o
upo]x~ FFo FAAo] e, =84 uIg (A& 5o, SIM Fe)ol digk 27] %?E% w2 A 33
i AL Foslof sl aEu, TCGeF #o] AFHoz 8" = e g g A=

Mo
oL
n:E
il
S,
i
2
ol
)

T OAAR, MME(110)] gk TRE(230)°] &4 HiQlgo]l A& 4 vk, TRE(230) AF &<, vnfol~ &
o] FAe] .

d7) &= ohel Ao, A3
7Ne e AAEgoEN (S, U
& ®gsar TRE(230) 1 9] EOP
AKA 150l AREE el &
g HAHoRE ANAGHA &=

L

AA el M2ME(110) 2 SHHsHAl W St=dlo] Bt HYWEQ)
TET E(230)4 Q3o 2L 4 AN o] Bl EAJo] TRE(230) 2

gxojor kel 3GPP
HE9] nlelg s &<l

Fo WASS Aurdel TeEZO AMAA A 5 Utk o Fol, 3PP Hutelz % &
AES 29T PHozA KEv2E AT B 21/9)

T 7E leE Az A9 M2ME(110)99] MIDO] Z2ujad 5L AZzujAde] et Al «lAH el dxH(70
05 EAET, o] "y} oA BH oz AFHe AT, WELT AEEES 7re] thE A5 o

°of ARE VKRS Jbsetth. & 7oA, sARES Ve, MM Alea, 3 g9
btk A 3 M2ME(110) ZHE VNO(115) 2 9] % LﬂE°4ﬂ HA| 25 g 74 JAEFH o] 2~E e
Wiz, 3}4d(dashed) SHFEE WNOQ| UES A oa] A|FE F4 Qe Ho]~E F3ale] MME(110)9F 1CF(160)
Atole] &S vpehar, A M (dotted) SHAFEE ICF(160)l 93] Al&H P & 2 VN0o] WEYAS FA <l
Ej#Hlo]~2 %3] DPF(170)¢} PVA(150), M2ME(110)¢} DPF(180) Alole] &S vpebdity.  ICF(160), DRF(170),
% DPF(180)= A4 7HE <dlEjEzA mAlE o] QIARE, Faf 7]& ofollAe] sxtebd, o]E5o] Hgh L 19
TAlE kel zro] shupe] el AEE ulel]l $AE 4 dow, Ex AN Ve AN EAAoR UG V]

52 GAATHE AL o Aot

&= 79 AAH700)1A, M2ME(110)el 9] MIDO] the-2d B Z2HAd-e MME(110)7F o] & WEYA HAx
ol A 3G WO HEN T AMxst uf 2 4= vk, VNO(115)E oS Zxtol] ulel M2ME(110)¢] FA <l
Hilo]~8 AlFg).

M2ME(110)= ol & o] UWESNA ARE YIYsaL of x| WAIXE AFE-3le] VNO(115)9] U E T of el =&}
ol F= GSM/UNTS 92l (GPRS/PS)E A&st 4= itk 701014, oJefx] WA X]ol| A, M2ME(110)E VNO(115)°
SlA] M2ME ID, = PCIDZ RujaL, M2ME(110)E VNO(115)el ¢]3k F3 UMTS AKA Ax}el olaf <1Z=€t}. PCID
o] A= 9@ FxE= W0O(115)7} IMSIEH AL QAAFER o] Fo] R},
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[0120]

[0121]

[0122]

[0123]

[0124]

[0125]

[0126]

[0127]

[0128]

[0129]

[0130]
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VNO9] WESF the Hx oHXE {3 ZFoldE AFE
VNO(115) A Fo o8] F7%= Milenage dugl&y e <
ojof 3},

7029014, M2ME(110)e] i3t IDEA PCIDE <1AskeE WO(115)E HE3E du] AzddzA PCIDE Sghst
ICF(160)ell A ZF3atet.  ejw, 7030014, ICF(160)E M2ME(110)9te] ¥-7}2¢1 BA1S HE = on] 915 d
E(AV) 9] AEE wrastar, M2ME(110)e] REH [P &S AFst7] Azttt o] F41 W0 vES] o] 9
3 AlgH A Qe H o) ~E AEste] AT

Ty 5 7] $sted, M2ME(110)= M2ME<}k

e
=
T dagEs ALY et dves As Foe

o2, 704904, M2ME(110) 2 ICF(160)+% M2ME(110)e] tidt TA1& BT d ou] AKA 715 AASE
AKA Z2A|AE S, Ul ZEla M2ME(110)7F SHOS) MID A dld S Algste] 2AES tezy H
ZH|APE o YEYIL HEZ wrix], MME(110)9 tdd WEYa AEEE ke nE
ICF(160)°ll <3l AFH IP H& 2 45 Ba9l Woe UEYIe o3 Aldd F4 Aol ~5 53] s
o},

T the, ICF(160)E M2ME(110)E DPF(180)& AX|&FAIZIth, 18] dhell glojAl, 7059014, ICF(160)%
DRF(170)e] PCIDE R 4= Qlok.  1#f¥, 7069141, DRF(170)% M2ME(110)7F SHO(140)& Zt+= A& HEth.
g0 2, 707914, DRF(170)% SHO(140)ell HZ3kar, SHOO WEY o] H&S 98 MAE(110)E 53},
ool &Eate], 708914, SHO(140)= M2ME(110)9] TRE(230)¢] X191 B FZAAS Elst== PVA(150)e] 2% éz}
@J&E}. sl dAb=

%
ﬁ

l‘kﬂ

ok, 2 o, 709904, PVA(150)& M2ME(110)¢] TRE(230)¢] ¢ @ RAAS = 3
WA = 5o ##ste] A7) 71Ae &9l Ao} fAReE Waloz g 4 o)
gls s, 710004, PVA(150)+= SHO(140)o) 91 A¥E Rk, 7110A], SHO(140)% DPF(180)e] A

Z8kaL M2ME(110) ol MID(USIM/ISIM of Z2jAle]id)e] ZmuAdS Ag Foj g},

J

Fo=2, 71244, DPF(180)& M2ME(110)el MID AAE thEZE=ghth. 1 thd, 713914, M2ME(110)& T
Y MIDE TRE(ZSO)E M ZH|APskal, DPF(180)d Z2ZH| Aol A3/Au AeHE ®Hudtch, MAME(110)&
A uAA) Belo AgE A XS wd Dadt e F A old@ E2e x4 U #Zdo
(replay) &7l LHHO] AE FHolojol & Ho ) S Aoty wmpXEo = | 714904, DPF(150)% SHO(140)
of ZaulAgel 43/ JeE wag,

L 82 A5E oAz A9 MME(110)e o] MIDS] ZZujAd % AZzujdel] digh b dXH800)E A
el o] AXF(800) A, M2ME(110)o9] MID®] the-=w = X 2uzJd(110)2 M2ME(110)7} 19 HZ U ES
3 AH 2o A 3G NOL| HESF ] AAE ol 4= Iy, ICF(160)E M2ME(110)e] 91X ¢1& WE S
A7) Mol 183 TS SHO(140)7F 29] MIDO] thead ¥ Z2u|AYe s Holalr|e] kA TRE(230)
gelo] dojubAl sk dial M2ME(110)el9] 1P &S 3]838t7] Aol M2ME(110)e] TRE(230)E FRlstEs
PVA(150) ¢l &7 ghct.

801014, H=H800)E M2ME(110)7F & So UEYI HRE tjmaysta WNO(115)9 UEY T o8 xst=1)
X GSM/UMTS 9] (GPRS/PS)E A8 uf Al=rgr)t.  oglx] Al X| A, M2ME(110)E VNO(115)e] PCIDE =
Witk M2ME(110)E VNO(115) ]3] ¥ UMTS AKA Axjoll o3 S},

80201 A, M2ME(110)¢] th3dle] PCIDE <1A&}E WO(115)E Ak on] mgdld =24 PCIDE 428 ICF(160)
o M3l th&o=m | 80394, ICF(160)+ M2ME(110)¢] TRE(230)¢] X9 2 FAAL QI3 EZ PYA(L5
0)ol e3sttt. el 80494, PVA(150)E M2ME(110)¢] TRE(230)¢] ¢ @ FAAS st e

ok ATt Bl AAE T SUE AFESlY =¥E S 9t

8059 A1, PVA(150)7} ICF(160)e] &<l AxE ®Wu®, 80604, ICFE M2ME(110)2Fe] ¥-712el &4
=2 du] oF HE(AV) AIEE 28star, M2ME(110)o] BoE [P H&ES A&37]E A2t
VN0l YIEQ A o8] AlT® FA Qg do|~E Falo] dYsfzic).

T2 o &, 80744, M2ME(110) 2 ICF(160)E M2ME(110)l] that EAlS BT E= ou] AKA 7]1S A S
EF AKA ZEAAZ 30, U3 28 M2ME(110)7F SHOY) U(D)SIM Z A8 S ALgste] aAE
2y 9 TguAddt o yEF F&E5E wizbA], MME(110)¢F v HEYSA AdEEHE 18 &
2 ICF(160)°l 28] AlFd k& wE9l TP HE %L W0 HEYA 28 Algd F4 Ao ~s
REIRIA=
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[0131]

[0132]

[0133]

[0134]

[0135]

[0136]

[0137]

[0138]

[0139]

[0140]

[0141]

[0142]

[0143]
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1 thE, 80894, ICF(160)= M2ME(110)E DRF(170)& A A 7Ith. 18 3ol 9lojA, ICF(160)+= DRF(170)
o PCID ¥utk o}yl TRE &<l AFejol] 3k AHE w8094, DRF(170)% M2ME(110)7F Z12] SHO(140)
& e S =99, M2ME(110)E SHO(140) = A gA 71Ty, 2™, 8100 A], DRF(170)% SHO(140)o <
=l

3L, SHO(140)ell 9] A%< 94 M2ME(110)E SE8ch. 18] 3o lo]A], DRF(170)= =38+ TRE &l o
3 AR Z SHO(140)0) AE3ic),

ac)

DRE(170) 2 K-8 A8 TRE 91 A8 HHE AES Zo, 8llo)x, SHO(140)= DPF(180)¢] HZshar,
M2ME(110)Z2] MID(USIM/ISIM efZ&]Alold) el Za2ujxYdS HI Hofdio, ole] FE3dk, 81244,
DPF(180)+= M2ME(110)ol MIS(U(I)SIM o Z]Alold 2 A dAd) AAS L2 =3},

A1, M2ME(110)% TRE(230)2 th&=2 4% MIDE Z=ZH|AY3sla, DPF(180)d Za2H|AJe] AT/ Ag
agTh MME(110)E o] 3t WAl A9 Fle] AbeE 4 Qe EES B2 4 gtk o3 EEe 2%
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[0591] 110: M2ME(machine-to-machine equipment)

115: VNO(visited network operator)

130: RO(registration operator)

140: SHO(selected home operator)

150: PVA(platform verification authority)
160: ICF

170: DRF(discover and registration function)

180: DPF(downloading and provisioning function)
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