007/016243 A2 |10 N 0000 0000 0O

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization Vd”Ij

) IO O T O O O 000

International Bureau

(43) International Publication Date
8 February 2007 (08.02.2007)

(10) International Publication Number

WO 2007/016243 A2

(51) International Patent Classification: Not classified

(21) International Application Number:
PCT/US2006/029190

(22) International Filing Date: 27 July 2006 (27.07.2006)

(25) Filing Language: English

(26) Publication Language: English
(30) Priority Data:

11/191,637 28 July 2005 (28.07.2005) US

(71) Applicant (for all designated States except US): SYM-
BOL TECHNOLOGIES, INC. [US/US]; One Symbol
Plaza, Holtsville, New York 11742-1300 (US).

(72) Inventors; and

(75) Inventors/Applicants (for US only): HERROD, Allan
[US/US]; 26741 Cuenca Drive, Mission Viejo, California
92691 (US). KATPALLY-REDDY, Vikranth [IN/US];
780 Sea Spray Lane, Unit 109, Foster City, California
94404 (US). CONTICELLO, Tom [US/US]; 22 High
Woods Court, St. James, New York 11780 (US). VAN-
GATI, Sudheer [US/US]; 3931 Mosher Drive, San Jose,
New York 95135 (US).

(74) Agents: KAPLUN, Oleg, F. et al.; 150 Broadway, Suite

702, New York, New York 10038 (US).

(81) Designated States (unless otherwise indicated, for every
kind of national protection available): AE, AG, AL, AM,

AT, AU, AZ, BA, BB, BG, BR, BW, BY, BZ, CA, CH, CN,
CO, CR, CU, CZ, DE, DK, DM, DZ, EC, EE, EG, ES, FI,
GB, GD, GE, GH, GM, HN, HR, HU, ID, IL,, IN, IS, JP,
KE, KG, KM, KN, KP, KR, KZ, LA, LC, LK, LR, LS, LT,
LU, LV, LY, MA, MD, MG, MK, MN, MW, MX, MZ, NA,
NG, NI, NO, NZ, OM, PG, PH, PL, PT, RO, RS, RU, SC,
SD, SE, SG, SK, SL, SM, SY, TJ, TM, TN, TR, TT, TZ,
UA, UG, US, UZ, VC, VN, ZA, 7ZM, ZW.
(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM,
ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
European (AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, FI,
FR, GB, GR, HU, IE, IS, IT, LT, LU, LV, MC, NL, PL, PT,
RO, SE, S, SK, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA,
GN, GQ, GW, ML, MR, NE, SN, TD, TG).

Declarations under Rule 4.17:

as to applicant’s entitlement to apply for and be granted a
patent (Rule 4.17(ii))

as to the applicant’s entitlement to claim the priority of the
earlier application (Rule 4.17(iii))

Published:
without international search report and to be republished
upon receipt of that report

Fortwo-letter codes and other abbreviations, refer to the "Guid-
ance Notes on Codes and Abbreviations” appearing at the begin-
ning of each regular issue of the PCT Gagzette.

(54) Title: INDIRECT ASSET INVENTORY MANAGEMENT

o (57) Abstract: Described is a method for receiving, on a first device connected to a network, a communication including infor-
mation corresponding to a second device which is not connected to the network. The information is stored on the first device and
transmitted to an enterprise management system for the network, wherein the information includes an indication that the information

=

corresponds to the second device.



WO 2007/016243 PCT/US2006/029190

Indirect Asset Inventory Management

Background Information

[0001] Wireless networks are deployed in a great number of
industries such as retail environments, transportation and
logistics, manufacturing, warehousing, etc. These wireless
networks may include large numbers of mobile units, wireless
switches, access points and other devices. The devices may be
managed as part of an overall enterprise management system.
However, this management depends on the mobile device being
connected to the wireless network. There are additional devices
which are important to the operation of the network, but do not
have any connectivity to the network. Thus, the enterprise
nanagement system cannot manage these (or even maintain

information) about these additional devices.

Summary of the Invention

[0002] A method for receiving, on a first device connected to
a network, a communication including information corresponding to
a second device which is not connected tc the network. The
information is stored on the first device and transmitted to an
enterprise management system for the network, wherein the
information includes an indication that the information

corresponds to the second device.

[0003] A device including a protocol to communicate with other
network devices on a network and an enterprise management agent

to receive information corresponding to a non-network device

1
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which is not connected to the network, store the information
corresponding to the non-network device and transmit the stored
information using the protocol to an enterprise management system

on one of the other network devices,

[0004] Another method for receiving a communication from an
agent residing on a network device, the communication including
information corresponding to a non-network device which is not
connected to the network and storing the information for the non-

network device.

[C005] An enterprise management system having a receiving
module to receive a communication from an agent residing on a
network device, the communication including information
corresponding to a non-network device which is not connected to

the network and a storage module to store the information for the

non-network device.

Brief Description of the Drawings

[0006] Fig. 1 shows an exemplary network which includes an

enterprise management system for managing the devices on the

network.

[0007] Fig. 2 shows an exemplary portion of the network of
Fig. 1.

[0008] Fig. 3 shows an expanded view of the exemplary network

of Fig. 1 which includes an enterprise management system for

managing the devices on the network.
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[0009] Figure 4 shows an exemplary method for indirectly

monitoring invisible devices according to the present invention.

Detaijiled Description

[0010] The present invention may be further understood with
reference to the following description and the appended drawings,
wherein like elements are provided with the same reference
numerals. Fig. 1 shows an exemplary network 1 that includes an
enterprise management system for managing the devices on the
network. The network 1 includes a network appliance 10, a
network server 20, an access point 30 and a wireless switch 40.
Each of these devices are shown as interconnected via a wired
portion of the network 1. However, those of skill in the art
will understand that these devices may also be wirelessly
connected to the network 1. In addition, network 1 may also

include any number of additional network components and/or

devices (not shown).

[0011] Fig. 1 also shows mobile units 31-33 wirelessly
connected to the network 1 via the access point 30. The mobile
units 31-33 may be any type of computing or processor based
device such as desktop or laptop computers, personal digital
assistants, mobile phones, pagers, scanners, etc. The mobile
units 31-33 and access point 30 may operate within any type of
wireless networking environment, e.g., Wireless Local Area
Network (“WLAN”), Wireless Wide Area Network (“WWAN”), etc.
Communication between the mobile units 31-33 and the access point
30 may be accomplished using any wireless protocol such as IEEE
802.11, Bluetooth, etc. Similarly, mobile units 41-43 are

wirelessly connected to the network 1 via the wireless switch 40.

3
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Those of skill in the art will understand that the network 1 is
only exemplary and that the exemplary embodiment of the present

invention may be implemented on any network.

[0012] The owner of the above described exemplary network or
any other network including wireless devices faces a variety of
issues in operating and maintaining the network in its optimum
state. Thus, the owner may implement an enterprise management
system to manage some or all of the devices on the network 1.

The enterprise management system may be a centralized management
system for managing individual devices connected to the wireless
network. The system may provide a series of services which allow
a system administrator to both monitor and control the network 1

and the individual devices on the network.

[0013] Typically, the enterprise management system will reside
on a network device such as the network appliance 10. However,
those of skill in the art will understand that the system may
reside on any of a variety of devices in the network 1, e.g.,
network server 20. An exemplary enterprise management system
known as the Mobility Services Platform (“MSP”) was develcped by
Symbol Technologies, Inc. of Holtsville, NY, .

[0014] Fig. 2 shows an exemplary portion of the network 1 and
will be used to generally describe the operation of an exemplary
enterprise management system. The exemplary network devices
shown in Fig. 2 are the network appliance 10, the access peint 30
and the mobile unit 31. The network appliance 10 is shown as
including the MSP system 60(e.g., an enterprise management
system). This is the system which may be used to monitor, manage
and control the network 1. The present invention may be

implemented without regard to the specific type of network
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management system.

[0015] The access point 30 and the mobile unit 31 include MSP
agents 35 and 55, respectively. The MSP agents 35 and 55 are
software components that include functionality for management of
the devices by the MSP system 60. An MSP agent will reside on
each of the network devices that are managed as part of the MSP
system 60. The MSP agent may collect information on the network
device and forward the informatibn to the MSP system 60 for the
purposes of monitoring and control. The information collected by
the MSP agent will depend upon any number of factors such as
device type, device functionality, system administrator

’

preferences, etc.

[0016] The information that is collected by the MSP agents 35
and 55 is communicated to the MSP system 60 on the network
appliance 10. The MSP system 60 may then manage the network
devices and/or the entire network 1 using the information
provided by the wireless agents 35 and 55. The MSP system 60
manages the network devices and/or the network 1 based on a set
of management policies that are provided within the MSP system 60
allowing a network administrator to maintain control of the
entire network 1. When the MSP system 60 needs to communicate
with or initiate a management or control action on a network
device, the MSP system will communicate the MSP agent of the
device. The MSP agent will then communicate with the appropriate
hardware and/or software component in the device to cause the

device to take the desired action.

[0017] Thus, as can be seen from the above example, the
inclusion of MSP agents on the network devices facilitates the

monitoring and management of devices that are connected to the
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network. Through the wireless agents, the MSP system (and by
extension the system administrator) may receive important
information concerning all the devices connected to the network,

including an inventory of all the network devices.

[0018] Fig. 3 shows an expanded view of the exemplary network
1l of Fig. 1 which includes an enterprise management system for
managing the devices on the network. All the devices described
with reference to Fig. 1 are included in this view, i.e., network
devices, 10, 20, 30-33 and 40-43. However, this expanded view
also shows a standalone printer 70, a battery charger 80 and a
device cradle 90. 1In a strict sense, devices 70-90 may not be
considered to be part of the network 1 because they are not
capable of communicating with other devices on the network 1.
However, these devices 70-90 may play a crucial role in the
proper operation of the network 1. For example, if the mobile
units 31-33 and 41-43 cannot be recharged when thelr batteries
are low, the mobile units 31-33 and 41-43 become useless to the

network.

[0019] Thus, while these devices 70-90 are not connected to
the network 1, they may play an integral role in the proper
operation of the network 1. Therefore, it is reasonable to
believe that a system administrator would be interested in
collecting attributes and monitoring these devices in the same
manner as other network devices, e.g., using the MSPp system 60.
However, since these devices are not connected to the network 1,
device attributes cannot be directly sent to the MSP system 60.
Those of skill in the art will understand that the devices 70-90
are only exemplary and there may be any number of other devices
that are important to the operation of the network, but do not

connect to the network.
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[0020] The exemplary embodiments of the present invention
provide for indirect monitoring and inventory of these assets
which are not connected to the network. It should be noted that
in addition to devices which are not connected to the network,
there may also be devices which are connected to the network, but
are incapable of hosting an MSP agent, thereby rendering the
device invisible to the MSP system. The exemplary embodiments of
the present invention may also be applied for such invisible
devices. Throughout this description, the term invisible devices
will be used to describe both devices that are not connected to
the network and devices that are connected, but do not have the

capability of communicating information to the MSP system, e.g.,

no MSP agent.

[c021] Figure 4 shows an exemplary method 100 for indirectly
monitoring invisible devices. In step 110, a network device
interacts with an invisible device. An example of an interaction
is when mobile device 31 communicates with printer 70 in order to
download data for printer 70 to print. Other examples of

interactions will be provided below.

[0022] In step 120, the network device collects information
from the invisible device during the interaction. In the example
provided above, the mobile unit 31 in its communication with the
printer 70 may receive an identifier for the printer 70. Again,
additional examples of information collected from invisible
devices will be provided below. The MSP agent of the network
device may collect and store this information in the same manner

as it collects information about the network device itself.

[0023] In step 130, the MSP agent will forward the information
collected about the invisible device to the MSP system. The
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information collected by the MSP agent may be tagged as
information concerning an invisible (or different) device than
the network device associated with the MSP agent so that when the
information is forwarded to the MSP system it can be

distinguished from the normal network device information.

[0024] In step 140, the MSP system stores the information
collected about the invisible device. The MSP system may then
provide this information to the system administrator. The
presentation may be, for example, in an inventory list of devices
associated with the network. Those of skill in the art will
understand that the additional data on invisible devices may be

presented to the system administrator in any number of manners in

addition to an inventory list.

[0025] Thus, using the exemplary method ¢f the present
invention, the system administrator will have a more complete
view of the network than just those devices which include MSP
agents. The system administrator may use this additional
information to more effectively manage the network. For example,
if the system administrator is aware that mobile units in a
particular location are experiencing a significant number of low
battery events and the inventory shows there are few battery
chargers at the location, the system administrator may determine

that more battery chargers are required at the location.

[0026] It should be noted that in the above description, it
was referred to that the system administrator will have a more
complete view of the network. This refers to the fact that the
MSP system (or enterprise management system) will include
additional data for these invisible devices, thereby allowing the

MSP system to provide more information to the system
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administrator. This will also allow the system administrator to
include more management policies in the MSP system which may

depend on the information from the invisible devices.

[0027] The following provides several examples of the
retrieval and storage of invisible device information. These
examples are not exhaustive, but are provided to illustrate
several exemplary manners of carrying out the indirect monitoring
method 100 described with reference to Fig. 4. Those of skill in
the art will understand that there may be any number of other
manners of detecting and collecting information from invisible

devices in connection with the present invention.

[0028] The following examples will be described with reference
to the network 1 of Fig. 3 and assuming the arrangement as shown
in Fig. 2. In a first example, the discovery of the cradle 90 by
the MSP system 60 will be considered. The cradle 90 may provide
various services for the mobile units (e.g., mobile unit 31) of
the network 1. These services may include network connectivity
and/or battery charging services. An exemplary cradle 90 may
include a port connector (e.g., Ethernet connector, USB connector
etc.) so that the cradle 90 may provide an interface with the
network 1. The cradle may also include a pin connector (e.g., 24
pin connector) to interface with the mobile unit 31. By placing
the mobile unit 31 into the cradle 90, the mobile unit may
establish a wired connection to the network 1 via the pin
connector and the port connector of the cradle 90. However, even
though the mobile unit 31 is communicating with the network 1 via
the cradle 90, the cradle 90 is not communicating with the
network. In addition, the cradle 90 will not have the capability

to store and run an MSP agent.
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[0029] In one exemplary embodiment, the cradle 90 may be
provided with the capability of communicating with the mobile
unit 31, when the mobile unit is placed in the cradle 90. The
communication may be as simple as the cradle 90 providing a
positive feedback to the mobile unit 31 that it has been
correctly placed in the cradle 90. The communication may include
a unique identifier for the cradle 90 or any other information

that may be stored on the cradle 90.

[0030] Those of skill in the art will understand that the
cradle 90 may include an integrated circuit chip (or other
similar device) which is used for interfacing the mobile unit 31
to the network 1 when the mobile unit is inserted into the cradle
90. Thus, this‘information (e.g., the unique identifier) may be
encoded into the existing integrated circuit chip in the cradle
90 so that it may be communicated to the mobile unit 31. Other
manners of including this information in the cradle 90 may
include, for example, providing an additional chip or memory in
the cradle 90 to store the data. The cradle 90 may also be
provided with additional logic to indicaté that it should
communicate under certain circumstances with the mobile unit 31
(e.g., when the mobile unit 31 is inserted into the cradle) and
with additional protocols to allow a communication between the

cradle 90 and the mobile unit 31.

[0031] As described above, the MSP agent 55 of the mobile unit
31 will receive this information from the cradle 90 and forward
the information to the MSP system 60 where the information will
be stored. Thus, upon the MSP agent 55 sending the information
collected from the cradle 90 to the MSP system 60, the cradle 90
will be included as a device related to the network.

Specifically, as described above, the information received from

10
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the cradle 90 will be tagged as being from a device other than
the device associated with the MSP agent 55 (i.e., mobile unit
31). Therefore, when the MSP system 60 receives this information

it will understand that the information is for some invisible

device.

[0032] If this is the first time the MSP system 60 receives
information for this invisible device, the MSP system will create
a new entry for this device and store the information in this
entry. TIf the MSP system 60 has previously discovered the
invisible device, the receipt of the information will confirm
that the invisible device remains associated with the network.
The above description implies that the MSP system 60 stores
information about devices in a database format. Those of skill

in the art will understand that the information may be stored in

any manner by the MSP system 60.

[0033] In the present example, the cradle 90 communicates a
unique identifier to the MSP agent 55 of the mobile unit 31. The
purpose of communicating a unique identifier is so that the
device may be uniquely identified within the MSP system 60.
Those of skill in the art will understand that the network
devices such as mobile unit 31-33 and 41-43, network switch 40,
access point 30, etc., will have a unigue identifier such as an
IP address so that MSP system 60 may identify each device. 1In
the same manner, the invisible devices will have some unique
identifier. For example, the invisible device may have a unique
serial number. Those of skill in the art will understand that
there may be other manners of uniquely identifying an invisible
device that may include numbers assigned by the manufacturer of
the device or a number assigned by the system administrator when

it becomes associated with the network 1. The unique identifier

11
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may also be any other characteristic or set of characteristics of

the invisible device that allows it to be uniquely identified.

[0034] Moreover, the cradle 90 may store other types of
information beside the unique identifier which can be
communicated to the MSP agent 55 for transfer to the MSP system
60. For example, a model number, a type of device, a list of
capabilities, etc. Any characteristic which may be of interest

to the system administrator.

[0035] However, as described above, the cradle 90 may not have
the capability to store additional data. 1In such a case, the MSP
system 60 may discover additional information about the cradle 90
in an indirect manner using other network devices. For example,
when the MSP system 60 receives a communication for the MSP agent
55 of the mobile unit 31 including the unigue identifier of the
cradle 90, the MSP system 60 will understand that the mobile unit
31 is in communication with an invisible device. The MSP system
60 may also receive from the MSP agent 55 the location of the
mobile unit 31. The MSP system may then use this location as the

location of the cradle 90.

[0038] Continuing with this example, the MSP system 60 may
understand that the mobile unit 31 is communicating with the
network 1 using a wired connection. Thus, the MSP system 60 may
determine that the cradle 90 includes a characteristic of
including a wired interface to the network. The MSP system 60
may also understand that the wiféd connecfion is an Ethernet
connection and further determine that cradle 90 includes a

characteristic of Ethernet connectivity.

12
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[0037] A further continuation of the cradle 90 example may
include that the MSP system 60 monitors the battery level of the
mobile unit 31 via information received from the MSP agent 55.
If the MSP system 60 determines that there was a communication
with cradle 90 and that the battery level of the mobile unit 31
is increasing, the MSP system 60 may determine that cradle 90
includes battery charging capability and store this as a

characteristic of the cradle 90.

[0038] In another example, the MSP system 60 may know the type
or model number of the mobile unit 31. Thus, the MSP system 60
may infer that the cradle 90 is for use with this type of mobile

unit and store that information.

[0039] Thus, as can be seen from the above examples, even if
the invisible device does not have the capability to store any
information beyond a unique identifier, the MSP system 60 may
infer certain characteristics of the invisible device. Those of
skill in the art will understand that many other types of
characteristics may be inferred from the interaction between a

network device and an invisible device.

[0040] In another example, the case of stand alone printer 70
will be considered, i.e.,, a printer not connected to the network.
In many instances such printer are used by mobile units to print
out information stored on the mobile unit. The mobile unit
(e.g., mobile unit 31) may communicate with the printer 70 via,
for example, a serial connector, a USB connector, infrared

("IrDA”), Bluetooth, etc.

[0041] Thus, in the example of printer 70, the mobile unit 31

is already communicating with the printer 70 to send the

13
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information for printing and the printer 70 is typically sending
an acknowledgment or other information that it is receiving and
printing the information. Therefore, these types of invisible
devices, may include extra data in the communication to identify
the invisible device so that the MSP agent 55 of mobile unit 31
can communicate this data to the MSP system 60. The MSP system
60 may then store this data and include the printer 70 as

assocliated with the network 1.

[0042] Other information about the printer 70 may be collected
directly or indirectly as described above in the example of
cradle 90, e.g., ink level, paper level, etc. For example, the
mobile unit 31 may provide the MSP system 60 with information
such as the number of pages it printed on the printer 70. This
information could be aggregated with information sent by other
mobile units that used printer 70 to provide a more complete
picture of the history of printer 70. Thus, the MSP system 60
may provide data aggregation for a particular invisible device,

where the data 1s from several sources.

[0043] Other examples of devices which already communicate
with the mobile unit 31 may include, for example, magnetic stripe
readers, modem interfaces, etc. In these examples, the
communication that will be sent to the mobile unit 31 may be
augmented to include an identifier so that the MSP system 60 may

uniquely identify the device.

[0044] However, the example of printer 70 may also show an
example of providing a unique identity to a device without the
device providing a unique identifier. For example, the MSP agent
55 of mobile unit 31 may collect information that the mobile unit

31 is sending print information via its infrared port, e.g., an

14



WO 2007/016243 PCT/US2006/0

29190

infrared printer driver has been iﬁvoked by the 0S of the mobile

unit 31. The MSP system 60 may receive this information and

infer that there is a printer within infrared range of the mobile

unit 31. The MSP system 60 may determine the location of t
mobile unit 31 (from information received from the MSP agen
and determine if it has previously stored any information f
printer at that location, plus a radius for infrared range.
there is no such device, the MSP system 60 may assume that
is a new device and may then assign a unique identifier to
printer and store it as associated with the network 1. If
MSP system 60 indicates that it already knows of a printer
area, the MSP system 60 may use this as a confirmation that
device exists. Thus, even if the device does not communica
unique identifier, the MSP system 60 may be able to infer a
unique device by the characteristics of the operation of th
mobile unit 31 (e.g., printing and location) so that the MS

system 60 may assign a unique identifier to the printer 70,

[0045] When the MSP system 60 uses this type of inferent
method of uniquely identifying an invisible device, it may
provide a prompt to the user of the mobile unit 31 to confi
identification. For example, the mobile unit 31 may displa

he
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message from the MSP system which states “please confirm that

this device was just used to print to a stand alone printer
or other similar message. A response to this message will

provide the MSP system 60 with feedback to determine if its
inferential determination was correct. Any other inferenti
determination may also be accompanied by a request to the u
confirm the determination. The system administrator may de

when, and if, such requests are appropriate.
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[0046] The information collected about the invisible devices
may be used for more than just inventory of invisible devices,
but may be used to better manage the network. For example, the
MSP system 60 may receive messages from MSP agents of multiple
mobile units indicating that they are using the printer 70 to
print. This usage pattern may be used to manage the network. An
example may be that the MSP system 60 may estimate when the
printer 70 needs new toner or paper. In another example, the MSP
system 60 may determine that the printer 70 is being
underutilized and that it should be moved to a different
location. 1In a further example, the MSP system 60 may show that
the mobile unit of the average user of the printer 70 moves 100
feet before printing. This may indicate that the printer 70
should be moved or that more printers should be placed at

strategic points in the operating area.

[0047] These types of determinations based on usage data of
invisible devices may be made by management peolicy implemented in
the MSP system 60 (e.g., after 4,500 pages of print, provide an
automatic indication that a new box of paper should be delivered
to the printer 70) or by'a system administrator reviewing the
usage records for various invisible devices. Those of skill in
the art will understand that there are numerous types of usage
data that may be collected on various invisible devices and that
this data may be used to fire any number of automatic management
polices of the MSP system 60 or provide general data to the

system administrator.

[0048] Another example of an invisible device that may be
tracked by the MSP system 60 is a smart battery. It is common
for smart batteries to include a unique identifier. Thus, when a

smart battery is inserted into a device (e.g., a mobile unit),

16
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the smart battery may communicate its identity to the mobile unit
and its MSP agent. This information may then be sent to the MSP
system 60 and information about the particular smart battery may
be stored (e.g., the device into which the battery was placed).
By tracking the movements of various smart batteries from device
to device, the MSP system 60 may be used to gain an understanding

of how batteries are used across the network 1.

[00489] In the next example, the case of the battery charger 80
will be considered. In a first example, the battery charger may
have the capability of charging a stand alone battery (e.g., a
smart battery). When the smart battery is placed in the battery
charger 80, it may send a unique identifier to the smart battery.
When the smart battery is later placed into a device, the smart
battery may send this information to the MSP agent of the device
and this information may be forwarded to the MSP system 60,

thereby allowing the battery charger to be discovered by the MSP
system 60.

[0050] In another example, the battery charger 80 may not be
able to communicate with a network device. However, the battery
charger 80 may include some unique identifier which could be
obtained by the network device. For example, the battery charger
80 may include a bar code or RFID tag which could be read by the
network device (e.g., mobile unit 31). This information could
then be sent to the MSP system 60 so the battery charger 80 may

be identified as being associated with the network.

[0051] Again, user prompts may be helpful to facilitate this
type of discovery. For example, if the MSP system 60 determines
that the battery level of the mobile unit 31 is increasing, it

may infer that it is connected to a battery charger. When the

17
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battery is fully charged or when the mobile unit 31 begins to
move again, the user may be prompted to scan the battery charger
to which the mobile unit 31 was previously connected. The user
may then scan the battery charger 80 using an appropriate device
(e.g., bar code scanner, imager, RFID reader, etc.), thereby

allowing the MSP system 60 to discover the to the battery charger
80.

[0052] In each of the above examples, the network devices used
to discover the invisible devices were mobile units. This will
be the typical case because the mobile units will generally have
the most interaction with invisible devices. However, the
present invention is not limited to discovering invisible devices
with mobile units. Other network devices may be used to discover

invisible devices.

[0053] The present invention has been described with the
reference to the above exemplary embodiments. One skilled in the
art would understand that the present invention may also be
successfully implemented if modified. Accordingly, various
modifications and changes may be made to the embodiments without
departing from the broadest spirit and scope of the present
invention as set forth in the claims that follow. The
specification and drawings, accordingly, should be regarded in an

illustrative rather than restrictive sense.
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What is claimed is:

1. A method, comprising:
receiving, on a first device connected to a network, a

communication including information corresponding to a second
device which is not connected to the network;
storing the information on the first device; and
transmitting the stored information to an enterprise
management system for the network, wherein the information

includes an indication that the information corresponds to the

second device.

2. The method of claim 1, wherein the receiving, storing and
transmitting are executed by an agent of the enterprise

management system on the first device.

3. The method of claim 1, wherein the first device is a mobile
unit.
4, The method of claim 1, wherein the second device is one of a

printer, a battery charger, a smart battery, a cradle, a

magnetic stripe reader and a modem interface.

5. The method of claim 1, wherein the information includes a

unique identifier.

6. A device, comprising:

a protocol to communicate with other network devices on
a network; and

an enterprise management agent to receive information
éorresponding to a non-network device which is not connected to

the network, store the information corresponding to the non-
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network device and transmit the stored information using the

protocol to an enterprise management system on one of the other

network devices.

7.

10

11.

The device of claim 6, wherein the information is

transmitted with an indication that it corresponds to the

non~-network device.

The device of claim 6, wherein the device is a mobile unit.

The device of claim 6, wherein the non-network device is one
of a printer, a battery charger, a smart battery, a cradle,

a magnetic stripe reader and a modem interface.

The device of claim 6, wherein the information includes a

unique identifier.

A method, comprising:
receiving a communication from an agent residing on a

network device, the communication including information

corresponding to a non-network device which is not connected to

the network; and

12.

list

13.

storing the information for the non—-network device.

The method of claim 11, further comprising:
providing an inventory list to a user, the inventory

including the network device and the non-network device.
The method of claim 11, wherein the information for the non-

network device includes an indication that the information

corresponds to the non-network device.
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14. The method of claim 11, wherein the information includes a

unique identifier.

15. The method of claim 11, further comprising the step of:
determining additional information for the non-network

device based on data received for the network device.

16. The method of claim 15, wherein the wherein the data

includes an operation of the network device.

17. An enterprise management system, comprising:

a receiving module to receive a communication from an
agent residing on a network device, the communication including
information corresponding to a non-network device which is not

connected to the network; and
a storage module to store the information for the non-

network device.

18. The enterprise management system of claim 17, further
comprising:
 an inventory module to provide an inventory list to a
user, the inventory list including the network device and the

non-network device.

19. The enterprise management system of claim 17, wherein the
information for the non-network device includes an

indication that the information corresponds to the non-

network device.

20. The enterprise management system of claim 17, wherein the

information includes a unique identifier.
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21. The enterprise management system of claim 17, further
comprising:
an analyzation module to determine additional

information for the non-network device based on data received for

the network device.

22. The enterprise management system of claim 21, wherein the

wherein the data includes an operation of the network

device.

23. The enterprise management system of claim 17, further
comprising:
a prompting module to send a prompt to the agent,

wherein the prompt includes a request for a user of the network

device.
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