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& D | Section
1 | ["bss",;,comment",".ctors",".data","dtors",".eh_frame"," fiini",".gcc_except_table",".gnu.attributes",."g...
2 | ["bss",;,comment',".ctors"".data",".data.rel.ro",".debug_abbrev","debug_aranges","debug_info",".de...
3 | ["bss",:,comment","ctors" ".data","dtors",".eh_frame"," fiini",".got" "init"," jcr",". mdebug.abi32",".pdr...
4 | ["bss",;,comment"," ctors"," data","dynamic",".dynstr',".dynsym",".eh_frame",".eh_frame_hdr" " f
5 | ["bss":,comment',".ctors",".data",".data.rel.ro",".dtors",".eh_frame","fini",".gcc_except table",".got...
6 | ["bss",;,comment""ctors"".data",".data.rel.ro",".debug_abbrev",".debug_aranges",".debug_frame","d...
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& ID | CALLS
['GetsystemTimeAsFileTime","SetUnhandledExceptionFilter","FindFirstFileEXW","NtClose","FindFirstFileE...
["FindFirstExW","NtDelayExecution","GetTempPathW","FindFirstExW","NtDelayExecution","LdrG...
['GetsystemTimeAsFileTime","SetUnhandledExceptionFilter”,"NtOpenThread","LdrGetDlIHandle","LdrGet...
['GetsystemTimeAsFileTime","SetUnhandledExceptionFilter”,"NtClose","NtOpenKey",'NtOpenKey","NtC...
['GetsystemTimeAsFileTime","NtClose","NtOpenKey","NtQueryValueKey","NtClose","NtOpenKey","NtQ...
["InternetOpenA","LdrGetProcedureAddress","ReadProcessMemory”,"ReadProcessMemory","ReadProc...

DO NN~

EQ7a

ELF Section
— 20 —

header n}
header n}

!
l

{header 1, header 2 ...

{header 1, header 2 ...

X7
S8

a7

701
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EH97D

701 {symbol 1, symbol 2 ... symbol n} Symbol

703~ W3IE SAE NZoNE  (T14
702 {symbol 1, symbol 2 ... symbol n}
=ug
810
— QA2C A A1 TR0 | - SAEEE
ot | et | o [ANB|=14
T ini, rodata, | | - |AUB|=15
1l | 1
| ofeme 80 ANB
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|14 | [AUB]
L} o932 poy 71 mama}
T
820

_21_



10-2019-0091839

[

=

=

H

e
[=)

_22_

911
ST
[sysemCal ] _wll\lmhﬁ
| Ilméma Call2 |__y| Nisimsa |/
_ : | _ Algorithm _ - 961
|| SystemCalln || | _ — 1-2
e —— g _ Nilsimsa API Call
L i Hash 1 | Simitarit
m System Call 1 m _ m 952 962
([ SystemCall2 || 4f Nisimsa || Nisimsa 2 el
| : o Algorithm [ | Hash 2 Similarity
| |
_r System Call n Lﬁ | | - %
||||||||| | |
I L | Nisimsa N
_ ! Hash 3 a
|| SystemCallt || | | Similarity
_ Lo . _
m System Call 2 ” ! h%ﬁﬂ _
: | |
_ - Lo _
|| SystemCalln || “—————- -
|\ ———————— il



10-2019-0091839

5

=

=

H

e
[=)

Z D (Kaspersky)

Nilsimsa Hash (Hex)

Trojan-Ransom.Win32.

Wanna.m

3e2be5319bc0fa3d35911afd7011c01fa82c06080c40eb0ed31cd5033bd7173e

rojan-Random.Win32.

Wanna.m

3e2beb319bc0fa3d35911dfd7811c01ea82c06080c40eb0e431cd5033bd7163e

HEUR:Trojan.Win32.

Generic

287a69741b4176373805414520288192831040445a189e34a9dc129fhc03e28

Backdoor.Win32.GF j

49524a00c223293c8e0e22aea6181e8d 1be2807128¢442805236605080231640

EHI0
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EWII
&ID1 | LID2 | APlcall_Similarity | symbol_Similarity | section_Similarity all_Similarity

4 2 0.726562 0.013082 0.307692 0.349112
5 2 0.84375 0.322629 0.710526 0.625635
5 4 0.678688 0.007248 0.357143 0.348026
6 2 0.71875 0.32206 0.775 0.60527
6 4 0.648438 0.015663 0.3125 0.325534
6 5 0.671875 0.223036 0.666667 0.520526
8 2 0.761719 0.087811 0.394737 0.414756
8 4 0.691406 0.028986 0.40625 0.375547

EW]12

1220

5

C is not simiar to both A and B

Aand B are similar
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