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CUSTOMER PHONES INSTITUTION CALL CENTRE. ID CHECK IS
DONE. CUSTOMER PROVIDES OPERATOR WITH MOBILE NUMBER
OR OTHER IDENTIFIER (INITIAL ID) AND OPERATOR ENTERS
INTO SYSTEM.

Y

OPERATOR CONFIRMS CUSTOMER IS READY TO RECEIVE
CALL TO MOBILE PHONE OR REMOTE DEVICE, HANGS UP
AND SUBMITS INITIAL ID

Y

INSTITUTION TEMPORARILY ALIGNS INITIAL ID TO
CUSTOMER BANK ID

v

SENDS INSTITUTION ID/ INITIAL ID / SETUP TO
SYSTEM

Y

QPAY MESSAGE BROKER SUBMITS INITIAL ID/
INSTITUTION ID COMBINATION TO CRM (QPAY CUSTOMER
RELATIONSHIP MANAGEMENT DATABASE)

Y v

CRM REGISTERS INITIAL ID BROKER PASSES INSTITUTION
AND GENERATES SECRET ID NAME / INITIAL ID / SETUP
TO IVR OR OTHER REMOTE
CUSTOMER INTERFACE
| NO ANSWER >¢
¢ A IVR OR OTHER REMOTE
AFTER 3 FAILED ATTEMPTS TO CUSTOMER INTERFACE (RCI)
CONNECT THE SYSTEM CONTACTS CUSTOMER TO
RETURNS “FAILED” TO SETUP MOBILE SECURITY
BROKER IDENTIFIER
Y
1O @ FG 28 TO@ FIG 2B

FIG. 2A
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FROM (A) ON FIG. 2A

y

A SECURE SESSION IS ESTABLISHED WITH THE REMOTE

DEVICE AS PER SECURITY 1.4

v

CUSTOMER RESPONDS

v

CUSTOMER SUBMITS UNIQUE IDENTIFIER SUCH AS PIN,

BIOMETRIC OR OTHER IDENTIFIER

v

y

TO

SYSTEM ANALYZES RESPONSE —> 6. 2C

| RESPONSE IS NOT ACCEPTABLE AFTER 5 ATTEMPTS

Y

IVR_/ RCI SENDS "FAILED” TO BROKER

FROM

FIG. 2A

v

BROKER SENDS "FAILED” AND REASON TO
INSTITUTION

v

INSTITUTION SENDS RECEIPT TO BROKER AND
TRANSACTION ENDS

v

INSTITUTION REMOVES INITIAL ID FROM CUSTOMER BANK
ID AND RESETS CUSTOMER TO "NO REMOTE SECURITY”

MODE

FIG. 2B



U.S. Patent Mar. 26, 2013 Sheet 4 of 25 US 8,407,112 B2

FROM FIG. 2B

2

| RESPONSE IS ACCEPTED |

v

| NEW IDENTIFIER IS PASSED BY IVR OR RCl TO BROKER |

v

BROKER PASSES IDENTIFIER TO IDENTIFIER ENCRYPTED AND
CRM REPOSITORY STORED IN SAFE REPOSITORY

BROKER SENDS
ACKNOWLEDGEMENT TO
INSTITUTION INCLUDING ~ ¢—— CRM RETRIEVES SECRET ID |

INITIAL ID / SECRET ID /
SETUP OK

v

INSTITUTION SENDS RECEIPT TO BROKER AND
TRANSACTION ENDS

v

INSTITUTION ALIGNS SECRET ID CUSTOMER INSTITUTION
ID AND MAY REMOVE INITIAL ID FROM RECORD

2

INSTITUTION PROVIDES NOTATION TO CUSTOMER
SERVICE VIEW THAT CUSTOMER HAS MOBILE SECURITY
SETUP BUT DOES NOT SHOW INITIAL ID OR SECRET ID

FIG. 2C
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REQUEST IS PRESENTED TO
INSTITUTION FOR APPROVAL OR
INSTITUTION SENSES NEED FOR

AUTHENTICATION

Y

INSTITUTION ACQUIRES FROM (®
CUSTOMER SECURITY [D ON FIC. 3B
SENDS INSTITUTION 1D/
SECURITY ID / TRANSACTION PlF\e/ES/ERNCTls
TYPE / VALUE (IF ANY) TO INCORRECT ID
SYSTEM SCRIPT TO
CUSTOMER AND
SYSTEM MESSAGE BROKER REQUESTS ID
SUBMITS SECURITY ID / AGAIN
INSTITUTION 1D COMBINATION
TO CRM
TO ® FIG. 3B CRM RETURNS MOBILE 10 ©
A NUMBER AND INSTITUTION FIG. 3B
AFTER A NAME
PREDETERMINED ¢ A4
NUMBER OF BROKER PASSES INSTITUTION CUSTOMER
UNSUCCESSFUL || NAME / MOBILE NUMBER / SUBMITS
ATTEMPTS THE || TRANSACTION TYPE / VALUE IDENTIFIER
REI¥ERQSR’C’:ILO (IF_ANY) TO IVR 1 TO FIG
RESPONSE” TO v EITHERP> 3¢
BROKER IVR OR OTHER REMOTE
X CUSTOMER INTERFACE (RCI) SAESSSESHRFS
CONTACTS CUSTOMER, CSTABLISHED
CUSTOMER DOES||PRESENTS BRIEF TRANSACTION WITH THE
NOT ANSWER ||INFORMATION AND OPTIONS TO| | coyinte DEVICE
T VERIFY, CANCEL OR MARK AS PER
REQUEST AS UNAUTHORIZED SEQURITY 1.4

EITHER v
| CUSTOMER ANSWERS }—J

FIG. 3A
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FROM © FIG. 3A
IDENTIFIER IS PASSED BY
L 5

IVR/RCI TO BROKER

Y

BROKER PASSES IDENTIFIER
TO SECURE REPOSITORY

Y

SECURE REPOSITORY
VALIDATES IDENTIFIER
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EITHER y

SECURE REPOSITORY PASSES
INCORRECT ID TO BROKER

i

v SECURE
TO ® ON _ [ BROKER PASSES INCORRECT RPEAPSOSSE';OFDY
FIG. 3A D TO IVR/RC ACCEPTED TO
v BROKER
AFTER 3 INCORRECT PIN N
ATTEMPTS, IVR/RCI PRESENTS | [BROKER SENDS
INCORRECT ID SCRIPT 4 ACKNOWLEDGE—
v MENT TO
IVR SENDS "FAILED INCORRECT lNSATlLTFL’JRT(I)OV'\éng’
FROM FIG. 3A ID” TO BROKER 7
4
BROKER SENDS “FAILED” INSTITUTION
INCORRECT ID OR NO SENDS RECEIPT
RESPONSE TO INSTITUTION TO MESSAGE
7 BROKER AND
INSTITUTION SENDS RECEIPT TRA'E'E‘[\)%T'ON
TO BROKER AND TRANSACTION
ENDS v
7 INSTITUTION
— PROCESSES
INSTITUTION RETURNS TRANSACTION

TRANSACTION FAILED
INCORRECT PIN OR NO
ANSWER AND CANCELS THE

TRANSACTION

FIG. 3B
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CUSTOMER ENTERS # OR *

| »  OR OTHER INTERACTIVE
|# AND * ARE' RESPONSE
USED IN THIS Y
EXAMPLE TO IVR/DRI RETURNS
REPRESENT TRANSACTION CANCELED OR
INDICATORS OF | UNAUTHORIZED AND PASSES
A RESPONSE INTERACTIVE RESPONSE TO
OF "CANCEL” BROKER
OR J
UC')\'TAHUET;O%%AESD BROKER PASSES INTERACTIVE
N RESPONSE TO INSTITUTION
USED SUCH AS Y
SPOKEN INSTITUTION PROCESSES THE
RESPONSES INTERACTIVE RESPONSE
AND OTHER 7
A'-T,&E\',\'AQ'EV 5S> FOR EXAMPLE, IN THE EVENT
OFFERED. OF AN "UNAUTHORIZED”

RESPONSE, THE INSTITUTION
MAY ATTEMPT TO APPREHEND
THE TRANSACTION INITIATOR

FIG. 3C
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CUSTOMER CONTACTS INSTITUTION. ID CHECK IS DONE.
CUSTOMER PROVIDES OPERATOR WITH NEW DEVICE [IDENTIFIER
AND OPERATOR ENTERS DEVICE IDENTIFIER INTO SYSTEM.

v

SENDS INSTITUTION ID / SECURITY ID / NEW
DEVICE ID / CHANGE TO SYSTEM

Y

MESSAGE BROKER SUBMITS NEW DEVICE ID / INSTITUTION ID
/ SECURITY ID COMBINATION TO CRM

Y

CRM CHANGES DEVICE ID

Y

BROKER PASSES SECURITY ID / DEVICE ID CHANGE OK TO
INSTITUTION

Y

INSTITUTION SENDS RECEIPT TO BROKER AND TRANSACTION
ENDS

v

INSTITUTION REMOVES DEVICE ID FROM CUSTOMER INSTITUTION
ID VIEW

FIG. 4
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CUSTOMER CONTACTS INSTITUTION. ID CHECK IS DONE.
CUSTOMER REQUESTS CUSTOMER IDENTIFIER RESET.

Y

OPERATOR CONFIRMS CUSTOMER IS READY TO RECEIVE
SESSION TO CUSTOMER DEVICE AND SELECTS CUSTOMER
IDENTIFIER RESET

Y
SENDS INSTITUTION ID / SECURITY ID /

CUSTOMER IDENTIFIER / RESET TO SYSTEM
Y
SYSTEM MESSAGE BROKER SUBMITS COMBINATION TO CRM

Y
CRM RETURNS INSTITUTION NAME TO BROKER

BROKER PASSES INSTITUTION NAME / DEVICE
ID / CHANGE CUSTOMER IDENTIFIER TO IVR /

RC|
NO RESPONSE IVR / RCl CONTACTS
v | CUSTOMER DEVICE WITH
AFTER A PREDETERMINED CHANGE CUSTOMER IDENTIFIER
NUMBER OF UNSUCCESSFUL ?EQUEST
ATTEMPTS THE IVR / RCI ETHER y
RETURNS ”NO RESPONSE” TO CUSTOMER RESPONDS
BROKER ¥
l‘ CUSTOMER SUBMITS NEW
. . CUSTOMER IDENTIFIER
BROKER SENDS "FAILED” AND Y
REASON TO BANK
¥ SYSTEM ANALYZES RESPONSE
BANK SENDS RECEIPT TO ,.T0_FIG.
BROKER AND TRANSACTION SB
ENDS
Y ESPONSE IS NOT ACCEPTABLE
CUSTOMER IDENTIFIER RESET AFTER 5 ATTEMPTS
FAILED IS FLAGGED ALONG Y
WITH REASON AND INSTITUTION . .
MAY CONTACT CUSTOMER VR SENSFEOKE’?LLED T0

FIG. 5A
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FROM FIG. 5A

\ 4

RESPONSE IS ACCEPTED

v

NEW IDENTIFIER IS PASSED BY IVR OR RCI TO BROKER

Y

BROKER PASSES IDENTIFIER EEN
TO CRM REPOSITORY

y

BROKER SENDS ACKNOWLEDGEMENT TO BANK — CHANGE OK

v

BANK SENDS RECEIPT TO BROKER AND TRANSACTION ENDS

IDENTIFIER ENCRYPTED AND
STORED IN SAFE
REPOSITORY

FIG. 5B
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CUSTOMER SENDS AN SMS IN NUMBER EXISTS
RESPONSE TO AN
ADVERTISEMENT OR TO {

TRANSFER FUNDS

v

SEE "PURCHASES”

SYSTEM VALIDATES THE AN EXISTING CUSTOMER
MOBILE NUMBER TRANSFERS FUNDS TO A
SERVICE NUMBER WHICH DOES
¢ NOT CURRENTLY EXIST IN
NUMBER DOES NOT EXIST SYSTEM

FROM FIG. 78— |

SYSTEM PLACES THE MOBILE
NUMBER INTO AN UNKNOWN

USER QUEUE CUSTOMEiDECLINES e
OPERATOR CALLS AND OFFERS CALL IS TERMINATED
TO REGISTER CUSTOMER OVER
THE PHONE CUSTOMER PHONES CALL
CENTRE
<
v v
CUSTOMER AGREES OPERATOR OFFERS TO
REGISTER CUSTOMER

) 4
SEE "WEBSITE REGISTRATION”
PROCESS (FIG.8)

FIG. 7A
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CUSTOMER SENDS AN SMS
CONTAINING THE TEXT
"REGISTER” IN RESPONSE TO
A BROCHURE, REFERRAL OR
A PROMOTIONAL ACTIVITY

v

CONTACT VALIDATES THE
MOBILE NUMBER —> NUMBEFi EXISTS
Y CONTACT REPLIES "YOU ARE
NOVBER DOES NOT EXIST ALREADY A REGISTERED QPAY
Y CUSTOMER. REPLY "BALANCE”
0 FIG. TA TO CHECK YOUR BALANCE.

FIG. 7B
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CUSTOMER (OR OPERATOR ON
BEHALF OF THE CUSTOMER)
SELECTS THE "REGISTER”
"CLICK HERE” LINK.

US 8,407,112 B2

WEBSITE
REQUESTS | J ™ DETAILS ARE ENTERED
MISSING

INFORMATION ¢

? INFORMATION IS VALIDATED

VALIDATION j Y

RESULT=NO VALIDATION RESULT=YES

y

INFORMATION IS LOADED INTO
SYSTEM

v

GO TO CUSTOMER
AUTHENTICATION (FIG. 9)

Y

FIELD TYPE REQUIRED

FIRST NAME STRING YES

LAST NAME STRING YES
ADDRESS -1 STRING YES
ADDRESS 2 STRING NO

CITY STRING YES

POSTCODE STRING YES

DELIVERY ADDRESS 1 STRING YES
DELIVERY ADDRESS 2 STRING NO
DELIVERY CITY STRING YES
DELIVERY POSTCODE STRING YES
EMAIL ADDRESS STRING YES
MOBILE STRING YES

HOME PHONE STRING YES
BUSINESS PHONE STRING NO
FAX STRING NO

DATE OF BIRTH STRING YES
GENDER STRING YES

REFERRER STRING NO

FIG. 8
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FROM WEBSITE REGISTRATION
(FIG. 8)

y

BROKER PASSES SETUP TO
IVR OR OTHER REMOTE
CUSTOMER INTERFACE

US 8,407,112 B2

.l

NO ANSWER

lL

AFTER 3 FAILED
ATTEMPTS TO
CONNECT THE

SYSTEM RETURNS
"FAILED" TO

BROKER

IVR OR OTHER REMOTE
CUSTOMER INTERFACE (RCI)
CONTACTS CUSTOMER TO
SETUP MOBILE SECURITY
IDENTIFIER
T

IDENTIFIER
ENCRYPTED AND
STORED IN SAFE

REPOSITORY

1

<

Y

A SECURE SESSION IS

ESTABLISHED WITH THE

REMOTE DEVICE AS PER
SECURITY 1.4

BROKER PASSES
IDENTIFIER TO
CRM REPOSITORY

1

Y

CUSTOMER RESPONDS

v

NEW IDENTIFIER

IS PASSED BY

IVR OR RCI TO
BROKER

CUSTOMER SUBMITS UNIQUE
IDENTIFIER SUCH AS PIN,
BIOMETRIC OR OTHER
IDENTIFIER

1

RESPONSE IS
ACCEPTED

y

SYSTEM ANALYZES RESPONSE

v

RESPONSE IS NOT
ACCEPTABLE AFTER 5
ATTEMPTS

IVR/ RCI SENDS "FAILED” TO
BROKER

FIG. 9

1
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FROM CUSTOMER
REGISTRATION (FIG. 9)

CUSTOMER LOGS INTO SYSTEM
WEBSITE

SYSTEM
PROVIDES
CUSTOMER WITH
BSB, ACCOUNT
NUMBER AND
AUXILIARY FIELD
DETAILS

v

SYSTEM
PROMPTS
CUSTOMER TO
TRANSFER FUNDS
TO THE
PROVIDED
DETAILS
UTILIZING THEIR
NORMAL BANK
ACCOUNT ONLINE
BANKING FUNDS
TRANSFER

Y

WHEN DEPOSIT
LANDS INTO
POOL ACCOUNT,
FUNDS ARE
ATTRIBUTED TO
THE CUSTOMER'S
ACCOUNT BASED
ON THE
INFORMATION
PROVIDED IN
THE AUXILIARY
FIELD

o

—— SELECT "DEPOSIT FUN

SYSTEM CONTACTS CUSTOMER
REMOTE DEVICE

Y

SYSTEM CONFIRMS DETAILS OF
DEPOSIT AND REQUESTS
CUSTOMER SUBMIT USER ID
TO APPROVE

Y

CUSTOMER SUBMITS CORRECT
ID

v

SYSTEM PASSES REQUEST TO
ACQUIRING ORGANIZATION

i

IF SUCCESSFUL, FUNDS ARE
ATTRIBUTED TO THE
CUSTOMER’S ACCOUNT

Y

CUSTOMER RECEIVES
NOTIFICATION VIA WEBSITE

—

FIG. 10

US 8,407,112 B2

SELECT CR CARD

v

<__

CUSTOMER
INPUTS CR OR
PRE—PAID DEBIT
CARD DETAILS

-

CUSTOMER
DECLINES
(MARKS
TRANSACTION AS
FRAUDULENT OR
CANCELS)

v

TRANSACTION IS
CANCELED

IF
UNSUCCESSFUL...

v

CUSTOMER
RECEIVES
NOTIFICATION VIA

WEBSITE
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PAYMENT REQUEST RECEIVED
SYSTEM RECEIVES REQUEST
AND VALIDATES MOBILE
v | NUMBER OR CUSTOMER
MOBILE OR PUBLIC ID
PUBLIC ID DOES 7'
NOT EXIST
MOBILE OR PUBLIC ID EXISTS
¢ L IN SYSTEM
CUSTOMER 1
RECEIVES AN SYSTEM VALIDATES REQUEST |, INVALID
SMS "YOU DO OR PROMOTION PROMOTION
NOT CURRENTLY ¢ ‘L
HAVE AN
ACCOUNT. WE VALID PROMOTION SEND SMS —
WILL CALL YOU ¢ "WE DIDN'T
SOON. [SYSTEM QUERIES WALLET FOR| | UNDERSTAND
v FUNDS | PURCHASE..”
PHONE NUMBER 1 ¥
LISTED AS FUNDS ARE AVAILABLE "YES”
UNKNOWN USER NOT ENOUGH
FOR ¢ | FUNDS
REGISTRATION | | SYSTEM CREATES "PURCHASE” v
EVENT TO IVR. "PURCHASE ¥
g TEM INITIATES
¢ 04XX XXX XXX XYZ $X.XX SéYMSSE,,YOU HAVE
SEE WHERE XYZ IS THE PRODUCT NSUFFICIENT
REGISTRATION DESCRIPTION FUNDS FOR
PROLOGUE
(FC. 7) Y YOUR PURCHASE.

IVR CALLS CUSTOMER REMOTE
DEVICE

IVR CONFIRMS REQUEST AND

PLEASE TOP UP

YOUR ACCOUNT.”

IVR PURCHASE

REQUESTS PRIVATE ID

TO FIG. 11B
FIG. T1A

SCRIPT 5A
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VR DI FROM FIG. 11A
INCORRECT ¢
SCRIPT 6A

CUSTOMER SUBMITS ID

r >

v

IVR REQUESTS
PIN AGAIN

ID IS VALIDATED

$

y

PIN INCORRECT

SYSTEM RETURNS PIN
CORRECT OR PIN INCORRECT

v

US 8,407,112 B2

Y

AFTER 3 PIN CORRECT
INCORRECT
ATTEMPTS $
¢ DEDUCTS FUNDS AND
VR PIN TRANSACTION FEES FROM
INCORRECT WALLET IN ALIGNMENT WITH
SCRIPT 68 FEE STRUCTURE FROM
PROMOTION SCHEDULE
\/’_\

v

PLACES FUNDS INTO
MERCHANT ACCOUNT AND
CUSTOMER ACCOUNT

IVR NOTIFIES
CUSTOMER OF
SUCCESSFUL
TRANSACTION,
REMAINING
BALANCE AND
TERMINATES THE
CALL

FIG. 11B
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CUSTOMER INITIATES FUNDS
TRANSFER TO ANOTHER USER
OR AN UNKNOWN RECIPIENT
GO TO DEVICE ID VIA THEIR DEVICE,
REGISTRATION WEB OR OTHER
PROLOGUE
(FIG.7) v
ﬁ ¢ | CONTACT RECEIVES REQUEST
AND VALIDATES CUSTOMER
CUSTOMER DOES|| PUBLIC ID, REMOTE DEVICE
NOT +EXIST ID OR OTHER
CUSTOMER CUSTOMER EXISTS IN
REMOTE DEVICE SYSTEM
ID IS NOTED 7
AS UNKNOWN
USER FOR SYSTEM QUERIES WALLET v
REGISTRATION FOR AVAILABLE FUNDS
7 NOT ENOUGH
FUNDS
FUNDS ARE AVAILABLE—"YES” v

y

SYSTEM PASSES REQUEST
TO IVR

Y

IVR CONTACTS CUSTOMER
REMOTE DEVICE

SYSTEM INITIATES
SMS "YOU HAVE
INSUFFICIENT
FUNDS FOR
YOUR PURCHASE.
PLEASE TOP UP
YOUR ACCOUNT”

v

REQUESTS AUTHORIZATION
FROM CUSTOMER

v

TO FIG. 12B

FIG. 12A



U.S. Patent

Mar. 26,2013

Sheet 20 of 25

FROM FIG.12A

Y
—— > IVR PASSES PIN TO SYSTEM |
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IVR REQUESTS SYSTEM RETURNS PIN
PIN AGAIN CORRECT AND REMAINING
% BALANCE AFTER TRANSFER AND
FEES OR PIN INCORRECT
PIN INCORRECT < ¢ >
+ DEDUCTS FUNDS AND
AFTER 3 TRANSACTION FEES FROM
INCORRECT WALLET IN ALIGNMENT WITH
ATTEMPTS FEE STRUCTURE FROM
ACCOUNT IS PROMOTION SCHEDULE
LOCKED AND ¢
CUSTOMER
ADVISED TO QUERIES DATABASE
PHONE THE FOR RECIPIENT

CALL CENTRE

PIN CORRECT

Y

v

USER DOES NOT EXIST

Y

CUSTOMER REMOTE DEVICE
ID IS NOTED AS UNKNOWN
USER FOR REGISTRATION

v

IVR NOTIFIES
CUSTOMER OF
SUCCESSFUL
TRANSACTION,
PROVIDES
CUSTOMER
REMAINING
BALANCE AND
TERMINATES THE
CALL

USER EXISTS

CALL CENTRE CONTACTS
RECIPIENT VIA RECIPIENT
REMOTE DEVICE

v

2

CREDIT RECIPIEN

GO TO 21 REGISTRATION
PROLOGUE

v

AN EXISTING CUSTOMER
TRANSFERS FUNDS TO A
SERVICE NUMBER WHICH DOES
NOT CURRENTLY EXIST IN

QPAY (FROM 43 TRANSFER)

IF RECIPIENT
DECLINES TO SET
UP AN ACCOUNT,
FUNDS ARE
TRANSFERRED
BACK TO
ORIGINAL
CUSTOMER’S

ACCOUNT

FIG. 12B



ATTEMPTS CALL
IS TERMINATED

v

AND ACCOUNT IS
LOCKED

IVR NOTIFIES CUSTOMER OF
BALANCE AND TERMINATES
THE CALL
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CUSTOMER SENDS TEXT
GO TO "BALANCE”
REGISTRATION
PROLOGUE v
(FIG.7) SYSTEM RECEIVES TEXT
A v AND VALIDATES CUSTOMER
MOBILE NUMBER v
DOES NsT EXIST]| VOBILE_EXISTS N
MOBILE NUMBER \[™"SySTEM QUERIES WALLET |
LISTED AS
UNKNOWN USER #
FOR SYSTEM CREATES "BALANCE”
REGISTRATION EVENT TO IVR. "BALANCE
04XX XXX XXX.”
IVR CALLS CUSTOMER
REQUESTS PIN
—— % IVR PASSES PIN TO SYSTEM
VR REQUESTS SYSTEM VALIDATES PIN
PIN AGAIN {,
T SYSTEM RETURNS PIN Y
Y CORRECT AND REMAINING
PIN INCORRECT || BALANCE AFTER FEES OR PIN DEDUCTS
3 INCORRECT TO IVR TRANSACTION
¢ FEES FROM
AFTER 3 WALLET IN
INCORRECT PIN CORRECT ALIGNMENT WITH

FEE STRUCTURE
FROM PROMOTION
SCHEDULE

FIG. 13
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QPAY VR PHONES CUSTOMER,
TRANSACTION 1S CONFIRMS TRANSACTION
NITATED P DETAILS AND PROVIDES — Ke=—
ALTERNATIVE OUTCOMES TO
THE CUSTOMER.
SAMPLE SCRIPT: "PLEASE
CUSTOMER CONFIRM THE FOLLOWING
ENTERS PIN DETAILS. YOU WILL TRANSFER
0@ T0@ $84 TO AN ACCOUNT NUMBER
ON ON T_ ENDING IN XXXX. IF THESE
FIG. 14B FIG. 14B DETAILS ARE WRONG PLEASE
PRESS * NOW. IF YOU DID NOT
PIN ENCRYPTED ||I'\\|TIATE A TRANSACTION PRESS
AND CHECKED
BY OPAY CORE 4 OR TO AUTHORIZE THE
$ SSTEN TRANSACTION, PLEASE ENTER
PN CORRECT. YOUR 6 DIGIT SECURITY PIN
TRANSACTION l— NOW.
ALLOWED ASKED
TO
RETRY

PIN INCORRECT

I
3RD INCORRECT
ATTEMPT

CCOUNT LOCKED

FIG. T4A
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Y

CUSTOMER ENTERS
* AS DETAILS ARE
INCORRECT

v

Sheet 23 of 25

FEEDBACK TO
INSTITUTION
INDICATES A
POSSIBLE MAN IN
THE MIDDLE
FRAUDULENT ATTACK
REAL TRANSACTION
STOPPED

v

DETAILS SENT TO
INSTITUTIONS ICT
HELPDESK, WHO
CALL THE CUSTOMER
TO VERIFY THE
ATTACK

ATTACK INVALID, NOT
VERIFIED BY
CUSTOMER. NO
FURTHER
PROCESSING
OCCURS

VERIFIED

NOT NOT

VERIFIED

¢VERIFIED

ATTACK VERIFIED.
CALL CENTER

DETAILS SENT TO

AUTHORITIES (FRAUD
TRACKING AND
CRIMINAL ACTIVITY

PREVENTION) WHO

US 8,407,112 B2

FROM (B) ON FIG. 14A

Y

CUSTOMER ENTERS
# AS THEY DID NOT

INITIATE THE
TRANSACTION
TRANSACTION ¢
OPTIONALLY HELD
—p  WAITING UNTIL  |— FEEDBACK TO
ATTACK IS VERIFIED INSTITUTION
] INDICATES A

POSSIBLE IDENTITY
THEFT FRAUDULENT
ATTACK REAL
TRANSACTION
STOPPED

Y

DETAILS SENT TO
INSTITUTIONS ICT
HELPDESK, WHO
CALLS THE
CUSTOMER TO
VERIFY THE ATTACK

VERIFIED y
ATTACK VERIFIED.

WORKS THROUGH A ™ CAN JOIN THE € CALL CENTER
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TRANSACTION AUTHORISATION SYSTEM
AND METHOD

CROSS REFERENCE TO RELATED
APPLICATIONS

This application is a continuation-in-part of U.S. applica-
tion Ser. No. 12/297,591, filed Oct. 17, 2008, which is a U.S.
national stage filing of PCT/AU2007/001076, filed Aug. 1,
2007, and claims priority to Australian Application No.
2008905862, filed Nov. 13, 2008, which are incorporated by
reference as if fully set forth herein.

FIELD OF INVENTION

The present invention relates to a system and method for
the authorisation of transactions such as credit card pur-
chases, bank transfers, and share purchases, particularly in
environments where remote payments for goods and services
are made.

BACKGROUND

Security of financial and other types of transactions is of
great importance due to the relatively recent growth of threats
such as phishing and pharming which are intended to fraudu-
lently acquire sensitive information, such as passwords, pin
numbers and credit card details, by masquerading as a trust-
worthy person or business in an electronic communication.
Once such details are fraudulently acquired they are utilised
to make financial payments or to misappropriate funds from
financial accounts. The account holder is often without any
knowledge of these fraudulent transactions until after they
have been concluded and it is too late to intervene. It is
desirable, therefore, to seek authorisation of transactions
from a customer before transactions are concluded by the
financial institution.

In current systems used to authorise financial transactions,
it is difficult and often impossible to obtain a firm guarantee
that the person initiating the transaction is the account holder
and is authorised to conclude the transaction. For example,
when a merchant swipes a customer’s credit card, the credit
card terminal connects to the merchant’s acquirer, or credit
card processor, which verifies that the customer’s account is
valid and that sufficient funds are available to cover the trans-
action’s cost. However, this process does not provide any
form of verification that the individual making the transaction
is indeed authorised to do so.

Although, a merchant may compare a signature on the
credit card to the signature of the customer, such methods of
verifying whether or not the transaction is fraudulent are far
from foolproof. Furthermore, the account holder and credit
card provider are relying on the merchant to deny transactions
that appear to be fraudulent and unauthorised.

This issue is particularly pronounced with transactions
conducted in the online environment or over the telephone,
where the merchant is unable to verify the customer’s signa-
ture and therefore determine whether or not the transaction is
fraudulent.

One method of overcoming such issues is to require the
purchaser to provide a Card Verification Value Code (CVV),
which is not part of the card number itself, and is also known
as CVV2, CV(C2, and CID. The CVV is an authentication
procedure established by credit card companies to reduce
fraud for internet and telephone transactions. It consists of
requiring a card holder to provide the CVV number at trans-
action time to verify that the card is on hand. While the CVV
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code helps ascertain that the customer placing the order actu-
ally possesses the credit/debit card and that the card account
is legitimate, this authentication procedure is ineffective
when the card itself has been misappropriated or in scenarios
where there has been unauthorised access to the financial
records of the account holder.

Similarly, in current systems where the customer is
required to provide a password or pin number before a trans-
action is authorised, unauthorised access to the account hold-
er’s records is likely to provide the information required to
fraudulently authorise transactions.

Accordingly, it is an object of the invention to provide a
system for authorising transactions which seeks to alleviate
the problems of prior art systems.

It will be clearly understood that, if a prior art publication
or systems are referred to herein; this reference does not
constitute an admission that the publication or system forms
part of the common general knowledge in the art in Australia
or in any other country.

SUMMARY

Broadly, the invention allows transactions, such as credit
card payments, online banking funds transfers, or others, to
be securely authorised by a customer, preferably before the
transaction is concluded by the relevant institution. In one
form, such authorisation occurs when the customer, prompted
by an interactive voice response (IVR) system for example,
provides one or more unique identifiers to validate his or her
identity and authenticate the transaction. Alternatively, the
customer may indicate that the transaction is fraudulent
which is in turn communicated to the relevant institution so
that appropriate actions may be taken. The information main-
tained by the authorisation system is separated from the
account and customer records of the financial institution in
order to maximise security in the authorisation process and
mitigate the risk of fraudulent authentication of transactions
that may arise as a result of unauthorised access to the stored
information.

In one aspect, the invention provides a transaction autho-
risation system for allowing a customer to authorise transac-
tions relating to at least one customer account associated with
an institution, the system including:

(a) data storage means for enabling access to

(b) identification data associated with the customer;

identification data associated with a remote communica-
tion device (RCD) of the customer; and

(c) security identifier data associating the at least one cus-
tomer account with either one or both of (a) and (b);

a first communication means for enabling communication
with the customer via the RCD to authorise a transaction on
the at least one customer account or to indicate a transaction
on the at least one customer account is fraudulent;

a data processing architecture including data processing
means to identify the customer using (a), identify the RCD
using (b) and determine if the transaction is authorised by the
customer or if the transaction has been indicated as being
fraudulent by the customer, and if said transaction is fraudu-
lent, to determine the type of fraud associated with the fraudu-
lent transaction; and

a second communication means for receiving an authori-
sation request in relation to the transaction and providing an
indication to the institution of whether or not the transaction
is authorised by the customer,

wherein the authorisation request received and the indica-
tion provided to the institution are referenced to the security
identifier data.



US 8,407,112 B2

3

In another aspect, the invention provides a method for
allowing a customer to authorise transactions relating to at
least one customer account held at an institution, the method
including the steps of:

(a) an authorisation server receiving an authorisation
request from the institution in relation to a transaction on the
at least one customer account;

(b) the authorisation server communicating with the cus-
tomer via a remote communication device (RCD) of the cus-
tomer to authorise the transaction;

(c) the authorisation server identifying the customer using
identification data associated with the customer to which the
authorisation server has access;

(d) the authorisation server identifying the RCD using
stored identification data associated with the RCD to which
the authorisation server has access;

(e) the authorisation server determining if the transaction is
authorised by the customer or if the transaction is indicated as
fraudulent by the customer, and if said transaction is fraudu-
lent, determining the type of fraud associated with the fraudu-
lent transaction;

(f) the authorisation server communicating an indication to
the institution of whether or not the transaction is authorised
by the customer,

wherein the authorisation request received by the authori-
sation server and the indication provided to the institution are
referenced by the institution and the authentication server to
security identifier data for associating the at least one cus-
tomer account with one or both of the stored identification
data associated with the customer and the stored identifica-
tion data associated with the RCD.

In yet another aspect, the present invention provides a
transaction authorisation system for allowing a customer to
authorise transactions relating to at least one customer
account associated with an institution, the system including:

data storage means for enabling access to:

(d) identification data associated with the customer;

(e) identification data associated with a remote communi-
cation device (RCD) of the customer; and

(f) security identifier data associating the at least one cus-
tomer account with either one or both of (a) and (b);

a first communication means for enabling communication
with the customer via the RCD to authorise a transaction on
the at least one customer account, the first communication
means including an interactive voice response (IVR) system
arranged to provide the customer with a plurality of alterna-
tive feedback options;

a data processing architecture including data processing
means to identify the customer using (a), identify the RCD
using (b) and determine if the transaction is authorised by the
customer; and

a second communication means for receiving an authori-
sation request in relation to the transaction and providing an
indication to the institution of whether or not the transaction
is authorised by the customer,

wherein the authorisation request received and the indica-
tion provided to the institution are referenced to the security
identifier data.

In yet a further aspect, the invention provides a method for
allowing a customer to authorise transactions relating to at
least one customer account held at an institution, the method
including the steps of:

(a) an authorisation server receiving an authorisation
request from the institution in relation to a transaction on the
at least one customer account;

(b) the authorisation server communicating with the cus-
tomer via a remote communication device (RCD) of the cus-
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tomer to authorise the transaction, wherein the communica-
tion includes use of an interactive voice response (IVR)
system which provides the customer with a plurality of alter-
native feedback options;

(c) the authorisation server identifying the customer using
identification data associated with the customer to which the
authorisation server has access;

(d) the authorisation server identitying the RCD using
stored identification data associated with the RCD to which
the authorisation server has access;

(e) the authorisation server determining if the transaction is
authorised by the customer;

() the authorisation server communicating an indication to
the institution of whether or not the transaction is authorised
by the customer,

wherein the authorisation request received by the authori-
sation server and the indication provided to the institution are
referenced by the institution and the authentication server to
security identifier data for associating the at least one cus-
tomer account with one or both of the stored identification
data associated with the customer and the stored identifica-
tion data associated with the RCD.

In one form, the invention resides in a remote payment
system allowing a customer to transact payments for goods
and services remotely in a secure manner with members of the
system, the system including:

(1) data storage means containing updateable data relating
to each of a plurality of customers and each of a plurality of
members of the system, wherein each customer has at least
one associated registry profile with a related monetary reser-
voir;

(i) a data processing architecture including data process-
ing means and a clearing house system for settling indebted-
ness between members and customers of the system;

(ii1) communications means associated with the data pro-
cessing architecture for communicating with the customers
via a remote communications device (RCD) of each of the
customers;

the system being arranged for one or more of said custom-
ers to transact payments for goods or services pursuant to a
payment request made by one or more of the members, the
payment request triggering a communications event from the
communications means to the RCD of the relevant customer
for the purpose of validating the customer’s identity and
access to the respective registry profile, and the system being
further arranged so as to validate the customer’s identity and
once such has taken place, allowing the customer to transact
payments provided a positive balance remains in the mon-
etary reservoir.

Inasecond form, the invention resides in a remote payment
method allowing a customer to transact payments for goods
and services remotely in a secure manner with members of a
remote payment system, the system including:

(1) data storage means for containing updateable data relat-
ing to each of a plurality of customers, and each of a plurality
of members of the system, wherein each customer has at least
one associated registry profile with a related monetary reser-
voir;

(ii) data processing architecture including data processing
means and a clearing house system for settling indebtedness
between members and customers of the system;

(ii1) communications means associated with the data pro-
cessing architecture for communicating with the customers
via a remote communications device (RCD) of each of the
customers,

wherein the customer uses the system to transact payments
for goods or services pursuant to a payment request made by
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one or more the members, the payment request triggering a
communications event from the at least one communications
means to the RCD of the relevant customer for the purpose of
validating the customer’s identity and access to the respective
registry profile, and once the customer’s identity has been
validated, the customer being allowed to transact payments
provided a positive balance remains in the monetary reser-
voir.

The term transaction is intended to broadly cover various
actions which may be performed on an account, such as
payment requests, order requests, share transfers, funds trans-
fers, proot of identity requests, requests to release informa-
tion, or a combination of these actions. Such actions may also
be initiated in variety of ways, for example, a payment request
may originate from a credit card transaction at a physical
store, a purchase on an ecommerce website (click-to-buy), or
a remote payment system which uses a customer’s mobile
phone to pay for goods and services such as text-to-buy or
talk-to-buy systems.

The term customer is intended to be understood to broadly
include not just customers of financial institutions, but also,
any persons having an account with an institution for
example, employees, suppliers, or citizens relating to a gov-
ernment agency.

The invention advantageously provides the customer with
an opportunity, preferably using at least one means of com-
munication that is “off line”” and therefore less susceptible to
security breaches, to authorise or flag a transaction before it is
approved by the bank or credit card issuer, and funds are
transferred to the merchant.

Although it is usually desirable for the authorisation of a
transaction to take place close to the end of the transaction
process, it is to be appreciated that the authorisation of the
transaction may take place at any point during the transaction
process. Forexample, it is envisioned that the authorisation of
the transaction may occur even before a request for funds is
made by the merchant. This is particularly advantageous in
online environments where processing times of transactions
are usually required to fall within specified constraints.

It is also envisioned that the invention can be applied in
situations where a pre-approval authorisation is provided
without first contacting the customer, allowing the transac-
tion to proceed without delay. However, if the customer, once
contacted in regards to the transaction, fails to authorise the
transaction or flags the transaction as being unauthorised, the
pre-authorisation is immediately revoked and if funds have
already been transferred, they are also retrieved.

Use of asecure identifier such as a PIN which is memorised
by the customer or biometric data (e.g., voice print, finger
print, retina scan, behaviometric etc.) means that the transac-
tionis only authorised once the identity of the customer, using
information which is not normally available to a fraudulent
person, is verified. A further advantage is provided by the fact
that the customer’s verification and contact details in the
system are maintained in a separate data store to the custom-
er’s bank details with only a single security identifier (known
only to the bank’s system and the authorisation system) link-
ing the separated data stores. Such a setup provides increased
security as unauthorised access to any one of the data stores
on its own will not provide information adequate to circum-
vent the authorisation system and conduct fraudulent trans-
actions.

The system of the present invention is particularly useful
for customers who do not have access to conventional bank-
ing facilities or those who simply want a more convenient and
secure manner in which to authorise payments for goods and
services, or other transactions, in a secure manner. Fees may
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be levied by the system administrator for transactions
effected using the system, and which may be flat fees or
percentages of transaction amounts, or a combination thereof.

The remote communications device (RCD) may be any
device capable of communication and is not limited to one-
way or two-way communications devices. Examples of pre-
ferred forms of RCDs include the customer’s fixed or mobile
telephone, a personal computing device (whether mobile or
fixed) or a facsimile or pager of the customer. All of these
devices and others which are not listed but are included as a
RCD can generally have a software component.

Any RCD(s) which a customer wishes to use with the
system should be registered with the system and accordingly,
information identifying the RCD (which is normally unique
to that RCD) is recorded for use in the identification process.

The customer may designate which RCD or group of
RCDs they wish to use for contact with the system and if a
group is designated, for example, for multifactor authentica-
tion (discussed below), the customer may additionally desig-
nate which RCD is to perform in which manner within the
multifactor identification process.

Authorisation for a particular transaction will be dependant
upon the validation of the customer’s identity which will
typically be required before authorisation for the transaction
is given. The system sets the verification of the customer’s
identity as a pre-authorisation condition, and the transaction
will preferably be blocked before authorisation if the condi-
tion is not satisfied. In other words, the transaction will be
declined if the identity of the customer cannot be established
by the system. An alert may be sent to the system adminis-
trator, notifying the system administrator of the failure to
verify the identity of the customer, allowing steps to refuse or
block the transaction request to be taken.

Usually, authorisation for transactions is generally given
by financial institutions dependant upon the satisfaction of
the identification parameter and/or other parameters as long
as that the transaction amount does not exceed the credit limit
and/or the membership is still valid and the like. The system
of the present invention may operate as a further part of this
authorisation process. The system may be associated with the
data feed used during the authorisation process and the satis-
faction or contravention of the identification criteria commu-
nicated to the system administrator may be a further param-
eter which may be required before authorisation is given by
the financial institution.

In the context of a common credit card transaction, for
example, the customer, who is typically the owner of the card,
uses the card to make a purchase from a merchant, which is
the business accepting credit card payments for products or
services sold to the customer. The merchant generally collects
the card information, by swiping the card through a reader or
similar machine if it is a physical store, or otherwise via the
Internet or telephone.

As the merchant will wish to verify, for example, that the
card is valid and the credit card customer has sufficient credit
to cover the purchase, electronic verification is conducted
using a credit card payment terminal, Point of Sale (POS)
system or like with a communications link to the merchant’s
acquiring bank. Data from the card is obtained from a mag-
netic stripe or chip on the card, a chip on a customer device,
or is provided by the customer in an online form or verbally
over the telephone.

The acquirer, i.e., the financial institution or other organi-
sation that provides card processing services to the merchant,
contacts the card issuer via the card association, i.e., a net-
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work such as VISA or MasterCard (and others) that acts as a
gateway between the acquirer and issuer for authorising and
funding transactions.

The issuer, preferably before authorising and funding the
transaction, forwards the request to the system of the present
invention for authorisation from the customer.

It is to be appreciated, that such customer authorisation
requests are not limited to payment systems involving credit
cards, but may be equally applied to financial transaction
systems involving debit cards, funds transfers between
accounts, share purchases, etc., or, for example, when access-
ing secure systems across a network and a request for the
purpose of authorising the remote system access is issued.

A complete remote payment system in which the customer
authorisation request is received and processed directly by the
system is also envisioned and described in detail below.

Importantly, regardless of the manner in which the contact
for payment is made using the system, the substantive por-
tions of the authentication and validation processes will pref-
erably take place beginning with the system contacting the
designated RCD of the customer and preferably using an
interactive voice response (IVR) system or similar system to
verify the identity of the customer. The authentication process
may include one or more factors and methods of contact with
the customer and authentication including, but not limited to,
IVR systems, biometric information relating to the customer
such as voice recognition in particular, code entry from one or
more sources along one or more communications channels,
generated codes, Radio Frequency ID (RFID), one time only
codes or the like.

Two-factor authentication may be used in an attempt to
overcome newer forms of fraud, as has using two different
communications paths. For example, the system may com-
municate a challenge to the customer cell phone via SMS and
expect a specified reply. If it is assumed that all of the bank’s
customers have cell phones then this results in a two-factor
authentication process without extra hardware. Multifactor
authentication will typically involve the use of more than one
communications channel or sessions wherein a challenge can
be issued on a first channel and, the customer response or
second authentication piece is communicated over a different
communications channel or different communications ses-
sion than the first, requiring the customer to have access to
both in order to comply, making eavesdropping much more
difficult. The communications channels will typically be
directed to a particular RCD which itself will normally have
unique identifying information which will also be required to
match or correlate the customer verification information
stored by the system before authentication is granted.

The system uses the authentication request as the basis for
contacting the customer via the customer’s at least one RCD
using a data entry prompt. The data entry prompt may be a
message requesting the input of particular private identifica-
tion (private ID) information such as a code or other verifi-
cation data, an original entry of which is created by the
customer or generated when the customer’s account are ini-
tially linked to the system and which may be changed as
required.

Information relating to one or more private IDs, and one or
more RCDs of the customer are stored by the system, but kept
separate from the account information of the customer which
is maintained by the systems of the relevant institution. The
information relating to a particular customer in the system
and the systems of the financial institution using a unique
security identifier (Security ID) which does not necessarily
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relate to an identifying characteristic of the customer or the
customer’s RCD, and not even required to be provided to the
customer.

The system compares the private ID information received
from the customer, or aspects of the information provided,
pursuant to the data entry prompt, to the private identification
data maintained by the system for verification purposes.
Advantageously, the respective private identification data
from the customer and that stored by the system are secured
with encryption mechanism such as hashing.

The most preferred form of contact with the customer for
authentication purposes is the system using an interactive
voice response (IVR) component, which is a computerised
system that allows a person, typically a telephone caller, to
select an option from a voice menu and otherwise interface
with a computer system. Generally the system plays pre-
recorded voice prompts to which the person presses a number
on a telephone keypad to select the option chosen, or speaks
simple answers such as “yes”, “no”, or numbers in answer to
the voice prompts.

The latest systems use natural language speech recognition
to interpret the questions that the person wants answered. The
newest trend is Guided Speech IVR which integrates live
human agents into the design and workflow of the application
to help the speech recognition with human context. IVR
developed as a telephony system but similar systems are now
available that function on non-telephony systems and any
functionally equivalent system or combinations of systems
can be used.

Typically, an IVR component is included in the at least one
communication means and upon the data processing archi-
tecture receiving an authentication prompt, the IVR compo-
nent will typically contact the customer using their preferred
remote communications device (RCD). The RCD is likely to
be a mobile telephone or similar and the I[VR system can then
guide the customer through the entry of their identification
information to be used in the authentication process. Impor-
tantly, the communication means of the system will also
typically have the ability to determine the identification char-
acteristics of the particular remote communications means
used, such as SIM card numbers or IP addresses, or digital
certificates and the like in order to identify the customer
according to a multifactor authentication process.

Ifthe verification data entered, matches or correlates to the
verification data on file, then the customer is considered to be
validated for authorising the transaction. If the verification
data entered, does not match or correlate to the verification
data on file, then the customer is considered not to be vali-
dated and is rejected from the system.

The invalid entry of verification data may also flag a follow
up from the system administrator. Preferably, once invalid
verification data is entered a predetermined number of times,
which may be at least once but preferably no more than three
times, that customer may be locked out of the system for a
period of time. The lockout may be active on the customer
account(s) or may be limited to lockout of access to the
system from the particular remote communications means
used by the customer as determined using the identification
characteristics of the particular remote communications
means used.

Once authentication is granted or declined, an appropriate
indication is provided to the relevant financial institution(s)
and a suitable message advising the customer of the outcome
of the authentication process is preferably generated by the
data processing architecture and forwarded to the customer’s
preferred RCD.
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In one form, the type of fraud associated with the fraudu-
lent transaction may be determined by the data processing
means or authentication server, and an indication to the insti-
tution of the type of fraud determined may be communicated.
For example, the type of fraud may include a Man-in-the-
Middle attack and/or Identity Theft. Indicating the type of
fraud is particularly advantageous for criminal authorities
such as the police, who can then quickly investigate the rel-
evant fraud without requiring significant additional contact
with the customer. It also allows the institutions to maintain a
record of the types of fraudulent activities occurring on their
accounts.

It is noted that the types of fraudulent activity which may
be determined is not limited to only those types herein
described.

Where a fraudulent transaction has been indicated, infor-
mation may be provided to the institution in order to maintain
contact with the fraudulent party by the second communica-
tion means or authentication server. This may then allow
authorities, such as the police, sufficient time to capture the
fraudulent party.

In another form, the IVR system may be arranged to pro-
vide the customer with a plurality of alternative feedback
options. For example, the feedback options may include at
least one of authorising the transaction, cancelling the trans-
action, indicating the transaction as fraudulent, indicating the
transaction details are incorrect, or indicating the customer
did not initiate the transaction.

In some forms, the additional feedback options may be
provided upon the customer selecting at least one of said
alternative feedback options. The additional feedback options
may be provided to the customer upon the customer autho-
rising the transaction. In some implementations, at least one
of the additional feedback options may include the customer
being identified with additional security identifier data, in
order to provide an even higher level of authentication. The
improved system requires the initiation session to be separate
from the secure authorisation session, which allows the cus-
tomer to enjoy the additional options within the secure autho-
risation session.

BRIEF DESCRIPTION OF THE DRAWING(S)

Preferred embodiments of the present invention will now
be described with reference to the accompanying drawings, in
which:

FIG. 1 is a context diagram providing an overview of a
preferred embodiment of the invention;

FIG. 2 is a flowchart outlining the setup process of a pre-
ferred embodiment of the invention;

FIG. 3 is a flowchart outlining the authorisation process of
a preferred embodiment of the invention;

FIG. 4 is a flowchart outlining the device changing process
of a preferred embodiment of the invention;

FIG. 5 is a flowchart outlining the customer identifier
changing process of a preferred embodiment of the invention;

FIG. 6 is a context diagram providing an overview of a
remote payment system incorporating a preferred embodi-
ment of the present invention;

FIG. 7 is a flowchart outlining a customer registration
process of a remote payment system incorporating a preferred
embodiment of the present invention;

FIG. 8 is a flowchart outlining a website registration pro-
cess of a remote payment system incorporating a preferred
embodiment of the present invention;
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FIG. 9 is a flowchart outlining a customer authentication
process of'a remote payment system incorporating a preferred
embodiment of the present invention;

FIG. 10 is a flowchart outlining a first deposit process of a
remote payment system incorporating a preferred embodi-
ment of the present invention;

FIG. 11 is a flowchart outlining a purchase process of a
remote payment system incorporating a preferred embodi-
ment of the present invention;

FIG. 12 is a flowchart outlining a funds transfer process of
a remote payment system incorporating a preferred embodi-
ment of the present invention;

FIG. 13 is a flowchart outlining a balance enquiry process
of a remote payment system incorporating a preferred
embodiment of the present invention;

FIG. 14 is a flowchart outlining a multiple feedback fraud
determination process of a preferred embodiment of the
present invention; and

FIG. 15 is a flowchart outlining an additional feedback
option process of a preferred embodiment of the present
invention.

DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENT(S)

The present invention is not specific to any particular hard-
ware or software implementation, and is at a conceptual level
above specifics of implementation. It is to be understood that
various other embodiments and variations of the invention
may be produced without departing from the spirit or scope of
the invention. The following is provided to assist in under-
standing the practical implementation of particular embodi-
ments of the invention.

The authorisation system 20, as shown in FIG. 1, includes
a data processing means, i.e., server 22, with communication
means 26 which communicates with an institution system 10
ofan institution 50 and a customer device 30 of'a customer 40.
The customer 40 is generally a customer of the institution 50,
but may be an employee, supplier, citizen relating to a gov-
ernment agency or similar. In various circumstances, there-
fore, the customer 40 may be identified by the institution
system 10 using any form of public identification data (Public
ID), such as an account number, credit/debit or other card
number, employee number, login name, password, or other
suitable identifier. In some instances, a combination of these
identifiers may be used as a Public ID.

Identification information relating to, for example, the
institution 50, the customer device 30 and the customer 40,
are securely stored in database 24 of the authorisation system
20. The database 24 may take any one of several forms, for
example, a single central database, a distributed database or a
number of secure databases.

It will be appreciated that while the authorisation system
20 is discussed in the context of a financial institution, such as
a credit card issuer, the institution 50 may be any organisation
requiring secure authorisation of a transaction. Examples of
such institutions include an employer, bank, government
agency, share broker or any other entity which is seeking
secure identification or authorisation.

It will also be appreciated that while the authorisation
system 20 is discussed in the context of a financial transac-
tion, the transaction may take other suitable forms, such as for
example, a request for identification of the customer 40.
Examples of transactions requiring authorisation by the
authorisation system 20 include an online or over the counter
financial transaction, a request to approve a share purchase or
sale, or a request for identification which may be required for
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the customer 40 to enter a building, open an account, or deal
with an institution or government agency.

In one form, the authorisation system 20 and the institution
system 10 may be hosted in the same secure environment to
minimise the chances of communications between them
being intercepted by an unauthorised party or if the authori-
sation system 20 is being incorporated by the institution 50
into their own secure processing layer.

However, where the authorisation system 20 and the insti-
tution system 10 are hosted in separate physical environ-
ments, communications between them should preferably be
facilitated via a secure link such as a direct connection, pref-
erably utilising “oft-net” (i.e., non Internet or web based)
technologies such as a frame or a secure point to point con-
nection. Where the authorisation system 20 and the institution
system 10 communicate via the use of ‘on-net’ technologies,
strong authentication and encryption methods, such as VPN
tunnelling with challenge authentication or similar technol-
ogy such as Client/Server certificates, should preferably be
used. In such cases, it is preferred that the data communicated
across the connection is encrypted with a minimum encryp-
tion of 128 bit. Additional security may be provided by
authenticating the data packages using a HMAC (Keyed-hash
Message Authentication Code) algorithm in which the insti-
tution system 10 is provided with a secret key and all infor-
mation sent by the institution system 10, is hashed against the
key to authenticate the data. Furthermore, additional security
layers for transmitted data also can be added if required, such
as for example encryption hardware.

It is preferred that changes to the authorisation system 20
should be automatically logged and maintained within a
secure audit trail which cannot be changed even at a privi-
leged or administration access level, and should be available
in a report format.

Whether the authorisation system 20 and the institution
system 10 are securely co-located or securely connected
remotely, a unique security identifier, hereinafter referred to
as the Security ID is used to correlate the information relating
to the customer 40 in both the authorisation system 20 and the
institution system 10, once the setup procedure, as shown in
FIG. 2, has been completed for a new user. The Security ID
negates the need to constantly transmit identification infor-
mation about the customer 40 or customer device 30 (dis-
cussed below) which may be more easily recognised by third
parties.

In this way the account information of the customer 40,
stored in the institution system 10, is kept substantially inde-
pendent from the authorization system 20.

In other words, the use of the Security ID ensures that if
either the authorisation system 20 and the institution system
10 is successtully attacked and the records of the customer 40
are accessed by an unauthorised party, there is minimal
opportunity for the attacker to obtain the full set of informa-
tion, and more specifically, identifiers required to complete a
transaction, which are discussed in further detail below.

In order to maximise the security of the communications
and information stored within the database 24, it is preferred
that the Security ID is not visible to the customer 40, or the
call centres for the institution 50 or the authorisation system
20.

So as to facilitate correlation of the transmitted data with
the data stored by the institution system 10, the Security 1D
may be correlated in a secure manner to an existing unique
identifier used by the institution system 10, such as for
example, an account number of the customer 40. Similarly,
the Security ID may be correlated in a secure manner to a
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unique identifier within the authorisation system 20, which
may or may not be visible to call centres, etc.

During the customer setup process in the system 20, the
Institution 50 passes the Device ID to the system 20. The
system 20 contacts the customer 40 (via the device 30) “off-
net”. At this point the customer 40 is able to follow the
required steps to establish at least one Customer ID. The
system 20 then passes back to the Institution 30 the Device
1D, and a new unique security identifier (Security ID). There-
after, the only identifier relating to the customer 40 and/or the
device 30, which passes between the Institution 50 and the
system 20, is the Security ID. In an alternative embodiment,
the customer setup process may commence in the system 20,
and the Device ID, Security ID, etc., are pushed by the system
20 to the institution 50 at the customer’s 40 request.

Therefore, for a fraudulent user seeking to gain unautho-
rised access to a complete dataset, they would need a custom-
er’s 40 Public ID, the Device ID and the Customer ID. To gain
all this information, they would need to attack and gain unau-
thorised access to the Institution system 10, follow a transac-
tion to the authorisation system 20 and attack the link between
the system 20 and the customer device 30. Thereby, in an
example set in the banking context, the unauthorised user
would need to attack and gain unauthorised access to the
bank, the authorisation system 20 and the mobile phone net-
work on which the device 30 is connected.

Inatypical financial transaction situation, as shown in FI1G.
3, the merchant or similar organisation will request the insti-
tution 50 for authorisation of the transaction. In some cases,
where such authorisation is not requested by the merchant or
where the transactions are internal to the institution 50, the
institution 50 may itself request authorisation of the transac-
tion. It is as this point that the institution system 10 sends an
authorisation request 15 to the authorisation system 20, which
in turn contacts the customer 40 for authorisation of the
transaction.

Where the authorisation system 20 is connected to a num-
ber of institutions and/or institution systems, the authorisa-
tion request 15 may include a unique identifier to identify the
institution 50, hereinafter referred to as the Institution 1D,
which is communicated to the authorisation system 20 with
the authorisation request 15. In situations, for example, where
the institution 50 hosts the authorisation system 20, the Insti-
tution ID may not be necessary. Also, it will be appreciated
that the Institution ID may be in different forms such as the
internet protocol (IP) or media access control (MAC) address
of a server, or a combination of identifying numbers and/or
letters.

The customer 40 is contacted by the authorisation system
20 on the customer device 30. The customer device 30 may be
a handheld device such as a mobile phone or personal data
assistant (PDA), or a portable computer such as a laptop. It is
intended that the customer 40 is contacted on a portable
device carried with the customer 40 as this will ensure that
transactions can be authorised as required and without unnec-
essary delay.

It is preferred that the communication with the customer
device 30 is conducted over an off-net communication net-
work (i.e., non-internet or web based technology), particu-
larly in situations where the transaction itself has been con-
ducted over the internet or web. In this way, even if the
transaction session is compromised, the authorisation process
remains secure as it is carried out over a different communi-
cation network and is therefore unlikely to be also compro-
mised. Also, where a communication network, which is the
same as the one over which the transaction is conducted, is
used, the authorisation process may be conducted over a
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separate session to the transaction session, or may itself be
affected over more than communication session.

In order to establish a secure communication session
between the authorisation system 20 and customer device 30,
suitable security measures are adopted. The exact nature of
these security measures will of course be determined by the
type of device, the connection method used and the network
type.

For example, in the case of a GSM mobile phone, a 128-bit
Ki within the mobile’s SIM is used to uniquely identify the
device to the network. A 128-bit random challenge (RAND)
is provided by the network with the device then providing a
32-bit response (SRES). A 64-bit ciphering key (Kc) creates
a basis for encryption during the session. Underlying algo-
rithms include A3 (authentication), AS (Encryption) and A8
(Key Generation), and other security layers as required.

In the case of a CDMA device, the electronic serial number
and an A-key programmed into the phone are used to uniquely
identify the device to the network. A random binary number
(RANDSSD) is generated by the network with the device
responding with a required 128-bit sub key called a Shared
Secret Data (SSD). Part of the SSD is used for authentication,
and part for encryption, and underlying algorithms may
include standard CAVE, CMEA, E-CMEA, or ORYX in the
case of data. In addition to the foregoing, CDMA2000 and
WCDMA can be used to apply additional layers of security
such as SHA-1, AES, the Kasumi and Rijndael algorithms
and the AKA protocol.

In the event that Wi-Fi (802.11 base technology), Blue-
tooth® and other Near Field Communication technologies, as
well as long range communication technologies, are used to
communicate with the customer device 30, it is preferable to
implement strong security practices available with such tech-
nologies.

In order to identify the customer device 30 to the authori-
sation system 20, a unique device identifier, hereinafter
referred to as the Device ID, of the customer device 30 may be
compared to the Device ID provided by the customer device
30. Examples of such identifiers include a phone number, an
International Mobile Equipment Identity (IMEI) which is a
number unique to every GSM and UMTS mobile phone, IP or
MAC address, or any other form or combination which
uniquely identifies the customer device 30 to the authorisa-
tion system 20.

It will be appreciated that in some cases, for example,
where the Device ID includes a phone number, the informa-
tion therein will be used to also initiate a communication with
the device 30. However, where the Device ID consists only of
devices identifiers such as a MAC address, which in them-
selves are not able to be utilised to initiate a communication
with the device 30, additional contact information for com-
municating with the device 30 may also stored by the system
20.

The authorisation system 20 provides a procedure, as
shown in FIG. 4, for changing the Device ID stored in data-
base 24, for example, if the customer 40 obtains a new cus-
tomer device 30.

In order to authorise the transactions, the customer 40 is
prompted by the authorisation system 20 to provide at least
one unique customer identifier, hereinafter referred to as the
Customer ID, which is used to ensure it is the actual customer
approving the transaction, and not another person who simply
may have access to the customer device 30. Ideally, the
Device ID and the Customer 1D are separately secured and
may undergo encryption processes such as hashing during
storage and/or communication.
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The Customer ID may be a personal identification number
(PIN) or password/pass-phrase which is known to the cus-
tomer 40, a biometric identifier such as a voice print, a secret
word, a fingerprint, or any other form of identifier which
would usually only be known to, or accessible by, the cus-
tomer 40.

In a preferred form, an interactive voice response (IVR)
system, i.e., [IVR system 28, may be used to both prompt the
customer 30 for the Customer ID and subsequently receive
the Customer ID. An IVR is a computerised system that
allows the customer 40 to select options from a voice menu
and otherwise interact with the authorisation system 20. Gen-
erally the IVR system 28 plays a pre-recorded voice prompt
and the customer 40 presses a number on a telephone keypad
to select an option and/or speaks an answer, such as the
Customer ID, which is recognized by the IVR system 28.

For example, a Customer ID which includes a 4 (or 6) digit
PIN is not known or stored by authorisation system 20 in a
digitised usable form. When the IVR system 28 receives the
PIN via DTMF within the session associated with the call, it
is encrypted in the session using MDS5, and it is only this hash
encrypted MDS5 string, which is associated with the PIN, that
is communicated back to the authorisation system 20 for
validation or storage. This procedure ensures that in the
unlikely event that the authorisation system 20 is attacked,
and the attacker is able to break the encryption that relates the
Customer ID to the Device 1D, they would not be able to
simulate an authorisation call in an attempt to obtain the PIN
in usable form for an IVR system unless the MD5 encryption
is reversed. Furthermore, additional security layers for data
can be also added if required, such as for example encryption
hardware.

In an alternate embodiment, which utilises voice biomet-
rics, the Customer ID is formed by the voice print of the
customer 40. This voice print may be calculated by asking the
customer to repeat a randomly generated word or phrase such
as “Yellow” which allows the voice print of the customer 40
to be captured. Preferably, a future authorisation request will
request the customer 40 to say a different word or phrase such
as “Tuesday” for enhanced security.

In this way, the authorisation system 20 determines the
biometric voice print from the response and compares it to the
stored data. As another layer of security, the system 20 may
also perform a voice to text conversion of the word or phrase
and make a further comparison with the stored data to confirm
that the word spoken is in fact the one requested and the voice
used is the one recorded. Thereby, to be broken, a user seeking
unauthorised access would require not only a high quality
recording of the customer’s voice, but would also need to use
that recording to say the random word requested.

In another alternative embodiment, the system 20 may ask
the customer 40 a question to which he or she is likely to know
the answer. For example, the system 20 may ask “How much
was your last transaction?” or “What is your middle name?”
The customer 40 response is compared not only against the
stored voice print data but the accuracy of the response is also
determined.

Once the Customer ID is provided by the customer 40, the
transaction may be considered by the authorisation system 20
as being authorised. Accordingly, the authorisation system 20
communicates the authorisation of the transaction to the insti-
tution system 10, which will in turn allow the institution 50 to
take the appropriate actions to conclude the transaction.

The authorisation system 20 provides a procedure, as
shown in FIG. 5, for changing the Customer ID stored in
database 24, for example, if the customer 40 needs to change
his or her password, PIN, etc.
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In certain situations, the customer 40 may need to provide
aresponse to the authorisation system 20, either instead of; or
in addition to, the Customer ID. This response may be used to
communicate a request to cancel the transaction or flag the
transaction as fraudulent, for example. In such situations, the
authorisation system 20 communicates the fact that the trans-
action may be fraudulent to the institution system 10, which
will in turn allow the institution 50 to take the appropriate
actions to cease the transaction and stop the transfer of funds.
In these situations, the customer 40 may be provided with a
plurality of feedback options in the IVR request, operatively
through the customer 40 keying the respective key on his/her
telephone keypad, or repeating the corresponding phrase, for
example. The feedback options may include alternative
options (e.g., press * or #, after which the IVR is completed),
or additional options (e.g., press * or #, the choice of either
resulting in additional IVR options then provided for the
customer), or both alternative and additional options (e.g.,
press * or #, with * ending the IVR process, or # resulting in
additional IVR options then provided for the customer).

The plurality of feedback options available to the customer
40 may be diverse and dependent on the type and reason for
the authorisation, and the type of institution. As examples, the
options may include notification of particular types of fraud,
or to gain access to a different system, process, protocol,
menu or sub-account. The options may be negative, for
example, stop transaction due to a particular type of fraud, or
positive, for example, offering a broader range of alternatives
by passing across to a sub-menu or secondary security pro-
cess. The options may be presented instead of, before, or after,
the authorisation has taken place.

One particular implementation is described in FIG. 14.
FIG. 14 outlines a fraud identification process where the
customer 40 is able to provide a feedback response to the
authorisation system 20 relating to the transaction as alterna-
tive options to indicate the transaction as authorised or unau-
thorised. The process allows the customer to select one of
three alternative options, and based on the chosen option, the
system determines the type of fraud that is taking place. The
determination of the type of fraud may then be forwarded
onto the institution for further action and investigation.

In particular with reference to FIG. 14, the customer 40 is
contacted via the IVR to authorise a transfer of funds from a
certain account number. The IVR provides the customer 40
with three options.

Option (i): enter the PIN or other form of authorisation,
thereby indicating the transaction is authorised; or

Option (ii): enter the * (star) key (or other indicated key) to
indicate the transfer details, for example the amount of trans-
fer or destination or recipient account number, are incorrect;
or

Option (iii): enter the # (hash) key (or other indicated key)
to indicate the customer did not initiate the transaction.

The two latter alternative “unauthorised” options allow the
type of fraud to be determined by the system and indicated to
the relevant institutions and authorities.

For example, where the star key has been entered by the
customer 40, the response is interpreted as a Man-in-the-
Middle attack, i.e., fraud where a communication between the
customer 40 and an institution 10 has funnelled through an
illegitimate web site, potentially transferring the funds to a
fraudulent third party account. In this case, in response to the
customer 40 feedback, the system will advise the institution
10 of the type of fraudulent activity, and the transaction will
be stopped. The institution 10 may then contact the customer
40 to verify the attack and to advise authorities of the fraudu-
lent account details for further investigation.
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Where the hash key has been entered by the customer 40,
the response is interpreted as an Identity Theft attack, i.e.,
fraud where a third party has illegitimately obtained account
details or other information from the customer 40. Again, in
this case the system will advise the institution 10 of the type
of fraudulent activity, and the transaction will be stopped. The
institution 10 can then contact the customer 40 to verify the
attack and to advise authorities of the fraudulent account
details for further investigation.

In either case, the system may also provide the fraudulent
party with false information via the initiation interface or a
fake webpage to keep the third party visible to the institution
system longer and to initiate a trace. It is also possible to
introduce the authorities (e.g., police) into the electronic feed
which may increase the probability of the capture of the
attacker.

As indicated above, the system may provide additional
feedback options in response to the customer 40 initial feed-
back rather than, or as well as, the alternative feedback
options. As one example, as outlined broadly in FIG. 15, a
customer 40 may be on the board of a large corporation who
has access to the general corporate system in addition to
access to a secondary system which holds confidential board
reports. In this case, the customer 40 may wish to access the
general corporate system, and needs to authorise the access
via the previously described system. In order to authorise the
transaction, the customer 40 may be asked by an IVR: “We
have received a request for you to access the Corporate LAN.
If you did not initiate this request, please press * now (option
(1)), or to enter the Corporate LAN please enter your 6 digit
PIN (option (ii)), or if you wish to enter the Corporate LAN
and access a secondary system please press # now (option
(iii))”. In the instance where the customer selects # (option
(iii)), he/she may then be requested via the IVR to present a
stronger form of authorisation than a PIN, such as a voice
biometric identifier with random question and random word.

As an alternative example, the customer 40 may identify
him/herself by inputting his/her PIN and have access to the
normal Corporate LAN. Thereafter, the customer 40 may be
offered an additional menu with alternative services, such as
access to the secondary system which requires an additional
form of authorisation. In this case, the system may propose
the additional outcomes once the user has proceeded through
the initial authorisation process, and therefore residing in the
secure system.

As another example, a customer 40 may have sent an SMS
to an institution 10 requesting an account balance on their
credit card. The institution requests the authorisation system
to authorise the request. The authorisation system contacts
the customer 40 and the customer 40 identifies him/herself to
the system by inputting his/her PIN. Once the ID has been
confirmed, the customer 40 may be asked by the IVR: “Your
account balance is $97. To top up your account press *. To
check your last five transactions press # and for more options
press 17.

The difference between the above described system and
other simple menu driven systems is its incorporation in a
multi-session environment, whereby the initial transaction
request is driven from a different session to the subsequent
menu driven session. The process in this multi-session envi-
ronment is, for example:

(1) customer or institution system initiates a transaction, for
example, by SMS, voice call, Internet, computer system, i.e.,
(first) initiation session;

(ii) initiation session terminates or is held while transaction
is authorised;
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(iii) authorisation system contacts customer, i.e., (second)
authorisation session;

(iv) transaction is authorised;

(v) additional alternatives are now provided in the interac-
tive security layer, i.e., in the (second) authorisation session.

Therefore, wherein in simple menu driven systems the
customer may be presented with alternatives in the initiation
session, the system above requires the initiation session to be
separate form the secure authorisation session. This allows
the customer 40 to enjoy additional options within the secure
authorisation session. It is noted that steps (iv) and (v) above
may occur in the reverse order in some implementations.

It is preferred that the Customer ID and the Device ID are
stored by the authorisation system 20 in a manner that sepa-
rates them, for example, by the use an encrypted algorithm.
This is to ensure that in the unlikely event an attack on the
authorisation system were successful; the attacker could not
correlate the Customer ID and the Device ID, and subse-
quently emulate authorisation of a fraudulent transaction. In
one form the Customer ID is stored separately in a triple
fire-walled subset within the authorisation system 20 envi-
ronment.

It is also preferable that the Customer ID is not stored or
copied elsewhere during the transaction authorisation pro-
cess. This may require the facilitation of a pass-through in the
IVR system 28 as opposed to a store and validation method.

According to a particularly preferred embodiment, a
remote payment system 100 incorporating the authorisation
system 20 is provided.

The functionality and use of one implementation of the
system 100 is illustrated in FIGS. 6 to 13. The remote pay-
ment system 100 allows a customer 40 to transact payments
for goods and services remotely in a secure manner with
members 60 of the system 100. The preferred implementation
of'the system 100, according to which the uses of the system
100 are illustrated in FIGS. 6 to 13, includes at least one data
storage means 70 for containing updateable data relating to
each customer 40, and each member 60 of the system 100,
wherein each customer 40 has at least one associated registry
profile 80 with a related monetary reservoir 90. The system
100 also includes a data processing architecture 110 having at
least one data processing means 120 and a clearing house
system 125 for settling indebtedness between members 60
and customers 40 of the system 100, at least one communi-
cations means 130 associated with the data processing archi-
tecture 110 for communicating with a customer 40, and at
least one remote communications device 30 held by each
customer 40 for communicating with the communication
means 130.

The customer 40 uses the system 100 to transact payments
140 for goods or services pursuant to a payment request 150,
the payment request 150 triggering a communications event
165 from the at least one communications means 130 to the at
least one remote communications device 30 for the purpose of
validating the customer 40 identity and access to the respec-
tive registry profile 80, and once the customer’s 40 identity
has been validated, allowing the customer 40 to transact pay-
ments 140 provided a positive balance remains in the mon-
etary reservoir 90.

There will typically be at least two categories of member-
ship of the system, namely business members 60 and cus-
tomer members 40. There will typically be a plurality of
members in each category of membership. Membership of
the business member 60 category may be controlled strictly
and/or limited by the system administrator 160. Membership
of'the customer member 40 category may be provided after an
application process which may be subject to approval by the
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administrator 160. Importantly, business members 60 of the
system 100 may be customer members 40 of the system 100
as well.

The system administrator 160 will typically offer member-
ship to the business members 60 and the customer members.
The membership may require a subscription. Business mem-
bers 60 may generally pay an annual subscription fee which
will allow them access to the system 100. The business mem-
bers 60 may be provided with a unique identification number
and password for identification purposes. The business mem-
bers 60 may receive regular bulletins and updates about the
system 100, as well as results of data analysis performed on
the information relating to the system 100. These bulletins
may be prepared by the system administrator 160. Typically,
information such as this will relate to the program and its
benefits, advertising of the program or the like. The system
administrator 160 may compile a database 170 containing the
details of the business members 60 and any other information
or statistics that the system administrator 160 desires.

The business member 60 may collect and/or update infor-
mation on the customer members 40 of the program that use
the system 100 to pay for goods or services of the business
members 60. This information may be communicated to the
system administrator 160 and may be stored on the customer
database 70.

There may preferably be two portions or sectors of the
system. The two portions of the system may preferably be
known as the front end and the back end. The front end may
preferably comprise a user interface. The user interface
allows a subscriber or database administrator to access or
connect to the back end of the system 100. The front end or
user interface may preferably be located or accessible using
an Internet browser or mobile telephone, PDA or other per-
sonal device with communications ability. Alternatively the
user interface may be located on a computer or server or a
network of computers or servers. It may be of any suitable
type or configuration.

The back end of the system 100 may preferably include at
least one data storage means typically a plurality of databases.
At least one of the databases may preferably be a customer
database 70, containing information about customers 40 and
their associated monetary registry 90, and the second data-
base may preferably be a business member database 170,
containing information about business members 60 and their
accounts 180. Access to each of the databases via the user
interface may preferably be differentiated depending on the
access or login details. For example, access by a customer 40
may allow only particular or restricted functions to be per-
formed, which may be restricted in a manner similar to the
access granted to customer members 40 but with the same or
different functionalities whereas access by the system admin-
istrator 160 may grant “superuser” status and allow access to
all portions of the system 100 and all functions of the system
100.

Typically, a potential member may contact the system
administrator 160 in order to subscribe to the system 100. The
system administrator may suitably provide the member with
a unique username and password to allow access to the sys-
tem. The member may preferably pay the system administra-
tor 160 a subscription fee in order to access the system 100 for
a preset period of time. The username and password may
include a Personal Identification Number, an account num-
ber, or the username may be linked to identification charac-
teristics of the remote communications means used and the
identification characteristics of the particular remote commu-
nications means used by the customer 40 may differ accord-
ing to the type of the device 30 used. For example, computers
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using hard wired internet connections may use ID means such
as Caller Line Identification (CLI) technology, mobile tele-
phony services may allow SIM card identification character-
istics to be used and direct internet access to the interface may
use the network address or internet protocol address, prefer-
ably validated through a service provider as a username.

The above discussion is based around a mobile telephony
or computing device. The system 100 can also be used over
the Internet for example. Upon opening the predetermined
web page, the customer 40 may suitably be prompted to enter
their username and password in order to access the system
100. The correct entry of a customer 40 username and accom-
panying password may preferably allow access to the system
100 as a customer 40.

Use of the system 100 by business members 60 may be
slightly different to that of customer members 40. Business
members 60 will preferably use the system 100 to notify
customers 40 of pending payment requests 150 and to moni-
tor their own account 180 balance. The system 100 may also
allow a business member 60 to produce accounting statistical
records from the system 100 information.

Use of the system 100 by the system administrator 160 may
also preferably be accessed through the front end user inter-
face. In a manner similar to a customer 40 entry of their
username and password, the administrator 160 may also have
ausername and password, entry of which may suitably allow
broader on unrestricted access to the system 100 than that
allowed to a customer 40.

The correct entry of the administrator 160 username and
accompanying password may preferably allow access to the
system 100 as the database administrator. The administrator
160 will preferably have the ability to maintain the system
100, including amending the customer registry profiles 80
and virtual wallets 90 to correct errors and also generate
reports from the system 100.

Customers 40 may have the option to update their identi-
fication details or contact details via, for example, a web
interface. Upon selecting the option to modify the customer’s
40 details, an editable form is preferably displayed allowing
the customer 40 to edit their account details. This may allow
the modification of the details such as username, password,
contact name and address details including telecommunica-
tions numbers, e-mail and customer web site address. Change
of identification information in this manner will typically
trigger the authentication process to be carried out again.

Specific preferred features of the system 100 are more
easily described with respect to use of the system 100 by a
customer 40 or business member 60, or by the administrator
160.

The first step in the system 100 will generally be to estab-
lish a new customer 40 registry profile 80. The events which
can initiate a New Customer Registration together with a
preferred process for dealing with the events are identified in
FIG. 7. The front end of the system may preferably be reached
using an Internet browser to visit a predetermined web site
address. This may be performed by either the customer 40
directly using the internet interface or by contacting a cus-
tomer service officer (CSO) of the system 100 by other means
and the CSO using the internet interface to enter the customer
40 details required for initial validation of the customer 40.
The preferred implementation of the actual process of New
Customer Registration is illustrated in FIG. 8.

Upon selecting the option to enter the customer 40 details,
an editable form is preferably displayed allowing the cus-
tomer 40 (or CSO) to enter (or edit) their subscription details
or account details. This may allow the modification of the
details such as username, password, contact name and
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address details including telecommunications numbers,
e-mail and customer 40 web site address. It may also include
other background data such as date of birth, referrer and bank
details. If any of the identifying information entered is
already in use or piece of information are missing, a prompt
may be issued to request the information or correction of the
information.

Once the customer 40 identification information has been
validated by a preferred primary validation procedure, the
information entered may be used to create a customer 40
registry profile 80 and monetary reservoir or “virtual wallet”
90.

The customer 40 debit or credit account details will gen-
erally be provided at the registration procedure to the system
administrator. Preferably, these details are not stored by the
system administrator, but rather passed to the financial ser-
vice provider 190 for validation and storing of the data. When
a transaction is invoked and authorised by the system, the
request is passed onto the financial service provider 190 for
processing. In this case, the system administrator 160 does
not store the debit or credit account or card data, and accord-
ingly the customer’s details will not pass online either at
registration or during a transaction.

Funds for use in the system 100 of the present invention are
typically transferred into the customer 40 virtual wallet 90.
The transfer of funds may be from a debit account 210 with an
established financial service provider 190 such as a bank,
building society or other or from a credit facility offered by a
provider 190.

This may be followed by a second authentication proce-
dure typically following a secondary vetting procedure by the
system administrator 160 as well as a more thorough check of
the information provided which may require confirmation
from parties independent of the system administrator 160.
Preferably, at this stage, the preferred source for the transfer
may be nominated by the customer 40 but not processed.

Once the customer 40 advises the system 100 of the pre-
ferred source for the transfer, the customer 40 may then be
asked to follow an authentication procedure to authenticate
their identity, validity of access to the system 100 and to the
source account 210 for the transfer or similar. A preferred
implementation of the authentication process is illustrated in
FIG. 9.

The authentication procedure may include the data pro-
cessing architecture 110 creating an authentication prompt
and communicating the authentication to the at least one
communication means 130 associated with the data process-
ing architecture 110.

The validation and authorisation for the payment 200 is
performed using the authentication system 20 outlined ear-
lier. Again, once authentication is granted or declined, a suit-
able message advising the customer 40 of the outcome of the
authentication process will preferably be generated by the
data processing architecture 110 and forwarded to the cus-
tomer 40 preferred remote communications device 30 via the
at least one communication means 130 associated with the
data processing architecture 110. A plurality of options may
also be offered to the customer 40, either instead of, before or
after the authentication, as outlined above.

Ifthe authentication process is successful, the payment 200
is recorded by the system 100 and the customer 40 virtual
wallet 90 updated to account for the payment 200 and to
accurately reflect the funds available to the customer 40
through the system 100.

A post-start-up funds transfer to top up their virtual wallet
90 or balance enquiry or other transaction types will also
typically be possible. Each transaction will typically be sub-
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ject to the authentication process including contacting the
customer 40 by the system 100 and the request for validating
information. Multiple transaction options may however be
provided to the customer 40 within the one secure authenti-
cation session.

Once the customer 40 identity has been validated, the cus-
tomer 40 will typically be prompted to transfer start-up funds
into their virtual wallet 90 for use under the system 110. In
this case, the customer 40 will typically follow a first deposit
procedure, a preferred implementation of which is illustrated
in FIG. 10. The funds transfer may differ depending upon
whether the customer 40 is using a debit or a credit facility. If
a credit facility is used, the system 100 may function on a
real-time basis, drawing down the credit card information and
processing the credit card payment on demand whereas if a
debit facility is used, the customer 40 may transfer funds into
their virtual wallet 90 for use immediately or at a later time.

Following the prompt to transfer start-up funds, the system
100 still using the IVR component 28 and generally on the
same contact as the authentication contact, will request that
the customer 40 designate the amount to be transferred. The
system may then process this request with the customer’s 40
nominated financial institution 190 and account and issue a
successful/unsuccessful notification to the customer 40. The
customer 40 contact with the IVR component 28 may be
terminated at that stage or the system 100 may question
whether any further activity is to be undertaken by the cus-
tomer 40. If the transfer is successful, the payment 200 is
recorded by the system 100 and the customer’s 40 virtual
wallet 90 updated to account for the payment 200 and to
accurately reflect the funds available to the customer 40
through the system 100.

Typically, for balancing the processing load on the system
100, the customer 40 transactions and updates to the respec-
tive virtual wallets 90 may be conducted in real-time but the
updating of transfer of funds to the business members 60 of
the system 100 may occur in lull periods in the system 100.
The update of funds transfers to business members 60 may
occur in bulk “squirts” wherein a single amount may be
transferred to a business member 60 with the appropriate
information to identify the customer payers 40. The timing of
the lull periods may occur at a particular time each period,
typically each day, or the system 100 may be self-monitoring
to process transfers to businesses 60 when the processing of
customer 40 transfers drops.

Depending upon the outcome of the first deposit procedure,
the registry profile 80 and more particularly, the customer’s
40 virtual wallet 90 may be “loaded” with an entry indicating
the value of funds transferred from the source account 210
into the customer’s 40 virtual wallet 90 which can then be
used by the customer 40 to make payments 140 to business
members 60 of the system 100 at any time.

A preferred implementation of the payment process is
illustrated in FIG. 11. In order to make a payment 140 using
the system, a payment request 150 will typically be generated
through an interface to the system 100 by a business member
60 (a “pull” operation), a customer 40 (a “push” operation) or
by other means and the payment request 150 will preferably
be tagged and associated with a particular customer’s 40
registry profile 80. The customer 40 will also be notified of the
pending payment request 150 either by the business member
60 directly or by the system 100 itself.

Once the payment request 150 has been generated, the
customer 40 indicates that payment 140 using the system 100
is to be performed, normally by contact with the communi-
cation means 130 associated with the data processing archi-
tecture 120. The data processing architecture 120 then typi-
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cally verifies the details of the payment request 150 and may
also verify the customer 40 identity and the availability of
funds in the customer virtual wallet 90 and then forwards a
prompt to the communications means 130 to contact the
customer 40 for the validation or authorisation for the pay-
ment 140.

Again, the validation and authorisation for the payment
140 is performed using the authorisation system 20 outlined
earlier. Once authentication is granted or declined, a suitable
message advising the customer 40 of the outcome of the
authentication process will preferably be generated by the
data processing architecture 120 and forwarded to the cus-
tomer’s preferred remote communications device 30 via the
at least one communication means 130 associated with the
data processing architecture 120.

Ifthe authentication process is successful, the payment 140
is recorded by the system 100 and the customer 40 virtual
wallet 90 updated to account for the payment 140 and to
accurately reflect the funds available to the customer 40
through the system 100. Additional options may be presented
to the client whilst in the secure authorisation session.

A post-start-up funds transfer to top up their virtual wallet
90 (a preferred implementation of this process is illustrated in
FIG. 12) or balance enquiry (a preferred implementation of
this process is illustrated in FIG. 13) or other transaction types
will also typically be possible. Each transaction will typically
be subject to the authentication process using authorisation
system 20 including contacting the customer by the system
100 and the request for validating information.

In the present specification and claims (if any), the word
“comprising” and its derivatives including “comprises” and
“comprise” include each of the stated integers but does not
exclude the inclusion of one or more further integers.

Reference throughout this specification to “one embodi-
ment” or “an embodiment” means that a particular feature,
structure, or characteristic described in connection with the
embodiment is included in at least one embodiment of the
present invention. Thus, the appearance of the phrases “in one
embodiment” or “in an embodiment” in various places
throughout this specification are not necessarily all referring
to the same embodiment. Furthermore, the particular fea-
tures, structures, or characteristics may be combined in any
suitable manner in one or more combinations.

The foregoing discussion is considered as illustrative only
of' the principles of the invention. Furthermore, since numer-
ous modifications and changes will readily occur to those
skilled in the art, it is not desired to limit the invention to the
exact construction and operation shown and described, and
accordingly, all suitable modifications and equivalents may
be resorted to, falling within the scope of the invention.

What is claimed is:

1. A transaction authorisation system for allowing a cus-
tomer to authorise transactions relating to at least one cus-
tomer account associated with an institution, the account
including account identification data held at the institution the
system comprising:

a data storage for enabling access to stored data, the stored

data including:

(a) identification data associated with the customer;

(b) identification data associated with a remote commu-
nication device (RCD) of the customer; and

(c) security identifier data which is known only to the
institution and the authorisation system, and differs
from the account identification data held at the insti-
tution, the security identifier data associating the at
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least one customer account with either one or both of
the identification data (a) and the identification data
(b):

means for communicating with the customer via the RCD
to authorise a transaction on the at least one customer
account or to indicate a transaction on the at least one
customer account is fraudulent, the RCD being identi-
fied via the identification data stored in the data storage;

means for identifying the customer using the identification
data (a) stored in the data storage, identifying the RCD
using the identification data (b) stored in the data stor-
age, and determining if the transaction is authorised by
the customer or if the transaction has been indicated as
being fraudulent by the customer, and if said transaction
is fraudulent, to determine the type of fraud associated
with the fraudulent transaction; and

means for communication with the data processing archi-
tecture for receiving an authorisation request in relation
to the transaction and for communicating an indication
to the institution of: (i) whether or not the transaction is
authorised by the customer, and (ii) whether the trans-
action is indicated as being fraudulent by the customer,
and if so, the type of fraud determined,

wherein the authorisation request received and the indica-
tion provided to the institution are identified to each
other using the security identifier data.

2. The transaction authorisation system of claim 1, wherein
the type of fraud includes at least one of a Man-in-the-Middle
attack or Identity Theft.

3. The transaction authorisation system of claim 1, wherein
the means for receiving an authorisation request is arranged to
provide information to the institution in order to maintain
contact with the fraudulent party.

4. A method for allowing a customer to authorise transac-
tions relating to at least one customer account held at an
institution, the account including account identification data
held at the institution, the method comprising the steps of:

(a) an authorisation server receiving an authorisation
request from the institution in relation to a transaction on
the at least one customer account;

(b) the authorisation server communicating with the cus-
tomer via a remote communication device (RCD) of the
customer to authorise the transaction;

(c) the authorisation server identifying the customer using
identification data associated with the customer to which
the authorisation server has access;

(d) the authorisation server identifying the RCD using
stored identification data associated with the RCD to
which the authorisation server has access;

(e) the authorisation server determining if the transaction is
authorised by the customer or if the transaction is indi-
cated as fraudulent by the customer, and if said transac-
tion is fraudulent, determining the type of fraud associ-
ated with the fraudulent transaction;

(f) the authorisation server communicating an indication to
the institution of (i) whether or not the transaction is
authorised by the customer, and (ii) whether the trans-
action is indicated as being fraudulent by the customer,
and if so, the type of fraud determined,

wherein the authorisation request received by the authori-
sation server and the indication provided to the institu-
tion are identified to the institution and the authentica-
tion server using the security identifier data for
associating the at least one customer account with one or
both of the stored identification data associated with the
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customer and the stored identification data associated
with the RCD, wherein the security identifier data is
known only to the authorisation server and the institu-
tion, and wherein the security identifier data differs from
the account identification data.

5. The transaction authorisation method of claim 4,
wherein the type of fraud includes at least one of a Man-in-
the-Middle attack or Identity Theft.

6. The transaction authorisation method of claim 4,
wherein the authorisation server provides information to the
institution in order to maintain contact with the fraudulent
party.

7. The transaction authorisation system of claim 1, wherein
the means for communicating includes an interactive voice
response (IVR) system arranged to provide the customer with
a plurality of alternative feedback options.

8. The transaction authorisation system of claim 7, wherein
the feedback options include at least one of: authorising the
transaction, canceling the transaction, indicating the transac-
tion as fraudulent, indicating the transaction details are incor-
rect, or indicating the customer did not initiate the transac-
tion.

9. The transaction authorisation system of claim 7, wherein
the IVR system is arranged to provide the customer with
additional feedback options upon the customer selecting at
least one of the alternative feedback options.

10. The transaction authorisation system of claim 9,
wherein the additional feedback options are provided to the
customer upon the customer authorising the transaction.

11. The transaction authorisation system of claim 10,
wherein at least one of the additional feedback options
includes the customer being identified with additional secu-
rity identifier data.

12. The transaction authorisation system of claim 1,
wherein the transaction authorisation system is used in a
remote payment system for permitting payments for goods
and services remotely in a secure manner with members of the
remote payment system.

13. The transaction authorisation method of claim 4,
wherein the authorisation server communicating with the
customer via a remote communication device of the customer
includes use of an interactive voice response (IVR) system
which provides the customer with a plurality of alternative
feedback options.

14. The transaction authorisation method of claim 13,
wherein the feedback options include at least one of: autho-
rising the transaction, canceling the transaction, indicating
the transaction as fraudulent, indicating the transaction
details are incorrect, or indicating the customer did not ini-
tiate the transaction.

15. The transaction authorisation method of claim 13,
wherein the IVR system provides the customer with addi-
tional feedback options upon the customer selecting at least
one of the alternative feedback options.

16. The transaction authorisation method of claim 15,
wherein the additional feedback options are provided to the
customer upon the customer authorising the transaction.

17. The transaction authorisation method of claim 16,
wherein at least one of the additional feedback options
includes the customer being identified with additional secu-
rity identifier data.

18. The transaction authorisation method of claim 4,
wherein the authorised transactions include authenticating
credit card transactions.
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