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PACKET FORWARDING

Background

(60061} Virtual eXiensible Local Area Network (VXLAN) is a layer 2 Virtual
Private Network (VPN} technology based on an Internet Protocol (IP) network and
adopting “Media Access Control (MAC) 1o User Data Protocol (UDP)” encapsulation.
The VXLAN may implement layer 2 interconnection among distributed physical sites
based oun service providers or enterprise IP networks, and may provide service isolation

for different tenants. The VXLAN may be applied to a data center network.

Brief Diescription of the Drawings

[6662] FIG. 1 is a flowchart illustrating a method for forwarding a packet from
a VXLAN to a VLAN according to some examples of the present disclosure,

18063} FIG. 2 is a flowchart illustrating a method for sending a packet to a
fabric board of by an /O board according to some examples of the present
disclosure.

[60664] FIG. 3 is a flowchart illustrating a method for sending to a matched VO
board a packet modified by a fabric board according to some examples of the
present disclosure.

[80065] FIG. 4 is a diagram illustrating a networking structure for forwarding a
packet from a VXLAN to a VLAN according to some examples of the present
disclosure.

18006] FIG. 5 is a diagram illustrating a structure of an apparatus for
forwarding a packet from a VXLAN to a VLAN according to some examples of the
present disclosure.

(8007} FIG. 6 is a diagram illustrating a hardware structure of an apparatus for
forwarding a packet from a VXLAN to a VLAN according to some examples of the

present disclosure.
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Detailed Description

[0068] For simplicity and illustrative purposes, the present disclosure is described
by referring mainly to an example thercof. In the following description, nomerous
specific details are set forth in order to provide a thorough understanding of the present
disclosure. It will be readily apparent however, that the present disclosure may be
practiced without limitation to these specific details.  In other instances, some methods
and structures have not been described in detail so as not to unnecessarily obscure the
present disclosure. Throughout the present disclosure, the terms “a” and “an” are
intended to denote at least one of a particular element.  As used herein, the term
“inchades” means inchides but not limited to, the term “incloding” means inchiding but

not limited to. The term “based on” means based at least in part on.

[8009] A frame-type switch includes a main board, an Tnput/Cutput (1/0) board and
a fabric board. The main board is a single board for implementing calculation of a
protocol stack, distribution and control of a forwarding entry and device management,
The VO board is a single board for implementing forwarding of data packets, for example,
internal forwarding and external forwarding of data packets. The fabric board is a single
board for forwarding a data packet and a control packet between boards and between
chips inside a device. A chip on the fabric board has a packet forwarding function and
may forward packets between different IO boards.

16016] Similar to the structare of the frame-type switch, a VXLAN switch includes
a main board, an IO board and a {abric board. In an example, the number of 1O boards is
larger than 1.

18011} Ina VXLAN application, the {abric board of the VXLAN swiich is set as the
fabric board of the frame-type switch. A chip on the fabric board of the VXLAN switch

has a packet forwarding function and may forward packets between different VO boards.

[6612] In some examples of the present disclosure, a VXLAN switch may be
selected as a gateway. The VXLAN swiich selected as the gateway is called a gateway

VXLAN switch and may be improved.
18013] The gateway VXLAN switch may be improved as follows.
[6614] The fabric board of the gateway VXLAN switch uses a chip with a

forwarding function and various entry functions, The entry functions include a function of

AN
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receiving and saving an entry distributed by the main board, an entry searching function
and so on. For example, the chip used by the fabric board may be a switch chip used by
the /O board of the gateway VXLAN switch.

[6015] When the fabric board of the gateway VXLAN switch uses the chip with the
forwarding function and the entry functions, layer 3 forwarding of a packet entering the
gateway VXLAN switch may be implemented via the cooperation of the /0O board and
the fabric board of the gateway VXLAN switch. A method for forwarding a packet from a
VXLAN to a Virtnal Local Area Network (VLAN} will be described hereinafter with
reference to some examples and FIG 1

18016] FIG. 1 is a flowchart illustrating a method for forwarding a packet from
a VXLAN to a VLAN according to some examples of the present disclosure. The
method may be applied to a gateway VXLAN switch., The fabric board of the gateway
VXLAN switch uses a chip with a forwarding function and various entry functions. For
example, the chip used by the fabric board may be the same as that used by the VO board
of the gateway VXLAN switch. Accordingly, as shown in FIG. 1, the method includes
following blocks 201 to 203,

16017] At block 201, the VO board of the gateway VXLAN switch receives a
packet with VXL AN encapsulation, removes the VXLAN cencapsulation from the packet
with the VXLAN encapsulation, determines to perform layer 3 forwarding for the packet,
and sends the packet to the fabric board of the gateway VXLAN switch,

[6618] In an example of block 201, before the /O board of the gateway VXLAN
switch removes the VXLAN cencapsulation from the packet with the VXLAN
encapsulation, the method further includes: identifying a Virtual Network 1D (VNID)
from a VXLAN encapsulation header of the packet.

[6619] In an example of block 201, the VO board of the gateway VXLAN switch
may determine to perform layer 3 forwarding for the packet according to the identified
VNID. A method for determining to perform layer 3 forwarding for the packet according
to the identified VNID by the VO board of the gateway VXLAN switch is implemented as
follows.

[60620] The /O board of the gateway VXLAN switch searches a local MAC
table for a MAC entry matching the VNID and a destination MAC address of the
packet. If the MAC entry is searched out and the destination MAC address of the

packet is a gateway MAC address of the gateway VXLAN switch, the O board of
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the gateway VXLAN switch determines to perform layer 3 forwarding for the
packet.

[6621] If the MAC entry is searched out, but the destination MAC address of
the packet is not the gateway MAC address of the gateway VXLAN switch, the
packet may be forwarded according to a layer 2 packet forwarding method.

18022} In an example of the present disclosure, the local MAC table of the /O
board may be lcarned by the VO board according to a MAC entry learning method,
or configured by the main board, or learned by the main board according to the
MAC entry learning method and distributed to the /O board.

[6023] In an example of block 201, in order to ensure that the packet can be
sent from the /O board to the fabric board after the VXLAN encapsulation is
removed, the /O board may add internal encapsulation to the packet, For exaruple,
this internal encapsulation may be called first internal encapsulation. Accordingly,
in an example of block 201, a method for sending the packet to the fabric board by
the /O board includes following blocks al and a2, referring to FIG. 2.

16624] At block al, the first internal encapsulation is added to the packet after
the VXLAN encapsulation is removed.

[8025] The first internal encapsulation includes a first destination chip identity
and a first destination port identity. The first destination chip identity is a first
virtual chip identity, and the first destination port identity is a first virtual port
identity.

[8026] In an example of the present disclosure, the first virtual chip identity
may be a pre-configured virtual chip identity for indicating the fabric board to
continue entry scarching and packet forwarding. The first virtual port identity may
be a pre~configured virtual port identity for indicating the fabric board to continue
entry secarching and packet forwarding. When the gateway VXLAN switch includes
multiple fabric boards, all fabric boards are configured with the first virtual chip
identity and the first virtual port identity.

[6627] At block a2, when the /O board 1s connected with ong fabric board, the
packet with the first internal encapsulation is sent via an inner port through which
the /O board is connected with the fabric board; when the /O board is connected
with multiple fabric boards, the packet with the first internal encapsulation is sent

via one of inner ports through which the VO board is connected with the multiple
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fabric boards respectively.
100251 When the 1O board is connected with multiple fabric boards, the inner
ports through which the /O board is connected with the multiple fabric boards

respectively may be bundled in an inner port group. Accordingly, in an example of

(4]

block a2, a process of sending the packet with the first internal cncapsulation via

one of inner ports through which the /0 board is connected with the multiple fabric

boards respectively includes: selecting an inner port from the inner port group and

sending the packet with the first internal encapsulation via the selected inner port.

There are multiple methods for selecting an inner port from the inner port group, for

10 example, selecting an inner port randoruly, or selecting an inuver port according to an
algorithm such as a Hash algorithm.

18029] According to blocks al and a2, the /O board of the gateway VXLAN

switch can send the packet to the fabric board of the gateway VXLAN switch after

the VXLAN encapsulation is removed.

i5  {038] At block 202, the fabric board of the gateway VXLAN switch receives
the packet seut by the VO board, determines to perform layer 3 forwarding for the
received packet, searches out a layer 3 entry matching a destination IP address of the
packet from a local layer 3 table, modifies a source MAC address of the packet into
the gateway MAC address of the gateway VXILAN switch, modifies the destination

20 MAC address of the packet into a destination MAC address in the layer 3 entry, and
when an cgress port in the layer 3 entry is a VXLAN tannel port, sends the modified
packet to an I/O board associated with the egress port in the layer 3 entry on the
gateway VXLAN switch.

16031} In an example of the present disclosure, the VO board associated with
25 the egress port in the layer 3 entry is called a matched 1/0 board.

[6632] Based on the first internal encapsulation described at block 201, a

process of determining to perform layer 3 forwarding for the received packet by the

fabric board is implemented as follows.

18033] The fabric board determines the first destination chip identity and the
3¢ first destination port identity in a first internal encapsulation header of the received
packet. If the first destination chip identity is the first virtual chip ideuntity and the
first destination port identity is the first virtual port identity, the fabric board

removes the first internal encapsulation from the packet. If the destination MAC

L
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address of the packet is the gateway MAC address of the gateway VXLAN switch
after the first internal encapsulation is removed, the fabric board determines to
perform layer 3 forwarding for the received packet.

[6634] In an example of the present disclosure, when determining that the first
destination chip identity is not the first virtual chip identity and/or the first
destination port identity is not the first virtual port identity, the fabric board may not
remove the first internal encapsulation from the packet, but forward the packet
according to the first destination port identity in the first internal encapsulation.
[0035] In an example of block 202, the local layer 3 table of the fabric board
may be configured by the main board, or learned by the main board according to a
layer 3 entry learning method and distributed to the fabric board. In an cxample, the
layer 3 euniry roay be a routing entry, and may inclade a destination IP address, a
Virtual Local Area Network (VLAN) Identity (ID), a destination MAC address, a
source MAC address, an egress port and so on. According to the contents included
in the layer 3 entry, the layer 3 entry matching the destination [P address of the
packet at block 202 is a layer 3 entry including the destination IP address of the
packet.

[8036] In an cxample of the present disclosure, a VLAN port may be a single
physical port, or a physical port group in which multiple physical ports are bundled. The
single physical port and the physical port group in which multiple physical ports arc
bundled are called VLAN ports.

[6637] In an example of the present disclosure, the fabric board adds second
internal encapsulation to the modified packet and sends the packet with the second
internal encapsulation to the matched /O board. Accordingly, the matched VO beard
may send the packet with the second internal encapsulation to a VXLAN.

[6038] Accordingly, in an example of block 202, a2 method for sending the
modified packet to the matched /0 board includes following blocks, referring to
FiG. 3.

18039] At block b1, a target egress port is determined according to the egress
port in the layer 3 entry.

18046] In an example of the present disclosure, the target egress port may be
determined according to the type of the egress port in the layer 3 entry. For example,

the egress port in the layer 3 entry 1s a VLAN port. When the VLAN port 1s a single
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physical port, the target egress port is deterruined as the physical port, When the
VLAN port is a physical port group in which mmltiple physical ports are bundled,
the target egress port is determined as one physical port in the physical port group.
The physical port may be selected from the physical port group. There are multiple
methods for sclecting one physical port from the physical port group, for example,
selecting one physical port randomly, or selecting one physical port according to a
sclection algorithm such as a Hash algorithm.

(6041} At block b2, an 1/O board where the target egress port is located is
determined as the matched /O board.

18042} In an example of the present disclosure, the matched /O board may be

determined according to the target cgress port described at block bl.

[6043] At block b3, the second internal encapsulation is added to the modifie
packet.
18044] The second internal encapsulation may include a second destination

chip identity and a second destination port identity. The second destination chip
identity is an identity of a chip for forwarding packets on the maiched /O board, I
the matched /O board has one chip, the second destination chip identity may be an
identity of the chip, If the matched /O board has multiple chips, one of the multiple
chips may be assigned to forward packets in advance, and the second destination
chip identity may be an identity of the assigned chip. The second destination port
identity may be an identity of the target egress port described at block bl.

[0045] At block b4, the packet with the second internal encapsulation is sent to
the matched I/0O board.

100461 According to blocks bl to b4, the packet received from the fabric board
by the matched /O board is the packet with the second internal encapsulation.

(6047} At block 203, the matched /O board in the gateway VXLAN switch
receives the packet sent by the fabric board, and forwards the packet to a VLAN via
the egress port in the layer 3 entry.

[06048] In an example of block 203, a process of forwarding the packet to the
VLAN via the egress port in the layer 3 entry is implemented as follows.

[6049] The matched /O board determines the second destination chip identity
and the second destination port identity in a second internal encapsulation header of

the packet. If the second destination chip identity is an identity of a chip for

-1
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forwarding packets on the /O board and the second destination port identity is an
identity of a physical port connected with the I/O board, it is indicated that the
packet is to be forwarded by the VO board via the physical port, the maiched VO
board removes the second internal encapsulation from the packet, and sends the
packet to a VLAN via the physical port corresponding to the sccond destination port
tdentity.

186056} In an example of the present disclosure, the local encapsulation entries
of the I/0O board may be configured on the 1O board in advance.

(8051} In an example of the present disclosure, the fabric board of the gateway
VXLAN switch uses a chip with a forwarding function and varicus entry functions,
for cxample, a chip that is the same as that used by the /O board. Accordingly,
when the gateway VXLAN switch receives the packet with the VXLAN
encapsulation via the I/O boeard, the VXLAN encapsulation is removed from the
packet with the VXLAN ecncapsulation; when determining to perforrn layer 3
forwarding for the packet after removing the VXLAN encapsulation, the packet is
sent to the fabric board of the gateway VXL AN switch. Afterwards, the layer 3 eniry
matching the destination IP address of the packet is searched out from the local layer
3 table of the fabric board. When the cgress port in the layer 3 entry is a VXLAN
tunnel port, the /0O board associated with the egress port in the layer 3 entry in the
gateway VXLAN switch sends the modified packet to a VLAN. Accordingly, a layer
3 gateway function of VXLAN may be implemented via the gateway VXLAN
switch, the packet may be forwarded from the VXLAN to the VLAN, and the whole
process is performed inside the gateway VXLAN switch. Accordingly, any
bandwidth resources are not wasted and the wire speed forwarding of the packet can

be implemented.

[6052] The flowchart shown in FIG. 1 will be described according to an
exarple.
16053 FIG. 4 is a diagram illustrating a networking structure for forwarding a

packet from a VXLAN to a VLAN according to some examples of the present
disclosure. As shown in FIG. 4, Physical Machine (PM) 1 to PMS5 are devices in a
VLAN, and Virtual Machine (VM) 1 to VM35 are devices in a VXLAN, A gateway
VXLAN switch is connected between the VLAN and the VXLAN, and includes a

main board, an O board and a fabric board. The main board is not shown in FIG. 4.
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The fabric board uses a chip with a forwarding function and various eniry funciions,
The chip used by the fabric board is the same as that used by the VO board. FIG. 4
shows three I/0O boards of the VXLAN switch.

[60634] A process of forwarding a packet from a VXLAN to a VLAN will be
described, in which the VM1 visits the PM1.

10655] The /O board 1 of the gateway VXLAN switch receives a packet from
the VM1 in the VXLAN via a local port (for example, port 10 in FIG. 4). Herein, the
packet received by the /O board is called packet 0. The packet 0 has VXLAN
encapsulation corresponding to the VXLAN. The VXLAN encapsulation includes
the VNID100 of the VXLAN and a VXLAN outer layer header corresponding to the
VXLAN. The VXLAN outer layer header of the packet 0 shown in FIG. 4 includes
outer ETH encapsalation. The outer ETH encapsulation includes an ouler source
MAC address, an outer destination MAC address, an outer source IP address and an
outer destination IP address, FIG. 4 shows the structure of the packet with the
VXLAN encapsulation.

[6656] The VO board 1 obtains the VNID100 from the VXLAN encapsulation,
and removes the VXLAN encapsulation from the packet 0. Herein, the packet 0 from
which the VXLAN encapsulation has been removed is called packet 1.

10657} The I/0 board 1 searches a local MAC table for a MAC entry matching
the destination MAC address of the packet 1 and the obtained VNID 100, If the MAC
entry is searched out and the destination MAC address of the packet 1 is the gateway
MAC address of the gateway VXLAN switch, the /O board 1 determines to perform
fayer 3 forwarding for the packet 1.

18058 The /O board 1 adds first internal encapsulation to the packet 1. A first
destination chip identity in the first internal encapsulation is a first virtual chip
identity (for example, chip0l shown in FIG. 4), and a first destination port identity
o the first internal encapsulation is a first virtual port identity (for example, portl
shown in FIG. 4). Herein, the packet 1 with the first internal encapsulation is called
packet 2.

[6059] As shown in FIG. 4, the VO board 1 is connected with each fabric board
via an inuner port group in which ioner port 11, inner port 12 and inoer port 13 are
bundled. The /O board 1 selects one inner port from the tnner port group, for

example, selects the inner port 11 shown in FIG. 4 to send the packet 2 to fabric
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board 1. A method for selecting an inoer port by the VO board 1 may be configured
in advance. For example, the /O board 1 may perform a Hash operation for the
destination 1P address of the packet 2 according to a Hash algorithm, and selects an
inner port whose number corresponds to a Hash operation result.

[6660] The fabric board 1 receives the packet 2, determines that the first
destination chip identity and the first destination port identity in the first internal
encapsulation header of the packet 2 arc chip0l and portl respectively, which are
the first virtual chip identity and the first virtual port identity respectively, and
removes the first internal encapsulation from the packet 2. In this case, the packet 1
is restored.

[6661] The fabric board 1 identifies the destination MAC address of the packet
1, finds that the destination MAC address of the packet 1 is the gateway MAC
address of the gateway VXLAN switch, and determines to perform layer 3
forwarding for the packet 1.

108062] The fabric board 1 searches out a layer 3 entry matching the destination
IP address of the packet 1 from a local layer 3 table, and finds that an egress port in
the searched-out layer 3 entry is a VLAN port. The fabric board 1 meodifies the
source MAC address of the packet I into the gateway MAC address of the gateway
VXLAN switch, and meodifies the destination MAC address of the packet 1 into a
destination MAC address in the scarched-out layer 3 entry. In FIG. 4, the destination
MAC address in the searched-out layer 3 entry may be the MAC address of the PM 1.
Herein, the packet I whose source MAC address and destination MAC address have
been modified is called packet 3.

106063 The fabric board 1 finds that the egress port in the searched-out layer 3
entry is a physical port group in which multiple physical ports are bundled, and
selects an /O board where a physical port in the physical port group is located as a
matched 1/0 board. When the egress port in the searched-out layer 3 eniry is a single
physical port, the fabric board 1 selects an I/O board where the single physical port
is located as the matched I/0 board. Herein, it is supposed that the VO board where
the single physical port is located is /O board 2.

18064] The fabric board 1 adds second internal encapsulation to the packet 3.
Herein, the packet 3 with the second internal encapsulation is called packet 4. The

sccond intcrnal cncapsulation includes a sccond destination chip identity and a

10
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second destination port identity. The second destination chip identity is an identity
of a chip for forwarding packets on the /O board 2. In FIG. 4, the identity of the
chip is chip02. The second destination port identity is a target egress port. In FIG. 4,

the target egress port is port20.

(4]

[6065] The fabric board 1 sends the packet 4 to the /O board 2 via an inner

port through which the fabric board 1 is connected with the /O board 2.

[6066] The O board 2 receives the packet 4 sent by the fabric board 1, and

determines the secound destination chip identity and the second destination port

identity in a second internal encapsulation header of the packet 4. If the sccond

10 destination chip identity i1s the identity of the chip (for example, chipf2) for
forwarding packets on the /O board 2 and the second destination port identity is an
identity of a physical port (for example, port20) connected with the I/O board 2, the
I/0O board 2 removes the second internal encapsulation from the packet 4. In this
case, the packet 3 is restored.

i5  {067] The /O board 2 sends the packet 3 via an egress port corresponding to
the second destination port identity (for example, port20).
[6068] The PM1 can receive the packet sent by the VMI in the VXLAN.
Accordingly, the packet can be forwarded from the VXLAN to the VLAN via the
gateway VXLAN switch.

20 [6069] An apparatus for forwarding a packet from a VXLAN to a VLAN will
be described hereinafter with reference to some examples.
(80706} FIG. 5 is a diagram illustrating a structure of an apparatus for
forwarding a packet from a VXLAN to a VLAN according to some examples of the
present disclosure. The apparatus may be a VXLAN switch used as a gateway. The

25 VXLAN switch includes an VO board and a fabric board. Both the sumber of /O
boards and the number of fabric boards are larger than or equal to 1. The fabric
board uses a chip with a forwarding fanction and various entry functions. As shown
in FIG. 5, the VXLAN switch further inchides an /O board processing unit 501 and
a fabric board processing unit 502,

30 [8071] The IO board processing unit 501 is located on an VO board of the

VXLAN switch, and may receive a packet with first VXLAN encapsulation, remove

the first VXLAN encapsulation from the packet with the first VXLAN encapsulation,

determine to perform layer 3 forwarding for the packet, and send the packet to a
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fabric board of the VXLAN switch; receive a packet sent by the fabric board, and
forward the packet to a VLAN via an egress port in a layer 3 entry searched out by
the fabric board.

[8672] The fabric processing unit 502 is located on the fabric board of the

(4]

VXLAN switch, and may receive the packet sent by the I/O board, determine to
perform layer 3 forwarding for the received packet, search out the layer 3 entry
matching a destination 1P address of the packet from a local layer 3 table, modify a
source MAC address of the packet into a gateway MAC address of the VXLAN
switch, modify a destination MAC address of the packet into a destination MAC
10 address in the layer 3 entry, and when the egress port in the layer 3 entry is a VLAN
port, send the modified packet to an I/O board associated with the egress port in the
layer 3 eniry in the VXLAN switch.
[6673] In an example, before removing the first VXLAN encapsulation from
the packet with the first VXLAN encapsulation, the I/O boeard processing unit 501
£5  may identify a VNID from a VXLAN encapsulation header of the packet.
18074] The 1O board processing onit 301 way determine to perform layer 3
forwarding for the packet through following processes. The /O board processing
unit 5301 scarches a local MAC table for a MAC cntry matching the VNID and the
destination MAC address of the packet. If the MAC entry is searched out and the

20 destination MAC address of the packet is the gateway MAC address of the VXLAN
switch, the I/O board processing unit 501 determines to perform layer 3 forwarding
for the packet.

10675] In an example, the I/0 board processing unit 501 may send the packet to
the fabric board of the VXLAN switch through tollowing processes.

25 j0876] The /O board processing unit 501 adds first internal encapsulation to
the packet after the first VXLAN encapsulation is removed. The first internal
encapsulation includes a first destination chip identity and a f{irst destination port
identity. The first destination chip identity is a first virtual chip identity, and the first
destination port identity is a first virtual port identily.

30 j6877] In an example, when the /O board is connected with one fabric board,

the VO board processing unit 501 sends the packet with the first internal

encapsulation via an tnuner port through which the /O board is connected with the

fabric board. When the I/O board is connected with multiple fabric boards, the ¥/O

12
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board processing unit 501 sends the packet with the first internal encapsulation via
one of inner ports through which the /0 board is connected with the mulitiple fabric
boards respectively.

[6678] In an example, the fabric board processing unit 502 may determine to
performn layer 3 forwarding for the received packet with the first internal
encapsulation through following processes.

[0679] The fabric board processing unit 302 determines the first destination
chip identity and the first destination port identity in a first internal encapsulation
header of the reccived packet with the first internal encapsulation, If the first
destination chip identity is the first virtoal chip identity and the first destination port
identity is the first virtual port identity, the fabric board processing unit 502 removes
the first internal encapsulation from the packet with the first internal encapsulation.
When determining that the destination MAC address of the packet is the gateway
MAC address of the VXLAN switch after the first internal encapsulation is removed,
the fabric board processing unit 502 determines to perform layer 3 forwarding for
the packet.

[60G80] In an example, the fabric board processing unit 502 may send the packet
modified by the fabric board to the I/O board associated with the egress port in the
fayer 3 entry in the VXLAN switch through following processes. The fabric board
processing unit 502 determines a target cgress port according to the cgress port in
the layer 3 entry, determines an YO board where the target egress port is located as
the /0 board associated with the egress port in the layer 3 eniry, adds second
internal encapsulation to the modified packet, and send the packet with the second
internal encapsulation to the I/0 board associated with the egress port in the layer 3
entry. The second internal encapsulation may inclade a second destination chip
identity and a second destination port identity. The second destination chip identity
is an identity of a chip for forwarding packets on the VO board associated with the
egress port in the layer 3 entry. The second destination port identity is an identity of
the target egress port.

[6081] In an example, the /O board processing unit 501 may forward the
packet to the VLAN via the egress port in the searched-out layer 3 entry through
following processes. The /O board processing unit 501 determines the second

destination chip identity and the second destination port identity in a second internal
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encapsulation header of the packet. If the second destination chip identity is an
identity of a chip for forwarding packets on the I/O board associated with the egress
port in the layer 3 entry and the second destination port identity is an identity of a
physical port connected with the /O board associated with the cgress port in the
layer 3 entry, the VO board processing unit 501 removes the second internal
encapsulation from the packet, and sends the packet to the VLAN via the physical
port corresponding to the second destination port identity.

[6082] The fabric board processing uunit 502 may determine the target egress
port according to the egress port in the layer 3 entry through following processes.
When the egress port in the layer 3 entry is a single physical port, the fabric board
processing unit 502 determines the physical port as the target egress port. When the
egress port in the layer 3 entry s a physical port group in which multiple physical
ports are bundled, the fabric board processing unit 502 determines one physical port
in the physical port group as the target egress port.

16083 A hardware structure of the apparatus for forwarding a packet from a
VXLAN to a VLAN is also provided according fo some examples of the present
disclosure. The apparatus is a VXLAN switch used as a gateway. As shown in FIG.
6, the hardware structure of the VXLAN switch may include an I/0 board 60 and a
fabric board 61.

0084} The I/0 board 60 may include a first processor 601 (for example, a CPU)
and a first non-traunsitory storage602.

[B085] The first non-tramsitory storage 602 may store machine-readable
instructions, which include 1/0 board processing instructions that can be executed by
the first processor 601,

[6086] The first processor 631 may read and execute the /O board processing
instructions stored in the first non-transitory storage 602 to implement the functions
of the I/O board processing unit shown in FIG. S,

{B087] The fabric board 61 may include a second processor 611 (for example, a
CPU) and a second non-transitory storage 612,

[6088] The second non-transitory storage 612 may store machine-readable
tnstructions, which include fabric board processing instructions that can be executed
by the second processor 611,

[6089] The second processor 611 may read and execute the fabric board

14
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processing instructions stored in the second non-transitory storage 612 to implement

the functions of the fabric board processing unit shown in FIG. 5.

8090} Although described specifically throughout the entircty of the instant
disclosure, representative examples of the present disclosure have atility over a wide
range of applications, and the above discussion is not intended and should not be
coustrued to be Hmiting, but is offered as an illustrative discussion of aspects of the

disciosure.

106091} What has been described and illustrated herein is an example along with
some of its variations. The terms, descriptions and figures used herein are set forth by
way of illustration only and are not meant as limitations. Many variations are possible
within the spirit and scope of the subject matter, which is intended to be defined by the
following claims -- and their equivalents -~ in which all terms are meant in their broadest

reasonable sense unless otherwise indicated.
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What is claimed is;

1. A packet forwarding method, comprising:

receiving, by an Input/Output (I/O) board of a Virtual ¢Xtensible Local Arca
Network (VXLAN} switch, a packet with VXIL.AN encapsulation, removing the
VXLAN encapsulation from the packet with the VXL AN encapsulation, determining
to perform layer 3 forwarding for the packet, and sending the packet to a fabric
board of the VXLAN switch;

receiving, by the fabric board of the VXLAN swiich, the packet sent by the VO
board, determining to perform layer 3 forwarding for the received packet, searching
out a layer 3 entry maiching a destination Internet Protocol (IP) address of the
packet from a local layer 3 table, modifying a source Media Access Control (MAC)
address of the packet into a gateway MAC address of the VXLAN swiich, modifying
a destination MAC address of the packet into a destination MAC address in the layer
3 entry, and when an egress port in the layer 3 entry is a VLAN port, sending the
modified packet to an /O board associated with the egress port in the layer 3 entry
int the VXLAN switch; and

receiving, by the /O board associated with the egress port in the layer 3 entry
in the VXLAN switch, the packet sent by the fabric board, and forwarding the
packet to a VLAN via the egress port in the layer 3 entry.

2. The method of claim 1, before the I/O board of the VXLAN switch removes
the VXLAN encapsulation from the packet with the VXLAN encapsulation, further
comprising: identifying a Virtual Network ID (VNID) from a VXLAN encapsulation
header of the packet, wherein

the determining, by the /O board of the VXLAN switch, to perform layer 3
forwarding for the packet after removing the VXLAN euncapsulation comprises:
scarching a lfocal MAC table for a MAC entry matching the VNID and the
destination MAC address of the packet after the VXLAN encapsulation is removed;
when  the MAC entry is searched out and the destination MAC address of the
packet 1s a the gateway MAC address of the VXLAN switch, determining to perform
fayer 3 forwarding for the packet after the VXLAN encapsulation is removed.

3. The method of claim 1, wherein the sending the packet to the fabric board of

16
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the VXLAN switch comprises:
adding first internal encapsulation to the packet, wherein the first internal
encapsulation coroprises a first destination chip identity and a first destination port

identity, the first destination chip identity is a first virtual chip identity, and the first

(4]

destination port identity is a first virtual port identity;
when the I/0 board is connected with one fabric board, sending the packet with
the first internal encapsulation via an inner port through which the VO board is
connected with the fabric board; when the /O board is connected with multipie
fabric boards, sending the packet with the first internal encapsulation via one of
10 ioner ports through which the VO board is connected with the multiple fabric boards
respectively;

the determining, by the fabric board, to perform layer 3 forwarding for the
received packet comprises:

determining the first destination chip identity and the first destination port

t5  identity in a first internal encapsulation header of the received packet; when the first
destination chip identity is the first virtual chip identity and the f{irst destination port
identity is the first virtual port identity, removing the first internal encapsulation
from the packet with the first internal encapsulation; when determining that the
destination MAC address of the packet is the gateway MAC address of the VXLAN
20 switch, determining to perform layer 3 forwarding for the packet,

4. The method of claim 1, wherein the sending the modified packet to an VO
board associated with the egress port in the layer 3 entry in the VXLAN switch
COMPprises:

determining a target egress port according to the egress port in the layer 3 entry,

25 determining an O board where the target egress port is located as the /O board
associated with the egress port in the layer 3 entry, adding second internal
encapsulation to the modified packet, and sending the packet with the second
internal encapsulation to the I/0 board associated with the egress port in the layer 3
eniry, wherein the second internal encapsulation includes a second destination chip

3¢ identity and a second destination port identity, the second destination chip identity is
an identity of a chip for forwarding packets on the I/O board associated with the
egress port in the layer 3 entry, and the second destination port identity is an identity

of the target cgress port; and
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the forwarding the packet to the VLAN via the egress port in the layer 3 cotry
COMPrises:
determining the second destination chip identity and the second destination port

identity in a second internal encapsulation header of the packet; when the second

(4]

destination chip identity 1s an identity of a chip for forwarding packets on the VO
board associated with the egress port in the layer 3 entry and the second destination
port identity is an identity of a physical port connected with the I/O board associated
with the egress port in the layer 3 entry, removing the second internal encapsulation
from the packet, and scnding the packet to the VLAN wvia the physical port
10 corresponding to the second destination port identity.
5. The mecthod of claim 4, wherein the determining the target cgress port
according to the egress port in the layer 3 entry comprises:
when the egress port in the layer 3 entry is a single physical port, determining
the physical port as the target egress port; when the egress port in the layer 3 eniry is
t5  a physical port group in which multiple physical ports are bundled, determining one
physical port in the physical port group as the target egress port.
6. A Virtual eXtensible Local Area Network {(VXLAN) switch, comprising:
an Input/Ouput (}/O) board processing unit, located on an /O board of the
VXLAN switch, and to receive a packet with first VXL.AN encapsulation, remove
20 the first VXLAN encapsulation from the packet with the first VXLAN encapsulation,
determine to perform layer 3 forwarding for the packet, and send the packet to a
fabric board of the VXLAN switch; reccive a packet sent by the fabric board, and
forward the packet to a Virtual Local Area Network (VILAN) via an egress port in a
layer 3 entry searched out by the fabric board; and
25 a fabric processing unit, located on the fabric board of the VXL AN switch, and
to receive the packet sent by the /O board, determine to perform layer 3 forwarding
for the received packet, search out the layer 3 entry matching a destination Internet
Protocol (IP) address of the packet from a local layer 3 table, modify a source Media
Access Control (MAC) address of the packet into a gateway MAC address of the
3¢ VXLAN switch, modify a destination MAC address of the packet into a destination
MAC address in the layer 3 entry, and when the egress port in the layer 3 enitry is a
VILAN port, send the modified packet to an I/0 board associated with the egress port

in the layer 3 entry in the VXLAN switch.
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7. The VXLAN switch of claim 6, wherein, before removing the {irst VXLAN
encapsulation from the packet with the first VXLAN encapsulation, the /O board
processing unit 501 is further to identify a Virtual Network ID (VNID) from a
VXLAN encapsulation header of the packet;

the /O board processing unit is to determine to perform layer 3 forwarding for
the packet through a process of: searching a local MAC table for a MAC entry
matching the VNID and the destination MAC address of the packet, and when the
MAC entry is searched out and the destination MAC address of the packet is the
gateway MAC address of the VXLAN switch, determining to perform layer 3
forwarding for the packet.

8. The VXLAN switch of claim 6, wherein the /O board processing unit is to
send the packet to the fabric board of the VXL AN switch through a process oft

adding first internal encapsulation to the packet after the first VXLAN
encapsulation is removed, wherein the first internal encapsulation includes a first
destination chip identity and a first destination port identity, the first destination
chip identity is a first virtual chip identity, and the first destination port identity is a
first virtual port identity;

when the VO board is connected with onc fabric board, sending the packet with
the first internal encapsulation via an inner port through which the /O board is
connected with the fabric board; when the /O board 1s connected with multiple
fabric boards, sending the packet with the first internal encapsulation via one of
inner ports through which the /O board is connccted with the multiple fabric boards
respectively; and

the fabric board processing unit is to determine to perform layer 3 forwarding
for the received packet with the first internal encapsulation through a process of:

determining the first destination chip identity and the first destination port
tdentity in a first internal encapsulation header of the received packet with the first
internal encapsulation; when the first destination chip identity is the first virtual chip
identity and the first destination port identity is the first virtual port identity,
removing the first internal encapsulation from the packet with the first internal
encapsulation; when determining that the destination MAC address of the packet is
the gateway MAC address of the VXLAN switch after the first internal

encapsulation is removed, determining to perform layer 3 forwarding for the packet,
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9, The VXLAN swilch of claim 6, wherein the fabric board processing unit is to
send the packet modified by the fabric board to the I/O board associated with the
egress port in the layer 3 entry in the VXLAN switch through a process of:

determining a target egress port according to the egress port in the layer 3 entry,

(4]

determining an /O board where the target cgress port is located as the /O board
associated with the egress port in the layer 3 entry, adding second internal
encapsulation to the modified packet, and sending the packet with the second
internal encapsulation to the O board associated with the egress port in the layer 3
entry, wherein the sccond internal encapsulation includes a second destination chip
10 identity and a second destination port identity, the second destination chip identity is
an identity of a chip for forwarding packets on the I/O board associated with the
egress port in the layer 3 entry, and the secoud destination port identity is an identity
of the target egress port; and
the /O board processing unit 15 to forward the packet to the VLAN via the
£5  egress port in the searched-out layer 3 entry through a process of:
determining the second destination chip identity and the second destination port
identity in a second internal encapsulation header of the packet; when the second
destination chip identity 1s an identity of a chip for forwarding packets on the VO
board associated with the egress port in the layer 3 entry and the second destination
20 port identity is an identity of a physical port connected with the VO board associated
with the egress port in the layer 3 entry, removing the second internal encapsulation
from the packet, and sending the packet to the VLAN via the physical port
corresponding to the second destination port identity.
10. The VXLAN switch of claim 6, wherein the fabric board processing unit
25 502 may determine the target egress port according to the egress port in the layer 3
entry through a process oft
when the egress port in the layer 3 entry is a single physical port, determiving
the physical port as the target egress port; when the egress port in the layer 3 entry is
a physical port group in which multiple physical ports are bundled, determining oue

3¢ physical port in the physical port group as the target egress port.



WO 2016/177314 PCT/CN2016/080932

1/4

201
£

the /O board of the pateway VXLAN switch receives a packet with VXLAN

encapsulation, removes the VXLAN encapsulation from the packet with the

VXL.AN encapsulation, determines to perform layer 3 forwarding for the packet,

and sends the packet to the {abric board of the sateway VXL AN switch

e 202
the fabric board of the gateway VXLAN switch receives the packet sent by
the /0O board, determines to perforru layer 3 forwarding for the received
packet, searches out a layer 3 entry matching a destination IP address of the
packet froro a local layer 3 table, modifics a source MAC address of the
packet into the gateway MAC address of the gateway VXLAN switch,
modifies the destination MAC address of the packet into a destination MAC
address in the layer 3 entry, and when an egress port in the layer 3 entry is a
VXLAN tunnel port, sends the modified packet to an I/0 board associated
with the egress port in the layer 3 entry on the gateway VXLAN switch

203
L )

the matched /O board in the gateway VXLAN switch receives the packet
sent by the fabric board, and forwards the packet to a VLLAN via the egress
port in the layer 3 entry

FIG 1

// al
the first internal encapsulation is added to the packet after the VXLAN
encapsulation is removed

a2

when the 1/0 board 1s connected with one fabric board, the packet with
the first internal encapsulation is sent via an inner port through which the
170} board is connected with the fabric board; when the 1/0 board is
connected with multiple fabric boards, the packet with the first internal
encapsulation is sent via one of inner ports through which the 1/0O board is
connected with the multiple fabric boards respectively

FIG 2
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a target egress port is determined according to the egress port in the layer

2

3 entry

/ b2
an 1/0 board where the target egress port is located is determined as the
matched VO board

//bS

the second internal encapsulation is added to the modified packet

/ b4
the packet with the second internal encapsulation is sent to the matched ¥/
O board

FIG 3
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