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RF-DTAG READING SYSTEM FORUSING 
PASSWORD AND METHOD THEREOF 

CROSS-REFERENCE TO RELATED PATENT 
APPLICATION 

0001. This is a continuation of application Ser. No. 
11/791,081 filed on May 18, 2007, in the United States Patent 
and Trademark Office, which is a National Stage Application 
of International Application No. PCT/KR2006/001165, filed 
Mar. 30, 2006, which claims priority from Korean Patent 
Application No. 10-2005-0026584 filed on Mar. 30, 2005, 
and Korean Patent Application No. 10-2006-0028685, filed 
on Mar. 30, 2006, in the Korean Intellectual Property Office, 
the disclosures of which are incorporated herein by reference 
in their entireties. 

BACKGROUND 

0002 1. Field 
0003. The general inventive concept relates to an RFID tag 
reading system including an RFID tag and an RFID reader, 
and a method thereof, more specifically, to an RFID tag 
reading system including an RFID tag and an RFID reader, 
which has a security function of determining whether or not to 
read tag data using a password, and a method thereof 
0004 2. Description of Related Art 
0005 Today, due to developed wireless technologies, 
diverse RFID tag reading systems ranging from a prepayment 
bust card to a parking lot pass and a laboratory pass are used. 
The RFID tag reading system includes a tag and a reader. The 
RFID tag reading system operates in the method that if the 
reader requests tag data transmission to the tag, the tag trans 
mits tag data to the reader in the form of a radio frequency. 
The reader can be formed in terminals such as a cellphone, a 
PDA, and a laptop computer. The tag can be implemented in 
the form of a card which a user can carry Such as a pass, and 
a bus card, or can be implemented in the form of a sticker 
which is attached to a product to transmit product informa 
tion. 
0006 Meanwhile, according to the method of driving an 
IC embedded in the tag, there are two types of RFID systems. 
An active tag Supplies power from a battery embedded in the 
tag, and a passive tag generates an induced current using a 
magnetic wave transmitted from the RFID reader. Passive 
tags in the form of a slim and light-weight card are generally 
used. As the passive tag does not need a battery, it can be 
miniaturized and low-priced. Accordingly, tags attached to a 
general product is implemented with passive tags. 

SUMMARY 

0007 According to a conventional RFID system, if a tag 
receives an electromagnetic from a neighboring reader, the 
tag outputs a transmission signal containing tag data stored in 
its memory. Subsequently, a plurality of neighboring readers 
can receive the tag data. In this case, a reader of an unautho 
rized user can also receive the tag data. As a result, the 
security of the tag data stored in the tag is not guaranteed. 
Particularly, if a user buys and carries a product, another can 
identify the tag data of the tag attached to the product. There 
fore, the privacy of the user having the product can be 
invaded. 
0008. An aspect of embodiments of the present invention 

is to solve at least the above problem or disadvantage and to 
provide at least the advantages described below. Accordingly, 
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an aspect of embodiments of the present invention is to pro 
vide an RFID tag reading system including an RFID tag, 
which guarantees individual privacy by transmitting tag data 
only when a preset password is input, and reinforcing security 
of the tag data, and an RFID reader, and a method thereof. 
0009. Another aspect of embodiments of the present 
invention is to provide an RFID shopping system including a 
tag which performs authentication using a password, and a 
wireless authentication method thereof. 
0010. An RFID tag comprises a tag memory which stores 
preset password information and tag data, an antenna part 
which receives a transmission request signal for the tag data 
from an external reader, and a tag controller which requests 
password transmission to the reader if the transmission 
request signal is received, and transmits the tag data to the 
reader if the password transmitted from the reader and the 
preset password match. 
0011. The RFID tag further comprises a transmission sig 
nal processor which generates a transmission signal to trans 
mit to the reader, wherein the tag controller generates a pass 
word request signal which requests the password 
transmission if the transmission request signal is received, 
and controls the transmission signal processor and the 
antenna part to transmit the password request signal to the 
reader. 
0012. The tag controller controls the transmission signal 
processor and the antenna part to retransmit the password 
request signal to the reader if the password transmitted from 
the reader and the preset password do not match. 
0013 The tag controller generates an alarm signal inform 
ing a reading try for the tag data and controls the transmission 
signal processor and the antenna part to emit the alarm signal, 
if the password transmitted from the reader and the preset 
password do not match a certain number of times or more. 
0014. The RFID tag further comprises an output part 
which outputs a message, wherein the tag controller controls 
the output part to output an alarm message if the password 
transmitted from the reader and the preset password do not 
match the certain number of times or more. 
0015 The tag controller sets an area of the memory where 
the preset password information and tag data are stored in a 
lock state. 
0016. The tag memory stores a first password information 
which authenticates a tag data reading right, and a second 
password information which authenticates the tag data read 
ing right and a lock state setting change right. 
0017. A reader which reads an RFID tag comprises an 
input part which receives a reading command for a tag, a 
communicator which communicates with the tag, and a con 
troller which controls the communicator to transmit a trans 
mission request signal for tag data stored in the tag, and a 
password information to read the tag data to the tag. 
0018. The controller transmits the password information 
to the tag if a password request signal is received from the tag, 
after transmitting the transmission request signal. 
0019. The controller transmits one of a password input 
through the input part and a preset password to the tag. 
0020. The reader further comprises a password register 
which generates a password registration request signal con 
taining information on the password to register, if a password 
registration command and the password to register are input 
through the input part. 
0021. The reader further comprises a memory which 
stores information on at least one tag, and a display part which 
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displays a list of the at least one tag and a password input 
window, if the password registration command is input, 
wherein the password registration part generates the pass 
word registration request signal containing a first password 
information which is input through the password input win 
dow, and transmits the password registration request signal to 
a first tag which is selected from the list. 
0022. An RFID tag reading system comprises a tag which 
stores a preset first password information and tag data, and a 
reader which transmits a transmission request signal for the 
tag data and a second password information to the tag, 
wherein the tag transmits the tag data to the reader, if the first 
password and the second password match. 
0023 The tag requests retransmission of the second pass 
word, if the first password and the second password do not 
match. 
0024. The tag outputs an alarm message informing impos 
sible transmission for the tag data, if the first password and the 
second password do not match a certain number of times or 
O. 

0025 A tag reading method in an RFID tag reading system 
comprising a tag and a reader comprises (a) the reader trans 
mits a tag data request signal to the tag, (b) the tag requests 
password transmission to the reader, (c) the reader transmits 
a password to the tag, and (d) the tag compares a preset 
password and the password transmitted from the reader, and 
transmits the tag data to the reader if the two passwords 
match. 
0026. In operation (b), the tag determines its operation 
mode, and if its operation mode is a general operation mode, 
the tag transmits the tag data to the reader, or if its operation 
mode is a secure operation mode, the tag requests password 
transmission to the reader. 
0027. The method further comprises the tag requests pass 
word retransmission to the reader, if the preset password and 
the password transmitted from the reader do not match, the 
tag counts the number of non-matching of the two passwords, 
and the tag outputs an alarm message informing impossible 
transmission of the tag data, if the counted number of non 
matching is over a certain number of times. 
0028. The method further comprises the tag generates an 
alarm signal informing a reading try for the tag data, if the 
preset password and the password transmitted from the reader 
do not match, and the tag emits the alarm signal. 
0029. The method further comprises the reader receives a 
password to register, if a password registration command is 
input to the reader, and the reader generates a password reg 
istration request signal containing information on the pass 
word to register, and registers the password by transmitting 
the password registration request signal to neighboring tags. 
0030 The method further comprises displaying a list of at 
least one tag to register a password, and registering the pass 
word by transmitting a password registration request signal 
containing the password to register to a selected tag, if a tag is 
selected from the list. 
0031. An RFID tag comprises a tag memory which stores 
operation mode information and password information, and a 
tag controller which confirms the operation mode informa 
tion if a tag data transmission request signal is received, and 
determines whether to output tag data according to the con 
firmed result. 
0032. The tag controller outputs the tag data if the opera 
tion mode information is a general operation mode, or the tag 
controller performs authentication using the password infor 
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mation if the operation mode information is a secure opera 
tion mode, and determines whether to output the tag data 
according to the authentication result. 
0033. An RFID system comprises a first controller which 
transmits a first password for only tag reading operation to a 
reader, a tag which stores a preset password information and 
tag data, performs authentication using the preset password if 
a transmission request signal for the tag data and the first 
password information are received from the reader, and trans 
mits the tag data to the reader after finishing the authentica 
tion, and a second controller which transmits a second pass 
word, which allows password information of the tag and 
operation mode information to be changed, to the reader, if 
purchase of a product attached with the tag is confirmed. 
0034. A wireless authentication method of an identifica 
tion (ID) system comprises transmitting a password to per 
form tag reading to a reader if the reader is within a certain 
distance, the tag performs authentication using the password 
and the preset password if the reader transmits the password 
and a tag data transmission request signal to the tag, and 
transmits tag data to the reader if the authentication is fin 
ished, canceling lock State of the tag, and changing at least 
one of the password and the operation mode information, if 
purchase of the tag is confirmed, and setting an area, where 
the changed password and operation mode information are 
stored, in a lock state, if the change is finished. 
0035. As described above, an RFID tag according to the 
present invention is input with a password, tag data are trans 
mitted to an RFID reader only when the password is the same 
as a password from the RFID reader. Accordingly, the secu 
rity is reinforced, and individual privacy can be protected. In 
addition, in case that somebody tries tag reading, the owner of 
the tag can instantly notice by an alarm message or an alarm 
signal that the tag reading is tried. An RFID system according 
to the present invention can be applied to diverse environ 
ments such as a shopping system or a content providing 
system. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0036 FIG. 1 is a schematic diagram illustrating the con 
figuration of an RFID tag reading system according to an 
exemplary embodiment of the present invention; 
0037 FIG. 2 is a block diagram illustrating the configura 
tion of an RFID tag according to an exemplary embodiment 
of the present invention; 
0038 FIG. 3 is a block diagram illustrating the configura 
tion of an RFID reader according to an exemplary embodi 
ment of the present invention; 
0039 FIG. 4 is a flow chart illustrating an RFID tag read 
ing method according to an exemplary embodiment of the 
present invention; 
0040 FIG. 5 is a flow chart illustrating an RFID tag read 
ing method according to another exemplary embodiment of 
the present invention; 
0041 FIG. 6 is a flow chart illustrating a method of regis 
tering a password of an RFID tag according to an exemplary 
embodiment of the present invention; 
0042 FIG. 7 is a schematic diagram illustrating an 
example of the configuration of the tag memory in the RFID 
tag of FIG. 2; 
0043 FIGS. 8 and 9 are mimetic diagrams illustrating a 
signal transmission flow between the reader and the tag in the 
RFID system of FIG. 1; 
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0044 FIG. 10 is a mimetic diagram illustrating a signal 
transmission flow to lock or unlock a region to store a pass 
word and an operation mode; 
0045 FIG. 11 is a block diagram illustrating the configu 
ration of an RFID shopping system using the RFID system of 
FIG. 1; and 
0046 FIG. 12 is a flow chart illustrating a wireless authen 
tication method of the RFID shopping system using the RFID 
system of FIG. 1. 

DESCRIPTION OF THE REFERENCE 
NUMERALS IN THE DRAWINGS 

0047 100: tag 110: antenna part 
0048 120: tag controller 130: tag memory 
0049) 140: transmission signal processor 210: commu 
nicator 

0050 220: controller 230: input part 
0051 240: password register 250: memory 
0052 260: display part 200: reader 

DETAILED DESCRIPTION OF THE 
EXEMPLARY EMBODIMENTS 

0053 Hereinafter, exemplary embodiments of the present 
invention will be described in detail with reference to the 
accompanying drawing figures. 
0054 FIG. 1 is a schematic diagram illustrating the con 
figuration of an RFID tag reading system according to an 
exemplary embodiment of the present invention. According 
to FIG. 1, the RFID tag reading system includes a tag 100 and 
a plurality of readers 200 1 and 200 2. 
0055. The tag 100 contains a memory (not shown). The 
memory stores tag data and a pre-registered first password. 
The tag data are diverse information (product information, 
personal information and a tag ID) on a product (or a tag 
owner) which the tag 100 is attached to. 
0056. If a first reader 200 1 of the plurality of readers 
transmits a tag data transmission request signal (a), the tag 
100 requests a password transmission to the first reader 2001 
(b). The tag data transmission request signal may be a carrier 
signal containing a message which requests tag data trans 
mission, or a simple electromagnetic wave to generate an 
induced current from a coil in the tag 100. Meanwhile, in spite 
of the password transmission request (b), if the first reader 
200 1 does not transmit the password to the tag 100, the tag 
100 does not transmit the tag data. 
0057 Meanwhile, if a second reader 200 2 requests tag 
data transmission to the tag 100 (a), the tag 100 requests a 
password transmission to the second reader 200 2 (b). 
Accordingly, the second reader 200 2 transmits the password 
to the tag 100(c), the tag 100 compares the received password 
and the pre-registered password to confirm whether they 
matches. As a result, if they matches, the tag 100 transmits the 
tag data to the second reader 200 2 (d). Accordingly, only the 
second reader 200 2 which knows the exact password can 
confirm the tag data. 
0058. The reader in the RFID tag reading system of FIG. 1 
may be a portable device having a RFID tag reading function, 
or a device fixed on a building. 
0059 FIG. 2 is a block diagram illustrating the configura 
tion of the tag 100 according to an exemplary embodiment of 
the present invention. According to FIG. 2, the tag 200 
includes an antenna part 110, a tag controller 120, a tag 
memory 130 and a transmission signal processor 140. 
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0060. The antenna part 110 receives a signal transmitted 
from an external reader, or transmits a signal generated in the 
transmission signal processor 140. The antenna part 110 may 
be a coil. Accordingly, if an electromagnetic wave is received 
from the external reader, the antenna part 110 can generate an 
induced current to supply to the tag controller 120. 
0061 The tag memory 130 stores tag data and password 
information. 

0062. If tag data transmission request is received, the tag 
controller 120 requests password transmission to the reader. 
More specifically, the tag controller 120 generates a password 
transmission request signal by controlling the transmission 
signal processor 140, and transmits the password transmis 
sion request signal to the reader through the antenna part 110. 
0063. If the password information is transmitted from the 
reader, the password information is compared with the pass 
word information stored in the tag memory 130. If those 
passwords match, the tag controller 120 controls the trans 
mission signal processor 140 to transmit the tag data to the 
reader. That is, the transmission signal processor 140 gener 
ates a transmission signal by modulating the tag data, and 
transmits the signal to the reader. 
0064. If those passwords do not match, the tag controller 
120 controls the transmission signal processor 140 to request 
password retransmission. As a result, if a password is retrans 
mitted, the password is compared with the pre-registered 
password to determine whether to transmit a password. 
0065. Meanwhile, if those passwords do not match again, 
the tag controller 120 counts the number of non-matching. If 
non-matching consecutively occurs a certain number of times 
or more, the tag controller 120 controls the transmission 
signal processor 140 to generate an alarm signal. Accord 
ingly, the alarm signal is transmitted to a reader of an authen 
ticated user so that the authenticated user can notice that an 
unauthenticated user tries reading. In this case, the tag con 
troller 120 can control the transmission signal processor 140 
to transmit the alarm signal informing the reader trying read 
ing of non-authority. 
0.066 Alternatively, the tag 100 may further include an 
output part (not shown). In this case, if the passwords do not 
match a certain number of times or more, the tag controller 
120 controls the output part to output an alarm message to 
inform tag data transmission to be impossible. The output part 
may be a red LED or a speaker. The alarm message is 
expressed by flickering the LED or ringing the alarm. 
0067. Meanwhile, the tag controller 120 can change the 
operation mode according to the user's selection. The opera 
tion mode of the tag controller 120 can be set to one of a 
general operation mode and a secure operation mode. If the 
secure operation mode is selected, whether to transmit the tag 
data is determined using the password as described above. If 
the general operation mode is selected, the tag data are 
directly transmitted without requesting the password. Such 
operation modes can be set by user's inputting a mode selec 
tion command using a reader. The information on the opera 
tion mode and the password information respectively can be 
recorded in a certain area of the tag memory 130 and utilized. 
In this case, the memory area where the information on the 
operation mode and the password information are recorded is 
locked, so that an unauthorized user cannot change the infor 
mation on the operation mode and the password information. 
Such configuration of the tag memory 130 will be described 
SOO. 
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0068 FIG. 3 is a block diagram illustrating the configura 
tion of a portable device 200 having an RFID tag reading 
function according to an exemplary embodiment of the 
present invention. According to FIG. 3, the portable device 
200 includes a communicator 210, a controller 220, an input 
part 230, a password register 240, a memory 250, and a 
display part 260. The portable device 200 is a reader applied 
to a variety of portable electronic devices such as a cellphone, 
a PDA, and a laptop computer. 
0069. The communicator 210 receives a signal transmitted 
from an RFID tag, or transmits a signal. To this end, the 
communicator 210 can be implemented with an antenna or 
modulation and demodulation circuit. 

0070 The input part 230 receives a command from a user. 
The user can input various commands by pressing buttons 
formed on a main body of the portable device or inputting a 
Voice signal. More specifically, a reading command of the 
RFID tag, a mode setting command, and a password registra 
tion command can be input to the input part 230. Accordingly, 
if the reading command is input, the input part 230 notifies it 
to the controller 220. 

0071. If the reading command is input from the input part 
230, the controller 220 controls the communicator 210 to 
transmit a tag data transmission request signal to the tag. As 
described above, if the tag is set in the secure operation mode, 
the tag requests a password. 
0072 Accordingly, if the password request signal is 
received, the controller 220 transmits the password informa 
tion to the tag. The password information may be a password 
input by a user, or a preset password. More specifically, the 
preset password may be a cell phone number (if the portable 
device is a cellphone), a serial number of the portable device, 
or a residential number of the user. 

0073 Meanwhile, if the password information is a pass 
word input by the user, the controller 220 receives the pass 
word request signal, and controls the display part 260 to 
display a window to input a password. The display part 260 
may be a display element such as an LCD. Therefore, if the 
user input a password through the input part 230, the input 
password is transmitted to the tag. Consequently, if those 
passwords match and the tag data are transmitted to the 
reader, the controller 220 controls the display part 260 to 
display the tag data. 
0074. Meanwhile, in order to set the tag in the secure 
operation mode, a password has to be previously registered. 
The password register 240 registers a password for a tag. To 
this end, the memory 250 stores information on a tag to 
register its password. 
0075 Ifa password registration command for a tag is input 

to the controller 220 through the input part 230, the controller 
220 controls the display part 260 to display a list of tag 
information stored in the memory 250. If a first tag is selected 
from the list, the display part 260 displays a password input 
window to input a password. Subsequently, a first password is 
input through the password input window, the password reg 
ister 240 generates a password registration request signal to 
transmit to the first tag. The password registration request 
signal contains information on the first password to register 
the first password to the first tag. 
0076 Alternatively, if a password registration command 
for a tag is input to the controller 220, the password register 
240 directly receives a password without designating a tag. If 
the password is input, a password registration request signal 
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containing the password are transmitted in the neighborhood. 
Accordingly, a password for neighboring tags is registered all 
at Once. 

0077 FIG. 4 is a flow chart illustrating an RFID tag read 
ing method according to an exemplary embodiment of the 
present invention. According to FIG. 4, if a tag receives a tag 
data transmission request signal (S410), the tag determines 
whether to be a secure operation mode (S420). If the present 
mode is the secure operation mode, the tag requests password 
transmission to the reader which transmitted the tag data 
transmission request signal (S430). If the tag receives a pass 
word from the reader (S440), the tag determines if the 
received password and a preset password match (S450). If 
they do not match, the tag requests password retransmission 
to the reader (S460). On the other hand, if they match, the tag 
transmits the tag data to the reader (S470). 
(0078 FIG. 5 is a flow chart illustrating an RFID tag read 
ing method according to another exemplary embodiment of 
the present invention. According to FIG. 5, the tag receives a 
password from the reader (S510), and compares the password 
and the preset password (S520). If they match, the tag trans 
mits the tag data to the reader (S560). On the other hand, if 
they do not match, the tag counts the number of non-matching 
(S530). As a result, if the number of non-matching is less than 
a certain number of times, the tag requests password retrans 
mission (S540). On the other hand, if the number of non 
matching is a certain number of times or more, the tag outputs 
an alarm message notifying impossible tag data transmission. 
The alarm message can be expressed by flickering the LED or 
ringing the alarm, as described above. In addition, if there is 
a reader of an authenticated user around the tag, the reader can 
output an alarm signal informing the tag data reading try. 
Alternatively, the tag can recognize non-authentication by 
outputting an alarm message to the reader which tries tag data 
reading. 
007.9 FIG. 6 is a flow chart illustrating a method of regis 
tering a password of an RFID tag according to an exemplary 
embodiment of the present invention. According to FIG. 6, if 
a password registration command is input to a reader (S610), 
the reader executes an application program to register a pass 
word. The reader may be a portable device having a RFID tag 
reading function, or a device fixed on a building. 
0080 Accordingly, the reader displays a list of tags to 
register a password (S620). The user can select a tag to reg 
ister a password from the list. After a tag is selected, if a 
password to register is input by the user (S630), input pass 
word information is transmitted and registered to the corre 
sponding tag (S640). Accordingly, if an owner of a reader 
purchases a product attached with a tag, the owner can regis 
ter a password by designating the tag of the product. 
I0081. Meanwhile, according to another example of regis 
tering a password, if a password registration command is 
input and an application program to register a password is 
executed, a password input window can be directly displayed. 
Accordingly, if a password is input, a password registration 
request signal containing the input password is transmitted to 
the neighborhood. Neighboring tags which receives the pass 
word registration request signal registers the received pass 
word to its memory. Consequently, the owner of the reader 
can register the password to the plurality of tags which 
belongs to the owner at once. As a result, this prevents others 
from noticing the information on the products purchased by 
the owner. 
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0082 FIG. 7 is a schematic diagram illustrating an 
example of the configuration of the tag memory in the tag 100 
of FIG. 2. 

0083. According to FIG. 7, the first field consists of one 
byte (0th byte), and stores operation mode information. More 
specifically, the secure operation mode can be recorded as 
0x01, and the general operation mode can be recorded as 
0x00. The tag controller 120 determines the operation mode 
by confirming data of the first field. The second field consists 
of 8 bytes (1th-8th bytes), and stores password information. 
0084. The configuration of the memory of the existing tag 
can be applied to the third field and so on. According to FIG. 
7, a tag ID, a tag fabricator, a tag hardware type, a tag memory 
layout, and user data are stored. FIG. 7 exemplifies the con 
figuration of a memory of an ISO 18000-6 Type C tag, but 
memories of other standards can be applied. Additionally, in 
FIG. 7, the operation mode information and password infor 
mation respectively are recorded in the first and second field, 
but can be also recorded in the last two fields or center fields 
of the memory. 
0085 Meanwhile, the tag controller 120 can lock the area 
where the password information and operation mode infor 
mation are stored in the tag memory 130. In this case, other 
people cannot change the password information and opera 
tion mode information. Using such feature, this RFID system 
can be utilized in various environments such as a shopping 
mall and a pay content providing system. The detailed 
description on this will be made soon. 
I0086 FIGS. 8 and 9 are mimetic diagrams illustrating a 
signal transmission flow between the reader 200 and the tag 
100 in the RFID system according to an exemplary embodi 
ment of the present invention. According to FIG. 8, the reader 
outputs a transmission request signal (S810). The tag 100 
determines the present operation mode in response to the 
transmission request signal (S820). If the present operation 
mode is the general operation mode, the tag 100 directly 
transmits tag data to the reader 200. On the other hand, if the 
present operation mode is the secure operation mode, the tag 
100 transmits a password request signal to the reader 200 
(S830). Subsequently, if the owner of the reader 200 inputs a 
password or there exists a preset password, the reader 200 
transmits the password to the tag 100 (S840). The tag 100 
compares the received password and a password stored in the 
tag to perform authentication (S850). If the authentication is 
finished, the tag data is transmitted to the reader 200 (S860). 
However, if the authentication is unsuccessful, a password 
retransmission signal is transmitted to the reader 200. 
0087 FIG.9 is a mimetic diagram illustrating the case that 
the reader 200 outputs a transmission request signal contain 
ing a password. If the transmission request signal containing 
a password is transmitted (S910), the tag 100 determines the 
present operation mode (S920). Accordingly, if the present 
operation mode is the general operation mode, the tag 100 
directly transmits tag data to the reader 200. On the other 
hand, if the present operation mode is the secure operation 
mode, the tag 100 detects the password from the transmission 
request signal, and compares the password and a password 
stored in the tag 100 to perform authentication. If the authen 
tication is finished, the tag data is transmitted to the reader 
200 (S930). However, if the authentication is unsuccessful, 
the tag 100 requests password retransmission or transmits an 
alarm message informing the unsuccessful authentication 
result to the reader 200. 
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I0088 FIG. 10 is a mimetic diagram illustrating the lock or 
unlock operation between the reader 200 and the tag 100. 
According to FIG. 10, the reader 200 transmits a unlock 
request signal containing a password to the tag 100 (S1110). 
After the tag 100 determines the present operation mode 
(S1120), if the present operation mode is the general opera 
tion mode, the tag 100 directly outputs a successful unlock 
message (S1130). On the other hand, if the present operation 
mode is the secure operation mode, the tag 100 perform 
authentication using the received password, unlocks the cor 
responding memory area after finishing the authentication, 
and outputs a successful unlock message (S130). At this time, 
if the authentication is unsuccessful, the tag 100 can request 
password retransmission to the reader 200. 
0089 Meanwhile, if it is in the unlocked state, the reader 
200 can change the operation mode and the password of the 
tag 100. To change these information, the reader 200 trans 
mits a write request signal containing new information on the 
password or the operation mode to the tag 100 (S1140). The 
tag 100 changes information on the password or the operation 
mode stored in a certain area of the memory using the infor 
mation included in the write request signal. If the information 
change is finished, the reader 200 transmits a lock request 
signal containing the new password to the tag (S1160) in 
order to lock the corresponding area. Accordingly, other 
people cannot change the password and operation mode 
information. 

0090 The above exemplary embodiments can be utilized 
in various environments such as a shopping mall and a pay 
content providing system. Hereinafter, the examples utilizing 
the RFID system according to the general inventive concept 
of the present invention will be described in detail. 
0091 FIG. 11 is a block diagram illustrating the configu 
ration of an RFID shopping system using the RFID system. 
The shopping system 300 of FIG. 11 can be applied to a 
department store or a big shopping mall. The shopping sys 
tem 300 includes a first controller 310, tags 100 1 through 
100 3, and a second controller320. The configuration of each 
of the tags 100 1 through 100 3 may follow the configuration 
of the tag in FIG. 2. Meanwhile, a fabricator of each of the 
tags 100 1 through 100 3 sets the area storing a password 
and an operation mode of each of the tags 100 1 through 
100 3 as an unlock state and provides the tags to a manager of 
the shopping system 300. The manager attaches each of the 
tags 100 1 through 100 to each product, and sets the area 
storing the password and operation mode in the lock state. 
Each tag stores its product information as tag data. Therefore, 
users outside of the building utilizing this shopping system 
300 cannot read the features of each product. 
0092. In this state, a first controller 310 is installed at the 
front door of the building, and automatically gives a first 
password to readers 200 (or a cell phone, a portable reader) 
which enters via the front door. The application program 
installed in the reader 200 stores the first password transmit 
ted from the first controller 310 in the memory (not shown) of 
the reader 200. In this case, preferably, it is impossible to 
change the tag information in a person's disposition by giving 
a tag data reading right for the first password. 
(0093. In this state, if the owner of the reader 200 inputs a 
command to read the tags 100 1 through 100 3, the reader 
200 transmits the first password and the transmission request 
signal to each of the tags 100 1 through 100 3. Accordingly, 
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each of the tags 100 1 through 100 3 performs authentica 
tion using the received first password, and provides the tag 
information to the reader 200. 

0094. In this state, after the owner of the reader 200 pur 
chases a product attached with a tag (for example, 100 1), the 
second controller 320 transmits a second password to the 
reader 200. The second password is a password with a right 
which can unlock the locked area of the memory of the tag 
100 1 and change data. Accordingly, the owner of the reader 
200, who purchased products, can change the password in 
order for other people not to read the information on the 
purchased products. Additionally, the owner can change the 
present operation mode to the general operation mode in 
order for other people to read the information. 
0095 Meanwhile, the shopping system 300 can maintain 
each of the tags 100 1 through 100 3 in the unlock state, 
notify a certain password to the owner of the reader 200 when 
the purchase is confirmed, and set tag 100 1 in the lock state. 
In this case, the password notified to the owner of the reader 
200 has a changing right as well as a reading right. 
0096. Alternatively, in the shopping system 300, a pur 
chaser can cancel the lock state of the tag 100 1 when the 
purchase is confirmed, input a new password to the tag, and 
then set the lock state again. In this exemplary embodiment, 
the second controller 320 of FIG. 11 can lock or unlock each 
of the tags 100 1 through 100 3, and store the second pass 
word to the tag 100 1. Detailed operation is described with 
reference to FIG. 12. 

0097 FIG. 12 is a flow chart illustrating a wireless authen 
tication method of the RFID shopping system according to an 
exemplary embodiment of the present invention. According 
to FIG. 12, a first controller 310 transmits a password to 
readers 200 within a certain distance from the first controller 
310 (S1210). 
0098. Subsequently, the reader 200 reads tag data of each 
of the tags 100 1 through 100 3 using the password (S1220). 
0099. If the owner of the reader 200 decides to purchase a 
tag 100 1 (S1230), the owner changes the password and the 
operation mode information (S1240). More specifically, the 
second controller 320 cancels the lock state of the tag 100 1 
(S1250), and changes the present information to new infor 
mation (S1260). That is, the new second password requested 
by the user is stored in the tag 100 1, or the present operation 
mode is changed to the general operation mode or secure 
operation mode. After the change is finished, the second 
controller 320 sets again the memory of the tag 100 1 in the 
lock state (S1270). 
0100. Accordingly, this prevents other people from read 
ing or changing data of the tag 100 1. 
0101 Meanwhile, the RFID system according to the gen 
eral inventive concept of the present invention can be applied 
to a content providing business. That is, a content provider 
records tag data to a tag manufactured by a tag manufacturer, 
sets the operation mode in the Secure operation mode, records 
the password, and distributes the tags. Receives content pur 
chase requests from users via an SMS, an application or a 
phone call, the content provider allows the user to read the 
data by transmitting the password to the user. Accordingly, 
woman-only contents, movies for overage 18, and contents 
for members can be selectively utilized. 
0102. While the invention has been shown and described 
with reference to certain embodiments thereof, it will be 
understood by those skilled in the art that various changes in 
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form and details may be made therein without departing from 
the spirit and scope of the invention as defined by the 
appended claims. 
0103) This inventive concept can be applied to various 
devices having a function of reading an RFID tag, Such as a 
cell phone, a PDA, and a laptop computer, and also can be 
implemented with a shopping system to sell products 
attached with the RFID tag. 
What is claimed is: 
1. An RFID tag, comprising: 
a tag memory which stores preset password information 

and tag data; 
an antenna part which receives a transmission request sig 

nal for the tag data from an external reader, 
a tag controller which requests password transmission to 

the reader if the transmission request signal is received, 
and transmits the tag data to the reader if the password 
transmitted from the reader and the preset password 
match; and 

a transmission signal processor which generates a trans 
mission signal to transmit to the reader, 

wherein the tag controller generates a password request 
signal which requests the password transmission if the 
transmission request signal is received, and controls the 
transmission signal processor and the antenna part to 
transmit the password request signal to the reader, and 

wherein the tag controller controls the transmission signal 
processor and the antenna part to retransmit the pass 
word request signal to the reader if the password trans 
mitted from the reader and the preset password do not 
match. 

2. The RFID tag of claim 1, wherein the tag controller 
generates an alarm signal informing a reading try for the tag 
data and controls the transmission signal processor and the 
antenna part to emit the alarm signal, if the password trans 
mitted from the reader and the preset password do not match 
a certain number of times or more. 

3. The RFID tag of claim 1, further comprising an output 
part which outputs a message, 

wherein the tag controller controls the output part to output 
an alarm message if the password transmitted from the 
reader and the preset password do not match the certain 
number of times or more. 

4. The RFID tag of claim 1, wherein the tag controller sets 
an area of the memory where the preset password information 
and tag data are stored in a lock state. 

5. The RFID tag of claim 4, wherein the tag memory stores 
a first password information which authenticates a tag data 
reading right, and a second password information which 
authenticates the tag data reading right and a lock State setting 
change right. 

6. A reader which reads an RFID tag, comprising: 
an input part which receives a reading command for a tag: 
a communicator which communicates with the tag; and 
a controller which controls the communicator to transmit a 

transmission request signal for tag data stored in the tag, 
and password information to read the tag data to the tag, 

wherein the communicator receives a password request 
signal from the tag and the controller transmits the pass 
word information to the tag if the password request 
signal is received from the tag, after transmitting the 
transmission request signal, and receives from the tag a 
retransmitted password request signal if the password 
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transmitted from the reader and the a preset password 
stored in the tag do not match. 

7. The reader of claim 6, wherein the controller transmits 
one of a password input through the input part and a preset 
password to the tag. 

8. The reader of claim 6, further comprising a password 
register which generates a password registration request sig 
nal containing information on the password to register, if a 
password registration command and the password to register 
are input through the input part. 

9. The reader of claim 8, further comprising: 
a memory which stores information on at least one tag; and 
a display part which displays a list of the at least one tag and 

a password input window, if the password registration 
command is input, 

wherein the password registration part generates the pass 
word registration request signal containing a first pass 
word information which is input through the password 
input window, and transmits the password registration 
request signal to a first tag which is selected from the list. 

10. An RFID tag reading system, comprising: 
a tag which stores a preset first password information and 

tag data; and 
a reader which transmits a transmission request signal for 

the tag data and a second password information to the 
tag, 

wherein the tag receives the transmission request signal for 
the tag data from the reader, generates a password 
request signal which requests password transmission 
and transmits the password request signal to the reader if 
the transmission request signal is received, and transmits 
the tag data to the reader, if the first password and the 
second password match, 

wherein the reader generates and transmits the transmis 
sion request signal to the tag, receives the password 
request signal from the tag and the transmits the second 
password to the tag if the password request signal is 
received from the tag, after transmitting the transmission 
request signal, and 

wherein the tag retransmits the password request signal to 
the reader if the first password and the second password 
do not match, and the reader receives from the tag the 
retransmitted password request signal. 

11. The RFID tag reading system of claim 10, wherein the 
tag outputs an alarm message informing impossible transmis 
sion for the tag data, if the first password and the second 
password do not match a certain number of times or more. 

12. The RFID tag reading system of claim 10, wherein the 
reader is a portable device having an RFID tag reading func 
tion or a device fixed on a building. 

13. The RFID tag reading system of claim 10, wherein the 
preset password includes at least one of a cellphone number, 
a serial number of a portable device and a residential number 
of a user. 

14. A tag reading method in an RFID tag reading system 
comprising a tag and a reader, the method comprising: 

(a) the reader transmits a tag data request signal to the tag: 
(b) the tag generates a password request signal which 

requests password transmission if the tag data request 
signal is received; 
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(c) the reader receives the password request signal from the 
tag and transmits a password to the tag: 

(d) the tag compares a preset password and the password 
transmitted from the reader, and transmits the tag data to 
the reader if the two passwords match; and 

(e) the tag requests password retransmission to the reader, 
if the preset password and the password transmitted 
from the reader do not match. 

15. The method of claim 14, further comprising: 
the tag counts the number of non-matching of the two 

passwords; and 
the tag outputs an alarm message informing impossible 

transmission of the tag data, if the counted number of 
non-matching is over a certain number of times. 

16. The method of claim 14, further comprising: 
the tag generates an alarm signal informing a reading try 

for the tag data, if the preset password and the password 
transmitted from the reader do not match; and 

the tag emits the alarm signal. 
17. The method of claim 14, further comprising: 
the reader receives a password to register, if a password 

registration command is input to the reader; and 
the reader generates a password registration request signal 

containing information on the password to register, and 
registers the password by transmitting the password reg 
istration request signal to neighboring tags. 

18. The method of claim 17, further comprising: 
displaying a list of at least one tag to register a password; 

and 
registering the password by transmitting a password regis 

tration request signal containing the password to register 
to a selected tag, if a tag is selected from the list. 

19. An RFID system, comprising: 
a first controller which transmits a first password for only 

tag reading operation to a reader, 
a tag which stores a preset password and tag data, deter 

mines an operation mode of the tag, transmits the tag 
data to the reader without performing authentication if 
the operation mode is a general operation mode, per 
forms authentication using the preset password if the 
operation mode is a secure operation mode whereby the 
tag is in a lock state and if a transmission request signal 
for the tag data and the first password information are 
received from the reader, and transmits the tag data to the 
reader after finishing the authentication; and 

a second controller which transmits a second password to 
the reader, which allows the password of the tag and 
operation mode to be changed in the tag memory when 
the second password is received by the tag from the 
reader if purchase of a product attached with the tag is 
confirmed, 

wherein the lock state of the tag is being canceled upon 
authentication to change the password and operation 
mode in response to receiving the second password and 
the changed password and operation mode in the tag 
memory in the lock state. 

20. The RFID system of claim 19, wherein the first con 
troller automatically transmits the first password the reader 
within a predetermined distance from the first controller. 
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