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1
COMPUTING DISTANCES OF DEVICES

PRIORITY

This application is a continuation of, and claims priority
to, U.S. patent application Ser. No. 14/310,802, entitled
“Computing Distances of Devices”, filed on Jun. 20, 2014,
the entire contents of which are incorporated herein by
reference.

BACKGROUND

A measurement of radio signal strength, e.g. a Received
Signal Strength Indicator (“RSSI”), can be used to estimate
a distance of a device that is emitting the radio signal, e.g.
a mobile device. Fixed radio receivers can also be used to
triangulate a location of a mobile device. Mobile device
locations can also be determined using Global Positioning
System (GPS) signals.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a schematic illustration of the architecture of an
example system.

FIG. 2 is a diagram that illustrates customers, each with
a customer device, at a merchant’s place of business.

FIG. 3 is diagram of an example view of a user interface
of an application installed on a merchant device.

FIGS. 4 and 5 are flow charts of an example processes for
computing and validating distances between devices.

FIG. 6 is a diagram of an example graph of signal strength
and motion data.

Like reference numbers and designations in the various
drawings indicate like elements.

DETAILED DESCRIPTION

A system can use radio signal strength measurements
measured by a merchant device and/or radio signal strength
measurements measured by mobile devices to compute a
distance of each mobile device from a merchant device. The
system can then use data from motion processors located in
the mobile device to validate or adjust the computed dis-
tance. A merchant device can then display customer infor-
mation arranged by distance from the merchant device to
facilitate processing the orders of customers waiting in line.

In this specification, the radio signal strength measure-
ment can include any appropriate indicator of radio signal
strength, e.g. decibels, a signal to noise ratio, or RSSI, to
name a few examples. The radio signals emitted by the user
devices can be part of any appropriate standard for mid to
short range radio signal communications, including NFC,
Bluetooth, Bluetooth Low Energy, and other technologies
with a range of less than one hundred meters. However, the
techniques discussed below may work at any range.

The examples below will relate to computing distances
between a merchant device and mobile devices that are
participating in a cardless payment system. However, the
techniques described are not limited to cardless payment
systems, to calculating and validating distances from a
merchant device, to ranking user devices by calculated and
validated distances, or to systems that process payment
transactions. Other systems can also compute and validate
such distances of mobile devices from a reference comput-
ing device using measured radio signal strengths as mea-
sured by the mobile devices. In such systems the reference
device takes the place of the merchant device. In addition,
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2

the techniques described can be implemented by other
systems capable of communicating over other wireless com-
munication technologies having similar broadcast ranges.

A payment service system allows a user (also called a
customer or payer) to purchase items from a merchant while
physically present at the merchant, e.g., at the point of sale,
or online, e.g. through a merchant’s website. Some payment
service systems process cardless payment transactions. A
cardless payment transaction is one where a user conducts
the transaction with a merchant at a point of sale or online
by using a financial account without physically presenting or
otherwise providing information about a payment card to the
merchant at the point of sale. In fact, the merchant need not
receive any details about the financial account, e.g., the
credit card issuer, credit card number, and the like is not
provided to the merchant.

From the user’s perspective, the user first signs up for an
account with the payment service system. The sign-up
process requires certain information, such as information
about a financial account sufficient to perform a transaction
with the account. For example, if the financial account is a
credit card account, then credit card information can be
provided, e.g., credit card number and expiration date. The
user can also sign up with other payment methods such as
debit cards, pre-paid cards, bank accounts, or other third
party financial accounts. The sign up process can also
require contact information for the user, e.g., mailing
address and email, and other personal identifying informa-
tion, e.g., a photograph of the user. After creating an account,
the user can select a merchant that also has an account with
the payment service system.

To conduct cardless payment transactions with a merchant
at the point of sale, the user can give consent to perform a
cardless payment transaction with the merchant. After the
user gives consent, the merchant can, without using a
physical payment card, charge (in the case of credit cards) or
debit (in the case of debit cards) the user’s financial account
for items the user wants to buy. Because the user’s payment
card is already on file with the cardless payment system, the
user does not need to physically present a credit card to the
merchant.

FIG. 1 is a schematic illustration of the architecture of an
example system 100. The overall system 100 includes two
user devices 102 and 103, a merchant device 104, and a
payment service system 108 connected to a network, e.g.,
the Internet 106. The user device 102 is a computing device
capable of running software applications. For example, the
user device 102 can be a desktop computer, laptop computer,
smartphone, or tablet computer. The merchant device 104 is
also a computing device, capable of processing transactions.
The merchant device 104 can be a mobile device, a server,
a desktop computer, a laptop computer, a dedicated point-
of-sale system, or other data processing apparatus. By using
the payment service system 108, the user device 102 and
merchant device 104 can conduct a payment transaction, for
example a cardless or online payment transaction.

The merchant device 104 can communicate with the
payment service system 108 using the network 106. Option-
ally, the user devices 102, 103 can also communicate with
the payment service system 108 using the network 106. In
addition, the user devices 102, 103 can communicate
directly with the merchant device 104 using a short to
mid-range communication technology, e.g. near field com-
munication (NFC), Bluetooth, or Bluetooth Low Energy
(BLE) technologies. In some implementations, the user
devices 102, 103 can communicate directly with one another
using a short to mid-range communication technology.
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The payment service system 108 includes one or more
servers 112, at least some of which can handle secure
transactions (e.g., a secure server), to processes all transac-
tions between the user device 102 and merchant device 104.
In general, servers 112 can store public merchant informa-
tion such as the merchant’s address or phone number. The
servers 112 can also be responsible for transferring or
updating the user application to the user’s mobile device or
transferring or updating the merchant application to the
merchant’s computing device. In particular, the servers 112
can be responsible for sending information about merchants
that have accounts with the cardless payment system to the
user device 102. The servers 112 also handle secure infor-
mation such as credit card numbers, debit card numbers,
bank accounts, user accounts, user identifying information
or other sensitive information.

The payment service system 108 can communicate elec-
tronically with a card payment network 116, e.g., Visa,
Mastercard, or the like. The payment service system 108 can
communicate with a computer system 116 of a card payment
network, e.g., Visa or MasterCard. The payment service
system 108 can communicate with a computer system 116
over the same network 106 used to communicate with the
user device 102, or over a different network. The computer
system 116 of the card payment network can communicate
in turn with a computer system 118 of a card issuer, e.g., a
bank. There can also be computer systems of other entities,
e.g., the card acquirer, between the payment service system
108 and the card issuer.

Before a transaction between the user and the merchant
can be performed, the user must create a user account with
the payment service system 108 and the merchant must
create a merchant account with the payment service system
108.

The user can sign up using a mobile application or using
an online website, and can use the mobile device 102 or
another computing device, e.g., a home computer. At some
point prior to the transaction, a user application is down-
loaded to the user device 102, e.g., through an application
store. Creation of the user account can be handled through
the user application, or through another application, e.g., a
generic web browser. The user enters a name, account
password, and contact information, e.g., email address.
Before a transaction can be performed, the user also enters
financial account information sufficient to conduct the trans-
action into the payment service system 108. For example, in
the case of a credit card account, the user can enter the credit
card issuer, credit card number and expiration date into the
payment service system 108; the card validation value and
mailing address may also be required. However, the finan-
cial account could also be associated with a debit card or
pre-paid card, or another third party financial account.

In some implementations, the payment service system
108 requires additional personal identifying information
before a transaction can be performed. For example, the
payment service system 108 may require a photo of the user
before a transaction can be performed. The photo of the user
can be provided to the merchant at the point of sale so that
the merchant can compare the photo to the person. In
addition, the payment service system 108 can require a
personal identification number (PIN) to be entered by the
user. Other requirements can also be added to increase
security. The data associated with a user account 114 can be
stored at the servers 112, e.g., in a database.

If the user is signing up with a mobile application, the
user’s financial account information can be entered by
swiping the financial transaction card through a slot of a card
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reader coupled to the mobile device. Alternatively, the user
can enter in financial account information by typing in
information at the mobile device 102, selecting a card from
an application on the mobile device, from an online entity,
or others. In some implementations, another external appli-
cation generates a receipt that is sent to the user. The receipt
then includes a hypertext link that allows a user to easily
create a user account in the cardless payment system. For
example, activating the link in the receipt can automatically
create a user account with a payment card prefilled with the
card used in the receipt to reduce effort by the user. In effect,
activating a new account using a receipt auto-verifies the
user into the cardless payment system.

The merchant can sign up for an account using the
merchant device 104 or another device. The merchant enters
a name, account password, and contact information, e.g.,
email address, and physical location information, e.g., an
address, into the payment service system 108. The merchant
can also provide other information, e.g., a list of goods or
services available, operating hours, phone number, a small
identifying image logo or mark, to the payment service
system 108. The data associated with the merchant account
114 can be stored at the servers 112, e.g., in a database.

At some point prior to the transaction, a merchant appli-
cation is downloaded to the merchant device 102, e.g.,
through an application store. Creation of the merchant
account can be handled through the merchant application, or
through another application, e.g., a generic web browser.

Eventually, in order to receive funds from the transaction,
the merchant will need to enter financial account informa-
tion into the payment service system sufficient to receive
funds. For example, in the case of a bank account, the user
can enter the bank account number and routing number.
However, the merchant’s financial account can also be
associated with a credit card account or another third party
financial account. In addition, in some implementations, if
the merchant has not entered the financial account informa-
tion, the cardless payment processor can hold the received
funds until the financial account information is provided.

FIG. 2 is a diagram 200 that illustrates customers, each
with a customer device, at a merchant’s place of business.
Customers 205, 210, and 215 may be waiting to pay, sitting
at a bar, waiting in line, browsing the merchant’s store, or
sitting at a table. Each customer is carrying a customer
device 207, 212, or 217, and each customer can provide
payment to the merchant 220 through a cardless payment
system, such as the cardless payment system 100 from FIG.
1. User devices 102 and 103 from FIG. 1 can be examples
of customer devices 207, 212, and 217.

The merchant device 222, which is an example of mer-
chant device 104 from FIG. 1, can measure the radio signal
strength emitted from each customer device 207, 212, and
217. For example, the merchant device 222 can measure the
radio signal strength being emitted by customer device 207.
The radio signal emitted from a customer device will
generally include a unique identifier that can be used to
distinguish a particular customer device from other customer
devices. The unique identifier will generally not include
personally identifying information about the user, and may
be updated on a frequent and rotating basis to mitigate the
risk of spoofing or fraud.

In some implementations, the merchant device 222 may
emit a radio signal. A customer device, for example, cus-
tomer device 207, may measure the strength of the radio
signal emitted from the merchant device. The radio signal
may include an identifier that allows the customer device
207 to identify that merchant device 222 is emitting the radio
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signal. The customer device 207 may use the radio signal for
a local calculation by a processor in the customer device
207. Alternatively, the customer device 207 may transmit the
detected radio signal strength back to the merchant device
222.

The merchant device 222 can measure the radio signal
strength for customer devices that are emitting a detectable
radio signal for customer devices that are located within a
particular distance of the merchant device. Each customer
device may broadcast a radio signal to search for other
devices that can communicate with the customer device. For
example, customer device 207 may broadcast a Bluetooth
signal to search for discoverable devices in the area. If the
merchant device 222 is within range of the customer device
207 then then a transceiver in the merchant device 222 can
detect the signal. In detecting the signal, the merchant device
222 can measure the strength of the signal.

The merchant device 222 may use the signal strength to
determine a distance from the merchant device 222 to a
customer device. Typically, when a customer device is closer
to the merchant device 222, the signal strength detected by
the merchant device is higher. For example, the merchant
device 222 may measure the signal strength of customer
device 207 to be 2 dBm, the signal strength of customer
device 212 to be 4 dBm and the signal strength of customer
device 217 to be 3 dBm. The merchant device 222 may then
be able to calculate a distance from the merchant device to
the customer device based on a signal strength and distance
function. The merchant device 222 may calculate that the
customer device 207 is five meters away, the customer
device 212 is one meter away, and the customer device 207
is four meters away. The calculated distance is a singular
scalar value, not a position. The calculated distance is a
function of the detected signal strength and is not a trian-
gulation of different signals.

One problem is that the signal strength may be attenuated
because of physical barriers or electromagnetic interference.
Sometimes a customer may have a customer device in a
pocket or in a purse. When a customer device broadcasts a
radio signal, the strength of the radio signal may be blocked
when the signal passes through a customer’s body or a
customer’s bag. For example, customer device 207 may be
five meters from merchant device 222. When the customer
device 207 is in the pocket of customer 205, the signal
strength measured by the merchant device 222 may be 3
dBm. When the customer 205 is holding the customer device
207, the signal strength measured by the merchant device
may be 4 dBm. Consequently, using solely the signal
strength can lead to unreliable distance determination.

Each customer device includes a plurality of motion
sensors that can measure and record the spatial movement of
the customer device. The motion sensors may include an
accelerometer, gyroscope, or other device used to measure
motion. The motion sensors may provide data related to the
six degrees of freedom, i.e., three rotational axes and three
translational axes. For example, when a customer 205
removes the customer device 207 from the customer’s
pocket, the motions sensors of customer device 207 will
detect the motion associated with that movement. If cus-
tomer 210 drops the customer device 212, then the motion
sensors of the customer device 212 will detect that motion.
Further, while customer device 217 is not in motion, its
motion sensors will indicate that fact.

The customer device may provide the data from the
plurality of motion sensors to the merchant device 222.
When a customer device and the merchant device 222 are
both running an application for the cardless payment system
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and the customer has chosen to conduct cardless financial
transactions with the merchant 220, each device may rec-
ognize the other and may share information from the plu-
rality of motion sensors. For example, customer 215 may
have enrolled in the cardless payment system and installed
the cardless payment application on customer device 217
and selected to do business with merchant 220. When
customer device 217 is within range of merchant device 222,
the customer device 217 may provide the data from the
plurality of motion sensors to the merchant device 222. The
customer device 217 may provide the data from the plurality
of motion sensors at a regular rate, for example, every
second. Alternatively, the customer device 217 may provide
data from the plurality of motion sensors when the customer
device 217 detects a significant change in one of the data
points from the plurality of motion sensors.

The merchant device 222 can validate the distance cal-
culated on the basis of the radio signal strength using the
data from the motion sensors. Once the merchant 222
determines the distance between the merchant device 222
and a customer device and receives the motion sensor data,
the merchant device 222 may use the motion sensor data to
confirm the accuracy of the calculated distance.

In one example, the customer 205 may not be moving
relative to merchant device 222. Based on the signal strength
emitted from customer device 207 and measured by mer-
chant device 222, the merchant device 222 calculates that
customer device 207 is an initial distance, e.g., five meters,
from merchant device 222. While the customer 205 is
stationary and not moving the customer device 207, a person
or an object moves between the customer device 207 and the
merchant device 222. Consequently, the signal strength of
customer device 207 measured by merchant device 222
when the person or object is between the customer device
207 and the merchant device 222 is less than before the
person or object moved between the customer device 207
and the merchant device 222. With the reduced signal
strength, the merchant device 222 calculates the customer
device 207 to be a second, larger distance, e.g., seven
meters, from the merchant device. The merchant device 222
receives motion sensor data from the customer device 207.
The merchant device 222 uses the motion sensor data to
determine that the customer device 207 has moved less than
a threshold amount in the time that the calculated distance to
the merchant device 222 increased. The threshold amount
could be a predetermined amount, e.g., one foot, or the
threshold amount could be a percentage of the change in
distance. Accordingly, the merchant device 222 rejects the
new distance value and validates the initial distance.

In another example, the customer 205 may not be moving
relative to the merchant device 222. The customer 205 may
be facing the merchant device 222 and holding the customer
device 207 such that the customer device 207 has a clear line
of sight to the merchant device 222. The merchant device
222 may calculate that the customer device 207 is an initial
distance, e.g., five meters, from the merchant device 222
based on the measured signal strength. The customer 205
may rotate around such that the customer’s body is between
the merchant device 222 and the customer device 207. At
this point, the merchant device 222 may detect a lower
signal strength and calculate that the distance between the
merchant device 222 and the customer device 207 is a
second, larger distance, e.g., seven meters. The merchant
device 222 receives motion sensor data from the customer
device 207. The merchant device 222 uses the motion sensor
data to determine that the customer device 207 has rotated
in the time that the calculated distance to the merchant
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device 222 increased. Accordingly, the merchant device 222
rejects the second, larger distance value and validates the
initial value.

In another example, the customer 205 may be moving
farther away from the merchant device 222. As the customer
205 is moving, the signal strength measured by the merchant
device 222 decreases. The merchant device determines that
the customer device 207 has moved from an initial distance,
e.g., five meters, from the merchant device 222 to a second,
larger distance, e.g., seven meters, from the merchant device
222 based on the signal strength. The merchant device 222
receives motion sensor data from the customer device 207.
The merchant device 222 uses the motion sensor data to
determine that the customer device 207 has moved laterally
in the time that the calculated distance to the merchant
device 222 increased. Accordingly, the merchant device 222
validates the second distance value.

In another example, the customer 205 may not be moving
and may be an actual distance, e.g., five meters, away from
the merchant device 222. The customer 205 may have the
customer device 207 in the customer’s back pocket. The
merchant device 222 may calculate that the customer device
207 is an initial, calculated distance, e.g., seven meters, from
the merchant device 222 based on the measured signal
strength. The customer 205 may remove the customer device
207 from the customer’s back pocket. At this point, the
merchant device 222 may detect a higher signal strength and
calculate that the distance between the merchant device 222
and the customer device 207 is a second, calculated distance,
e.g., five meters. The merchant device 222 receives motion
sensor data from the customer device 207. The merchant
device 222 uses the motion sensor data to determine that the
customer device 207 has moved vertically, e.g., thirty cen-
timeters, in the time that the calculated distance to the
merchant device 222 decreased. Accordingly, the merchant
device 222 rejects the first calculated distance value and
validates the second calculated distance value.

In another example, the customer 205 may not be moving
and may be an actual distance, e.g., five meters, away from
the merchant device 222. The customer 205 may have the
customer device 207 in the customer’s back pocket. The
merchant device 222 may calculate that the customer device
207 is an initial, calculated distance, e.g., seven meters, from
the merchant device 222 based on the measured signal
strength. The customer 205 may remove the customer device
207 from the customer’s back pocket. At this point, the
merchant device 222 may detect a higher signal strength and
calculate that the distance between the merchant device 222
and the customer device 207 is a second, calculated distance,
e.g., five meters. The merchant device 222 receives motion
sensor data from the customer device 207. The merchant
device 222 uses the motion sensor data to determine that the
customer device 207 has moved in a pattern similar to an
“out of pocket motion profile.” The “out of pocket motion
profile” is consistent with the movement that the customer
device 207 would travel when removed from a back pocket.
The translational portion of the movement would be con-
sistent with the path that a human hand, as limited by the
shoulder and elbow, would take through space when remov-
ing an object from the person’s back pocket. The rotational
portion of the movement would be consistent with the
rotation that a human hand would take when removing an
object from the person’s back pocket to in front of the
person’s face. Based on determining that the customer
device 207 has moved in a similar pattern to the “out of
pocket motion profile,” the merchant device 222 rejects the
first calculated distance value and validates the second
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calculated distance value. In some implementations, the
customer device 207 may determine locally on the customer
device 207, that the customer device 207 is moving in a
similar pattern to the “out of pocket motion profile” and
transmit that information to the merchant device 222.

In another example, the merchant device 222 may com-
pare motion data and signal strength data to reject improb-
able accelerations or speeds. For example, the merchant
device 222 may measure the signal strength emanating from
the customer device 207 and calculate the acceleration of the
customer device 207 to be a measured acceleration rate, e.g.,
five meters per second squared. The merchant device 222
may receive motion data from the customer device 207 and
calculate the acceleration of the customer device 207 to also
be the measured acceleration rate, e.g., five meters per
second squared. In this instance, because the measured
acceleration rate that is based on the signal strength and the
measured signal strength that is based on the motion data are
within a threshold, the merchant device 222 uses the motion
data to verify the measured acceleration rate that is based on
the signal strength. In another example, the merchant device
may measure the signal strength emanating from the cus-
tomer device and calculate the speed of the customer device
to be a measured speed, e.g., twenty meters per second. The
merchant device 222 may receive motion data from the
customer device 207 and calculate the speed to be a different
measured speed, e.g., 0.1 meters per second. In this instance,
because the measured speed that is based on the signal
strength and the measured speed that is based on the motion
data are separated by at least a threshold, the merchant
device uses motion data to reject the measured speed that is
based on the signal strength.

The merchant device 222 can generate a list of customers
based on the distances from the merchant device. The
merchant device 222 can identify the customer devices in
the merchant’s store who have enrolled in the cardless
payment system and using the computed distances can
generate a ranked list based on the validated distances to the
merchant device 222.

In the example described above, the merchant device
validated the distances using the motion sensor data. In some
implementations, the customer device may compute the
distance and validate or adjust the distance based on the data
from the motion sensors. For example, instead of transmit-
ting the motion sensor data to the merchant device 222, the
customer device 205 may validate the distance locally on a
processor in the customer device 205. The merchant device
222 computes the approximate distance to the customer
device 205, transmits the approximate distance to the cus-
tomer device 205, the customer device 205 validates or
adjusts the approximate distance, and provides the validated
or adjusted distance back to the merchant device 222. In
some implementations, the merchant device 222 may emit a
signal that the customer device 207 may use to compute
distance based on the strength of the signal emitted from the
merchant device 222.

In some implementations, the customer device may pro-
vide motion sensor data encoded in the radio signal that the
merchant device 222 uses to compute the approximate
distance to the customer device. For example, the merchant
device 222 may confirm that the merchant device 222 is
receiving the radio signal from the customer device 205.
Instead of transmitting the motion sensor data separately
from the Bluetooth signal that the merchant device 222 uses
to compute approximate distance, the customer device 205
may encode the motion sensor data in the Bluetooth signal.
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FIG. 3 is diagram of an example view of a user interface
of an application installed on a merchant device. The user
interface 300 includes a presentation of a ranking 305 of
customers according to a distance between a customer
device of each customer and the merchant device. The
distance can be computed based on a signal strength mea-
sured by the merchant device for each user device and
validated or adjusted based on motion sensor data.

The presentation includes a representation 320 for each
customer, e.g. customer who is present in the merchant’s
store, has enrolled in the cardless payment system, and has
selected to conduct financial transactions with the merchant.
The representation 320 may include a customer’s profile
picture 322, a customer’s name 324, and an indication of a
distance 326 of the user device from the merchant device.

A user operating the merchant device can use the user
interface 310 to process orders placed by customers, e.g. by
selecting each customer from the ranking 305. The user
operating the merchant device can then enter items selected
by the customer and then select an option that causes the
merchant device to process the transaction, for example, as
a cardless payment transaction that accesses the customer’s
account.

After conducting the payment transaction for a particular
user, the merchant device can remove the customer’s mobile
device from consideration for future ranking by distance. In
other words, the merchant device can flag an identifier of the
customer device to indicate that the customer’s payment
transaction is finished and the customer device should not be
ranked with other customer devices, even if currently
located very near the merchant device. The merchant device
can then automatically update the displayed listing of
remaining customers. The merchant device may also recom-
pute and validate distances between each customer device
and the merchant device, e.g. by receiving new signal
strength measurements and motion sensor data.

FIG. 4 is a flow chart of an example process 400 for
computing and validating distances between devices. In
general, the process 400 computes distances between a
customer device and a merchant device. The process 400
will be described as being performed by a computer system
comprising one or more computers, for example, the mer-
chant device 104 as shown in FIG. 1 or the merchant device
222 as shown in FIG. 2.

The merchant device identifies the signal strength of a
wireless signal between a customer device and a merchant
device (410). The customer device may broadcast a wireless
signal to search for other devices with which to communi-
cate. The merchant device may receive this signal and
measure a strength of the signal. The customer device may
also broadcast an identifier for the customer device by
encoding the customer identifier in the signal. For example,
the customer may have a unique customer identifier for the
cardless payment system. When the cardless payment appli-
cation is running on the customer device, the customer
device may encode the customer identifier in the broadcast
signal. The merchant device can identify the customers
based on the customer identifier. The wireless signal may be
a Bluetooth signal, a Wi-Fi signal, or a similar type of
wireless signal.

The merchant device determines an approximate distance
between the customer device and the merchant device based
on the signal strength (420). Typically, the lower the signal
strength the farther away the customer device is from the
merchant device. For example, if the signal strength for a
first customer device is 3 dBm and the signal strength for a
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second customer device is 1 dBm, then the first customer
device may be closer to the merchant device than the second
customer device.

The merchant device receives data from motion sensors
on the customer device (430). The motion sensors may
detect movement along the six degrees of freedom. The
customer device may continuously provide the motion sen-
sor data to the merchant device, for example, every second.
Alternatively, the customer device may provide motion
sensor data when one of the points of data changes more
than a threshold. The motion sensor data may be provided
over Wi-Fi or may be encoded in the signal used by the
merchant device to measure signal strength.

The merchant device validates the approximate distance
based on data from the motion sensors (440). The merchant
device may use the data from the motion sensors to deter-
mine the movement of the customer device. As described in
the examples above, the merchant device may determine
whether the customer device has moved, rotated, moved
laterally with respect to the merchant device, or moved
vertically. The merchant device, based on determining the
movement of the customer device, may validate the approxi-
mate distance or reject the approximate distance and validate
the previous distance.

The merchant device generates a list of customers based
on the distance from each customer device to the merchant
device (450). The merchant device computes and validates
the distances of each customer device that has signed up for
the cardless payment system, has selected to transact busi-
ness with the merchant, and is near the merchant device. The
merchant device displays a list of the customers associated
with each customer device and displays them on the mer-
chant device.

FIG. 5 is a flow chart of an example process 500 for
computing and validating distances between devices. In
general, the process 500 computes distances between a
customer device and a merchant device. The process 500
will be described as being performed by a computer system
comprising one or more computers, for example, the user
device 102 as shown in FIG. 1 or the customer device 207
as shown in FIG. 2.

The customer device identifies the signal strength of a
wireless signal between a customer device and a merchant
device (510). The merchant device may broadcast a wireless
signal, e.g., to search for other devices with which to
communicate. The customer device may receive this signal
and measure a strength of the signal. The merchant device
may also broadcast an identifier for the merchant device by
encoding a merchant identifier in the signal. For example,
the merchant may have a unique merchant identifier for the
cardless payment system. The merchant device may encode
the customer identifier in the broadcast signal. The customer
device can identify the merchant based on the merchant
identifier. The wireless signal may be a Bluetooth signal, a
Wi-Fi signal, or a similar type of wireless signal.

The customer device determines an approximate distance
between the customer device and the merchant device based
on the signal strength (520). Typically, the lower the signal
strength the farther away the customer device is from the
merchant device. For example, if the signal strength detected
by a first customer device is 3 dBm and the signal strength
detected by a second customer device is 1 dBm, then the first
customer device may be closer to the merchant device than
the second customer device.

The customer device gathers data from motion sensors
(530). The motion sensors may be located locally on the
customer device. The motion sensors may detect movement
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along the six degrees of freedom that consist of the three
translational directions and the three rotational axes.

The customer device validates the approximate distance
based on data from the motion sensors (540). The customer
device may use the data from the motion sensors to deter-
mine the movement of the customer device. As similarly
described in the examples above, the customer device may
determine whether the customer device has moved, rotated,
moved laterally with respect to the merchant device, or
moved vertically. The customer device, based on determin-
ing the movement of the customer device, may validate the
approximate distance or reject the approximate distance and
validate the previous distance.

The customer device transmits the validated approximate
distance to the merchant device (550). The merchant device
may use the validated approximate distances received from
several customer devices to generate a list of the customers
associated with each customer device and display the list on
the merchant device.

FIG. 6 is a diagram of an example graph 600 of signal
strength and motion data. Graph 600 illustrates the measured
signal strength and the computed movement of the customer
device. Curve 610 represents the measured signal strength
over time, and curve 620 represents the computed move-
ment of the customer device over time. Between time T0 and
time T1, the signal strength is constant at a first strength,
e.g., A dBm, and the computed movement is zero. In this
time period, the merchant device may calculate, based on the
signal strength that the customer device is a first computed
distance, e.g., three meters, from the merchant device. With
the computed movement being zero, the merchant device
may validate the first computed distance.

At time T2, the signal strength drops to a second strength,
e.g., C dBm. At the same time T2, the signal strength
remains constant and the computed motion is zero. At this
time, the merchant device may calculate, based on the signal
strength that the customer device is a second computed
distance, e.g., five meters, from the merchant device. How-
ever, based on the motion data that indicated that the
customer device did not move at or around time T2, then
merchant device may reject the second computed distance
and revalidate the first computed distance, e.g., three meters.

Between time T2 and T3, the signal strength rises to a
third strength, e.g., B dBm and the computed motion rises to
a particular speed, e.g., one meter per second. In this time
period, the merchant device may calculate, based on the
increase in the signal strength that the customer device is
moving from the first computed distance to a third computed
distance, e.g., three meters to four meters. Based on the
motion data, the merchant device may determine that the
customer device was moving between time T2 and T3, and
may validate the third computed distance. In some imple-
mentations, the customer device may perform the above
described calculations and comparisons locally on the cus-
tomer device and transmit the validated distance to the
merchant device.

Embodiments of the subject matter and the operations
described in this specification can be implemented in digital
electronic circuitry, or in computer software, firmware, or
hardware, including the structures disclosed in this specifi-
cation and their structural equivalents, or in combinations of
one or more of them. Embodiments of the subject matter
described in this specification can be implemented as one or
more computer programs, i.e., one or more modules of
computer program instructions, encoded on a non transitory
computer storage medium for execution by, or to control the
operation of, data processing apparatus. Alternatively or in
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addition, the program instructions can be encoded on an
artificially generated propagated signal, e.g., a machine
generated electrical, optical, or electromagnetic signal, that
is generated to encode information for transmission to
suitable receiver apparatus for execution by a data process-
ing apparatus. A computer storage medium can be, or be
included in, a computer readable storage device, a computer
readable storage substrate, a random or serial access
memory array or device, or a combination of one or more of
them. Moreover, while a computer storage medium is not a
propagated signal, a computer storage medium can be a
source or destination of computer program instructions
encoded in an artificially generated propagated signal. The
computer storage medium can also be, or be included in, one
or more separate physical components or media (e.g., mul-
tiple CDs, disks, or other storage devices).

The operations described in this specification can be
implemented as operations performed by a data processing
apparatus on data stored on one or more computer readable
storage devices or received from other sources.

The term “data processing apparatus” encompasses all
kinds of apparatus, devices, and machines for processing
data, including by way of example a programmable proces-
sor, a computer, a system on a chip, or multiple ones, or
combinations, of the foregoing. The apparatus can include
special purpose logic circuitry, e.g., an FPGA (field pro-
grammable gate array) or an ASIC (application specific
integrated circuit). The apparatus can also include, in addi-
tion to hardware, code that creates an execution environment
for the computer program in question, e.g., code that con-
stitutes processor firmware, a protocol stack, a database
management system, an operating system, a cross platform
runtime environment, a virtual machine, or a combination of
one or more of them. The apparatus and execution environ-
ment can realize various different computing model infra-
structures, such as web services, distributed computing and
grid computing infrastructures.

A computer program (also known as a program, software,
software application, script, or code) can be written in any
form of programming language, including compiled or
interpreted languages, declarative or procedural languages,
and it can be deployed in any form, including as a stand
alone program or as a module, component, subroutine,
object, or other unit suitable for use in a computing envi-
ronment. A computer program may, but need not, correspond
to a file in a file system. A program can be stored in a portion
of a file that holds other programs or data (e.g., one or more
scripts stored in a markup language resource), in a single file
dedicated to the program in question, or in multiple coor-
dinated files (e.g., files that store one or more modules, sub
programs, or portions of code). A computer program can be
deployed to be executed on one computer or on multiple
computers that are located at one site or distributed across
multiple sites and interconnected by a communication net-
work.

The processes and logic flows described in this specifi-
cation can be performed by one or more programmable
processors executing one or more computer programs to
perform actions by operating on input data and generating
output. The processes and logic flows can also be performed
by, and apparatus can also be implemented as, special
purpose logic circuitry, e.g., an FPGA (field programmable
gate array) or an ASIC (application specific integrated
circuit).

Processors suitable for the execution of a computer pro-
gram include, by way of example, both general and special
purpose microprocessors, and any one or more processors of
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any kind of digital computer. Generally, a processor will
receive instructions and data from a read only memory or a
random access memory or both. The essential elements of a
computer are a processor for performing actions in accor-
dance with instructions and one or more memory devices for
storing instructions and data. Generally, a computer will also
include, or be operatively coupled to receive data from or
transfer data to, or both, one or more mass storage devices
for storing data, e.g., magnetic, magneto optical disks, or
optical disks. However, a computer need not have such
devices. Moreover, a computer can be embedded in another
device, e.g., a mobile telephone, a personal digital assistant
(PDA), a mobile audio or video player, a game console, a
Global Positioning System (GPS) receiver, or a portable
storage device (e.g., a universal serial bus (USB) flash
drive), to name just a few. Devices suitable for storing
computer program instructions and data include all forms of
non volatile memory, media and memory devices, including
by way of example semiconductor memory devices, e.g.,
EPROM, EEPROM, and flash memory devices; magnetic
disks, e.g., internal hard disks or removable disks; magneto
optical disks; and CD ROM and DVD ROM disks. The
processor and the memory can be supplemented by, or
incorporated in, special purpose logic circuitry.

To provide for interaction with a user, embodiments of the
subject matter described in this specification can be imple-
mented on a computer having a display device, e.g., a CRT
(cathode ray tube) or LCD (liquid crystal display) monitor,
for displaying information to the user and a keyboard and a
pointing device, e.g., a mouse or a trackball, by which the
user can provide input to the computer. Other kinds of
devices can be used to provide for interaction with a user as
well; for example, feedback provided to the user can be any
form of sensory feedback, e.g., visual feedback, auditory
feedback, or tactile feedback; and input from the user can be
received in any form, including acoustic, speech, or tactile
input. In addition, a computer can interact with a user by
sending resources to and receiving resources from a device
that is used by the user; for example, by sending web pages
to a web browser on a user’s client device in response to
requests received from the web browser.

Embodiments of the subject matter described in this
specification can be implemented in a computing system that
includes a back end component, e.g., as a data server, or that
includes a middleware component, e.g., an application
server, or that includes a front end component, e.g., a client
computer having a graphical user interface or a Web browser
through which a user can interact with an implementation of
the subject matter described in this specification, or any
combination of one or more such back end, middleware, or
front end components.

The computing system can include clients and servers. A
client and server are generally remote from each other and
typically interact through a communication network. The
relationship of client and server arises by virtue of computer
programs running on the respective computers and having a
client server relationship to each other. In some embodi-
ments, a server transmits data (e.g., an HTML page) to a
client device (e.g., for purposes of displaying data to and
receiving user input from a user interacting with the client
device). Data generated at the client device (e.g., a result of
the user interaction) can be received from the client device
at the server.

A system of one or more computers can be configured to
perform particular operations or actions by virtue of having
software, firmware, hardware, or a combination of them
installed on the system that in operation causes or cause the
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system to perform the actions. One or more computer
programs can be configured to perform particular operations
or actions by virtue of including instructions that, when
executed by data processing apparatus, cause the apparatus
to perform the actions.

While this specification contains many specific imple-
mentation details, these should not be construed as limita-
tions on the scope of any inventions or of what may be
claimed, but rather as descriptions of features specific to
particular embodiments of particular inventions. Certain
features that are described in this specification in the context
of separate embodiments can also be implemented in com-
bination in a single embodiment. Conversely, various fea-
tures that are described in the context of a single embodi-
ment can also be implemented in multiple embodiments
separately or in any suitable subcombination. Moreover,
although features may be described above as acting in
certain combinations and even initially claimed as such, one
or more features from a claimed combination can in some
cases be excised from the combination, and the claimed
combination may be directed to a subcombination or varia-
tion of a subcombination.

Similarly, while operations are depicted in the drawings in
a particular order, this should not be understood as requiring
that such operations be performed in the particular order
shown or in sequential order, or that all illustrated operations
be performed, to achieve desirable results. In certain cir-
cumstances, multitasking and parallel processing may be
advantageous. Moreover, the separation of various system
components in the embodiments described above should not
be understood as requiring such separation in all embodi-
ments, and it should be understood that the described
program components and systems can generally be inte-
grated together in a single software product or packaged into
multiple software products.

In some cases, the actions recited in the claims can be
performed in a different order and still achieve desirable
results. In addition, the processes depicted in the accompa-
nying figures do not necessarily require the particular order
shown, or sequential order, to achieve desirable results. In
certain implementations, multitasking and parallel process-
ing may be advantageous.

What is claimed is:
1. A computer-implemented method comprising:
determining signal strengths of a plurality of wireless
signals, wherein an individual wireless signal of the
plurality of wireless signals is transmitted between a
first transceiver of a first device and a second trans-
ceiver of another device of one or more other devices;
based at least in part on the signal strengths:
determining an approximate first distance between the
first device and a second device; and
determining one or more approximate second dis-
tances, wherein an individual second approximate
distance of the one or more approximate second
distances corresponds to a distance between the first
device and a respective other device of the one or
more other devices;
ranking (i) the approximate first distance between the first
device and the second device, and (ii) each of the one
or more approximate second distances;
based at least in part on the ranking, and based at least in
part on the approximate first distance satisfying a
threshold, presenting, via a display of the first device or
the second device, a first representation of a first user
of the first device that, upon a selection of the first



US 12,026,691 B2

15

representation, facilitates a first payment transaction
between the first user and a second user of the second
device;
at least partly responsive to the selection of the first
representation, identifying at least one of a first user
account of the first user at a payment service system or
a second user account of the second user at the payment
service system, wherein identifying the at least one of
the first user account or the second user account is
based at least in part on a user identifier encoded in a
wireless signal transmitted by the first transceiver of the
first device or the second transceiver of the second
device;
identifying stored payment data, stored by the payment
service system, associated with the at least one of the
first user account or the second user account;

processing the first payment transaction based at least in
part on the stored payment data; and
responsive at least in part on the processing of the first
payment transaction, presenting, via the display of the
first device, a second representation of a third user of
another device of the one or more other devices that,
upon selection of the second representation, facilitates
a second payment transaction between the first user and
the third user.
2. The computer-implemented method as claim 1 recites,
wherein determining the approximate first distance includes
validating the approximate first distance based at least in
part on motion sensor data received from a plurality of
motion sensors associated with at least one of the first device
or the second device.
3. The computer-implemented method as claim 1 recites,
wherein the plurality of wireless signals are associated with
a short-range communication network.
4. The computer-implemented method as claim 2 recites,
further comprising:
based on the motion sensor data from the plurality of
motion sensors, determining at least one of horizontal
movement, vertical movement, or rotational movement
of at least one of the first device relative to the second
device or the second device relative to the first device;

determine that the at least one of the horizontal move-
ment, the vertical movement, or the rotational move-
ment does not indicate that the approximate first dis-
tance is inaccurate; and

validate the approximate first distance based on determin-

ing that the at least one of the horizontal movement, the
vertical movement, or the rotational movement does
not indicate that the approximate first distance is inac-
curate.

5. The computer-implemented method as claim 1 recites,
wherein the first representation is associated with identifying
information associated with the first user or the second user.

6. The computer-implemented method as claim 1 recites,
wherein the first payment transaction is a cardless payment
transaction.

7. The computer-implemented method as claim 1 recites,
wherein the stored payment data comprises at least one of
first financial account information associated with the first
user or second financial account information associated with
the second user.

8. The computer-implemented method as claim 1 recites,
further comprising:

responsive at least in part on processing the first payment

transaction, determining updated signal strengths of the
plurality of wireless signals, wherein presenting the
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second representation of the third user of the other
device is based at least in part on the updated signal
strengths.

9. The computer-implemented method as claim 8 recites,
further comprising:

determining a device identifier associated with the other

device, wherein presenting the second representation of
the third user of the other device is further based at least
in part on the device identifier.

10. The computer-implemented method as claim 8 recites,
wherein presenting the second representation of the third
user of the other device is further based at least in part on a
re-ranking of the other devices.

11. A computer-implemented method comprising:

determining signal strengths of a plurality of wireless

signals, wherein an individual wireless signal of the

plurality of wireless signals is transmitted between a

first transceiver of a first device and a second trans-

ceiver of another device of one or more other devices;

based at least in part on the signal strengths:

determining an approximate first distance between the
first device and a second device; and

determining one or more approximate second dis-
tances, wherein an individual second approximate
distance of the one or more approximate second
distances corresponds to a distance between the first
device and a respective other device of the one or
more other devices;

ranking (i) the approximate first distance between the first

device and the second device, and (ii) each of the one
or more approximate second distances;
based at least in part on the ranking, and based at least in
part on the approximate first distance satisfying a
threshold, presenting, via a display of the first device or
the second device, a first representation of a first user
of the first device that, upon a selection of the first
representation, facilitates a payment transaction
between the first user and a second user of the second
device;
at least partly responsive to the selection of the first
representation, causing one or more servers of a pay-
ment service system to identify at least one of a first
user account of the first user at the payment service
system or a second user account of the second user at
the payment service system, wherein identifying the at
least one of the first user account or the second user
account is based at least in part on a user identifier
encoded in a wireless signal transmitted by the first
transceiver of the first device or the second transceiver
of the second device;
causing the one or more servers of the payment service
system to identify stored payment data, stored by the
payment service system, associated with the at least
one of the first user account or the second user account;

causing the one or more servers of the payment service
system to process the payment transaction based at
least in part on the stored payment data; and

presenting, via the display of the first device or the second
device, an indication associated with processing the
payment transaction.

12. The computer-implemented method as claim 11
recites, wherein presenting the first representation is further
based at least in part on determining that at least the second
user has the second user account usable for performing
cardless payment transactions with other users.
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13. The computer-implemented method as claim 11
recites, wherein the payment transaction is a cardless pay-
ment transaction.

14. A system comprising:

one or more processors; and

computer-readable instructions that, when executed by

the one or more processors, cause the one or more
processors to perform operations comprising:
determining signal strengths of a plurality of wireless
signals, wherein an individual wireless signal of the
plurality of wireless signals is transmitted between a
first transceiver of a first device and a second trans-
ceiver of another device of one or more other
devices;
based at least in part on the signal strengths:
determining an approximate first distance between
the first device and a second device; and
determining one or more approximate second dis-
tances, wherein an individual second approximate
distance of the one or more approximate second
distances corresponds to a distance between the
first device and a respective other device of the
one or more other devices;
ranking (i) the approximate first distance between the
first device and the second device, and (ii) each of
the one or more approximate second distances;
based at least in part on the ranking, and based at least
in part on the approximate first distance satisfying a
threshold, presenting, via a display of the first device
or the second device, a first representation of a first
user of the first device that, upon a selection of the
first representation, facilitates a payment transaction
between the first user and a second user of the second
device;
at least partly responsive to the selection of the first
representation, causing one or more servers of a
payment service system to identify at least one of a
first user account of the first user at the payment
service system or a second user account of the
second user at the payment service system, wherein
identifying the at least one of the first user account or
the second user account is based at least in part on a
user identifier encoded in a wireless signal transmit-
ted by the first transceiver of the first device or the
second transceiver of the second device;
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causing the one or more servers of the payment service
system to identify stored payment data, stored by the
payment service system, associated with the at least
one of the first user account or the second user
account;
causing the one or more servers of the payment service
system to process the payment transaction based at
least in part on the stored payment data; and
presenting, via the display of the first device or the
second device, an indication associated with process-
ing the payment transaction.
15. The system as claim 14 recites, wherein determining
the approximate first distance includes validating the
approximate first distance based at least in part on motion
sensor data received from a plurality of motion sensors
associated with at least one of the first device or the second
device.
16. The system as claim 14 recites, wherein the plurality
of wireless signals are associated with a short-range com-
munication network.
17. The system as claim 15 recites, the operations further
comprising:
based on the motion sensor data from the plurality of
motion sensors, determining at least one of horizontal
movement, vertical movement, or rotational movement
of at least one of the first device relative to the second
device or the second device relative to the first device;

determine that the at least one of the horizontal move-
ment, the vertical movement, or the rotational move-
ment does not indicate that the approximate first dis-
tance is inaccurate; and

validate the approximate first distance based on determin-

ing that the at least one of the horizontal movement, the
vertical movement, or the rotational movement does
not indicate that the approximate first distance is inac-
curate.

18. The system as claim 14 recites, wherein the first
representation is associated with identifying information
associated with the first user or the second user.

19. The system as claim 14 recites, wherein the payment
transaction is a cardless payment transaction.

20. The system as claim 14 recites, wherein the stored
payment data comprises at least one of first financial account
information associated with the first user or second financial
account information associated with the second user.
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