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(57) Abréegée/Abstract:

A method for controlling the authorization of a person to access a secure area, particularly a cockpit of a passenger aircraft, Is
provided. According to the method, an access control apparatus for detecting a set of biometric features Is provided, which
apparatus can be enabled by entering a predetermined access code. The access code Is transferred by the person to the access
control apparatus. The access control apparatus detects a set of biometric features of the person transferring the access code.
The set of biometric features of the person are saved. Access for the person for a predetermined time period Is subsequently

enabled. Solely verifying the set of biometric features of the person seeking access allows access to be enabled again for the
person during the predetermined time period.
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ABSTRACT

A method for controlling the authorization of a person to

aCCess a secure area, particularly a cockpit of a passenger
alrcraft, is provided. According to the method, an access
control apparatus for detecting a set of biometric features is
provided, which apparatus can be enabled by entering a
predetermined access code. The access code is transferred by
the person to the access control apparatus. The access control
apparatus detects a set of biometric features of the person
transtferring the access code. The set of biometric features of
the person are saved. Access for the person for a

predetermined time period is subsequently enabled. Solely

verifying the set of biometric features of the person seeking
access allows access to be enabled again for the person during

the predetermined time period.
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Method for controlling the authorization of a person to access

a Secure area

The invention relates to a method for controlling the
authorization of a person to access a secure area of a

passenger aircraft, for example of the cockpit.

According to the prior art, an access control apparatus is used
Lo protect, for 1instance, the door of a cockpit of a passenger
alrcraft against unauthorized access. By transferring to the

access control apparatus a predetermined numeric code known to

the members of the crew, i1f the access control apparatus has
1dentified the entered numeric code to be correct, the members

Of the crew can open the door and gain access to the cockpit.

In passenger aircraft of more recent design, the passenger
cabin 1s compartmentalized differently. In this case, the space
1n front of the cockpit is part of a compartment which is not
meant to be frequented by the passengers and which can
accommodate e.g. also tollets, a crew rest compartment or a
galley, and 1s protected by an access control apparatus.
Consequently, the members of the crew must enter this area far
more frequently. It can also be the case that the members of

the crew are carrying objects, e.g. trays or the like, in one
or both hands, which makes it difficult to transfer a numeric

code, e.g. by touching keys on a keypad.

An aspect of the present disclosure is directed to eliminating
the disadvantages according to the prior art. In particular, an
aspect of the present disclosure is directed to the provision
0of a method that enables an authorized person to access a

secure area as quickly and easily as possible.
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According to an aspect of the present invention, there 1is
provided a method for controlling authorization of a person to
access a secure area, comprising the following steps: providing
an access control apparatus for detecting a set of biometric
features, which apparatus can be enabled by entering a
predetermined access code, transferring the access code by the
person to the access control apparatus, detecting by means of the
access control apparatus a set of biometric features of the
person transferring the access code, wherein the set of biometric
features comprises faclial features, saving the set of biometric
features of the perSon for a predetermined time period, and
subsequently enabling access for the person during the

predetermined time period, whereln solely verifying the set of

biometric features of the person seeking access allows access to

be enabled again for the person during the predetermined time
period, wherein the biliometric features are saved only during the
predetermined time period, and after a renewed transfer of the
access code, the biometric features are detected again and are

saved for a further predetermined time period.
Advantageous embodiments of the invention are described below.

According to an embodiment of the invention, for the purpose of
controlling the authorization of a person to access a secure
area, 1ln particular a cockpit of a passenger aircraft, a method

1s proposed comprising the followling steps:

providing an access control apparatus for detecting a set of

biometric features, which apparatus can be enabled by entering a

predetermined access code,

transfer of the access code by the person to the access control

apparatus,

CA 2847308 2017-09-22



10

15

20

25

CA 2847308 2017-03-30

01777366

_3_

detecting by means of the access control apparatus a set of

biometric features, for example biometric features of the tace,

ﬁ

ol the person transferring the access code,

saving the set of biometric features of the person, and

subsequently enabling access for the person for a predetermined

time period,

whereln verifying the set of biometric features of the person

seeking access allows access to be enabled again for the person

during the predetermined time period.

In addition to verification, 1n some embodiments an activation
trigger event can also be requested. Such an activation trigger
event can involve, 1n particular, the person making a
deliberate and also required action or movement or other
operation. This has the advantage that unintentionally enabling
access can be avoided by using the activation trigger event.
Only the cumulative existence of the activation trigger event

and the match between the biometric features and the features

saved 1n the database allows access to be enabled. Further

measures for avoiding unintended clearance can be implemented
in order to prevent, for example, access being enabled on
passing by the secure area, which is what the activation

trigger event 1s also used to prevent.

Within the meaning of embodiments of the present invention, the
access code 1s a code that is stored in the access control
apparatus. The access code can be changed. Changing the access
code, however, 1s possible only for specially authorized
persons, who 1n particular are not members of the crew. The

access code 1s usually valid over a longer time period than the
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precetermined time period. The access code can be a code
composed of numbers and/or letters and which can be transferred
to the access control apparatus by touching relevant keys of a
keypad. The access code can, however, also be stored on a

> magnetic strip, a transponder or the like, which e.g. is part

of an i1dentification card.

In some embodiments, after entering the access code correctly,

the person concerned 1is requested to assume a position suitable
for detection and/or extraction of the biometric features, for

10 example the person can be requested to face into a camera. From

the detected information, for example a captured picture, a set

of biometric features specific to the person is created on the
basis of a predetermined algorithm, and saved. Simultaneous
wlith or in conjunction with the extraction of the biometric

15 features or with the clearance based on the access code, a time

measurement starts to run. Then, 1i.e. at least after detecting

a region required for extracting the biometric data, the person

concerned 1s granted access to the secure area, in particular

on the basis solely of the access code.

20 If the person now seeks to access the secure area again during

the predetermined time period, which, for instance, is equal to

the length of a work shi:

(t, thils access 1s already granted when

a check of the biocmetric features of the person results in a

match between these features and a saved set of biometric

25 features. For this purpose, for instance, it is merely

necessary that the person concerned looks into the camera, and

the biometric features are detected and extracted on the basis

of this and compared with the saved set(s) of biometric data.

IT the detected biometric data matches an already saved set of

30 data, then the person concerned is granted access. Thus in the
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repeat situation, access to the secure area during the
predetermined time period is easily and quickly possible, in

particular it can avoid the need for the person to re-enter the

access code, which 1s not always possible in the service area,

for instance, if the person concerned e.g. does not have a hand

free for entering the access code.

In some embodiments, the secure area may be a room. The room

may be 1n particular a compartment in a vehicle, preferably in

an alrcraft.

The method according to embodiments of the invention, however,

1s also suitable for controlling access to other areas

requiring protection, e.g. a data processing facility or the

like.,

The overall result of the proposed method is that on or after
entering the access code, person-specific biometric features
are detected and saved, and that the biometric features are

used as a substitute for the access code at least for the

predetermined time period. Entering the access code is thus

sultable for initiating the detection of the biometric features

and associating these features with the access code e.J.



10

15

20

23

30

39

CA 02847308 2014-03-24

for a time-limited period, 1n particular 1n such a way
that access to the secure area can be made by entering
the access code, and advantageously according tTo the

invention also without repeated entry of the access

code, solely on the baslis of the biometric data. In
particular, this can also be seen to have the advantage
that any changes 1n the Dbiometric features which may
occur, e.g. 1n the face of a person, do not need to be

taken 1nto account.

Thus the proposed method can be used to achieve at
least temporary conversion of an access authorization
that regulres activation o} hand, l.e. manual
activation, 1into an access authorization that can be

activated without 1nvolving touching, 1n particular on

the basis of Dbilometric data or features. In a
generalization of  the concept according to  the
invention, 1t would alsc be possible in particular to

replace the access code by any form of person-specific

information, 1t also being possible here to use
information read from an active or passive memory which
1s carrled on the person, or to use other information.
Using an access code that has to be entered manually
has the advantage that deliberate enabling must be
performed at least once. It can thereby be avoided that
access 1s enabled automatically on the basis of e.q.
biometric data even though the person concerned does

not i1ntend to galn access.

According to an advantageous empbodiment of the
invention, the access code 1s a numeric code. It can be
stored on a data storage medium, preferably on a
magnetic strip or a transponder. The access code 1is
advantageously specific to the person or a group of
people to which the person belongs. For instance, a

numerlic code such as e.g. "2234" can be known to the

crew of a passenger aircraft as the access code.
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The access control apparatus determines the biometric features

preferably from the face or the facial features of the person,

for example on the basis of a predetermined algorithm.

According to a further advantageous embodiment of the method,
renewed access to the secure area after the predetermined time
period has elapsed is only possible after the renewed transfer of
the access code. Using facial biometric data is applicable in
particular to the situation in the cabin of a commercial
aircraft, because the face or the facial features of the person
concerned are normally accessible in the aircraft, in particular
are not covered by 1tems of clothing. Using facial features in
particular also has the advantage that it requires for the
purpose of determining the biometric data an active and
deliberate action by the person concerned which can involve, for
example, looking into a specially arranged camera. Thus

accidental access clearance can largely be avoided.

Embodiments provide that after the predetermined time period has
elapsed, the access authorization based on the biocmetric data

becomes invalid, and the access code must be re-entered in order

to enable access.

In some embodiments, the access code is specific to a person or
an entire group of people. For a group of people, the expiry

time, i.e. the predetermined time period, can be set separately

for each person.

The scope of the invention is also intended to include
embodiments in which repeated, successive access shall be
possible even without detecting and saving the biometric data. In
this case, however, it would be necessary to enter the access

code for each access sought.
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In a variant of operation, it would be possible that after
entering, 1n particular entering manually, the access code, the
person 1s asked in which way enabling shall be performed in
future, 1n particular for the predetermined time period. It is
possible in this case, for instance, that the person can select
whether the access code is still meant to be used for enabling
access for the predetermined time period, or whether biometric
data 1s meant to be used instead. When the selection is to use
biometric data for enabling, the biometric data is detected and

saved. Reference 1s made to the above embodiments in this regard.

Non-limiting examples of embodiments of the invention are
described in greater detail below with reference to the drawings,

1in which:

Figure 1 shows a first flow chart "A", and

Figure 2 shows a second flow chart "R".

The method according to an embodiment of the invention can be
used, for example, toc safeguard access to a specific compartment,
€.g. To an area that includes the cockpit, or to other areas or
sections 1n a passenger aircraft. Possible uses include, 1in

particular, access security systems for VIP aircraft or VIP
areas, and safeqguarding or restricting access to First Class, the
galley, crew rest compartments, toilets, lavatories, sectors

containing technical equipment or machinery, etc.

For thilis purpose, the compartment concerned can be locked by a
door. The door is secured by a lock that can be opened by an
electronic access control apparatus. The access control apparatus
can be a computer having a camera and a touchscreen, wherein the
touchscreen displays a keypad composed of numbers and/or letters
and 1s designed to allow a person/user to enter a sequence of

numbers and/or letters by manual
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operaticn. In particular the method represented 1n

Figures 1 and 2 in the form of flow charts can be

1mplemented by the access control apparatus.

Figure 1 shows the method steps that can be performed

to gain access for the first time to the secure area.

An authorized person knows an access code stored 1n the

access control apparatus. This code may be a sequence

of numbers such as "2234", for example.

In a first step, the person concerned enters the access
code, for instance by touching the relevant numbers on

the keypad displayed on the touchscreen.

The computer compares the entered access code with the

stored access code. If the entered access code does not

match the stored access code, the method 1s termlnated

and, 1f applicable, restarted.

If the entered access code matches the stored access

code, the person concerned 1is requested to face into a

camera, l1.e. the person 1is requested to assume a

position for biometric feature extraction.

In a variant of operation, it would be possible to ask

the person whether the access code i1is still meant to Dbe

used for enabling access, or whether biometric data 1is

meant to be used 1instead for the predetermined time

period.

In the case where biometric access control 1s used, the

access control apparatus can now be used to produce an

P

image or representation of the face or facial features

of the person. Then the biometric features of the face

are determined or extracted on the basis of the 1mage

or directly from the face or the facial features, and
saved 1n a database, 1n particular 1n a memory.

Simultaneous with o¢r 1in conjunction with this, a time
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measurement 1s started. Clearance 1s given for access

to the secure area. Clearance can Ppe given by the

access control apparatus opening briefly the lock on
the qdoor.

Figure 2 shows the steps of a method "B", which 1s
executed when the access control 1s meant to be
performed on the baslis of the biometric features, and
the person seeks access to the secure area once agailn.
As a result of an activation trigger event, 1n a first
step, an 1mage of the face of the person seekling access
1s agaln produced, or Dbiometric features of the

triggering person are detected and determined.

The determined set of biometric features 1s then
compared wilith the further sets of biometric features

saved 1n the database.

If the set of determined biometric features does not
match any of the further sets of biometric features,

the method "A" 1s started.

If the set of biometric features matches one of the
sets of bilometric features saved 1n the database, a

check 1s made to establish whether a predetermined time

period associated with this set of biometric features

nas elapsed. This can be done by comparing the time
measurement started 1n the method "A" wlth a
predetermined time period, for example 8 hours. If it
1s established that the predetermined time has elapsed,

the method "A" (see Figure 1) 1s started.

If the predetermined time period has not vyet elapsed,

the person 1s cleared to access the secure area.
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CLAIMS:

e

1. A method for contreolling authorization of a person to

access a secure area, comprising the following steps:

providing an access control apparatus for detecting a
set of biometric features, which apparatus can be enabled by

entering a predetermined access code,

transferring the access code by the person to the

access control apparatus,

detecting by means of the access control apparatus a

set of biometric features of the person transferring the access

code, wherein the set of biometric features comprises facilal

-

features,

saving the set of biometric features of the person

for a predetermined time period, and

subseqguently enabllng access for the person during

the predetermined time period,

wherein solely verifying the set of biometric

features of the person seeking access allows access to be
enabled again for the person during the predetermined time

period,

wherein the biometric features are saved only during

the predetermined time period, and after a renewed transfer of
the access code, the blometric features are detected agaln and

are saved for a further predetermined time period.

2. The method according to Claim 1, wherein the secure

area 1S a room.

CA 2847308 2017-09-22
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3. The method according to claim 2, wherein the room 1is
a compartment in a vehicle.

4, The method according to claim 3, wherein the vehicle
18 an aircraft.

5. The method according to claim 4, wherein the vehicle
is a passenger aircraft.

6. The method according to any one of claims 2 to 3,

wherein the secure area 1s a cockpit.

7. The method according to any one of claims 1 to 5,

wherein the secure area 1s a data processing facility.

g . The method according to any one of claims 1 to 7/,

wherein the access code 1s a numeric code.

9. The method according to any one of claims 1 to G,

wherein the access code 1s stored on a data storage medium.

10. The method according to claim 9, wherein the data

storage medium comprises a magnetic strip or a transponder.

11. The method according to any one of claims 1 to 10,
wherein the access code 1s specific to the person or a group ot

people to which the person belongs.

12. The method according to any one of claims 1 to 11,
wherein the biometric features are determined on the basis of a

predetermined algorithm.

13. The method according to any one of claims 1 to 12,
wherein renewed access to the secure area after the

predetermined time perlod has elapsed 1s only possible after

the renewed transfer of the access code.

CA 2847308 2017-09-22
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