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ABSTRACT

A method for use in monitoring one or more platforms of a data system comprises the
steps of: identifying, using a data processing platform, a log message to be archived, first
operating the data processing platform to associate metadata with each of multiple parsed
portions of the identified log message to be archived, wherein the parsed portions correspond
to different fields of information of the log message and the metadata includes information
describing the fields of information so as to assist in restoring the log message; and second
operating the data processing platform to archive the log message together with the metadata
in a data archiving structure for enabling restoration of the log message using the metadata,
whereby desired log messages can be restored based on one or more of the fields of

information of the desired log messages.
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LOG COLLECTION, STRUCTURING AND PROCESSING

FIELD OF THE INVENTION

The present invention relates in general to network monitoring and
information management more specifically to an associated structure and
methodology that provides for event detection and analysis (e.g., error conditions,
audit failures, attacks, intrusions, , etc.) based on the processing and organization of
log messages,

BACKGROUND

Modern business operations typically require many communication devices
and technologies that include routers, firewalls, switches, file servers, ERP
applications, etc. Generally, such devices and technologies report their health and
status by writing log files. For example, computer processors are responsible for
processing vast amounts of data for a variety of applications. To determine how a
certain application may be processed by a computer processor, engineers typically
design the application with a log file that records various functional outputs within the
application. That is, certain functions within the application may output data to the
log file so that the engineers may diagnose problems (e.g., software bugs) and/or
observe general operational characteristics of the application.

By observing the general operational characteristics of an application, certain
valuable information may also be ascertained. For example, log files generated by a
file server may record logins. In this regard, certain logins may be unauthorized and
their prevention desired. However, with the multitude of communication devices and
their corresponding applications available, bewildering array of log data may be
generated within a communication network. Additionally, communication networks
are often upgraded with additional systems that provide even more logs. Adding to
the complexity of the situation, communication devices and applications of these

communication networks vary in so many ways and so do their corresponding log file
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formats. Attempting to comptehensivly review log files across so many technologies
has generally been impractical.
SUMMARY OF THE INVENTION

The present invention relates in general to text processing in data systems and,
in particular, to processing log messages. Log messages are generated by a variety of
network platforms including WindowsTgervers, Linux“;ervers, UNDEMservers, routers,
switches, firewalls, intrusion detection systems, databases, ERP applications, CRM
applications, homegrown applications and others. The log data can be collected using
standard network logging and messaging protocols, such as Syslog, SNMP, SMTP
and other proprietary and nou-proprietary protocols. Moreover, the log file may be
text based, a proprietary format, a binary format, etc. In addition, the logs may be
written to databases such as OracleTzﬁ Sybasg,ﬁ MyS Qi::'etc. As a result, a data system
may generate a large number of logs in different formats, and it may be desired to
monitor or analyze these logs for a variety of purposes.

The present invention provides a system for identifying fields of information
within such log messages and for selectively processing the messages in accordance
with rules based on those fields, In this manner, log messages can be intelligently
processed, in substantially real time, so as to yield usefil information. In addition, the
invention facilitates automated selective access to archived files and assists in
wnderstanding such files, even where those files are old or relate to retired systems.
The invention also provides a powerful and flexible text processing engine to
facilitate processing of textual messages including log messages. Moreover, the
invention provides a protocol for transferring log information between an agent for
acquiring log information and a platform for processing of the log information. In one
implementation, the agent collects log messages, stamps them with "state" metadata
and forwards them to the log processor platform. The protocol enables extremely fast
insertion rates while retaining the full content of the original log messages. In this
manner, the invention provides for enhanced processing of textual messages including
log messages and enables improved audit and compliance analysis, application
monitoring, security monitoring, and operations analysis. Moreover, the invention is
scalable to support large networks ot to adapt to growing networks. The invention

also allows for normalization of log information across platforms, technologies and
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time zones to facilitate centralized processing, data mining and other aggregate processing
functionality.

In accordance with one aspect of the present invention, there is provided a method
for use in monitoring one or more platforms of a data system, comprising the steps of:
identifying, using a data processing platform, a log message to be archived; first operating
said data processing platform to associate metadata with each of multiple parsed portions
of the said identified log message to be archived, wherein said parsed portions correspond
to different fields of information of a content of said log message, including an action that
caused said log message to be generated and onc of a result of said action and a person
associated with said action, and said metadata includes information describing said fields
of information so as to assist in restoring said log message; second operating said data
processing platform to archive said log message together with said metadata in a data
archiving structure for enabling restoration of said log message using said metadata,
whereby desired log messages can be restored based on one or more of said fields of
information of said desired log messages; providing an interface for enabling a user to
provide user inputs for programming said data processing platform to retrieve log
imformation based on said restored log messages; and third operating said data processing
platform to use said user inputs and said metadata to provide said log information, wherein
said log information is based at least in part on said archived log message.

In accordance with another aspect of the present invention, a method for use in
processing logs in a data system, comprising the steps of: providing a computer-based
tool for use in accessing archived logs based on metadata describing each of multiple
parsed portions of the logs, wherein said parsed portions correspond to different fields
of information of a content of said logs, including an action that caused said logs to be
generated and one of a result of said action and a person associated with said action,
and said metadata describes said fields of information; first operating said computer-
based tool to receive restoration information associated with one or more fields of said
metadata; and second operating said computer-based tool fo restore one or more logs

based on said received restoration information.
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In accordance with another aspect of the present invention, a method for use in
monitoring one or more platforms of a data system, comprising the steps of:
establishing an agent protocol defining communications between an agent for
acquiring log messages and a processor for processing log messages; providing an
agent for monitoring log messages associated with a monitored platform; and
operating said agent to identify a log message of interest, process said log message to
parse said message and associate metadata with parsed portions of said log message,
wherein said parsed portions correspond to different fields of information of a content
of said log message, including an action that caused said log message 1o be generated
and one of a result of said action and a person associated with said action, and said
metadata describes said fields of information, and provide an output in accordance
with said agent protocol, wherein said output includes an entircty of a content of said
log message together with said metadata.

In accordance with another aspect of the present invention, a method for use in
monitoring one or more platforms of a data system, comprising the steps of:
establishing an agent protocol defining communications between an agent for
acquiring log messages and a processor for processing log messages; receiving, at said
processor, a pre-processed log message in accordance with said agent protocol, where
said pre-processed log message includes parsed portions of a raw log message,
collectively including an entirety of a content of said raw log message, together with
metadata defining said parsed portions, wherein said parsed portions correspond to
different fields of information of said content of said log message, including an action
that caused said log message to be generated and one of a result of said action and a
person associated with said action, and said metadata describes said fields of
imformation; and operating said processor to use said metadata to further process said

pre-processed log message.
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By way of illustration, the rules may govern archiving of log messages or
identifying events for further processing. In this regard, the rules may identify a
subset of logs for archiving so as to reduce archiving requirements. In the case of
event monitoring, logs to be identified as an event may be designated in relation to
any of a variety of fields, e.g., relating to critical operating parameters, critical
applications and/or user of interest. Information regarding such events may be
aggregated and otherwise processed to provide improved system diagnostic or security
information. It will be appreciated that events may be defined and prioritized based
on criteria defined by specific users.

In accordance with another aspect of the present invention, a utility is provided
for improved archiving of log messages. The utility involves identifying a log
message to be archived, associating metadata with the identified message to assist in
restoring the message, and archiving the log message together with the metadata in a
data structure for enabling restoration of the log message using the metadata. For
example, the metadata may identify particular fields of the log message relating to the
log host, the log message source, an IP address, a program, a login or various other
fields. In this manner, these fields can be used to restore logs of interest. Thus, logs
related to a particular platform, a particular user or the like can be quickly and easily
identified and restored as desired. Moreover, the log files are thus autonomous files.
That is, the files are self-describing such that they can exist outside of the inventive
system and still be understood months, years, or even decades later based on the

metadata associated with the files.
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In accordance with a still further aspect of the present invention, a utility is
provided for improved transfer of information between an agent and a log processing
system. It will be appreciated that the present invention allows for log collection with
or without an agent,. However, an agent may be desired or required in certain contexts.
Where an agent is utilized, the noted utility involves: establishing an agent protocol
defining communications between an agent for collecting log messages and a
processor for processing log messages; providing an agent for collecting log messages
associated with a monitored platform; and operating the agent to identify a log
message of interest and associate certain state metadata with the message. The agent
is further operative to provide an output in accordance with the agent protocol, where
the output includes the entirety, or substantially the entirety, of a content of the
message together with the metadata. In this manner, insertion rates can be enhanced
while retaining access to the full content of the original log message. From the
perspective of the log processing system, the noted utility involves: establishing an
agent protocol as noted above; operating the processor to receive a message and
identify metadata associated with the log message; and processing the log message
based on the metadata.

In accordance with another aspect of the present invention, rules-based
processing is performed at the agent (collection point) or at the log manager. That is,
rules can be centralized and/or distributed. The rules can be used to process a variety
of textual messages, including log messages. The rules processing flows as such:

e A raw log enters the processing engines.

e The log is analyzed by one or more rules.

e The rule(s) examines the text to see if it matches a rules text pattern. This
text pattern may be defined using regular expres.;;ions or other text
processing tools

o The rule contains tokens that identify specific fields within the text.

e Two types of tokens may be employed: sub-rule tokens and normal field
tokens. '

» Nommal field tokens are used to parse data from the text of the log into
separate reporting fields. This includes fields such as IP address, login, and

TCP/UDP port numbers. Users can create and define their own tokens.
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User defined tokens can be used to extend the systems text log processing
so as to allow custom data to be parsed from the text and stored in separate
"normalized" fields for reporting.

e Sub-rule tokens parse data from the text that will be further analyzed for
further differentiating the text log from other logs. For example, a system
may report logs that have the exact same format and only differ by an error
code. Sub-rule tokens would parse the error code where the parsed error
code value would be used to differentiate one log from another.

e Rules that have sub-tokens are further processed. This additional
processing can include applying an additional pattern matching logic to the
text and/or examining the values of sub-rule token parsed data.

e A rule can include a theoretical infinite number of iterations where the rule
matches a text pattern, parses sub-rule tokens, processes sub-rule token
value against text pattern, parses sub-rule tokens, and processes sub-rule
token values until the log text is fully differentiated/processed.

* The rules can also prioritize when a token should be used. This is the case
when a value could appear in multiple positions in the text and you want
the engine to look at position 1 first, then position 2, then position 3, etc.

The present invention is also useful in normalizing Windows event log

information, such as time stamps associated with such event logs. In this manner, such
time stamp information can be provided in a manner that is platform independent, for
example, so as to facilitate remote collection of Windows event logs and collection of
such logs across multiple platforms, e.g., for system wide monitoring and aggregation
purposes. In accordance with a further aspect of the present invention, a utility is
provided in this regard that involves: accessing a Windows event log from a
monitored platform; identifying a time stamp associated with the Windows event log;
and normalizing the time stamp such that the time stamp is substantially independent
of a processing environment of the monitored platform. For example, the time stamp
may be normalized by accounting for one or more of the local time zones, a local
clock offset, and a local platform time system.

In accordance with a still further aspect of the present invention, a utility is

provided for collecting Windows event logs. The relevant log collection functionality

5
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can be implemented by a collection agent that may be resident at the location of the
monitored platform or may be remotely located. The utility involves providing a log
manager for processing log information from one or more monitored platforms;
operating the log manager to remotely access a Windows event log from a monitored
platform; and processing the time stamp so that the time stamp is substantially
independent of a processing environment of the monitored platform. It will be
appreciated that the log manager may be operated to collect Windows event logs from
multiple platforms where the time stamps from the multiple platforms are related to a
common time reference. In one implementation, prior to each query for event log
data, the log manager collects the system time from the Windows machine. This time
is used to make corrections for clock offsets between the monitored system, or an
agent collecting the event log data, and the log manager or another Windows system,
which may be remotely located. In this manner, the event log times collected from the
remote platforms are corrected to a master time so as to define a common time
reference. In accordance with a still further aspect of the present invention, event log
message strings are stored, for example, in cache. One of the features of event log
data is that the log message text is collected from the remote system. Each event log
entry contains a message string with placeholders for what are called replacement
strings. In order to put the full message together, the replacement strings are
substituted into the message string for the placeholders.

Example:

message string = user %1 logged into %2

replacement strings:

%1 = John_Doe

%2 = John_Doe_Workstations

Full message = User John_Doe logged into John_Doe_Workstations

One thing that can make remote event log collection slow and expensive from
a network bandwidth standpoint is continually collecting the message strings. These
strings (with the placeholders) do not change unless the library from which they are
taken is replaced or updated. Since these strings generally are not cached locally, the
system of the present invention caches a local copy (at the agent) for a pre-determined

amount of time. When the agent looks for the message string, it first looks to see if it
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is in the cache. If the string is in the cache, it uses the local copy; if not, it retrieves it

from the remote system and puts it in the cache. The cache lifetime can be configured
to balance efficiency vs. obtaining the most recent version of the message string (i.e.,
user installs new version of a library).

The present invention also provides for improved scalability of a log
management system. For example, the scalability of an individual log manager may
be determined by the server platform, the aggregate numbers of log messages
forwarded per second, and the number of connected log agents. Generally, the number
of deployed log managers is the only limitation on the total scalability of the log
management layer. The process of adding more log storage is readily accomplished
by the addition of a log manager. The log managers work in parallel to meet the total

log management needs of the organization.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a block diagram of a system that provides for log management and
events associated therewith.

Figure 2 is a block diagram of a log manager operable with a computer
network employing Microsoft Windows operating systems.

Figure 3 is a block diagram of multiple log managers with each being
configured to communicate to a computer network in a variety of manners.

Figures 4 and 5 are tables of reporting fields used by the Message Processing
Engine ("MPE") of a log manager.

Figure 6 is a block diagram of an agentless log manager configuration.

Figure 7 is a block diagram of a remote log agent configuration.

Figures 8 and 9 are flowcharts of exemplary log agent processes.

Figure 10 is a flowchart of an exemplary agent and mediator server process for
automatically recognizing hosts sending log data to a log manager (e.g., “auto-
registration”).

Figure 11 is a screen capture of an application interface used to customize
rules for the MPE.

Figure 12 is a screen capture of an application interface used to customize sub-
rules for the MPE.
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Figure 13 is a block diagram of a log manager illustrating archival and
destruction of retrieved logs.

Figure 14 illustrates an exemplary archive file control interface.

Figure 15 is a block diagram of an event manager operable within a log
management system.

Figure 16 illustrates a flow of data originating as log messages and
culminating as alarms.

Figure 17 illustrates a dashboard interface that provides a real-time view into
event collection by an event manager.

Figures 18 through 19 illustrate other dashboard interfaces that may provide
additional information relating to event collection by an event manager.

Figure 20 illustrates a dashboard interface to alarms that are generated from
certain events.

Figure 21 illustrates a rule manager interface.

Figure 22 illustrates a log manager configured with a database log adapter that

_ communicates with a database.

DETAILED DESCRIPTION OF THE DRAWINGS

The present invention relates to network monitoring and information
management through the processing of log messages. In the following description,
the invention is set forth in the context of log messages that are generated by
computers within a computer network, for purposes of illustration. However, it will
be appreciated that the invention is applicable to a broader variety of applications.
For example, the log message processing may provide for the detection of a particular
event for virtually any type of system that generates log messages (e.g., computer
servers, mainframes, network devices, security devices, access control devices, etc.).
In addition, certain aspects of the invention are applicable in contexts other than log
processing

Generally, the invention regards systems and methods that provide for the
collection, processing, management, and analysis of the log messages. In Figure 1,
log messages are generally identified by the reference numbers 11;...11y and are

generated by their respective computers 10;...10y (where M and N are both integers
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greater than 1). In this regard, the computers 10;...10y may each generate a plurality
of text files describing various events associated with the computers’ operations. The
generated text files are also routinely updated by the computers 10;...10y as various
events transpire during the computers’ operations, a process that is generally referred
to as “logging”. Additionally, while log messages may come in other formats, text
files are often used for logging because of their readily manageable format and
because a person can more easily understand the information contained therein for
diagnostic purposes when problems arise.

Generally, the computers 10;...10p that generate logs 11;...11x comeina
variety of configurations with each being capable of generating tremendous numbers
of logs. For example, the computer 10; may represent a server operable within a
computer network configuration. In this regard, the server may be responsible for
delivering applications to computers within the computer network, administering
communications among computers within the computer network, controlling various
features of the computer network etc. In the process of performing these functions,
although partially dependent upon the number of computers within the network; the
server typically generates thousands of log entries per day. To illustrate, when a user
incorrectly attempts to logon to a single computer on the computer network, the server
may generate a log entry noting at a particular time (e.g., timestamp) that an improper
procedure was performed. Of course, the invention is not intended to be limited to
log entries that merely reflect improper login attempts. Rather, computers regulatly
generate log entries for a variety of actions, such as application launch failures, audit
activity, attacks, operating system errors, etc. Other examples of computersl may
include individual computers (e.g., desktops and notebooks/laptops), computer
workstations, mainframe systems, etc..

The system 20 of the present invention provides for the rapid/automated
extraction of viable information from the logs 11;...11x. Namely, the system 20
provides for a log manager 13 that is communicatively coupled to the various
computers 10;...10y to receive the logs 11;...11y generated therefrom (e.g.,
collection). In this regard, the log manager 13 may use various protocols to
communicate with the computer 10;...10m. For example, the system 20 may employ

log agents (e.g., software) that operate on the individual computers 10;...10y to
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extract log entries from the logs of the computers. In some instances, the log agents
are software protocols that are innate to the operating system of a particular computer.
For example, the log manager 13 may be communicatively coupled to a computer
using the Windows Operating System by Microsoft, Inc. and, as such, may
communicate with the computer using Windows Networking/Remote Procedure Calls
(RPC). Such is illustrated in the system 20 of Figure 2 with the log manager 31
communicating with a computer network 32 that runs Microsoft Windows operating
systems. The log manager 31 may use the RPCs 34 to extract various log entries 33
generated by the various computers of the computer network 32 for processing by the
log manager. In other instances, a software log agent may be configured to operate on
the computer to exclusively communicate with the log manager 13. In such an
embodiment, the log agent may transfer log entries to the log manager 13 via
proprietary protocols. This and other examples of log manager communications are
illustrated in greater detail below in Figures 3 through 5.

The information that the log manager 13 may extract from the logs may
ultimately be used to generate alarm messages that may be useful to an end user. For
example, the log manager 13 may process thousands of log messages and detect
certain events from the volume of data contained therein. The log manager 13 may
aggregate log data into a manageable format that summarizes, for example, the
frequency of a particular event. Additionally, the log manager 13 may archive the
above data for future reporting uses. This aggregation and archival may generally be
referred to as management.

To illustrate some of the management aspects of the log manager 13, a
computer in a network (e.g., computer 10;) may log an entry that a particular Internet
Protocol (IP) address is attempting access to the computer. Similarly, another
computer (e.g., computer 10,) in the network may log an entry that the same IP
address is attempting access to the computer. The log manager 13 surmises that the
same events are occurring on different computers. The log manager 13 may, in turn,
generate an event message stating that the IP address is attempting access on various
computers of the network. In this regard, the system 20 is generally configured with
the event manager 14 to process the event messages to determine whether an alarm

should be generated (e.g., analysis). If the IP address of this example is that of a
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computer that routinely communicates to the computer network as part of an
authorized process, the event may simply be registered by the event manager for
future use, if any. However, if the IP address belongs to a computer system that is,
for example, attempting to bombard the network with message traffic, the event
manager 14 may generate an alarm that a denial of service attack is underway so that
a system administrator may take appropriate steps to limit or prevent any damage.
Additionally, the utility may detect trends of events and/or alarm generation and
provide reports pertaining to those trends, also falling generally under the purview of
analysis. |

Turning now to a more specific example, Figure 3 shows a block diagram of
the log managers 51 - 53 with each being configured to communicate with a computer
system (e.g., a computer network, a single computer, a work station, a server, a
mainframe, routers, switches, network devices, firewalls, etc.) and thereby operate as
a front end to an event manager (e.g., event manager 14 of Figure 1). For example,
the log manager 51 may be configured to communicate with a UNIX-based computer
system. In this regard, the log manager 51 may use syslog protocols that are inherent
to the UNIX operating system to receive log messages from the computer system.
The log manager 52, on the other hand, may be configured to exclusively operate
using SNMP (Simple Network Management Protocol) and SMTP (Simple Mail
Transfer Protocol) to receive log messages via the Internet or computers using
Internet protocols. Those skilled in the art readily recognize SNMP as a means to
monitor and control network devices, and to manage configurations, statistics
collection, performance, and security and SMTP as a network management protocol
used almost exclusively in TCP/IP networks to send and receive electronic mail.

Another example of transfer protocols that may be used are the Netflow
protocols produced by Cisco Systems Inc. For example, the log manager can be
configured to monitor a specified UDP (“User Data Protocol") port for incoming
Netflow data. In this regard, the Netflow data may be received as UDP packets
containing one or more flows collected by the sending device. A set of processing
rules may be assigned to a Netflow policy such that Netflow data may be tagged as
originating from a Netflow Log Message Source. Additionally, Netflow may be used

within virtual source handling process (described below) in order to assign the
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Netflow data from different devices to specific log message sources (e.g., within
system 20 of Figure 1).

In one embodiment, the log managers are configured with a server process,
called a message processing engine (“MPE”), that is responsible for processing each
log message against a rule base. For example, log manager 53 is illustrated as being
configured with the software component MPE 54 that provides for the identification
of specific log messages, the parsing of data from the log message to reporting fields
(e.g., IP addresses, logins), log message “aging” (e.g., deletion periods) and archiving,
and the forwarding of a subset of log messages to an event manager (e.g., event
manager 14 above). Because log messages vary in format and the data they contain, a
flexible and powerful text comparison capability is employed. The text comparison is
generally implemented using regular expressions, similar to those used in the UNIX
operating system environment. The regular expressions assist in identifying and
parsing log messages.

In this regard, the MPE 54 may also be configured with rules to implement
such processing, For example, the MPE 54 may use a set of rules that are a
combination of Microsoft .NETs regular expression syntax (modeled after industry
standard regular expression syntax) and a unique tagging notation. The tagging
notation additionally identifies sections of the log message that should be parsed into
report fields, such as source IP addresses, destination IP address, and Login
information, When an MPE rule is prepared (e.g., via the exemplary interfaces of
Figures 11 and 12 described below), the tagging notation is converted to regular
expression notation such that the MPE 54 can process log messages by comparing
them to applicable rules (per a policy). More specifically, when a log entry matches a
particular rule, the following is generally performed:

1. The log message direction is determined (e.g., external, internal);

2. A risk-based priority is calculated;

3. Meta-data is parsed from the log message text

4, The original log message text, the parsed meta-data, and any prepared
data (e.g., direction, risk-based priority, time-to-live, archive settings) is written to the
Log Manager database; and
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5. An event is generated and forwarded to the event manager (e.g., if the
feature is activated).

The event record that is generated by the MPE 54 generally contains the same
information as the updated log message record with additional reporting fields.
Examples of those reporting fields are shown and described in Figures 4 and 5. These
reporting fields (i.e., of Figures 4 and 5) are updated by the MPE 54. The reporting
fields may include meta-data associated with log messages and data that is parsed
from the log,

In yet another example of possible communications between the log manager
and a computer system, log manager 53 is configured to communicate with a
computer system via log agent protocols that operate with the computer system being
monitored. For example, a software application (i.e., log agent 50) may be configured
to specifically operate within a particular computing environment (e.g., an operating
system). The log agent 50, when executed by the computing environment, may
retrieve generated log messages from the computing environment and transfer those
messages to a log manager, such as log manager 53. Such is generally referred to as
an "agent-hased" configuration. In one embodiment, the log agent 50 collects log data
from various sources and forwards the data to a log manager (e.g., log manger 53) via
authenticated TCP or other transport protocol. Additionally, the log agent 50 may
encrypt log data from the log messages of its respective computer system and then
configure the encrypted log data within the transport protocol that allows for the
encrypted log data to be transferred from the computer system to the log manager 53.
For example, the log agent 50 may be configured to encrypt the log entries before
transfer to the log manager 53 to provide reporting assurance, as described
hereinbelow. The log manager 53, upon receiving encrypted logs, may decrypt the
logs and begin processing them to extract useful information. Examples of the
encryption technology used by the log agent 50 may include, but are not limited to,
the Blowfish encryption algorithm or the Advanced Encryption Standard (*AES").
The log agent may additionally compress log messages before being sent over the
network.

The log agent may monitor and forward textual log data of a variety of

sources, such as firewall logs, web proxies, intrusion detection alarms, audit logs or
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system logs. When log data is not textual in nature, specific log collection adapters
may be configured (e.g., 25 in the case of a Windows Event Log). The log agent can
also be configured to forward logs to one or more backup log managers when a
primary log manager is unavailable, This ability to “failover” to a backup log
manager helps assure reliable delivery of log data.

Additionally, the log agent 50 may be configured to communicate with the log
manager 53 and observe the log messages that are being received by the log manager.
To illustrate, log manager 51 is shown with the application interface 55 software
module that enables communications between the log manager 51 and a computer
coupled thereto. The log agent 50 may be configured to observe items such as the
number of Netflow packets in a disk buffer (e.g., the number of Netflow packets that
have been spooled to disk), the number of Netflow packets in an unprocessed queue
(e.g., indicating the number of Netflow packets that are awaiting processing), the
number of Netflow packets received (e.g., indicating the number of Netflow packets
that bave been received by the agent since it last started), the number of Netflow
packets received per second.

Generally, the Netflow server is governed through four (4) configuration
parameters in the configuration file of the log agent 50. The configuration parameters
include the Netflow_server (e.g., used to enable or disable the Netflow server),
Netflow_server_nic (e.g., used to specify the interface to receive Netflow data,
determine a network interface card to use), Netflow_server_port (e.g., used to specify
a port on which the Netflow server will receive Netflow packets), and
Netflow_server_crypto (e.g., used to specify whether the Netflow message source will
encrypt data).

Although described with each log manager being configured to
operate/communicate with a single protocol, this description is merely intended to
make the reader more readily familiar with the manner in which the log managers
operate. Alternatively, log managers 51 through 53 may each be configured to
operate/communicate with a variety of computer systems to collect and process log
messages such that events may be generated by the event manager. For example,
each log manager may be configured to communicate via a variety of protocols (e.g.,

syslog, SNMP, SMTP, RPC, log agent 50 protocols, etc.) such that the log manager
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can be flexibly configured to communicate with a number of computer systems.
Additionally, while Figure 3 illustrates log managers 51 - 53, the invention is not
intended to be limited to the number of illustrated log managers. Rather, the
illustrated embodiment is merely intended to assist the reader in the communication
protocols between the log managers and various computer systems/log agents. Those
skilled in the art should readily recognize that other embodiments may call for fewer
or more log managers as a matter of design choice. For example, the number of log
managers may be scaled based on a variety of factors such as the aggregate numbers
of log messages forwarded per second and the number of connected log agents. Also,
process of providing additional log storage may be accomplished through the addition
_ of log managers operating in parallel.

While log agents may reside on the computer hosting the logs of interest,
certain scenarios exist in which the log agent can collect log data from remote
systems, For example, log agents may be configured as agent-less. In sucha
configuration, a log agent 62 may be installed as a “log aggregation server”, as shown
in Figure 6. This configuration may even be within the log manager itself (i.e., log
manager 61. In this regard, the log agent 62 may serve as a central log data collector
that forwards collected logs to a log manager. For example, a log agent may have a
built in syslog server that can accept log data from a device 63 sending syslog data for
forwarding dirécﬂy to a log manager. Such a capability may provide flexible support
for collecting logs from devices and hosts that use the syslog protocol, such as routers,
switches, and Unix servers.

Additionally, by using native Windows protocols, the log agent can connect to
and collect event logs from remote systems, as shown in Figure 7. For example, the
log agent 72 may be installed on a system 70 and configured to collect, consolidate,
and forward the event logs of remote systems 74 over the Internet 73. In this regard,
the log agent 72 can support the forwarding of event logs of Windows based servers
without requiring an agent on each server. For example, many businesses have
information technology (“IT”) devices and servers deployed at remote sites where
administration and monitoring is done centrally. A major challenge in managing
remote sites is the ability to effectively monitor security and availability of those sites
because the sites typically have no IT support present. A single log agent can be
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configured to run as a syslog server and a remote Windows event log consolidator
with installation of such on a single server at the reraote site. In this regard, the log
agent may collect logs from communicatively coupled network devices (e.g., routers
and firewalls via a syslog server) and/or Windows servers. The log agent can then
forward the logs across the internet 73 via encrypted and authenticated TCP
communication protocol. The logs may then be securely forwarded to a log manager
75 through firewalls. Once the logs ate collected by the log manager 75, the logs can
be transformed into events for central monitoring alarm generation when applicable.

Regarding consolidation, the log agent 72 may consolidate log messages by
counting the number of times a unique log message is collected and/or observed
within a certain timeframe. For example, the log agent 72 may retrieve/receive log
messages and observed various portions of metadata associated with those files. The
log agent 72 may then consolidate a plurality of log messages into one message to the
log manager indicating that the same log message has been observed for a certain
number of times or at some frequency. In one embodiment, the log manager may
include an application programming interface ("API") that allows a user to aggregate
reports based on predetermined criteria. In this regard, the user may program the log
agent 72 via the API to retrieve of log messages according to a metadata set as
selected by the user.

Figures 8 and 9 are flowcharts of exemplary log agent processes that provide
for virtual source handling, Virtual source handling is the process of associating log
messages, based on values contained in the log message, to a logical container that
represents the source of the log data. In flowchart 80, a log agent (e.g., log agent 50
of Figure 3) receives a syslog/Netflow message in process element 81. The log agent
then determines whether there is a known virtual source for the identifier, in process
clement 82. For example, the log agent may query a log manager for virtual log
message source information. When the log agent receives syslog or Netflow data, an
identifier may be parsed out of the log. This identifier is frequently an IP address (but
can also be a hostname, application name, or other unique descriptive value) which
can be used to map log data to a specific virtual source. If there is no known virtual
source for the identifier, the log agent may queue a request for the virtual source

information to the log manager, in process element 83. Subsequently, the log agent

16

CA 2998634 2018-03-20



may queue the syslog/Netflow message to an unprocessed queue, in process element
84, If there is a known virtual source for the identifier, then the log agent assigns the
virtual source to the the syslog/Netflow message for processing by the log manager, in
process element 85.

Flowchart 100 of Figure 9 illustrates the process of the log agent/log manager
interaction when a virtual source information request is queued (i.e., process element
101), generally referred to as a mediator server maintenance process. Such is
illustrated with the following syslog data:

Jul 16 16:53:49 192.168.1.20 dhclient: DHCPREQUEST on eth0 to
192,168.1.10 port 67
If the log agent parses out an IP address identifier (i.e., process element 102), the log
agent may perform a forward DNS lookup in an attempt to gather a fully qualified
domain name for the IP address. Such may be performed by setting the virtual source
information request IP address field to the identifier, in process element 103.
Conversely, if the log agent parses out a hostname or fully qualified domain name
(e.g., process element 102) it may perform a reverse DNS lookup in an attempt to
gather an IP address. Generally, this results in setting the virtual source info request
hostname field to the identifier, in process element 104. The DNS lookups can be
enabled/disabled via a VirtualSource DNSResolution configuration parameter in the
log agent’s configuration file, in process element 105. The
VirtualSource_DNSResolution, when enabled, may cause the log agent to attempt to
resolve hostnames for syslog sending devices that send IP addresses as the identifier,
This configuration parameter may also cause a log agent to attempt to resolve IP
addresses for syslog sending devices that send hostnames as the identifier.
Additionally, this configuration parameter may cause the log agent to perform
forward and reverse DNS lookups on identifiers parsed from syslog and Netflow data,
Thus, if the DN'S lookups are enabled, the log agent may perform a hostname/IP
lookup based on the identifier, in process element 114, and set the virtual source info
request hiostname/IP if the DNS lookup is successful, in process element 113.

The log agent may subsequently send a virtual source information request to a
mediator server within the log manager (described in greater detail below in Figures

10 through 12) containing the identifier parsed out of the log along with any
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information gathered through the DNS queries, in process element 112. Such may
also occur if the virtual source identifier name/IP resolution is disabled (e.g., process
element 105). When the mediator server receives a virtual source information request
from a log agent, the mediator server examines virtual sources loaded from a
configuration database (e.g., a configuration database of system 20) to see if the
identifier is assigned to a virtual source. If the identifier is assigned to a virtual
source, then the mediator server may return a virtual source information reply
containing an appropriate log message source information to the log agent, in l’arocess
element 109. The log agent may then assign all syslog or Netflow data from the
identifier to the virtual source. That is, the log agent may add the identifier to a
virtual source lookup table that is linked to the virtual source, in process element 106.
From there, flowchart 100 may cycle to determine whether there is a virtual source
info request being queued, in process element 101.

If, however, the identifier is not assigned to a virtual source (and the mediator
server is configured to auto register virtual sources), then the mediator server may
create a new virtual message source for the agent that sent the virtual source
information request. The newly created virtual source generally has the identifier
automatically assigned to it. Newly created syslog sources are generally created with
the log message source type of Syslog-Autoregistered. Newly created Netflow
sources, on the other hand, are generally are created with the log message source type
of Cisco Netflow.

Additionally, if the identifier is not assigned to a virtual source and the
mediator server is not configured to auto register virtual sources, the mediator server
may return a failed message source authentication message to the log agent, in process
element 110. In the event that the log agent receives a failed message source
authentication message from the Mediator Server or the virtual source information
request fails (e.g. the virtual source does not exist and the Mediator Server is
configured to not auto register virtual sources) the log agent may assign
syslog/Netflow data from the identifier in question to the generic
WinSyslogSvr/WinNetflowSvr source, in process element 107. Similarly, if the log
agent receives an unlicensed message source reply from the mediator server, in

process element 111, the log agent may assign syslog/Netflow data from the identifier
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in question to the generic WinSyslogSvt/WinNetflowSvr source, in process element
107. In either case, flowchart 100 may continue with cycle maintenance in process
element 108 by returning to process element 101.

As mentioned, the log agent may send a virtual source information request to a
mediator server within the log manager for log message processing. The mediator
server process, however, is not the end of processing by the log managers. Generally,
log managers, such as log managers 51 — 53 of Figure 3, have at least three
components, a relational database management system, a mediator server, and a
message processing engine. The relational database management system
(“RDBMS”), such as Microsoft SQL Server, stores log data. The RDBMS generally
provides full backup and recovery facilities and ensures transactional integrity.

The mediator server (generally operable within a Windows OS environment)
handles connections from log agents, inserts forwarded log data into the database, and
handles the archiving or destruction of log data according to a user configurable
policy. The mediator server process is responsible for managing interactions and
communications with log agents and is illustrated in flowchart 130 of Figure 10.

The mediator server process initiates when a virtﬁal source information
request is received from a log agent, in process element 131, That is, a log agent may
initiate a virtual source information request to which the mediator server responds by
satisfying the requests. In doing so, the mediator server may determine whether a
request contains a hostname identifier, in process element 132, If so, the mediator
server finds the appropriate hostname identifier associated with that particular log
agent’s message sources, in process element 137. For example, a log agent may
operate with a plurality of devices such as that described in the remote agent-less log
management system described herein above. Accordingly, the log agent may receive
log messages from a variety of different devices, each of which may have a hostname
identifier. The mediator server may look up the hostname identifier is associated with
that log agent (i.e., process element 134). If a hostname identifier is found, the
mediator server may determine if there is an available message source license, in
process element 143, For example, a log manager may have a license that is used in
determining the maximum number of log sources that can send log data to the log

manager simultaneously. In this regard, the log manager may check for an available

19
CA 2998634 2018-03-20



license to determine whether a maximum log source limit has been reached. In one
embodiment, each log source may be individually licensed. The mediator server may
determine whether log messages from a particular device are authorized, or licensed,
The mediator server may then obtain the license of the particular device to begin
processing of log messages. If not, the mediator server may find the appropriate IP
address identifier of the log agent’s message sources, in process element 135, Such
may also be performed if the original request does not contain a hostname identifier,
in process only 132.

Upon searching for the IP address identifier in the log agent’s message
sources, the mediator server may determine whether the IP address identifier was
found, in process element 136. If so, the mediator server may determine whether
there is an available message source license, in process element 143. If there is no IP
address identifier found, the mediator server may determine whether auto virtnal
message source registration is enabled, in process element 137. For example, when
the VirtualSource_AutoRegister is enabled, the mediator server may automatically
register new virtual sources for unknown syslog/Netflow sending devices, in a manner
similar to plug-and-play registration of devices with computers. Such is generally
performed upon receiving syslog or Netflow data with an identifier not already
assigned to a virtual source. This may create a message source in the event manager
database for the syslog/Netflow sending device. Virtual sources can also be created
manually via a log agent, Virtual sources are generally created and managed in the
same way as other log message sources so long as they are created within the agent
that is running the syslog or Netflow server.

If the auto virtual message source registration is not enabled, the mediator
server may Send a failed message source authentication message to the log agent and
communication therewith, in process element 138. If, however the auto virtual
message source registration is enabled, the mediator server may add the new message
source to the database according to the appropriate hostname/IP address identifiers, in
process element 139. If the auto virtual message source registration process is
successful, in process element 142, the mediator server may send a virtual message
source reply message to the log agent, in process element 141, such that log messages

from those registered devices may be properly processed. If the auto virtual message
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source registration is not successful, the mediator server may alternatively send a
failed message source authentication message to the log agent, in process element
138, to, e.g., alert the log agent that those particular log messages are not to be
forwarded to the log manager. Similarly, if no available message source license exists
(i.e., process element 143), the mediator server may send an unlicensed message
source message to the log agent, in process element 140 to similaﬁy discontinue
processing of log messages. |

The mediator server process ensures that only authorized and authenticated log
agents connect to the log manager by terminating unauthorized connections. The
server process inserts forwarded log messages into the log manager database setting
default on-line lifetimes (e.g., the time that a particular log message is available and
generally referred to as the time-to-live of a log) and archiving parameters.
Communications between the log agents and the mediator server process are generally
TCP based and can be encrypted, as described above. Additionally, the mediator
server monitors system loads and communicates such information to log agents to
ensure log message peaks do not overwhelm the system. In cases where the mediator
server process becomes to busy or goes into its daily maintenance cycle, the server
can direct connected log agents to fail-over to backup log managers. The log agents
may then periodically try to reconnect to their primary log manager,

The mediator server maintenance process (described in flowchart 100 of
Figure 9) is generally responsible for performing routine system maintenance tasks
and archiving log messages for off-line storage. This process is typically scheduled to
run once daily during off-peak hours. During each maintenance cycle, log messages
are evaluated to determine if their on-line lifetime has expired. However, archiving
may be performed according to a user configured schedule, without regard to the
maintenance cycle. In such an embodiment, the maintenance process removes logs
that have expired according to the time-to-live value and a seperate process archives
log messages. This process can run continuously (e.g., always checking for new logs
to archive) and/or it may be configured to run periodically (e.g., check for new logs
every 5 minutes). Altemnatively or additionally, the archive process can be run within
a window of time (e.g., start archiving logs between the hours of 5SPM and 5AM)
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A time-to-live value generally determines the pumber of days the log message
should be stored on-line in the log manager database. Messages having an expired
time-to-live are deleted or archived based on the archive setting for the source of the
log. Logs having an expired time-to-live and marked for archiving are written to an
archive file and then deleted from the log manager database. That is, the logs that are
marked for archive are written to the archive files independent of the time-to-live
value. In this regard, they may be archived days before the time-to-live expires. Once
the time-to-live has expired and once the log has been archived, the log removed from
the on-line database. Additionally, archive files can be automatically compressed to
save space before being moved to long term storage. Archive files can be imported
back into a log manager to support historic analysis requirements as in the case of a
forensics investigation or audit. Archiving is shown and described in greater detail in
Figures 13 and 14,

As mentioned, the log managers also have an MPE, such as MPE 54, which
processes each log entry in the database against event rules and policies and forwards
the log entries as events to an event manager, such as event manager 14. The MPE
can run as an independent service in the log manager or be compiled into the mediator
server in the log manager. The MPE identifies, classifies, and transfers log messages
as events to the event manager by means of a rules engine that compares log meésages
against a list of user configurable MPE rules. As mentioned above, the MPE rules are
generally written in a standard regular expression notation combined with a tagging
system to identify and parse common log information such as IP addresses, TCP/UDP
port numbers, and login names. A rule builder tool exists that facilitates the
development and testing of MPE rules such that customized rule development is
possible. The rule builder tool generally is assigned default values for log messages
that include, among other things, time-to-live for the log message, archival decisions,
event manager forwarding decisions, and risk analysis. However, these default values
may be overridden at a user’s discretion.

The management of MPE rules is policy based. For example, rules are
assigned to one or more policies. Within a policy, the rules default values for time-to-
live, archiving, event forwarding, and risk can be customized. Policies are then

assigned to message sources (e.g., a specific source of log messages forwarded by a
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log agent). Security event log of an IIS web server as well as individual syslog files
on a Linux server may be considered exemplary message sources within the context
of the log management system. Additionally, these MPE rules may assign shared or
custom MPE rule policies at the message source level provides low-level control over
log message management. For example, a failed login message from one system
could be ignored while the same message from a different system could be promoted
to an event and forwarded to the event manager.

The customization of MPE rules is illustrated with the application interface
160 Figure 11. Each MPE rule generally consists of a base rule and one or more
optional sub-rules. A base rule includes a tagged regular expression code. Sub-rules,
however, generally do not include regular expressions; rather, sub-rules use "map
tags" to extend the base-rule. However, the base rules and the sub rules for each
configured with certain process settings that control how similar log messages are
processed, many of which can be overridden based on user preference. Examples of
these settings are illustrated in application interface 160 and include default time-to-
live (e.g., which controls the number of days matching log messages should remain
available with the mediator before being archived and/or permanently deleted),
default archive (e.g., which controls whether matching log messages should be
archived when TTL expires), ignore case (e.g., controls whether the regular
expression should ignore the case of text characters when comparing log messages
against certain rules), match multiline log messages (e.g., controls whether the MPE
should match log messages after any “new line” characters), source/destination
context (e.g., controls how the source and destination of an event are determined),
source/client is determined by (e.g., controls how a source is identified),
destination/client is determined by (e.g., controls how a destination is identified), and
program/service is determined by (e.g., controls how to associate the correct
program/service with the log entry). Other attributes include a brief description (e.g.,
255 characters), additional details (e.g., roughly 2000 characters), scratch pad (e.g., a
temporaty area text that can be used in developing rules, but generally not saved), and
rule expression (e.g., a tagged regular expression that identifies and parses data from

log messages).
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To illustrate rule development with respect to parsing tags, default regular
expression code may be included as part of the tag. To use the default regular
expression code, a tag name should be placed directly between less than (<) and
greater than (>) signs. For example, to parse the source IP, one would place <sip> at
the point in the log message where the source IP address is located. To parse a login,
one would place <login> at the point in the message where the login information is
located. The tag generally includes regular expression code to more readily facilitate
rule development. An exemplary log message is now shown to illustrate the parsing
that is available with the rule development.

Oct 21 15:45:47 Trinity sshd[632]: Failed password for root from 10.1.1.103
port 53495 ssh2
One rule that may be developed to parse the log message would be:

.*Failed password for <login> from <sip> port <sport>.*

This rule matches anything up to the words “Failed password for”. Afterwards, the
rule may match a default regular expression for login, followed by matches for the
word “from”, the default regular expression for a source IP address and a source port.

Occasionally, cestomized regular expression may provide more beneficial
results than the default regular expression. Accordingly, an MPE may process a more
specific rule faster. Implementing such may be done using the expression
(?<tag>regex), where tag is the tag name (e.g., sip, dip, sport, login) and regex is the
regular expression code used for matching the part of the log data to be stored in the
report field associated with the tag. To illustrate, an exemplary log message is now
shown the parsing that is available with the rule development.

Oct 21 15:45:47 Trinity sshd[632]: Failed password for root from 0.1.1.103
port 53495 ssh2
One rule that may be developed to parse this log message would be;

.¥Failed password for (?<login>\w+) from <sip> port (?<sport>\ d+).*
This rule may match anything up to the words “Failed password for”. Afterwards,
the rule may match “lw+” (e.g., one or more word characters), parse the data as the
login field, match “porf”, and match “\d+” (e.g., one or more digit characters), and

parse the data as a source port.
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To illustrate sub-rule development with respect to mapping tags, the following
log message is provided:

Jul22 02:33:22 deny inbound packet src=66.4.4.2:56543 dst-89.2.2.1:25
prot=6
For this log message, there are five capturable report fields: source IP; source port;
destination IP; destination port; and protocol. To capture these 5 fields, a rule may be
configured as follows:

. *deny inbound packet src<sip>:<sport>dst=<dip>:<dport>

prot=<protnum>
However, this rule may be easily modified as another rule by using mapping tags that,
for example, identifies dropped packets to specific servers or ports. In this regard, the
rule may use mapping tags to create sub-rules. To do so, the rule may be configured
as follows:

. *deny inbound packet src<sip>:<sport>dst=<tagl>:<tag2>
prot=<protnum>

The MPE may accordingly compare the data matched by fag/ and tag2 against
a list of sub-rules. If a matching IP address and port number is found, the log
message may be associated with the sub-rule. If a matching sub-rule is not found, the
base rule may be associated with the log message.

A problem, however, may exist with the modified rule because the <dip> and
<dport> tags result in the destination server and destination port report fields no
longer being populated. Such may be taken into account via the combination of

mapping tags with parsing tags. Generally, there are five mapping tags are available

for use shown in the following table:

Mapping Tag Matched Characters Default Regular
Expression
tagl 100 *
tag2 100 ¥
tag3 100 R
tag4 255 ¥
tags 1000 *
25
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The default regular expression is the same for each (i.e., “.*”) with the only
differences being in the amount of data that the expressions match against. When
data in a log message is used for both mapping and reporting purposes, it is possible
to combine a map tag with a parse tags. The notation for a mapping tag/parsing tag
combination is </maptag].[parsetag]> and an example of such is <ragllogin>. This
notation is much shorter than using a defined expression that includes the regular
expression code. For example, the notation of a defined expression would be in the
format of (? <[maptag].[parsetag]>[regexcode]) and an example of such is

(?<tagl login>\ w+). Examples of tags and their associated definitions are

illustrated in the following:
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The customization of MPE sub-rules is illustrated with the application
interface 190 Figure 12. When creating a sub-rule, unique values for the rule may be
assigned including name, default TTL, risk ratings, etc. Log messages matching a
sub-rule may be associated with the sub-rule and assume applicable sub-rule values.
As mentioned, one difference between creating a sub-rule and base-rule regards the
use of mapping tag values are entered to enter specific matches of the base-rule based
on the data matched by the mapping tags. The sub-rule is generally not directly
associated to a message source type. Rather, this association is derived from the base-
rule. When creating sub-rules, it is possible to specify wildcard values for a given map
tag value. The preferable wildcard character is an asterisk, as is typical in many
wildcard notations. The wildcard may be used when the sub-rule is intended to match

any value for a specified mapping tag.

Based on such MPE rule configuration, a use can configure an MPE rule that
assists in the identification and classification of log messages. For example, when a
log message matches an MPE rule, the message may be updated by the log manager
to reflect the rule settings for time-to-live and whether the message should be
archived. Irrelevant log messages are thereby tagged for removal with other log
messages (e.g., those with no reporting value) may be tagged for archival and
subsequent removal. Messages that have reporting value are updated with the
appropriate time-to- live and are accordingly archived or deleted when time-to-live
expires.
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The MPE rules may also assist with event preparation. For example, when a
log message matches a particular rule, the log is prepared for analysis, monitoring,
and reporting by parsing useful information from the text of the log into reporting
fields. Examples of such parsable information include source IP addresses, source
names, destination IP addresses, destination names, source ports, destination ports,
protocols, and logins. Additionally, users can parse other information into
customizable user fields. After the MPE has prepared the event, the log record stored
in the log manager is updated. If forwarding is enabled, the log and the parsed report
fields are saved in by the event manager for use in monitoring, analytics, alarming,
and reporting, discussed hereinbelow.

Before discussing aspects of the event manager (e.g., event manager 14 of
Figure 1), however, another aspect of the log manager is now discussed. Inthis
regard, Figure 13 illustrates archival and destruction of retrieved logs a log manager
203, The log manager 203, according to rule settings described here and above, may
antomatically archive or destroy certain logs. For example, a user of the log manager
203 may develop a rule that collects a particular type of log message. The log entries
may be stored in original form, tagged with meta data, and assigned a "normal date"
(e.g., a timestamp of the log entry date synchronized to a Standard Time, éuch as
Mountain Standard Time). The log manager 203 may collect those log messages for a
certain period of time and write those messages to archive files In this regard, the log
messages may be retrieved (i.e., restored) for viewing thereafter.

In one embodiment, a user may configure customized rules that archive log
messages as the user desires. For example, a rule may be configured that writes log
messages to an archive file based on various features and/or parameters of the log
message (e.g., the IP address and/or the name of the system that generated the
message), metadata associated with the log message, date/time, etc. In this regard, a
user may retrieve archived log messages according to one or more of these features
and/or parameters when desired. For example, a log message that is stored based on
its associated metadata may also be retrieved based on that metadata,

This capability may provide certain advantages in regards to reporting. For
example, in light of certain laws, regulations, and/or guidelines, computer use

documentation and reporting has now become a requirement to some companies.
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Examples of such laws, regulations, and guidelines include the Sarbanes-Oxley Act,
the Health Insurance Portability and Accountability Act, Gramm-Leach-Bliley Act,
the Basel Accord I1, the Visa Cardholder Information Security Program, Federal
Financial Institutions Examination Council guidelines, the Federal Information
Security Management Act, etc. The ability of the log manager 203 to archive log
messages may assist in that reporting (e.g., by recording the normal time of a log
message that indicates that a certain document that was deleted thereby providing
evidence that the document existed). Alternatively, other types of logs may be
deemed unnecessary or unwanted after a certain period of time. In this regard, the
archival process may be implemented by configuring a rule according to the time-to-
live functionality described hereinabove such that logs may be destroyed (i.e.,
removed from memory 204). Additionally, the time-to-live parameter may be used to
implement the archival. For example, a log may remain active for a certain period of
time. After that period of time has passed, the log message may be written to an
archive file. An exemplary interface for archive restoration or destruction is
illustrated the archive restoration interface 220 of Figure 14.

In one embodiment, the log manager 203 consolidates logs for archival and
database 205. For example, a log message may be collected by the log manager 203
over a period of time, such as a year. The data that is conceivably collected during
this period may be tremendously large (e.g., on the order of terabytes). To reduce
storage requirements, the log manager 203 may simply note the time (e.g., bea
timestamp) and/or frequency of the log message within the collection period.
Alternatively, log messages may be compressed using data compression means {(e.g-,
by creating zip files) to provide reduced storage requirements. In some instances, log
messages may be compressed to 5 to 10% of their original size. In yet another
embodiment, log managers may be distributed to provide distributed archival. For
example, multiple log managers may be assigned the task of collecting a certain type
of log message. The distributed log managers may cooperatively archive these log
messages in the manner described, thereby providing increased reporting capability
and/or storage cabability. Alternatively, storage of the logs may be performed ona
separate server (e.g., separate from the log manager 203) so as to provide a larger

storage capacity. For example, server and storage architectures may be configured to
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provide vast amounts of storage and redundancy (e.g., RAID storage systems) that
can be communicatively coupled to a log manager to offload the archival processing
of the log manager.

In one embodiment, the archiving is performed in real-time. That is, logs that
are marked for archive may be archived as soon as the logs are collected. Other logs
may be processed according to MPE rules and immediately be deemed unwanted or
unnecessary. As such, these laws may be destroyed upon collection (i.e., remove
from memory 204). Still, even though such logs may be removed from memory,
MPE rules may be configured to record certain information about a particular log
such that the log may be reconstructed at a later date. In this embodiment, the archival
process may be configured with a local configuration file that provides for event
manager database credentials such that events may be constructed from archived logs.
Additionally, this configuration file provide for access to the archived logs through
log manager accounts.

The archival process may maintain a local state file and periodically update
that file. For example, the local state file may include a central state parameter that
controls the manner in which log messages are automatically archived in an external
archive database. In this regard, the log manager 203 may periodically update the
central state parameter in a manner that coincides with the archival objectives of the
log manager. Additionally, the archival process may maintain a model of active and
inactive archive files. For example, certain log messages from a particular computer
system may be consolidated and/or compressed into a single file. This file may be
updated with other log messages that are collected from the computer system. When
collection of the computer system ceases, the archival process may maintain the file
and categorize it as inactive but maintained it for subsequent viewing,

In one embodiment, these archived files are hashed or digitally signed to
ensure the files have not been tampered with between writes. One example of a hash
is the SHA1. In such an embodiment, the file may be hashed using the SHA1 such
that the data of the file may be verified as accurate via a hash fingerprint comparison.
In another embodiment, digital signatures may be used to sign archive files. In this
regard, public and private digital signature keys may be generated for archive signing
(e.g., public/private keys of PGP, Inc.'s encryption algorithms). The private key is
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used for signing archive files and may remain in memory until new keys are
generated. The public key and associated parameters may be stored in a table
maintained by the event manager database such that other processes can verify the
integrity of archive files via the digital signature verification mechanism. New
signing key pairs are periodically generated. For example, signing key pairs may be ’
generated each time a new archiving process starts or after a certain period of time has
been reached (e.g., a digital signature maximum age configuration parameter as
determined by a predetermined retirement date for the digital signature),

In one embodiment, active archive files are protected with a SHA1 hash code,
or fingerprint. The SHA1 hash fingerprint is used by the archiving process to ensure
that active archive files are not tampered with between writes. The collection of
SHAI hashes for the active archive files is persisted to disk if the archiving process is
shut down to be read when the archiving process is restarted. Once an active archive
is changed to an inactive archive file, the inactive archive file may be digitally signed
and then compressed. The inactive archive file is generally signed with the private key
of a private-public key pair. The public key of this pair along with additional data
describing the archive file (e.g., filename and/or file meta-data) is stored in the event
manager database for use in later signature verification. When the inactive archive file
is accessed for log message restoration purposes, the public key along with the
signature data in the event manager database may be used to verify the file signature.
If the signature verification succeeds, the inactive archive file is opened and the logs
within are restored for analysis. If the signature verification fails, the user is notified
that the file has been tampered with and the file is moved to a quarantine location.

Turning now to Figure 15, the discussion of the log management system is
directed to the event manager 245. In Figure 15, a log management system 240
includes the log managers 242 - 244 configured for receiving log file data via various
protocols (e.g., syslog, SNMP, SMTP, the log agent 241 protocols, TCP/IP, Netflow
data, etc.). In this regard, log managers 242 - 244, and for that matter the log agent
241, may provide all or a portion of the log message collection and processing
functionality as described herein above. Accordingly, the focus of the discussion is
placed on the events 246 that are generated by the log managers subsequent to the

processing of the collective log messages. For example, certain log messages may be
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processed and stored in a log manager may be identified as interesting or special by
the log manager based on user configurable rules and policies. Any log entry
corresponding to one of these rules may then be promoted to an event by the log
manager. Generally an event consists of the original log entry plus a set of
normalized data fields, such as IP addresses or a login name extracted from a log of
interest. The most interesting events can be forwarded to the event manager for
processing and potential alarm generation. Other less interesting events may remain
at the log manager for forensic analysis & reporting purposes.

To illustrate, Figure 16 shows a plurality of logs 260 being generated, for
example, by a number of computer systems. The logs 260 are forwarded to the log
managers 242 - 244 for processing. As the log managers 242 - 244 process the logs
260, certain events 261 may be extracted therefrom. Generally, each of the events
261 may be processed by the event manager 245 to determine whether alarms 262
should be generated. As illustrated, in Figure 16, not all events are deemed alarm
worthy. Rather, certain events may be processed by the event manager 245 to
determine any potential informational value of the event. For example, the event
manager 245 may cache a particular event to observe re-occurrence.

Other events may be simply made available/visible to a user in real time and
removed immediately thereafter, For example, the event manager may include a
"dashboard" 270 that provides a view into events. Additionally, the dashboard 270
may be configured with analysis tools that provides various metrics (e.g., the
frequency of a particular event - views 273, the number of events and their
classifications — the view 271, the relative breakdown of events by type — the view
272, and the relative breakdown of events by direction — the view 271) such that an
operator (e.g., IT personnel) of the event manager can make various decisions. For
example, certain events or series of events may be promoted to alarm status based on
user specified alarming rules and policies. Accordingly, an alarm may be generated
based on these rules and policies to alert the operator to take action. In this regard, for
any event to be considered for alarm generation, the event is generally forwarded to
the event manager.

Figures 18 and 19 illustrate other interfaces that are accessible by the

dashboard to provide additional information to the operator. For example, in Figure
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18 the dashboard interface 290 provides event information pertaining to targeted
applications (e.g., events that may generate alarms indicating an attack on certain
software and/or hardware applications, such as a hack on a web server) in view 291.
In the views 292, information on activity originating inside a network is displayed to
the operator (e.g., an internal network user accessing unauthorized information). In
this embodiment, the views 292 provide a ranked compilation of log activity for the
top 20 IP addresses suspected of attacking the network, a ranked compilation of log
activity for the top 20 IP addresses suspected of being attacked, and a ranked
compilation of log activity for suspicious logins (e.g., an unauthorized user attempted
to gain access through another user's login). Additionally, the interface 290 may
provide the view 293 to illustrate a summary of the most targeted applications and
systems with sortable fields that include, among other things, a priority ranking of the
events, the dates and times of the events, the direction of the log activity (e.g., attacks
on the network or unauthorized access attempts to the network), the type of event that
resulted from the log activity, the source of the log activity (e.g., the IP address of the
system causing the event), and the intended destination of the log activity (e.g., the IP
address of the targeted system).

More detailed information regarding the above-mentioned events may be
obtained with the event information view 310. This view may be accessed by
selecting a particular event, for example, from the view 293 of the dashboard interface
290. For example, the interfaces described herein (e.g., dashboard interface 270,
dashboard inte,rface 290, etc.) may be graphical user interfaces operable within the
context of a software application. In this regard, a user wishing to access more
detailed information pertaining to a particular event they simply mouseclick on the
event to bring up event information view 310. Examples of the more detailed
information that the event information view 310 may provide include an event ID
number, the identification of monitoring system (e.g., the log manager/log agent), and
MPE rule used to flag log activity as an event.

Similar in design to the event dashboard 270 of Figure 19, the alarm
dashboard 330 provides a view into the alarms generated by various events, For
example, rules may be configured with the event manager 245 to process events

transferred from various log managers connected thereto (e.g., log managers 242 -
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244). In this regard, the event manager 245 may determine that certain events require
immediate attention and automatically generate an alarm message to notify relevant
personnel. Alarm rules can be created based on essentially any combination of event
data, such as an event type, a targeted host, and/or a particular application. For
example, an alarm rule may be configured to generate an alarm whenever an event
indicates that a terminated user account is being used.

The alarm dashboard 330 is illustrated, in this embodiment, with various
views to provide alarm information to a user of the dashboard. For example, the view
331 provides a raw count of alarms generated within a selected time (e.g., 24 hours).
The view 332, however, provides some general information pertaining to those
alarms. For example, the view 332 may indicate that certain alarms are associated
with suspicious sources activity, hostile remote activity (e.g., denial of service from
external sites), and unauthorized accesses (e.g., file server monitoring) as designated
by alarm rules. The view 333 provides even more information pertaining to alarms.
For example, the view 333 may show the timestamp of a generated alarm, how the
alarm relates to various events, and the associated activity as designated by the alarm
rule.

Alarm rules described herein are generally of two types, default alarms and
user configurable alarms. For example, certain alarms may be provided with the
event manager to automatically alert a user of a certain event without user feedback.
Such alarms would generally be those that a user would find exceptionally important,
such as a denial of service attack, attempted unauthorized access to a file server, etc.
Other rules, however, may be customized according to a user's desires. Additionally,
alarm rules that are customized to flag certain events may also be managed ina
customized fashion. For example, Figure 21 illustrates a rule manager interface 340
that shows a user the present customized rules that are being implemented by the user.
In this regard, the interface 340 may allow a user to edit a particular rule to generate
alarms and other matters.

Although shown and described with respect to an alarm being displayed with
the alarm dashboard 330, the invention is not intended to be limited to such alarm
notification. Rather, event manager 245 may antomatically communicate alarms to

one or more responsible authorities (e.g., IT personnel, security officers, company
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officers etc.). In this regard, certain generated alarms may be associated with
individuals or groups. For example, a denial of service alarm may be associated with
IT personnel to alert them so that they may take appropriate action. In contrast, an
attempted unauthorized access into a network account may alert a security officer of
the attempt without the need for interaction by IT personnel. While the means for
communication of the alarms may vary, one exemplary implementation of such
communication may be e-mail. For example, many portable devices are capable of
wirelessly receiving e-mail (e.g., cell phones, Blackberries by RIM, etc.).
Accordingly, the event manager may automatically send e-mail addresses to such
wireless accounts to rapidly alert appropriate personnel.

Generally, alarms provide real-time alerting functionality with less analysis
capability. Such is the case because alarms in general are provided for immediate
attention and/or rapid response. However, longer term trends are often desired. For
example, a business may be required to report certain events occurring in their
network (e.g., unauthorized access to banking networks). In this regard, the utility of
the present invention also provides for certain analysis and reporting features that may
be used to illustrate such trends.

In one embodiment, the event manager may be configured with a reporting
engine that detects statistical features of events so as to generate alarms. For example,
the event manager 245 of Figure 15 may include a software component (e.g.,
reporting engine 247) that detects the events 246 transferred from log managers 242
through 244. Certain events may include unique information that the reporting engine
247 analyzes to determine if the information is reoccurring. In this regard, the
reporting engine 247 may determine that certain events over a period of time are
similar and indicative of a trend. The reporting engine 247 may generate an alarm
that alerts a user to the trend or departure from a known trend so that appropriate
measures may be taken. To further illustrate, an event may be transferred that
includes information pertaining to a computer system user that is attempting access to
arestricted file or computer. Each of the generated events may not be necessarily
worthy of generating an alarm. However, over time, the events may accumulate to
form a sort of pattern that may be worthy of an alarm (e.g., the same person

attempting access to many different restricted files over a period of time or a group of
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people continually attempting access to a particular restricted file). Accordingly, the
reporting engine 247 may generate alarm that represents such information so that the
appropriate personnel to address the situation.

The reporting engine 247 may include an interface (e.g., a GUI) that enables a
user to customize alarm generation. For example, various events statistics (e.g.,
frequency of events, duration of events, type of events, dates of events, etc.) may be
selected and/or combined by a user through the interface. These alarm configurations
may be stored as rules with the reporting engine. Accordingly, the reporting engine
247 may detect events over a period of time that correspond to the selected events
statistics and generate alarms therefrom.

In another embodiment, a log management system 370 is configured with a
log manager 371 that receives log messages from a database 373. In this regard, the
log manager 371 may include a database log adapter 372 that processes log messages
of the database 373 transferred through a database protocol. The database log adapter
372 may be configured to process various types of database protocols to provide a sort
of generic capability such that the log manager 371 may communicate with a variety
of different database types. For example, the database log adapter 372 may be
configured to communicate using ODBC (Open Database Connectivity), JDBC (Java
Database Connectivity), ADO (Active-X Data Objects) etc. The database log adapter
372 may, therefore, communicate with a variety of databases to retrieve and collect
logs of those databases. Examples of such database logs include Oracle audit logs,
DB2 system logs, SAP application logs, SAP general ledger logs. Generally, the user
will specify how to connect to the database 373 to begin collection of logs contained
therein. Examples of parameters that may be used to establish an authenticated/secure
session with the database 373 include the database type (e.g., Oracle, SQL Server,
DB2, MySQL, Other, etc.), database server ip address, database name, login,
password, encryption key (e.g., the digital signature as described hereinabove).
Additionally, the user may specify log collection parameters used to govern how and
when logs are collected. Examples of such include the maximum number of logs to
collect and transmit in a single batch, maximum logs to collect per minute, start and
end log collection times (only collect between 5:00 PM EST and 6:00 AM EST), and
whether logs should be deleted from the source database after collection.
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The operation of the database log adapter 372 generally includes
communicatively connecting to the database 373 and determining previously recorded
or user specified state information to ascertain whether any first log message should
be queried. Then, the database log adapter 372 may use a log entry query statement
combined with previously acquired state information to collect a next batch of log
messages that should be collected. If no state information exists, the database log
adapter 372 may return the first available log message and convert the log message
into its text log representation. The database log adapter 372 may then forward the
text log along with other information to message processing engine of the log
manager 371 (e.g., MPE 54 of Figure 3). Additionally, the database log adapter 372
may update state information and check configuration parameters to determine
whether the database log adapter should continue collecting log messages.

While the database log adapter 372 may be configured to communicate
directly with the database 373, a log agent (e.g., log agent 50 of Figure 3) may be
configured with the database 373 or even a remote server that communicates with the
database 373 to transfer log messages‘ (i.e., via database protocols) to the log manager
371. As with other embodiments described hereinabove, the log messages transferred
via the database protocol may be encrypted by the log agent.

The database log adapter 372 may allow a user to identify log messages that
are to be collected. Additionally, the database log adapter 372 may allow the user to
record the date/time in which the log messages are detected. In one embodiment, the
date/time is implemented relative to other log entries. That is, each log message may
have a date/time stamp with subsequent log messages having incremental date/time
stamps. Additionally, the database log adapter 372 may be able to track previous log
messages and determine which log message is next in series. Such may be useful in
“persisting” state information regarding the collection of log messages.

Generally, any user can specify how each log message row is to be formatted.
The formatting may determine how each field in a log message may be used to create
a single text log entry. When formatting the log message, the user will generally
specify which fields of the log message should be included when preparing the text
log, the order in which each field should appear in the text log, and, for each used

36

CA 2998634 2018-03-20



field, any text based characters that should precede or follow the field when preparing
the text log.

Certain elements have been described herein as having specific functions and
being associated with particular reference numbers. For example, the log managers
described herein have been referenced at different points in the text as the log
manager 13, the log manager 31, the log managers 51 - 53, log manager 203, etc.
These descriptions with varying reference numbers are merely intended to assist the
reader in understanding various aspects of certain elements. It is not intended to limit
any aspect of the invention to a particular embodiment. Rather, any element
described herein may possess one or more features of another similarly named
element. For example, the log manager 13 described in Figure 1 may possess any of
the capabilities of the log managers described herein (e.g., the log managers 31, 51 -
53, and 203).

Additionally, the foregoing description of the present invention has been
presented for purposes of illustration and description. Furthermore, the description is
not intended to limit the invention to the form disclosed herein. Consequently,
variations and modifications commensurate with the above teachings, and skill and
knowledge of the relevant art, are within the scope of the present invention. The
embodiments described hereinabove are further intended to explain best modes
known of practicing the invention and to enable others skilled in the art to utilize the
invention in such, or other embodiments and with various modifications required by
the particular application(s) or use(s) of the present invention. It is intended that the
appended claims be construed to include alternative embodiments to the extent

permitted by the prior art.
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What is claimed is:

1. A method for use in monitoring one or more platforms of a data system, comprising the
steps of:

wdentifying, using a data processing platform, a log message to be archived;

first operating said data processing platform to associate metadata with each of multiple
parsed portions of the said identified log message to be archived, wherein said parsed portions
correspond to different fields of information of a content of said log message, including an
action that caused said log message to be generated and one of a result of said action and a
person associated with said action, and said metadata includes information describing said
fields of information so as to assist in restoring said log message;

second operating said data processing platform to archive said log message together
with said metadata in a data archiving structure for enabling restoration of said log message
using said metadata, whereby desired log messages can be restored based on one or more of
said fields of information of said desired log messages;

providing an interface for enabling a user to provide user inputs for programming said
data processing platform to retrieve log information based on said restored log messages; and

third operating said data processing platform to use said user inputs and said metadata
to provide said log information, wherein said log information is based at least in part on said

archived log message.

2. A method for use in processing logs in a data system, comprising the steps of’

providing a computer-based tool for use in accessing archived logs based on metadata
describing each of multiple parsed portions of the logs, wherein said parsed portions
correspond to different fields of information of a content of said logs, including an action that
caused said logs to be generated and one of a result of said action and a person associated with
said action, and said metadata describes said ficlds of information;

first operating said computer-based tool to receive restoration information associated
with one or more fields of said metadata; and

second operating said computer-based tool to restore one or more logs based on said

received restoration information.
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3. A method for use in monitoring one or more platforms of a data system, comprising the
steps of:

establishing an agent protocol defining communications between an agent for acquiring
log messages and a processor for processing log messages;

providing an agent for monitoring log messages associated with a monitored platform;
and

operating said agent to identify a log message of interest, process said log message to
parse said message and associate metadata with parsed portions of said log message, wherein
said parsed portions correspond to different fields of information of a content of said log
message, including an action that caused said log message to be generated and one of a result
of said action and a person associated with said action, and said metadata describes said ficlds
of information, and provide an output in accordance with said agent protocol, wherein said

output includes an entirety of a content of said log message together with said metadata.

4. A method for use in monitoring one or more platforms of a data system, comprising the
steps of:

establishing an agent protocol defining communications between an agent for acquiring
log messages and a processor for processing log messages;

receiving, at said processor, a pre-processed log message in accordance with said agent
protocol, where said pre-processed log message includes parsed portions of a raw log message,
collectively including an entirety of a content of said raw log message, together with metadata
defining said parsed portions, wherein said parsed portions correspond to different fields of
information of said content of said log message, including an action that caused said log
message to be generated and one of a result of said action and a person associated with said
action, and said metadata describes said fields of information; and

operating said processor to use said metadata to further process said pre-processed log

message.
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4/23

META-DATA REPORTING FIELDS
THE FOLLOWING FIELDS ARE POPULATED FOR LOG MESSAGES MATCHING ARULE.

FIELD QPTIONAL DESCRIPTION LOG_ | EVENT
MANAGER | MANAGER
MsgClassiD NO A FOREIGN KEY REFERENCE TO THE YES YES
(INTEGER) LOG'S CLASSIFICATION.
CommonEventD NO AFOREIGN KEY REFERENCE TO THE YES YES
(INTEGER) LOG'S COMMON EVENT REGORD.
MPERuleID NO AFOREIGN KEY REFERENCE TO THE YES YES
(INTEGER) MPE RULE THAT MATCHED THE LOG
MESSAGE,
PRIORITY (INTEGER) NO THE RISK-BASED PRICRITY YES YES
CALCULATED FOR THE LOGIEVENT.
DIRECTION {INTEGER) NO THE DIRECTION OF THE LOGIEVENT. YES YES
SHostD (INTEGER) YES AFOREIGN KEY REFERENCE TO THE YES YES
LOG/EVENT SOURCE HOST RECORD (IF
DETERMINED),
DHostD {INTEGER) YES AFOREIGN KEY REFERENCE TO THE YES YES
LOGIEVENT SOURCE HOST RECORD (IF
DETERMINED)
ServicelD YES A FOREIGN KEY REFERENCE TC THE YES YES
{INTEGER) LOG APPLICABLE SERVICE/PROGRAM
{IF DETERMINED),
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PARSED REPORTING FIELDS.
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THE FOLLOWING REPORT FIELDS CONTAIN DATA PARSED FROM THE LOG MESSAGE. THESE FIELDS ARE
POPULATED BASED ON THE MPE RULE AND THE DATA AVAILABLE IN THE LOG MESSAGE, ALL OF THESE

FIELDS ARE OPTIONAL
FIELD OPTIONAL DESCRIPTION LOG EVENT
MANAGER { MANAGER

SIP (INTEGER) YES | SOURCE P ADDRESS REPRESENTED YES YES
A8 AN 8 BYTE INTEGER,

DIP (INTEGER) YES | DESTINATION IP ADDRESS YES YES
REPRESENTED AS AN § BYTE INTEGER.

SPort [INTEGER) YES | SOURCE TCPIUDP PORT NUMBER, YES YES

DPart (INTEGER) YES | DESTINATION TCPAUDP PORT YES YES
NUMBER.

ProlocollD YES | THEPROTOCOLASSOCIATEDWITHTHE |  YES YES

(INTEGER) LOG AS DETERMINED BY PARSING
EITHER THE PROTOCOL NAME OR
ANANUMBER,

LOGIN [CHAR 50) YES | THE VALUE PARSED FOR LOGI, YES YES

SName (CHAR 100) YES | VALUE PARSED FOR SOURCE HOST YES YES

A HAME,

DName (CHAR 100) YES | VALUE PARSED FOR DESTINATION YES | YES
HOST NAWIE.

PERSON [CHAR 50) YES | VALUE PARSED PERSON FIELD (EG, NO YES
JOE BLOW, JANE DOE),

ACTION [CHAR 50) YES | VALUE PARSED FORACTION (EG, NO YES
LOGIN, LOGOUT, REBOOT)

RESULT (CHAR 50) YES | VALUE PARSED FOR RESULT (E.G, NO YES
SUCCESS, FAILURE, ERROR)

PROGRAM(CHARS0) | YES | VALUE PARSED FOR PROGRAM (£, NG YES
PROGRAM NAME, PID)

OBJECT (CHAR 255) YES | VALUE PARGED FOR OBJEGT (E.C, NG VES
CIWINNTICMD.EXE)

[ UserField! (CHAR YES | VALUEPARSED FORSTORAGEINUSER |  NO YES

50} FIELD 1

UserFleld2 (CHAR YES | VALUEPARSED FOR STORAGEINUSER |  NO YES

50) FIELD?

UserField3 (CHAR YES | VALUE PARSEDFOR STORAGEINUSER |  NO YES

50) FIELD 3
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FIELD OPTIONAL DESCRIPTION LOG EVENT
MANAGER | MANAGER
UserFieldd (CHAR YES | VALUE PARSED FORSTORAGEINUSER | KO YES
255) FIELD 4
UserFiekd5 (CHAR YES | VALUEPARSED FORSTORAGEINUSER |  NO YES
255) FIELD 5
FIG.5
(CONTINUED)
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AGENT RECEIVES
SYSLOG/NETFLOW
MESSAGE

/81

IS THERE
A KNOWN VIRTUA
SOURCE FOR TH

83
8. /

AGENT

.

QUEUE SYSLOG/
NETFLOW
MESSAGE FOR -
PROCESSING
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SETVIRTUAL
SQURCE INFO

. REQUEST
HOSTNAME FIELDTO
IDENTIFIER

106
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RECEIVE VIRTUAL
SOURCE INFO
REQUEST FROM
AGENT

DOES THE
REQUEST CONTAI
AHOSTNAME
DENTIFIER}

SOURCES

AGENTS MESSAGE

10

FOUND?

130
131
/ MEDIATOR
SERVER
132 133 13
FIND APPROPRIATE :
HOSTNAME WAS THE
IDENTIFIER INTHIS HOSTNAME YES

ENTIFIER

NO

138

CA 2998634 2019-07-30

VirtualSource_AutoRegister

Y

FIND APPROPRIATE
PADD

IDENTIFIER

AGENTS MESSAGE
SOURCES

RESS
INTHIS

WAS THE
IP ADDRESS
IDENTIFIER
FOUND?

SUCCEED?

S
SEND FALED B
A
VESSAGE TOAGENT RECGISTRATIO
A
(ks
/139
00 NEW MESSAGEH e 140
o
ISRERAIS 1 SEND UNLICENSED
ADDRESS VESSAGE SOURCE
DENTIEERS ESSAGE TOAGENT
/141
SEND VIRTUAL
DIDAUTO
LT MESSAGE SOURGE

REPLY MESSAGE TO)
AGENT

FIG.10

143

THERE
ANAVAILABLE
MESSAGE SOURC
LlCE)NSE

NO




12/23

LEOlH]

oﬁ\.\

asiol) 09 O - (S 09 wedagy PRSQUELUND] OB, o 104 fo4uorag §
I [ >
onj ] (i 3% 59 Yoo A0} Punoqd] PERGa] 10901 -€ b H
B J {3 3 3 —|9ed W01 PUR6RH] PaIta) :pL0a0}-£-19 £
) I I 7 TR 3 12406 J() PUNDG PRI D} 0004 £ ?
AN ] i3] 90 S8A 3 1038UU6) g punoqy} Lo901£¥d 1 E
aupry| 11| Goerde| ybeldwR] gbeldew gbepdeyy| | bej dep fanyweishs | snmg SN Bpy-gnRg {7 M08
| sepedory S THEER [ s PO VISR
[Saessa 1] } Soiqns [SOernossy
< O\S\§)e(<uodps)<udip>:,1sp ¢(<pods>f)<udis>:, 1 <atweujoid ZBey> punoqui Aueg ((#1,0904 104090} <1 BI>¢ ) - PA(VSVIXI)<PIA> )%
0jS5aldx3 3y
1T 1 ueubsypaig ]
=T oids) be) jooojodd pu [<odp) piod teqeugsap woy pasied AnfE Aq DIUILIIR]SD 0ARS - futioy sTe] | Aq pavnuiaiap st powsagpuesbod | | |
=] {<3UBp> 10 <Aip>] S0eY Uogeuysap Loy passed sanep -SBei | 1Aq patsurajap sl JSAAGAIONRURSa] - oRduasaq jeug
=1 T<aEUS> 10 <0i5>) Sbe) oS oy posied sanfep - Sbey | Aq paumLiajaq S| JusiDEIN0S ’
[=] <85> “la) a0inos Aq anas '<dip> 8] sbe) UOjeUgSap Aq (RSP UOPUISE) - FPULON sbiet] TXEu07) Uoyeunsa/aaIReg —‘%E%_mso O Hle Sﬁmﬂmﬁw
Buayopcuw acueatioyad apa 2igesig O SR puroq] P
safiessaty Bof auginw ___u%.m | m JUOAT UOUUIOY
abessal bop a0 520 908} 8 eI PRI o0 L0IE g
[P Piens [Steieq [evagppy | S6mos o yneiaq | sugieg Bussaolg ey . ETEET

beve wawiod] £ | BPTG AN I © | ewegindey O |IeL @ oebisen o pRUGISE] pusad it @ B @ &

o wop spil  wbgybol 193 Al £

REE]

/U0 peay) Japing ajnyl] - ejosuo) wigkyyboz=

CA 2998634 2019-07-30



13/23

AR

ome\\\.

[Fm J o]

1 ]

[]>) Be3 [020)0rd pue (<1odp>) yiod uogeugssp woy pasted anjeA AQ paulllIa}ap SIS - |BULION sbe|

=] {<eWBipP5 10 <dip>) 5b8} UOjiRUnSap uiol pasied senjep - sbej |
[«] {<BWIRUS> 10 <d1s>) shey eainos wioy pasted sanjen - sbeL |
|21 <dis> "Be) sounos %q 8amos ‘<dip> b'0) sbey UojeEugsap AQ pauiuualap UoBURSa( - pulop sbel |

1neyep Aq sabessau! Boj anory [A] (i) eaporowpynepg /|

:Aq pauuLig)ap s JenleguopeuLSeQ

Juawubissy 19210
“Aq paunwa)ap st soinleg wesboly

Aq paunLaiaq siuLYDRAN0S
XBJUCY) UOHELNSS(}/a0iN0g

sBumag Buissanoid sjny-gng—
A~ MOTUnip
- unopp ¢
:g Bej Buddepy B MOT-M07- |
A o2 L /. DUIEL ON
Buiey wiejy asie4
5 bel buiddeyy Juana Se piemioj pue unojsuel| [A]
sbumag Jusag ynejed—
:¢ Be1 Buddeyy juswdoarag O ¥ @ uognpold O
5 snejs sy
2) e
5 { TOFasuLo] dJ1. punoqu] patusd]
.z bey Buiddepy ﬂ JUBAZ UOUMUOD
01080} I oRIaUL0Y gL punoqu] paiuad 010901-€-X1d]
suweN(n
1y e Buiddepy _ Nin
: ] UGTORVULY J1 Punoqu] FalidE 010901 -€-X1d]
Juoyduasag | suonenossy >86ccomﬁ sbiey Huiddepy auten sy

(AuO peay) saluadold ainy-ans

CA 2998634 2019-07-30



203

CA 2998634 2019-07-30

14/23

204

LOG MANAGER |
‘ DESTROYED I
10GS 205
E8rg
ARCHIVED =
L0GS
y
RESTORED
L0GS
FIG. 13



15/23

¥1Oid

_ j8auen _1 pes _ _ PeN _ﬁmsosm‘i i
[~ T T T T ek polasibeiomy - bolhs ' wia oHwgkggeo ) ||
T T e RS SHSING L |~ Weisks - Bolwenguosomw | SINEx_ ____ _oHumkegbor TI7 ]|
T T T T " bojkwmoeg SWSIATE | _ Awnosg-Bojwenguosoowy, _ _ ___ ___SINE._ QHWwyAR001; [ |
T T Boyuonesiddy SWSIATZ i __ _ Uopeoiiddy-Bojeagyosoomy: _ ____SAEY_ OH wyAuygor s [ u
"~ boy Awioag QN OS009TIA s Awnoes - Boq a3 yosalm  __ _ _ _ _9S009180_ ___ __ oHwANBo1, _ ] |
— _BoyAwnosg W INLINYISNOD | _ __ _ Aunosg-Bojueajyosoniy; - ANUNYISNOD: OHWypApgbor; L1t |
Bo7 washs SWNOYOE ! wajshg - Bog juasg yosooip 1 NONOS ¢ OH wykipiot: _ [
77T Boy Kunoeg SANOYOS | Anoss - BoTjueAg yOsoRIA L~ NOWOEL _ __ __ ToH wipkiggbo ;1 1|
T T Boysud SWNOYOS | “uoiedliday o - Bojuaag yosoloy NQwog: oHuppgbo1; O3 | |
lllll 5o SNQ SW NOWOd | SN - B0 WaAT yosokIy TUTUNONOSr DHwykygbotr [
,,,,,,,, 6o QY SWNOROE | ~ihisg Kidpaig - Bo a3 yosomy | NOWOE:_____ “oHupAgBoT, 3 ||
~ " B uopeojddy S NOYOd | uopeajddy-Boywagyasonn T~ C T T Nodod! T OH uitphipgBo !~ T ]
11111 6o walhs SWSLINYLIY T~ WRRAS -Bo]UeAg yosomiy T~ _ TSNV _oHupkiBo T ]|
T 777 BT AUnoaS SWSHNYIIY, Tunodg-BoyUeng yosolow SUNYIY: oHwgkipboy” T3 |
=TT T Bo| G4 S SUINVILY | “ioledider e - BoyuaAa ugesaw T~ _ T T T TSIVl _ T TonukgbaT - 01 1
1 o7 SNOSWSUINYUY I _ _SNg-Bojuasgyosooy e SNV pHwykgbo T | |
...... 667 O S SLINVILY | e Kidwaii~ Bo weaa yosaio } —__ — ___ SIINVILY: ___ _ _oHwwkibor, T T3 |
= B Gopeaiddy SWSLINVILY | _ _ ~ Uogeniddy’- Bol Warg Yososi | — — SNV ____ OH wipkipsbo )~ T3 ]
111111111111 A= =TT =T =1 TE
— alwep aa1nog 5o ﬂ adk| aanog 6oy _ 1S0H _ fnu3 _ 199128
qu_oo 1eq) Aq dnoib o} aisy 18peay unjoo e mm_o_

-paloisal aq pnoys sBj yaiym Jo ssaunes Boj ayy Awads
sgoinog bo 105j8g

F=Twvovoozi][<] 900z b AoN) eioe puy 5] Y 00:00°Z4][ 4] 9002 ‘L AON| oy

-paiaisal aq pinoys sbof uoium Joj abuel ojep sy} Aioads
ajeq aloysay Aoads

pIEZI))| UOHRIOISIY SADIY

CA 2998634 2019-07-30



16/23

Iz

INIONT
ONILIOd3Y

T
1
i
H
1
1
1

A diNS
{ dNNS e
T T ——
901SAS
T

HIOVNVYIN INIAT

YIOVNVW OO0

o¢m\\n\\ax

CA 2998634 2019-07-30



17123

9

192

201

A
INIAT
001
901 901
901| —p501| [557] 201 {001} | 901 o
oo N ooql 201/ |29 oonl\ [e01[f |oon

201

907

201

007

901

92

CA 2998634 2019-07-30



18/23

L19Old

{sijoy Jgewiojny - AeKisy

Vi I
WYIZ90 WYECS0 WVGL00 WVSHSD WYLIS0 V2080 HYE090 WY65a0 WuSesh WVIGSE Wy VS WYEPS0 AVEESD WVSESD WY IESD

CEN VORE Y O

NY 90 /230 WYSLS0 MYSIOD WYLIS0 WY A0S0 WYEOSD WVESS0 YIS0 WYISS0 WY LYSD WYGHSO MIVERSD WY SESD IV S0

I

WY 2230 WY 290 HVEKSD KVSHID WYID0 W J000 WYETSD RYESSD WYSSSD HYISS0 1V L0 WYEPS

0 HYEESD Y5650 @‘qﬁwmo 0

WV oy v d 2T ya

PG A A

@ . § 0T {paymis dours) spuang sbesany .
oty (SO 12 Shoyil) A3 atesary —
Suas] Suoterac )

000
0T (naumg acung) yueng abesany - _
00 b {smoly 7 Showald) stuan3 Baieay —|
s sjuai3 Agnaag 2
008

0
[ soug) syang afesary - |
.S.VAeaﬁ_mwm%e.w ngw mmmg« -
009 SWRKI ypry €3
008

009

sajnuy 00 Snovald 3t 1o adk) kg siueng

£

{Suoneiaty) TRy | Mnoeg

3]
Unouye) Eapunaqing) | |EUR( 2 UGS

1 ! [it)i
1! £ @ gmﬁm
a| Py

VAT~

[@oL SINOH 2
Uogaalg Aq sjueRg

WSO S (9 S e
O 08 05 0 06 08

—

(_ussomag

Uogealpsee;9) g Queny

€12

—£lc

—tl¢

042 /I\/mwm

[CLNELNEET =]

—¢le

~ L.C

[prense) annoa ] - LALR0]

CA 2998634 2019-07-30



19/23

_1 _ T TR SHRI=D
IR Tire ey Y T N 3 e
STETE : Sy SarT o Uy
“ETTRIS . TR mNLa ﬁ m
“OST T §BTeRT B TTte
Y Iy
0§ W1
it o
\Wﬂg
PRI )
[N KA
| zﬁ§§~(1I$%
—4
£68 —— —
_ZELRSL
"} ¥} 51
—HHa
M £ BADAANC] | ¥y
[STRST] b SO Sainuyy (5 STiomal ] (SO g STOmRT[SaPfY (5 STomal]
LT g e BTV TR ] ) U091 w0} isejm TN 3IsEI U0} e
SafUOlLd 1UsA3 jo UNS Sefuold j1sAg pung SUQL 1UaAT JO WAS
w oo uw o ® L OO L iy o og W
f0msh ST T5
0P /180761
- - 0178
i S o~
- IR - 9117l 162
R L TR
41 - {51 - <5199 7hi
L 71j s 5 :séw
 choesn 3 4 (e19 761
™~ - o :smm : SVAI]
— RlAsk L1831C - 317 a.j
$io8s _ 666 . £ THI76
sufo) snopdsng g 00 swashg pajabiey (g doj ;
O@N /\/*%_U / IJ §] [l
] \Yd ¥4 74 Eg_eg%

CA 2998634 2019-07-30



20/23

61 9Old

=0 ] | T
[ o | WVOI8So v00H0EE]  aeqteubuo
< D 1RULo- M)y 1584 © JouSuasAs adhy aoinog
[ woug]  saunog abessay
| Au]  sopuoyy washg

Uoneloju] [BuoRippy —
] Usssoqau]  auweguelfoyd
A)! oS SIS ]| [ 5@%& JahBguoReUgSa]
%00} | QISQINYoENY ecearsawEy |1 1 OIET0H  panyeomog
B0UBASIEY adhj woejay aueN I EUE] Uog01Q

[ sapedod J[ #aN | E [55555 3pooin 87eus §0a1 S SOIFIEN - 1ous] 3104 34N
$60UBIOJ0Y QO 95Bg BPaIMOUY (Gpa0IuN) 553308 VLS §0c] GG SOMLIN] . Jueng uowoy)
i gouBSSIBUUCIYRIINYaS _ ORROLSSEl)
(apoaun) ssa3ae A1RYs $0d| BNS SOIRLIN TV 60026111 702 0 By gjeq jeutoN
uohdiasag oug | | | 1) fwoug | Y8807 aiwerg

| “oju1 ywang uawwog [TOJUT By Jspiots Josq - Bieq boy | ereq bo uonewop| uakd !

mm_“.F.Er.zxa:._.s_
OLe =1 {a01){g-Auotig) apooaq puewwon jcoooid oaueg uoneaysseio] | $56202 apoalun 21e4s §0d) GHS SOIBIIN i
Ssa02e apoalun a12ifs §0d) BN SOIBLIN: HOUS INY 60'92°61:14 y0u 0 by

X uonenoju| ueA3 &

CA 2998634 2019-07-30



0¢Old

(seynun Qg JsBf U1 PALNOJD | 'pealun aiE Q)T sulely 3:f

il I S—— S —— |
it 22JN0g sno! uumaw:w SNOISUCY AlLINIBG [ 6l “TGO/Q0/¥0 PO | S0/90/F0 FOM WY 2 10¢} S0/90/¥0 P/
901N05 SNGIgIAshg | Snolasuoy AjUnasg 6l bl "1 S0/G0//0 901 | 1 SO/S(P0 /Nt Nd $2:99:0} S0/S0/70 3N1
S0y BSOH [ Snoiasudn) Andag [ b} G0/G0/¥0 =N | 1 SO/SOip0 8Nt Wd 629701 SO7S0/¥0 8ni
BJoWBY 8jlsOY | SNOIOSUOH AUNIBS 6l 6l SO/s0/p0 8N | 0 GO/SOP0 S Nd G¢:G1:01 S0/50/70 SNt
J0IN0S SNoWIASNS | SNOIasueN Alundss 8¢ 44 G0/S0/40 3nd | "0 SO/SO/P0 8Nl Ad £6:06-20 S0/50/¥0 SNl
2015 SISO | SNOISUOY) AjUnag 8¢ 74 SO/S0/¥0 8Nl | 0 S0/S0/P0 8Nl Nd €6-06-20 SD/SD/V0 8Nt |
3)0UaY] S|S0 | SNoISTGY) AUNISS 6l 5 FOE IS TAEDN Nd 12:11-£0 G0/S0/¥0 8n}
50103 ShOiIOSNG | SNOEUGY AUNTeg 6] 6 REDN NS ER Ad 61-6£.90 SO/SO/70 Bl
| JUBAT JOJUOW 8)J | Snowsudn ALnag €L € 0 G0/90/0 8L | 0 SOISOpD BN Nd 8¥'G1.60 SO/G0/0 il
|\\\\ 921n0S snopidsng | snopsuo)) Aundss 6! 6 /¥0 8nl | 0 G0/SO/FQ 9L Nd GF-97-¢0 S0/G0/y0 8nL
£ee a%nog snofaidsng | snoasue) AUndag 6! 61 0 GO/S0/v0 A1 | 0 GO/S0 9Nl Wd v¥-¥E-20 SO/G0/¥0 enL
N 8dinog snoidsng | Snoissuo) Aundag €5 ) "} GO/S0/v0 8NY | L G0/SO/P0 BNy Wd 7¢:86:21 S0/S0/0 anl
200N0g SnOVASNG | SNoPSUoY Aundag 8¢ 8¢ T GOG0/F0 8L | ] GO/SOP0 8L Wd Z1-E8Z1 S0/S0/¥0 8nl
33103 SooIdsng | snoiasuo) Aundsg 61 o] TP SOG0/p0 8L | L GO/SPQ ARl Nd ¢1:E€:2 1 GO/G0/Y0 9Nl
Bl0WaY 9|ljs0H | snolosuoy Ajingag 8z Bl 1 GO/S0AF0 Nt | 1 GO/SHPO 8N Wd ¢1-£6-¢) S0/50/70 8Nl
- ajny uuery Apug (xew) dad (Bry) dad SJEQ JUsAZ 1B ajeq eag isiy djeq uuely
o (papeo) swefe 7G) a[pj STEIS
o
N 7 NE
1UN0Y uLely ajeq uueyy
0§ Sy O GE 0 GZ OZ G1 Ol w, 0 Nd 00:62:2) WY 006270 Wd 00:62:80 0
7 I I B R R
5 I
s s Iy
[} a3 soyuop; &4 W i o
L _ H elowey ssoH & 14 5
766 |\\ | aa.nog snopidsng A mﬁ ~LiA
ajny Aq sulely SINOH 7 SNOiA3L SN Ag suuely
\ VARN Y,
0ee X@ERE] djsH Mmopuiwy SjooL el 3:f
[=eli=Td] Tpizoquseq utely] - wyAuybo k=]

I~
A%

CA 2998634 2019-07-30



22123

/340

Alarm List X
Alarm Date ¥ | Alarm Rule Name Events | Prioity |
y BA1/17 10:39 AM £ 21 Suspicious Host{quick Z3iie 800

WIS sy 7 e
;11/11 10354077 Muliole Anerticalon Pl QUICWV}W//:%V/AL
11“1)9}2&\,,%%wﬁyﬁﬁpg}w}//,//////////// B,
11710:23 Al ” AL ogRwtim Compongnt Eror S 007
11113,20 Al :/ fHour Aujhepfiation A )vsty S S AR S SN
A0 1018 § A"/ Produstion Windoys Sepves Egor” A2/ /33997
1111 09 52 AM | LogRhythm Component Error 30 3200

11711 09:52 AM | Suspicious Host{quick) 82 28.00

1111 09:4B AM | Praduction Windows Server Error 3 32.00

11111 09:38 AM | Production Windows Server Error 1 32.00

11/11 09:34 AM | Suspicious Host(quick) 3 8.00
11/4109:31 AM | Suspicious Host(quick) 8.00

11/11 09:24 AM | Multiple System Errors 76 32.00

11111 09:21 AM | LogRhythm Component Error 30 32.00

11/11 09:20 AM | Suspicious Host(quick) 8.00

11/11 09:10 AM | Off-Hour Authentication Activity 6.00
11/1108:52AM | Muttiple System Ermors 32.00

11/11 08:52 AM | Production Windows Server Error 3200
11/1108:51 AM | LogRhythm Component Error 29 32,00
11/108:51 AM | Suspicious Host{quick) 72 2800 |wv

Alarm Properties ©X
Property Value
Alarm Date 11/11/06 10:39:03
Alarm Name Suspicious Host (quick)

Alarm Description

Common Evenis

Dropped Packet

Originating Systems

nst.telemar-ba.net.br (200.223.0.135)

Impacted Systems

SonicwallCentral

Impacted Applications

Logins
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