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SYSTEMS AND METHODS FOR PRIVACY-PRESERVING OPTICS

CROSS REFERENCE TO RELATED APPLICATIONS

[0001] This application claims benefit of and priority under 35 U.S.C. 119(e) to U.S.
Provisional Application Serial Number 63/212,528, entitled “Systems and Methods for
Privacy Preserving Optical Systems” by Niebles et al., filed June 18, 2021, the disclosure

of which is herein incorporated by reference in its entirety.

FIELD OF THE INVENTION
[0002] The present invention generally relates to the design and implementation of
optimized optics for performing a machine vision task while preserving privacy on

captured images..

BACKGROUND

[0003] Cameras are optical devices that capture visual images. The majority of
cameras use one or more lenses to focus light on a light-sensitive surface. Digital
cameras use optical sensors as the light-sensitive surface in contrast to photosensitive
film. Digital cameras capture images as image data. While there are many different ways
to encode image data, a common way is as a grid of pixels, where each pixel records
intensity values. A time-series of images can be viewed (and encoded) as video data.
[0004] Computer vision is a scientific field concerned with understanding how
computers can gain understanding from image and video data. Computer vision is a
broad field, and includes (non-exhaustively) scene reconstruction, object detection, event
detection, video tracking, object recognition, pose estimation, motion estimation, visual

serving, and many other applications.

SUMMARY OF THE INVENTION

[0005] Systems and method in accordance with embodiments of the invention capture
images while preserving-privacy attributes and perform a computer vision task on the
captured images. One embodiment includes a system, that includes: a camera including

an encoding optical element, at least one lens and a focal plane array (FPA) detector; at

-
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least one processor; memory that includes an image processing pipeline application;
where the image processing pipeline application directs the at least one processor to:
generate an optimal set of parameters to parametrize the encoding optical element in the
camera to produce optical distortions such that acquired images by the camera are
distorted, where the optimal set of parameters is learned via end-to-end learning that
jointly optimizes from a camera optics model to a computational process that performs a
computer vision task on the distorted images acquired by the camera, where the distorted
images visually obscure a privacy attribute of people to protect their privacy but still
preserve features to perform the computer vision task; acquire several distorted images
using the camera; perform the computer vision task directly on the distorted images where
the distortions generated by the camera are optimal and allow obtaining high performance
on the computer vision task.

[0006] In a further embodiment, the image processing pipeline application includes a
deep neural network (DNN), where the DNN is trained to detect several features directly
on the distorted images, and where the DNN incldues several layers for detecting the
several features based on several nodes that perform a calculation on degraded input
image data.

[0007] In a further embodiment, the encoding optical element includes an ensemble
of optical elements that generate image distortion via light modulation.

[0008] In a further embodiment, the distortion produced by the encoding optical
element is optimal for a specific computer vision task and allows obtaining high
performance.

[0009] In afurther embodiment, the functionality of the camera, including the encoding
optical element, is emulated in software to generate synthetic degraded images.

[0010] In a further embodiment, the camera model is coupled with the image
processing pipeline software to emulate the system.

[0011] Inafurther embodiment, the set of parameters for the encoding optical element
add optical aberrations to the camera.

[0012] In a further embodiment the distorted images obscure at least one privacy-
preserving human attribute selected from a group consisting of, for example, facial

features, gender, race, and age.
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[0013] In a further embodiment, the distorted images are robust to blind and non-blind
deconvolution attacks.
[0014] Inafurther embodiment, performing a computer vision task includes performing
human pose estimation (HPE) on the distorted images.
[0015] In a further embodiment, the image processing pipeline application includes a
computer vision decoder that has been jointly trained to generate the set of parameters
of the camera encoding optical element a* and a convolutional neural network fo human
r pose estimation h* such that:

a’,h* = argming yLr(h) + Lp(a)
where Ly is a loss function for the human pose estimation task, and L is a loss function
that encourages privacy-preservation.
[0016] In a further embodiment, the set of parameters of the camera encoding optical
element includes a lens surface profile ¢, in terms of Zernike coefficients «, and a
corresponding point spread function (PSF) H for the camera lens.
[0017] In a further embodiment, the set of parameters parametrize a lens surface
profile ¢ with the Zernike basis, such that :
¢ = Z?=1 a;Zj,
where Z; is the j-th Zernike polynomial in Noll notation, and «; is the corresponding
coefficient, whereine each Zernike polynomial describes a wavefront aberration such that
the surface profile ¢ is formed by a linear combination of all aberrations.
[0018] In afurther embodiment, the computer vision decoder is a convolutional neural
network (CNN) decoder that is trained using a backbone network and several branches
of convolutional layers, where the backbone network extracts features from an image of
size wxh, which are then fed into the several branches convolutional layers, where a first
branch predicts a set of confidence maps, where each map represents a specific body
part location, and a second branch predicts a set of Part Affinity Fields (PAFs), where
each field represents the degree of association between parts.
[0019] In a further embodiment, the optical encoder and the computer vision decoder

share a loss function; and the optical encoder and computer vision decoder are
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configured to jointly optimize the privacy-preserving optical system and a computer vision
model.

[0020] Another embodiment includes a method of preserving-privacy on captured
images while performing a computer vision task, including generating an optimal set of
parameters to parameterize an encoding optical element of a camera to produce optical
distortions such that acquired images by the camera are distorted, where the optimal set
of parameters is learned via end-to-end learning that jointly optimizes from a camera
optics model to a computational process that performs a computer vision task on the
distorted images acquired by the camera, where the distorted images visually obscure a
privacy attribute of people to protect their privacy but still preserve features to perform the
computer vision task; acquiring several distorted images using the camera; performing a
computer vision task directly on the distorted images where the distortions generated by
the camera are optimal and allow obtaining high performance on the computer vision
task.

[0021] In a further embodiment, the method further includes using a deep neural
network (DNN), where the DNN is trained to detect several features directly on the
distorted images, and where the DNN incldues several layers for detecting the several
features based on several nodes that perform a calculation on degraded input image data.
[0022] In a further embodiment, encoding optical element includes an ensemble of
optical elements that generate image distortion via light modulation.

[0023] In a further embodiment, the distortion produced by the encoding optical
element is optimal for a specific computer vision task and allows obtaining high
performance.

[0024] In a further embodiment, the computer vision task is a human pose estimation

(HPE) task on the distorted images.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0025] The description and claims will be more fully understood with reference to the
following figures and data graphs, which are presented as exemplary embodiments of the
invention and should not be construed as a complete recitation of the scope of the
invention.

[0026] FIG. 1 conceptually illustrates a system for generating a privacy preserving
optic and computer vision model in accordance with an embodiment of the invention.
[0027] FIG. 2 is a block diagram illustrating a camera using a privacy generating optic
and a computer vision model in accordance with an embodiment of the invention.

[0028] FIG. 3A and Fig. 3B conceptually illustrates an end-end framework for privacy-
preserving optics for machine vision.

[0029] FIG. 4 illustrates a block diagram of a privacy-preserving system for machine

vision in accordance with an embodiment of the invention.

DETAILED DESCRIPTION

[0030] Privacy is a significant concern for many consumers, however more consumer
products are including cameras in order to provide functionality that is in fact desired by
consumers. By way of example, a video gaming system may include one or more
cameras (e.g. the Microsoft Kinect) that is functionally an internet connected camera
always pointed at a consumer’s living room. Further, augmented reality glasses, security
cameras, home automation cameras, medical patient monitoring cameras, and many
more devices produce similar concerns. As can be readily appreciated given the ubiquity
of cameras, there are many instances where privacy should be incentivized. While these
cameras might not have nefarious intent, there is no guarantee that they could not be
coopted by bad actors. Therefore, it is desirable to in fact degrade the capabilities of these
cameras so they cannot capture quality images of private spaces, but also to maintain
functionality which has traditionally required relatively high fidelity images. Systems and
methods described herein are capable of generating privacy-preserving optics that
produce images that are difficult for humans to interpret visually, and also difficult for

computers to deblur or otherwise enhance.
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[0031] Deep optics is the concept of building an end-to-end optimization of a
computational camera such that the optics and the computer vision algorithms are
optimized for each other to achieve higher resolution and higher fidelity in the image while
simultaneously improving the performance of the algorithm. Systems and methods
described herein utilize a “reverse” deep optics approach, where the goal is not to improve
image quality, but in fact to obscure information in the image. In many embodiments, a
specialized lens or lens stack can be generated in concert with a computer vision model
which achieves the goal of a conventional computer vision model in concert with a
conventional lens, but produces and operates on images that preserve the privacy of
individuals in the images. For example, in many embodiments, a pose estimation
computer visional model can be generated to be used with a specifically generated optic,
where the optic produces blurry images that cannot be processed to show the faces of
individuals in the image, but still produces valid, high accuracy pose estimation when
processed. As can be readily appreciated, this is not limited to pose estimation, but the
computer vision model can be swapped out for any computer vision application as
appropriate to the requirements of specific applications of embodiments of the invention,
with a similarly appropriate custom optic.

[0032] Turning now to FIG 1, a system for generating a privacy preserving optic and
computer vision model in accordance with an embodiment of the invention is illustrated.
Generation system 100 includes an optical encoder 110, a computer vision decoder 120,
and a loss function 130. In many embodiments, the optical encoder is a machine learning
system which generates simulated images from labeled training data as passed through
a model of a lens. In various embodiments, the optical encoder can include a convex thin
lens and a refractive/diffractive optical element (freeform lens) add-on. In contrast to the
traditional lens design approach, the parametrization of the freeform lens can be learned
during training such that aberrations are added instead of removing them. Then, the
optical encoder can generate privacy-preserving images from labeled training data as
passed through the lens model. In many embodiments, the computer vision decoder is a
machine learning system which attempts to perform a specific computer vision task on
images provided by the optical encoder. A loss function can be designed to be privacy

preserving and rewards privacy-related attributes such as, but not limited to, face clarity,
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race, gender, age, and/or any other privacy-related attribute as appropriate to the
requirements of specific applications of embodiments of the invention. In many
embodiments, accuracy of the computer vision model is also rewarded. In various
embodiments, the optical encoder and computer vision decoder attempt to obtain the
highest accuracy in the computer vision model while incrementing the image distortion as
much as possible. Both the optical encoder and the computer vision decoder can be
updated via back-propagation. Specific embodiments of system 100 are discussed in
further detail below.

[0033] In many embodiments, output of optical encoder 110 is an optic design 112.
Similarly, the output of the computer vision decoder 120 is a computer vision model 122.
The optic design and computer vision model can be designed to operate with each other
in a complete system. Turning now to FIG. 2, a camera utilizing an optic design and
computer vision model produced as discussed above is illustrated. Camera 200 includes
a privacy-preserving optic 210. Privacy preserving optic 210 may function “poorly” as a
lens. That is, it may not preserve high fidelity images as commonly understood, and may
be highly irregular. It should be understood that the standard convex lens illustrated in the
instant figures is illustrative only, and is not representative of any specific optic design.
Light passes through the privacy-preserving optic and strikes image sensor 220. The
image sensor passes image data to the computer vision model 230 which has been
generated in concert with the privacy preserving optic. The computer vision model
produces an output which is passed to an input/output (I/0) interface for use in other parts
of the system and/or in other systems.

[0034] As can be readily appreciated, while one lens is shown in the above, any
number of lens can be generated for use in a privacy-preserving lens stack. Further, it is
important to note that conventional cameras with conventional optics can be made into
privacy-preserving camera systems by replacing the optical encoder with a firmware
encoder which, when embedded into the image sensor, can manipulate the image
sensor’s output to directly produce a privacy-preserving image. However, given that the
privacy preservation occurs at the sensor level rather than the optic level, there is a
possibility of an additional vulnerability if the device were able to be accessed by a bad

actor.
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[0035] Many embodiments provide for a camera that can directly obviate sensitive
data while still obtaining useful information for a given task. In many embodiments, the
entire system, including the camera’s optical elements and image processing algorithms
parameters can be optimized in an end-to-end fashion, enabling the design of domain-
specific computational cameras. The end-to-end optimization of domain-specific
computational cameras has been known as Deep Optics, which aims to improve the
optical elements to acquire high-resolution/high-fidelity images and simultaneously
improve the performance of computer vision algorithms. Many embodiments of the
system can extend this philosophy to design privacy-preserving optical systems.

[0036] Many embodiments provide for a privacy-preserving computational camera via
end-to-end optimization to capture useful information to perceive humans in the scene
while hiding privacy-sensitive information. Since many computer vision applications need
to analyze humans as the first step in their frameworks, the system can jointly optimize a
freeform lens (e.g., the spatially varying surface height of a lens, among various other
attributes) together with a human pose estimation (HPE) network to develop a privacy-
preserving HPE system. Accordingly, the system can provide a privacy-preserving end-
to-end optimization framework to extract useful information from a scene yet preventing
the imaging system from obtaining detailed and privacy-sensitive visual data. The system
can use an end-to-end optimization framework to optimize an optical encoder (e.g.,
Hardware-level protection) with a software decoder ( e.g., convolutional neural net) to add
a visual privacy protection layer to HPE. The optical elements of the camera lens can be
jointly optimized and the backbone of a HPE network can be fine-tuned. In many
embodiments, it may not be necessary to retrain the HPE network layers to achieve
privacy preservation. Many embodiments can perform extensive simulations on a dataset
(e.g., the COCO dataset) to validate the privacy-preserving deep optics approach for
HPE.

[0037] In many embodiments, the optical system lens can be designed to degrade the
image quality and obscure sensitive private information, which can be opposite from the
traditional approach of improving the imaging quality. The system can add a visual privacy

protection layer to an already trained HPE network using the designed optics and fine-
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tune the backbone layers. There can be a trade-off between the attained scene

degradation and the HPE precision.

Privacy-preserving Pose Estimation

[0038] Many embodiments of the system provide for privacy-preserving human pose
estimation and/or other machine vision applications. In certain embodiments, the system
can optimize the camera optics and the human pose estimation network jointly to achieve
privacy protection via image degradation.

[0039] To preserve privacy, many embodiments of the system modify a camera lens
to degrade an image in such a way that the identity of the subjects is obscured while
preserving important features for pose estimation. An end-to-end framework of a system
for privacy-preserving pose estimation in accordance with an embodiments is
conceptually illustrated in Fig. 3A and Fig. 3B. In particular, the system can include two
components, an Optical Encoder as illustrated in Fig. 3A and a Convolutional Neural
Network (CNN) Decoder as illustrated in Fig. 3B in accordance with an embodiment of
the invention. The Optical Encoder module can be parametrized appropriately to allow for
learning of the camera lens. The CNN Decoder can perform the task of human pose
estimation and/or other machine vision operations on an optically degraded image.
[0040] In many embodiments, during training, the Optical Encoder module and the
CNN Decoder can be jointly optimized to provide for the privacy-preserving pose
estimation system. In many embodiments, the result of the training process is two-fold:
the camera lens parameters a* and the convolutional network for pose estimation h*. To
achieve this, a loss function can be formulated for learning that combines the two goals
as provided by equation (1) below:

[0041] «a",h" =argmingpLr(h) +Lp(a). (1)

[0042] where L is the loss function for the pose estimation task, and L, is a loss
function that encourages privacy-preservation. During inference, the system can be
deployed in hardware by constructing a camera lens using the optimal parameters o~ that
acquires degraded images on which the network h* can perform pose estimation. Certain
embodiments of the system can be deployed as a software-only solution and can

implement the image degradation post-acquisition.
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OPTICAL ENCODER

[0043] An Optical Encoder module as illustrated in Fig. 3A in accordance with an
embdoiment of the invention can be responsible for the image acquisition process in a
privacy-preserving human pose estimation (HPE) system. In many embodients of the
system can modify the optical system of the camera during training to provide for privacy-
preservation. Accordingly, the system can produce images that visually obscure the
identity of the person but still preserve important features for pose estimation. Many
embodiments of the system achieve this by adopting deep optics, and use end-to-end
training to jointly optimize the camera optics and the HPE network.

[0044] In many emboidnets, the camera optics can be optimized by adding optical
aberrations directly on the surface of the lens (e.g., a freeform lens among various other
types of lenses) instead of removing them. Many embodiments may not perform image
reconstruction and instead work directly with acquired low-quality images.

[0045] Many embodiments of the system can appropriately parametrize the camera
lens to enable end-to-end learning and to perform back-propagation. A training signal to
optimize the camera optics can back-propagate from the privacy-preserving loss Lp(«).
[0046] In several embodiments of the system, there are several parts to the
parametrization: the lens surface profile ¢, which can be in terms of Zernike coefficients
a, and the corresponding point spread function (PSF) H for the camera lens. Described
below are further details regarding the relationship between ¢ and H by the image
formation model in accordance with various embodiments of the invention. Also described
below are the parametrization of the lens surface profile ¢ in terms of coefficients a for

the Zernike polynomials in accordance with various embodiments of the invention.

Image Formation Model

[0047] In many embodiments of the system, a wave-based image formation model for
natural scenes can be derived to write the PSF H in terms of ¢, assuming spatially
incoherent light. The light transport in the camera can be modeled using a differentiable

Fourier optics model.

-10-
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[0048] Fig. 3A illustrates an optical system in accordance with an embodiment of the
invention. The optical system can include a convex thin lens with a custom refractive
optical element add-on with surface profile ¢. Similar to a photographic filter, such an
optical element can be mounted directly in front of the lens. The response of the camera
system to a point light source can be described by the point spread function (PSF) created
by the lens. The sensing process can be modeled as a 2D convolution operation between
the scene and PSF as provided by equation (2) below:

[0049] y=gH*x)+m, (2)

[0050] where x € R¥*" is the scene and it is represented as a discrete color image
with w X h pixels, and each pixel has value in [0,1]; n represents the Gaussian noise in
the sensor, and g(-) is the camera response function, which can be assumeed to be
linear. In many embodients, the PSF can be assumed to be shift-invariant, but the model
could be generalized.

[0051] Assuming that the thin lens has a focal length f at a distance d, from the
sensor, the relationship between the in-focus distance and the sensor distance in the
paraxial ray approximation is given by the thin-lens equation: 1/f = 1/d, + 1/d,.

[0052] Therefore, an object at a distance d, in front of the lens appears in focus at a
distance d, behind the lens. Assuming that the scene is at optical infinity, many
embodiments can first propagate the light emitted by the point, represented as a spherical
wave, to the lens. The complex-valued wave field immediately before the lens is given by
equation (3) below:

[0053]  U(x,y) = exp(ik\/x2 + y2 + z2), (3)

[0054] where k = 2m/A is the wavenumber. The refractive optical element can first
delay the phase of this incident wavefront by an amount proportional to the surface profile
¢ of the optical element at each point (x,y). Equivalently, the optical element may be
represented by a multiplicative phase transformation of the form described by equation
(4) below:

[0085]  ty(x,y) = exp(ik(n(A) — Dp(x,¥)), (4)

[0056] where n(A) is the wavelength-dependent refractive index of the optical element

material.

11-
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[0057] The light wave continues to propagate to the camera lens, which induces the

following phase transformation described by equation (5) below:

[0088]  £,(x,y) = exp (=i (* +¥7))(6)

[0069] Considering that a lens has a finite aperture size, many embodiments of the
system can use a binary circular mask A(x, y) with diameter D to model the aperture and
block light in regions outside the open aperture. To find the electric field immediately after
the lens, many embodiments of the system can multiply the amplitude and phase
modulations of the refractive optical element and lens with the input electric field using
equation (6) below:

[0060]  U(x,y) = A(x, Mtgeti(, NU(x,y).  (6)

[0061] Finally, the field propagates a distance d, to the sensor with the exact transfer
function:

[0062] Ty, (fx f,) = explikdy /1= (Af)% — (A£,)?], (7)

[0063] where (f,,f,) are spatial frequencies. This transfer function can be applied in

the Fourier domain as:

[0064] U(x',y) =F HF{U N} Ta,(f )} (8)

[0065] where F denotes the 2D Fourier transform. Since the sensor can measure light
intensity, many embodimetns of the system take the magnitude-squared to find the values
of the PSF H at each position (x, y) as:

[0066] H,y) =10, y)% (9)

Lens Parametrization

[0067] Many embodiments of the system can parametrize a lens surface profile ¢ with
the Zernike basis, which can lead to smoother surfaces, as provided by equation 10
below:

[0068] ¢ = Z?zl o;Z;, (10)

[0069] where Z; is the j-th Zernike polynomial in Noll notation, and «; is the
corresponding coefficient. Each Zernike polynomial can describe a wavefront aberration;

hence the surface profile ¢p can be formed by the linear combination of all aberrations. In

-12-
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this regard, the optical element parameterized by ¢ can be seen as an optical encoder,

where the coefficients «; determine the data transformation. Therefore, the end-to-end

training in accordance with many embodiments of the system can find a set of coefficients

a* = {aj}jzl that provides the maximum visual distortion of the scene but allows to extract

relevant features to perform HPE. In many embodiments, differnet types of parameters
and techniques can be used to determine wavefront abberations as appropriate to the

requirements of specific applications in accordance with embodiments of the invention.

CNN DECODER

[0070] Many embodiments of the system can perform HPE using an available
network architecture (e.g., OpenPose network architecture). The network (e.g.,
OpenPose network) in accordance with many embodiments of the system can be
composed of a backbone (e.g., VGG-19 backbone), and have one or more branches of
convolutional layers (e.g., two branches of convolutional layers). The backbone network
can extract features from an image of size wxh, which can then be fed into the one or
more branches. In certain embodiments, one branch can predict a set of confidence
maps, where each map represents a specific body part location; a second branch can
predict a set of Part Affinity Fields (PAFs), where each field represents the degree of
association between parts. Successive stages can be performed to refine the predictions
made by each branch. In many embodiments of the system, the confidence maps and
the PAFs can be parsed by greedy inference to produce the 2D locations of body

keypoints for each person in the image.

HPE Loss Function L,

[0071] In many embodiments, the network (e.g., OpenPose) loss can account for both
the body and face keypoints to improve human pose estimation in an image. Let § =
{S,,S,,-+,Sg} be the set of confidence maps, where each map S, € R¥*" represents a
specific keypoint location, e € {1,---, E}. Similarly, let V = {V,,V,,-+,V.} be the set of
PAFs, where each affinity field V., € R¥*"*2 represents the degree of association between

the keypoints, and c € {1,---,C}. Certain embodimetns of the system can split the

-13-
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confidence maps as § = {Sg, S¢}, Where Sz € § includes the maps S, for the body
keypoints, and S € S includes the maps S, for the face keypoint locations. Similarly,
certain embodiments of the system can split the PAFs as V = {Vg, Vi}, where V; €V
includes the affinity fields V, of the body limbs, and V; € V includes the affinity fields V,
that represent the degree of association between two face parts. Certain embodiments

can define the loss function for a subset of keypoints y at stage 7 is

[0072] (0 =25, Tp B I x5®) —x:@) 13 (11)

[0073] where |y| is the number of keypoints in the subset. For instance, if y = §p then
|x| will be the total number of body-related confidence maps. B is a binary mask with
B(p) = 0 when the annotation is missing at the pixel p, and y; denotes the groundtruth.

Then, the overall OpenPose Ly is

[0074] Ly =ik, EVe) + E(Ve) + 2it02, E(Sp) + E(Sp), (12)
[0075] where I} and I, denote the total of PAF and confidence map stages,
respectively. Although the above description provides a paritcular set of computations to
determien an HPE Loss Function, any of a vareity of computational techniques can be
utilized as appropriate to the requirements of specific applications in accordance with

embodiments of the invention.

PRIVACY-PRESERVING LOSS FUNCTION L,

[0076] In many embodiments, defining a privacy-preserving loss function can depend
on concrete application contexts. There can be various privacy-related attributes, such as
the face, race, gender, or age among various other attributes. In many embodiments of
the sytem, the face can be the main attribute to obscure in a privacy-preserving vision
task. Accordingly, certain embodiments of the system can define the privacy-preserving
loss taking into account face keypoints detection in the images. In many embodiments, a
user may not be interested in obtaining an accurate localization of face keypoints, and
the system can obscure such face regions from the image. Accordingly, the system may
preserve the body keypoints and let the end-to-end training degrade most if not all of the

image’s spatial details (e.g., including the faces). To further enforce image degradation,
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many embodiments of the system can maximize the £, norm error between the original

image x and the acquired image y, defined as

[0077] Ly =351y, —%y 13 (13)

[0078] where the subscript b denotes the color bands of the images (e.g., RGB
images, among various other types of images in different color coordinates). In many

embodiments, the privacy-preserving loss function can be defined as provided in equation
(14) below:

[0079] Ly =—3:1, E(Ve) — Ziii 2y Fo(Se) — BoLp.(14)
[0080] Considering Eg. 1, many embodiments of the system can compute the total

loss at the end of the framework as follows in equation (15) below:

[0081] L=Lr+Lp=p5Ck EV) + Ziifz, E(Se) —Bols.  (15)

[0082] Although a particular set of computations are described for a privacy preserving
loss function, any of a set of computations can be utilized for preserving privacy for
different attributes, including race, gender, age among others as appropriate to the
requirements of specific applications in accordance with embodiments of the invention.
Training details for training a network in accordance with embodiments of the invention

are described in detail below.

TRAINING DETAILS

Optics Layer Simulation

[0083] In certain embodiments, the system can include simulating a sensor with a
particular pixel size (e.g., pixel size of 3.40um ) and resolution (e.g., resolution of
864 x 864 pixels). The sytem can use the first Zernike coefficients in Noll notation (e.g.,
first Zernike coefficients g = 350 Zernike coefficients in Noll notation) to shape the surface
profile ¢. The fourth Zernike coefficient (the defocus term) can be initialized, such that
the lens has a particualr focal length (e.g., focal length of f = 25mm). The optical element
can be discretized with a particualr feature size (e.g., 3.40um feature size) on a particular
grid (e.g., 864 x 864 grid). Although a specific set of pixel size, resolution and Zernike

coefficients are set forth above, any of a vareity of pixel sizae, resoltuion and coefficients
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can be specified as appropriate to the requirements of specific applications in accordance

with embodiments of the invention.

Fine-tuning

[0084] Many embodiments of the system can add a privacy protection layer to a pre-
trained network (e.g., OpenPose network). In certain embodiments, to perform training,
the system can assume an aberration-free freeform lens and use pretrained weights of a
parituclar netowrk implementation (e.g., Tensorflow implementation of OpenPose) as a
starting point. After initialization with the pre-trained weights, the system can freeze one
or more brancehs (e.g., the two branches of OpenPose) and only fine-tune some layers
of the backbone (e.g., VGG-19 backbone) with a lower learning rate to learn extracting
human body features from the private image y. Figure 3B illustrates the frozen and fine-

tuned layers in accordance with an embodiment of the invention.

Training

[0085] In many embodiments, during training, the system can first perform one forward
pass through the network by convolving the images from the training set with the PSF H
to obtain the optically-encoded sensor image y, as described by Eq. 2. Next, the
backbone (e.g., VGG-19 backbone) can extract features from y, and then the features
are fed into the two branches of the architecture. Certain embodiments of the system can
split the confidence maps § and PAFs V into body-related and face-related features as
described, and compute the loss described in Eq. 15. In many embodiments, after
computing L, the system can use the automatic differentiation capabilities to back-
propagate the error and update the parameters of the backbone (e.g., VGG-19 backbone)
and the coefficients «; that model surface profile ¢ of the lens using Eq. 10.

[0086] In many embodimetns, the end-to-end model can be trained using an optimizer
, batch size, and learning rate (e.g., the Adam optimizer with a batch size of 22 and an
initial learning rate of 2 x 1075). In certain embodients, an exponential learning rate decay
can be applied with a particular decay factor (e.g., decay factor of 0.666) that is triggered
after a certain number of training steps (e.g., 15K, 20K, 25K, 28K, and 35K training steps).

In certain embdoiments, the network can be trained for a number of steps (e.g., trained
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the network for 50K steps (gradient updates) as appropriate to the requirements of

specific applications in accordance with embodiments of the invention.

Different Formulations for Privacy-Preserving Loss Lp.

[0087] Certain embdoiments of the system can define a privacy-preserving loss Lp

as.
[0088] Lp, = —Bs(Eity E(Ve) — TAt02, E(SR) — Bals (16)
[0089] Lp, = = 3ok (V) = Ziir2, B(Sp) — Bl (17)

[0090] where 53 > 1,

[0091]  2pt2ptly = Simeos(ar(¥), ap(y))  (18)

[0092]  im,s denotes the cosine similarity, and a,(-) stand for the model (e.g., ArcFace
model). To compute Lz, cerain embodiments can use a pretrained model (e.g., ArcFace

model) on faces extracted from an input image x and distorted image y.

Compute Ly in Eq. 18

[0093] Certain embodiments can use one or more different loss functions. Two
additional loss function approaches in accordance with certain embodiments of the
invention include: Lp , and Lp , shown in Eq. 16 and Eq. 17. In particular, for Lp, certain
embodiments can compute Lp loss in Eqg. 18, which can measure face
similarity/dissimilarity between original or input image x and “private” image y. To extract
the face regions from the images, certain embodients can use an available detector (e.g.,
the RetinaFace detector) with a particular backbone (e.g., ResNet50 backbone). Certain
embodiments of the system can generate multiple files including face labels for a
particular dataset (e.g.,COCO 2017 dataset) for the training, validation, and testing sets,
respectively. A file can include lines with the image filename and coordinates
(x1, v1), (x2,y2) specifying the upper-left and lower-right corners of the face rectangle. In
certain embodiments, coordinates can be presented as floating-point numbers in the
range [0, 1] relative to the specific image’s width and height. Then, with these face region
annotations, faces can be cropped from both x and y and extract the embeddings using

a model (e.g., ArcFace model) with pretrained weights loaded. The L can be obtained
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by comparing both embedding vectors using the cosine similarity. Although particular
loss functions are described that can measure face similarity/dissimilarity, any of a variety
of loss functions can be utilized including for other privacy-preserving attributes as
appropriate to the requirements of specific applications in accordance with embodiments

of the invention.

Lightweight OpenPose

[0094] In many embdodiments of the system, different human pose estimation (HPE)
networks can be adopted as the CNN-decoder. Certain embdoinents of the system can
use a single branch for PAF and keypoints predictions instead of the two branches of
OPPS; and replacing expensive convoluations (e.g., 7 x 7 convolutions) with less
expensive processing (e.g., 3 X 3, 1 X 1, and 3 x 3 with dilation of 2 convolutions blocks).
In certain embodiemnts, The backbone (e.g., VGG-19 backbone) network of OPPS can
be replaced with other networks (e.g., MobileNet family networks). The other netoworks
(e.g.,MobileNets) can be built primarily from depthwise separable convolutions to reduce
the computation in the first few layers. Certain embodiments can use the well-known

ResNet-50 network as a replacement for the VGG-19 backbone.

Training Details

[00956] Certain embodiments of the system may assume an aberration-free freeform
lens and use pretrained weights of a particular implementation (e.g., Tensorflow
implementation of LOPPS) as a starting point. In certain emboidments, ince initializing
the network with the previously learned weights, the single branch of LOPPS can be
frozen and the first 68 trainable layers of the Resnet backbone fine-tuned to learn to
extract human body features from the privacy image.

[0096] Certain embodiments of the system can simulate a sensor with a particualr
pixel size (e.g, pixel size of 3.40um) and a particular resolution (e.g., resolution of
864 x 864 pixels). Cerain embodimetns of the system can consider various coefficients
(e.g., thefirst g = 350 Zernike coefficients in Noll notation) to shape the surface profile ¢.
In certain embodiments, a defocus coefficient (e.g., fourth Zernike coefficient) can be

initialized, such that the lens has a particular focal length (e.g., focal length of f = 25mm).
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In many embodiments, the optical element can be discretized with a particular feature
size (e.g., 3.40um feature size) on an particualr grid (e.g., 864 x 864 grid). In many
embodiments, the system can be trained using a particular optimizer with a particular
batch size (e.g., batch size of 24) and a particular initial learning rate (e.g., initial learning
rate of 4 x 10~°). Certain embodiments can apply an exponential learning rate decay with
a particular decay factor (e.g., decay factor of 0.666) that is triggered after certain training
steps (e.g., 15K, 20K, 25K, and 28K training steps). Cerain embodiments of the system
can train the network for a particular number of steps (e.g., 50K steps (gradient updates)).
[0097] A privacy-preserving system for machine vision in accordance with an
embodiment of the invention is illustrated in Fig. 4. The system 400 can include one or
more cameras 405 that capture images of a surrounding environment, a network interface
410 that communicates with an external device, a processor, and memory storing one or
more different applications. The applications can include an optical encoder 420, one or
more machine vision applications 425 such as human pose estimation (HPE) application,
and a software decoder 425 such as a Convolutional Neural Network. In many
embodiments, the optical encoder 420 is parametrized for a particular camera lens of the
camera 405 in order to generate visually degraded images that protect privacy with
respect to one or more attributes (e.g., face, age, race, gender, among others). For
example, the optical encoder 420 can acquire images and produce images that obscure
the identity of a person but still preserve important features for pose estimation.

[0098] The software decoder 425 can perform one or more different machine vision
tasks, such as human pose estimation on optically degraded images provided by the
optical encoder 420. Although Fig. 4 illustrates a particular privacy-preserving system for
generating visually degraded images and performing machine vision on them, any of a
variety of architectures can be utilized as appropriate to the requirements of specific
applications in accordance with embodiments of the invention.

[0099] Although specific systems and methods for privacy-preserving optics are
discussed above with respect to Figs. 1-4, many different systems and methods can be
implemented for a variety of different machine vision tasks in accordance with many
different embodiments of the invention. It is therefore to be understood that the present

invention may be practiced in ways other than specifically described, without departing
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from the scope and spirit of the present invention. Thus, embodiments of the present
invention should be considered in all respects as illustrative and not restrictive.
Accordingly, the scope of the invention should be determined not by the embodiments
illustrated, but by the appended claims and their equivalents. Additional disclosure can

be found in the appendices below.
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WHAT IS CLAIMED IS:

1. A system, comprising:

a camera comprising an encoding optical element and at least one lens;

at least one processor; and

memory comprising an image processing pipeline application;

wherein the image processing pipeline application directs the at least one
processor to:

generate an optimal set of parameters to parametrize the encoding optical element
in the camera to produce optical distortions such that acquired images by the camera are
distorted, wherein the optimal set of parameters is learned via end-to-end learning that
jointly optimizes from a camera optics model to a computational process that performs a
computer vision task on distorted images acquired by the camera, wherein the distorted
images visually obscure a privacy attribute of people to protect their privacy but still
preserve features to perform the computer vision task;

acquire a plurality of distorted images using the camera; and

perform the computer vision task directly on the plurality of distorted images,
wherein the distortions generated by the camera are optimal and allow obtaining high

performance on the computer vision task.

2. The system of claim 1, wherein the image processing pipeline application
comprises a deep neural network (DNN), wherein the DNN is trained to detect a plurality
of features directly on the distorted images, and wherein the DNN comprises a plurality
of layers for detecting the plurality of features based on a plurality of nodes that perform

a calculation on degraded input image data.

3. The system of claim 1, wherein the encoding optical element comprises an

ensemble of optical elements that generate image distortion via light modulation.
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4. The system of claim 3, wherein the distortion produced by the encoding
optical element is optimal for a specific computer vision task and allows obtaining high

performance.

. The system of claim 1, where functionality of the camera, including the

encoding optical element, is emulated in software to generate synthetic degraded images.

6. The system of claim 5, where the camera is coupled with the image

processing pipeline application to emulate the system.

7. The system of claim 1, where the set of parameters for the encoding optical

element add optical aberrations to the camera lens.

8. The system of claim 1, wherein the distorted images obscure at least one
privacy-preserving human attribute selected from a group consisting of, for example,

facial features, gender, race, and age.

9. The system of claim 1, wherein the distorted images are robust to blind and

non-blind deconvolution attacks.

10. The system of claim 1, wherein performing a computer vision task

comprises performing human pose estimation (HPE) on the distorted images.

11.  The system of claim 1, wherein the image processing pipeline application
comprises a computer vision decoder that has been jointly trained to generate the set of
parameters of the camera encoding optical element a* and a convolutional neural
network fo human r pose estimation h* such that:

a’',h* = argming ,Lr(h) + Lp(a).
where Ly is a loss function for the human pose estimation task, and L, is a loss function

that encourages privacy-preservation.
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12. The system of claim 11, wherein the set of parameters of the camera
encoding optical element comprises a lens surface profile ¢, in terms of Zernike

coefficients a, and a corresponding point spread function (PSF) H for the camera lens.

13.  The system of claim 12, wherein the set of parameters parametrize a lens
surface profile ¢ with the Zernike basis, such that:

¢ =321, o,
where Z; is the j-th Zernike polynomial in Noll notation, and «; is the corresponding

coefficient, whereine each Zernike polynomial describes a wavefront aberration such that

the surface profile ¢ is formed by a linear combination of all aberrations.

14. The system of clam 11, wherein the computer vision decoder is a
convolutional neural network (CNN) decoder that is trained using a backbone network
and a plurality of branches of convolutional layers, wherein the backbone network extracts
features from an image of size wxh, which are then fed into the plurality of branches
convolutional layers, wherein a first branch predicts a set of confidence maps, where each
map represents a specific body part location, and a second branch predicts a set of Part
Affinity Fields (PAFs), where each field represents the degree of association between

parts.

15.  The system of claim 11, wherein:
the optical encoder and the computer vision decoder share a loss function; and
the optical encoder and computer vision decoder are configured to jointly optimize

the privacy-preserving optical system and a computer vision model.

16. A method of preserving-privacy on captured images while performing a
computer vision task, comprising:

generating an optimal set of parameters to parameterize an encoding optical
element of a camera to produce optical distortions such that acquired images by the
camera are distorted, wherein the optimal set of parameters is learned via end-to-end

learning that jointly optimizes from a camera optics model to a computational process that
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performs a computer vision task on distorted images acquired by the camera, wherein
the distorted images visually obscure a privacy attribute of people to protect their privacy
but still preserve features to perform the computer vision task;

acquiring a plurality of distorted images using the camera; and

performing a computer vision task directly on the plurality of distorted images
wherein the distortions generated by the camera are optimal and allow obtaining high

performance on the computer vision task.

17.  The method of claim 16, further comprising using a deep neural network
(DNN), wherein the DNN is trained to detect a plurality of features directly on the distorted
images, and wherein the DNN comprises a plurality of layers for detecting the plurality of
features based on a plurality of nodes that perform a calculation on degraded input image

data.

18. The method of claim 16, wherein the encoding optical element comprises

an ensemble of optical elements that generate image distortion via light modulation.
19. The method of claim 18, wherein the distortion produced by the encoding
optical element is optimal for a specific computer vision task and allows obtaining high

performance.

20.  The method of claim 16, wherein the computer vision task is a human pose

estimation (HPE) task on the distorted images.
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