wo 2020/062073 A1 NN RRIRNRIAD

(12)?§,“\4§5‘IJA1’E YNy EFPREIE

\\‘

19) t- SR ENIR FEF 2R 0
E b &

“3) EfrafH
2020 ££ 4 A 2 H (02.04.2020)

=

WIPO I PCT

(10) EBR TS
WO 2020/062073 Al

G EprEF S %
HO4W 12/00 (2009.01)

(1) EFRERIES:
(22) EFRERIEH:
(25 HiFESE:
(26) A HIEE:
(71) BiF

PCT/CN2018/108439

2018 £ 9 H 28 H (28.09.2018)
e

e

R A F(SHENZHEN UNIVERSITY) [CN/

TR AE W M X R K
3688%%, Guangdong 518060 (CN).

(72) 2BA A : it 7 (XIE,Ning); ' EH | K& %I
L X 7 ¥ K JE 36885, Guangdong 518060 (CN)s.
HMU,); PEARE RN E L X R
KiE3688%5, Guangdong 518060 (CN).

(74)

@81

REBEAN: RN ERBRENRKESE S U
RE B é.‘ {k) % (SHENZHEN SERMON PATENT
FIRMectal); 1 EH | R E ® I W E L X H
ZHIEE T 6T B R Mk I 3 6k 5 B2
[X, Guangdong 518152 (CN).

BEE A EIEH, ZRkF MRt E R

{R47) : AE, AG, AL, AM, AQ, AT, AU, AZ, BA, BB, BG,
BH, BN, BR, BW,BY,BZ, CA, CH, CL, CN, CO, CR, CU,
CZ, DE, DJ, DK, DM, DO, DZ, EC, EE, EG, ES, FI, GB,
GD, GE, GH, GM, GT, HN, HR, HU, ID, IL, IN, IR, IS,
JO, JP, KE, KG, KH, KN, KP, KR, KW, KZ, LA, LC, LK,
LR,LS,LU,LY, MA, MD, ME, MG, MK, MN, MW, MX,
MY, MZ, NA, NG, NI, NO, NZ, OM, PA, PE, PG, PH, PL,
PT, QA, RO, RS, RU, RW, SA, SC, SD, SE, SG, SK, SL,

(54) Title: METHOD AND SYSTEM FOR PREVENTING JAMMING ATTACK IN WIRELESS POWERED COMMUNICATION

NETWORK

(54) ZFABFR: JCEpER L

T, AA

Bah MTEIE M, #1E
P R T R
L (I AR A ELR R
T*Iﬁuﬁ'ﬂtﬂx FAG N LT L T
v

Ak )RR SRR R R, Bl m“fr
SRR TR A R R AR, B L

T A bwi Lo RS Bk B AR -t

v
4% AR EANRE RS
e (5T A

E NEE

DA, Bk A
Kt LS DAL A R R
1% auHﬂHJtd‘JHﬁh‘ﬁ‘Z%Jé&%(u 5

¥
{1 ERR B I T E R
WATTRR HRTIRI RES

--8400

, »MJEI*THJ"H’J% CENLE, ST P
ﬁumfﬂ% I EmEU TR
SRR e,
Hﬁﬂﬂlﬂ%« JiH’—iTC et . R4
T AR HJ)“W%’.W;#ME.

B ¢

<8200

ikl -

S100

- 8300

- 8500

v
WENLES R TR
joE sl P R

Lt B AR P 29505
VO RRAE
ENEda

LRt 4 =R
S5 RIMES, LK
i LTS — B, Akt B R b R S s SRS,

Il
- 8600

HATH R AR MRS, N8 AR RE AR W
1t P RS C N il UE 8
IR, »&mﬁuuslrz /N H s TP Pt 4 10 1)
Sy anq=g: 1| SELEATH MR RG24
—Y— . BB
g
K3

TR ML (R IN ZE B BT i R R G

s100 Auser transmits a loading request signal to a base
station: the base station performs channel estimation,
caloulates a first throughput, a transmission
probabilty, and a connection interruption probability
on the basis of the channel estimation to obtain a first
trusted throughput, allocates corresponding
transmission periods for a plurelity of users on the
basis of the channel estimation, and nofifies users of
the allocation result by broadsasting

During broadezsting the allocation result to the users
by the base station, n attacker listens to and selects
the user having the longest transmission time periad
as a target user, and sets a preset interference
power an the basis of the transmission time period of
the target user

When the first trusted throughput reaches a first
threshold required by @ system, the base station
transmits power signals to the users; the users
veceive the power signals and convert the power
signals into transmission power; and each user
transmits a data signal to the base station in a
corresponding transmission time period

During transmitting the data signal by the target user,
the attacker transmits an interference signal having
the preset interference power

The base station receives the data signal, calculates
a second throughput of the target user. calculates
cost-performance ratio of the target user on the basis
of the preset interference power., the first throughput,
and the second throughput, calculates & security
interrupt probability aceording to the data signal,
calculates a combined interruption probabilty on the
basis of the connection interruption probability and
the security interrupt probabilty, and calculates &
second trusted throughput on the basis of the second
throughput, the transmission probability, and the
combined interruption probabilty

Compare the secand trusted throughput of the target
user with a second threshold required by the syster,
and compare the cost-performance ratio of the target
user with a third threshold; when the second trusted
throughput reaches the second threshold and the
cost-performance ratio reaches the third threshold,
the base station decodes the received data signal
from the target user: a total throughput includes the
second throughput of the target user, when the
second trusted throughput does not reach the second
threshold and the cost-performance ratio does not
veach the third threshold, the base station does
decode the received data signal from the target user,
re-allacates the transmission lime periods to reduce
the transmission time period corresponding to the
target user, 50 as to reduce the influence of the
target user on the total throughput, thereby impraving
the security of the whele system
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(57) Abstract: The present disclosure describes a method for preventing a jamming attack in a wireless powered communication
network, comprising: a base station performs channel estimation, calculates a first trusted throughput, allocates a transmission time
period for each user, and notifies users of the allocation result by broadcasting; an attacker listens to the allocation result, takes the user
having the longest transmission time period as a target user, and sets a preset interference power on the basis of the transmission time
period of the target user; when the first trusted throughput reaches a first threshold, the base station transmits power to the user, the
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user receives power and transmits a data signal to the base station; when the target user transmits the data signal, the attacker transmits
an interference signal; the base station calculates a security interrupt probability, a second trusted throughput, and a cost-performance
ratio, on the basis of the received data signal, compares the second trusted throughput of the target user with a second threshold required
by a system, compares the cost-performance ratio of the target user with a third threshold so as to perform attack prediction, and only
if both thresholds are reached, decodes the received signal.
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