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(57) ABSTRACT 

A method for managing and Selectively sharing multiples 
Sets of information to be used in a plurality of projects is 
disclosed. Each Set of information is created, revised and 
controlled by Separate entities. The method is executed in a 
computer System where at least one first Set of information 
and at least one Second Set of information is received from 
at least a first entity. A Second entity is permitted to retrieve, 
use and/or revise the first set of information, while at the 
Same time the Second entity is prohibited from retrieving, 
using and/or revising of the Second Set of information. At 
least one third set of information and at least one fourth Set 
of information are received from the second entity. The first 
entity is permitted to retrieve, use and/or revise the third Set 
of information, while the first entity is prohibited from at 
least one of retrieving, using or revising of the fourth Set of 
information. 
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SYSTEMAND METHOD FOR PROVIDING 
SELECTIVE DATA ACCESS AND WORKFLOW IN 

A NETWORK ENVIRONMENT 

FIELD OF THE INVENTION 

0001. The present invention relates to data storage and 
management Systems and in particular to methods for man 
aging multiple Sets and Subsets of workflow processes and 
Selectively shared data which are used in a plurality of 
projects by a plurality of organizations, each with a plurality 
of users. 

0002. According to the method of the present invention, 
a single Source of information is used for all of an organi 
Zation's projects. That is, the locations and the methods by 
which a project is managed are efficiently reduced to one 
System. The System allows users to is Store and access data 
and to Selectively share data with others. 

BACKGROUND OF THE INVENTION 

0.003 Increasingly, computer based tools are being relied 
upon to assist businesses in Solving a wide range of prob 
lems. Computers are especially useful for organizing and 
managing large quantities of information. There is a par 
ticular need to manage and Streamline the flow of informa 
tion in complex projects. However, Significant flaws exist in 
the architecture of currently known project management 
applications. Within any team of organizations working on 
a project, one organization (usually the organization that 
licenses a project management Software product) owns and 
manages all of the information on the project. Therefore, this 
organization receives a high benefit while all other organi 
Zations receive only moderate benefits. By extension, the 
project does not fully realize the potential of the technology. 
0004 Any project that involves the collaboration of mul 
tiple organizations requires continuous communication 
between these organizations in the form of creating, copying 
and transporting information. 
0005. A project typically begins when each organization 
involved in the project creates a body of information and 
breaks that information into at least three Subsets. The 
largest Subset is copied and transported to all of the other 
organizations. Of the two Subsets left, one is copied and 
transported to Some, but not all, of the other organizations. 
The remaining Subset is not copied or transported, but Stored 
and used only within the organization that created it. 
0006 AS the project proceeds, each organization contin 
ues to create new information on a daily basis, which is 
again broken into Subsets, and the copy-transport-Store 
proceSS is repeated. Through this, a team mechanism 
evolves in which each player holds an island of copied 
instructions that is essential in order to perform its work. 
Furthermore, the copy-transport-Store-process does not stop 
between organizations, but occurs within organizations as 
well. Each organization has a number of its own islands in 
the form of headquarters, departments, branch offices, field 
offices, traveling perSonnel and the like. 
0007) If one organization's (or part of an organization's) 
Set of instructions is not up to date, it will not be able to 
perform its work or, worse, will perform it incorrectly. An 
important factor in the efficiency of a team, then, becomes 
the rate and accuracy at which the instructions are copied 
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and Synchronized. Because of this, the copy and Synchro 
nization process consumes a great deal of time and resources 
within each organization and, thus, the project. 
0008. There was a need to create a method for utilizing a 
central Store in which the information and communications 
from each organization was created and shared with all, 
Some, or none of the other organizations. This approach 
eliminated the copy and transport chores. There was no 
longer a “rate' at which the information was transported 
because it was created in-place and was available to anyone 
as Soon as it was created. The idea of the “accuracy' of the 
copy was no longer relevant because each organization was 
using the original, not a copy. 

0009. However, this central store method has been dis 
cussed more times than implemented. Unless a project was 
very large and lasted for Several years, the cost to assemble 
and maintain Such a dedicated network between all organi 
Zations could not be justified. 
0010 Recently, the Internet or World Wide Web has 
emerged as a ubiquitous, low-cost public infrastructure. Not 
only is the Internet capable of acting like a dedicated project 
network, it is also well Suited for carrying an application like 
the central Store model above. 

0011. The construction industry is an example of where 
web-based project management Services are Starting to 
change how busineSS is done. The following detailed 
description of both past project management Services and 
the System of the present invention are described herein for 
a construction industry organization for the Sake of example. 
The system of the present invention is useful in a variety of 
industries and Such construction industry example should be 
Viewed in an illustrative and not limiting manner. The 
System of the present invention has broad applications and 
uses in many industries and Such uses are within the con 
templated Scope of the present invention. 
0012 From its beginning, the management of construc 
tion projects on the Internet has centered on the concept of 
Project Specific websites; that is, a website specifically 
created for one project. Using the prior art Project Specific 
Model, as shown in FIG. 1, the organization that hosted a 
project created an organizational account, 10, just for that 
project. Thus, if multiple projects were to be hosted within 
the Internet application by one organization, a new organi 
Zational account had to be created for each project. 
0013 The Project Specific Model created inefficiencies 
in the form of redundancy and lack of shared resources. 
Master lists of data 11 and 12 Such as companies, cost codes 
and usernames had to be copied and recreated for each new 
project. For example, in FIG. 1, User 1 had three usernames 
and passwords 20 one for each project. Using a Security 
model like this, to effectively distribute all of the informa 
tion for all of its projects to all of its employees, a company 
with 60 employees and 30 projects per year would have to 
create and maintain 1800 usernames and passwords per year. 
0014. Additionally, because each project logically 
resided in Separate organizational accounts 10, there was no 
functionality for data to be aggregated acroSS projects, for 
instance, reporting on total man-hours on all projects or total 
costs for projects 1 and 2 is not possible. Since a user had 
to log-out and log back in to each project Separately, the 
Project Specific Model also had an awkward process for 
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Switching from one project to the next while using the 
application. Furthermore, in Some applications built on the 
Project Specific Model, each project had to be accessed by 
entirely different URLs, or addresses on the Web. 
0.015. Because of these inefficiencies in usability, the 
Project Specific Model could not be deployed in an enter 
prise-wide approach. That is, within or acroSS organizations, 
all projects could not be managed effectively using an 
Internet application with this model. Instead, Some projects 
would be on the Web and the rest of the projects would be 
tracked in other applications on the organizations local area 
networks (LANs) or by conventional hard copy methods. 
Thus, the benefit of online collaboration between organiza 
tions and remote access to data was offset by the cost of 
disintegrating enterprise wide information and format. 
0016. An alternative to the Project Specific Model was 
the prior art Enterprise Model. An Enterprise Model appli 
cation, as shown in FIG. 2A, allowed one organizational 
account 30 to hold multiple projects. Because of this, one Set 
of master lists 31 could be shared between all of the projects 
within an organizational account. 
0.017. Because each organizational account enforced 
Security between all of the users and projects within it, a user 
needed only one username and password for each organi 
zation as opposed to each project. Thus, in FIG. 2A, User 1 
had only two usernames and passwords 40 one for each 
organization that held a project in which User 1 was 
involved. 

0.018 Various currently used Enterprise Model 
approaches are the web-based project management applica 
tions built by Cephren, Bidcom, Buzzsaw and Construct 
ware. These Enterprise Model applications are not only 
designed for, but provide the most benefit to, those organi 
Zations that track every project from it. In the Enterprise 
Model, the host organization has a single Source of project 
information enterprise-wide, providing efficiencies in the 
form of common access and format acroSS projects as well 
as the ability to aggregate data between projects (for 
example, total dollar volume of retail VS. healthcare or, 
workload Statistics across all project managers). Further 
more, in the Enterprise Model, all projects are presented at 
one Web address and each user has one username and 
password for each organization. The applications Security 
features then discern what parts of what projects to make 
available to a given user. 
0019 While the Enterprise Model provides greater effi 
ciency for those organizations hosting project information, 
other team members, or those organizations working on the 
project but not hosting project information in the System, are 
left with many of the same integration problems that hosting 
organizations faced with the Project Specific Model. That is, 
data and work processes on other projects in the enterprise 
reside on another System. For example, in FIG. 2A, assume 
that User 1 is from a third company, not pictured, called 
Organization C which is involved in three other projects, not 
pictured, Project 4, Project 5 and Project 6. Because Projects 
4, 5 and 6 do not involve Organization A or B, Organization 
C must manage these projects in another System. Even if 
Organization C had its own account in the Web application 
to house and manage Projects 4, 5 and 6, the information in 
the projects would not be integrated with that of Projects 1, 
2 and 3 because they would be in organizational accounts 
other than its own. 
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0020. This illustrates the major drawback of Enterprise 
Model systems: just as the Project Specific Model does not 
allow aggregation and integration between projects, the 
Enterprise Model does not allow aggregation and integration 
between organizations. Because of this, one organization 
must act as a public clearinghouse for all data and work 
processes on a particular project. FIG. 2B Shows an example 
of this prior art System in which all lines of communication 
between five organizations run to and from one organization, 
the host. In the offline world, however, multiple organiza 
tions share information with each other in a complex net 
work of privileges and permissions defined, in part, by each 
organization involved, not by one omnipotent organization. 
FIG. 2C illustrates this, where lines of communication exist 
between each organization allowing the information to be 
shared between any two organizations on their own terms. 
For example, given all of the data created by Organization 
C, a portion will be made available to all of the other 
organizations while another portion will be made available 
to only Organization D. Yet another portion may only be 
made available to Organization E. The remaining portion is 
not shared with any other organizations, but distributed 
within Organization C for internal use only. 
0021. In the Enterprise Model, this level of control over 
the distribution of information between multiple organiza 
tions is only possible for that information that is shared 
between the hosting organization and other organizations, 
not between multiple “other members”. Technically, the 
hosting organization could employ the Security features of 
its site to create these complex gateways between “Other 
Members”, but it would be awkward at best and incomplete 
at worst. For example, in FIG.2B, if Organization C wanted 
to share information with Organization D, but not with 
Organization A (the Host), Organization C would have to 
trust Organization A to essentially not look at the informa 
tion. Even here, while the honest hosting organization would 
not make itself privy to the content of the information, it still 
knows the type of information being shared and that the 
information is not being shared with it. 
0022. Both the Project Specific and Enterprise models are 
carryovers of application Structures that operated on Local 
Area Networks (LANs). Prior to the wide use of the Internet, 
each organization had only its own LAN that was a network 
in and of itself, not connected to any other organizations 
LAN. Since there was no physical connection tying these 
networks or their applications together, extending the appli 
cation models to allow integration between organizations 
returned no value. However, as the Internet emerged to 
connect the information infrastructures between organiza 
tions the current offering of Web based applications 
appeared and were created utilizing the LAN-based Project 
Specific and Enterprise Model approaches. 
0023. In this sense, these applications were simply 
ported, as is, from LANs to the Internet. As a result, the 
communication model that emerges when a group of orga 
nizations uses these applications on a number of projects is 
paradoxical in that numerous, disconnected, Virtual LANS 
are formed on top of a large shared network. This happens 
because the Project Specific and Enterprise models do not 
take advantage of the unique opportunities provided by a 
large network shared by multiple organizations. 
0024. In view of the various shortcomings of the existing 
project management models, there is a Substantial need for 
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an improved computer based application that provides a 
complex fabric of data, communication, and workflow 
eXchange to all members of a project based Supply chain. 

SUMMARY OF THE INVENTION 

0.025. It is a primary object of the present invention to 
provide an improved System where every organization con 
trols its own Space and creates its own information, work 
flow and communications for the projects in which it is 
involved. Each piece of that information can then be made 
Visible to all, Some, or none of the other organizations that 
are involved in the projects. 
0026. When used by multiple organizations in a commu 
nity, the Structure of the present invention multiplies the 
benefits returned not only to the community of organizations 
as a whole, but to each organization involved. AS it fosters 
a regional best practice approach to collaboration, this return 
increases with the number of organizations participating. 
0.027 Yet another object of the present invention is to 
provide a System which runs from a single location on web 
and database Servers. Any member of a participating orga 
nization can connect to the Internet, log in, and Start work 
ing. Organizations are not required to purchase, configure or 
install any Software or hardware. The only requirement to 
use the system is a connection to the Internet and a Web 
browser. For most organizations, this is already in place. 
0028. To achieve the foregoing and other objects, a 
preferred embodiment of the present invention is generally 
directed to an Enterprise Community method and System 
that enables a complex fabric of information exchange 
between multiple organizations while retaining the benefits 
of the Enterprise Model for every organization. In the 
System of the present invention, the project, as a Subject of 
collaboration, is moved out of organizational containers. 
The project in the Enterprise Community system of the 
present invention is used as a common channel upon which 
multiple organizations can attach and, optionally, share their 
organization-specific content. 

0029. In one specific embodiment of the invention, an 
Enterprise Community System of the present invention is 
implemented in an Internet-type environment with comput 
erS having a graphical user interface. When a user Starts a 
new project, the Enterprise Community System displays a 
template or Screen for receiving information about that 
project and guides the user through the Enterprise Commu 
nity System. The System enables the user to retrieve and, if 
desired, revise, previously Stored information for use in the 
new project. 

0.030. In the case of multiple users, either within one 
organization or from different organizations, the Enterprise 
Community System enables each user to access and revise at 
least certain portions of the information Stored in the Enter 
prise Community System. The Enterprise Community SyS 
tem ensures that the information is shared only among those 
users who are authorized to have access to that information. 
The Enterprise Community System also ensures that certain 
Steps in workflow processes are carried out in a predeter 
mined Sequence. AS these Steps are carried out, the Enter 
prise Community System, Stores and transmits information 
concerning the Status of each Step and the information 
relating to that Step to the various authorized users. 
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0031. The Enterprise Community system enables mul 
tiple users to work Simultaneously on complicated projects 
and to share Subsets of information while Simultaneously 
protecting other Subsets of information from other users of 
the Enterprise Community System. 
0032. One advantage of the Enterprise Community sys 
tem of the present invention is that each user can Store, 
revise and retrieve general information which is not specific 
to any one project. 
0033. Another advantage of the Enterprise Community 
System is that each user is constantly updated as to the Status 
of the various Steps in workflow process that are under his 
control or direction or where the user has been designated to 
know certain information. 

0034. According to the method of the present invention 
every organization owns and controls its own information 
and can share any part of that information with any other 
organization it chooses. 
0035. Because the method is designed to maximize the 
benefits of the Internet for all organizations involved in 
multiple projects, it is useful as a Standard in any community 
where a number of organizations regularly collaborate. In 
this way, the community, as a whole can reduce costs, 
increase productivity and, in the end, increase the quality of 
its product. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0036) The accompanying drawings incorporated in and 
forming a part of the Specification illustrate Several aspects 
of the present invention, and together with the description 
Serve to explain the principles of the invention. 
0037 FIG. 1 is a block diagram of a typical prior art 
Project Specific data management model. 
0038 FIG. 2A is a block diagram of a typical prior art 
Enterprise data management model. 
0039 FIG. 2B is a diagram illustrating the paths of 
communication between organizations using the prior art 
Project Specific or Enterprise data management model. 
0040 FIG. 2C is a diagram illustrating the paths of 
communication between organizations using an Enterprise 
Community System of the present invention. 
0041 FIG. 3 is a block diagram of an Enterprise Com 
munity System of the present invention. 
0042 FIG. 4 is a block diagram showing a sample 
project in an Enterprise Community System. 

0043 FIG. 5 is a block diagram of an Enterprise Com 
munity System object model illustrating multiple organiza 
tions collaborating on multiple projects in multiple combi 
nations of partnerships. 
0044 FIG. 6 is a block diagram of an Enterprise Com 
munity System object model illustrating various needed or 
desired databases and work areas. 

004.5 FIG. 7 is a block diagram of a system architecture 
for an Enterprise Community System. 

0046 FIG. 8 is a block diagram of a menu structure for 
an Enterprise Community System. 
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0047 FIG. 9 is a block diagram of an application and 
database architecture for an Enterprise Community System. 
0048 FIG. 10 is a screen snapshot of a User Interface 
Screen for an Enterprise Community System. 
0049 FIG. 11 is a screen Snapshot of a Navigator screen 
for an Enterprise Community System. 

0050 FIG. 12 is a screen snapshot of a Permission 
Modify screen for an Enterprise Community system. 
0051 FIG. 12A is a screen snapshot of a Modify Group 
Membership Screen for an Enterprise Community System. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

0.052 The present invention relates to a method for 
managing and Selectively sharing multiple Sets of informa 
tion to be used in a plurality of projects. Each Set of 
information is created, revised and controlled by Separate 
organizations, or entities. According to the present inven 
tion, at least one first Set of information from at least a first 
entity is received, Stored, and analyzed in a database. The 
first Set of information is capable of being retrievable, usable 
and revisable by at least the first entity. The first entity 
controls whether at least one Second entity can access the 
first set of information. The first entity is allowed to control 
whether the Second entity can retrieve, use and/or revise the 
first set of information. 

0.053 At least one second set of information from the first 
entity is received, Stored, and analyzed in the database. The 
Second Set of information is capable of being retrieved, used 
and revised only by the first entity. At least one third set of 
information from the Second entity is received, Stored, and 
analyzed in the database. The third set of information is 
capable of being retrieved, used and revised by at least the 
Second entity. The Second entity controls whether at least the 
first entity can access the third set of information. The 
second entity is allowed to control whether the first entity 
can retrieve, use and/or revise the Second Set of information. 
At least one fourth Set of information capable of being 
retrieved, used and revised only by the Second entity is 
received, Stored and analyzed in the database. According to 
the present invention, multiple entities can Send and Store 
multiple Sets of information in the database. Each entity 
controls whether the other entities can retrieve, use and/or 
revise the Stored Sets of information. 

0.054 Analysis of the information can include updating 
the Status of each Set of information, and Sending the Status 
of each updated Set of information to each entity that is 
capable of retrieving, using and/or revising the updated Set 
of information. The analysis of the information is performed 
using a predetermined and, if desired, customizable path. 
The method of the present invention is preferably executed 
in a computer System where the receiving, analyzing and 
Storing of the Sets of information are performed on a network 
computer with a computer code operating on a Suitable 
database. In preferred embodiments, the computer code is 
written in a language Such as C++, Java, Visual Basic and the 
like. 

0.055 The present invention also provides a software 
program for a multiple project managing System which 
controls access to multiple Sets of information for use in a 
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plurality of projects. Each Set of information is created, 
revised and controlled by Separate entities. The Software 
program comprises instructions for allowing a computer to 
receive, Store, and analyze in a database at least one first Set 
of information from at least a first entity using an electronic 
user interface. The first Set of information is capable of being 
retrievable, usable and revisable by the first entity. The 
program allows the first entity to control whether at least one 
Second entity can have access to the first Set of information 
and whether the Second entity can retrieve, use and/or revise 
the first Set of information. The program also allows the 
computer to receive, Store and analyze in the database at 
least one second set of information from the first entity. The 
Second Set of information is capable of being retrieved, used 
and revised only by the first entity. The program also allows 
the computer to receive, Store, and analyze in the database 
at least one third Set of information from the Second entity. 
The third set of information is capable of being retrieved, 
used and revised by the Second entity. The Software program 
allows the second entity to control whether the first entity 
can access to the third set of information and whether the 
first entity can retrieve, use and/or revise the Second set of 
information. The program also allows the computer to 
receive, Store and analyze in the database at least one fourth 
set of information from the second entity. The fourth set of 
information is capable of being retrieved, used and revised 
only by the Second entity. 

0056. The software program controls whether multiple 
entities can Send, Store and analyze multiple Sets of infor 
mation in the database. The Software program allows mul 
tiple entities to control whether the other entities can 
retrieve, use and/or revise the Stored Sets of information. The 
present invention also provides a computer-readable 
medium having computer-executable instructions for per 
forming the StepS recited above. 

0057 According to the present invention, an electronic 
interface is used to receive the first and Second Sets of 
information from the first entity. The computer analyzes and 
Stores the first and the Second Sets of information in a 
database and allows a Second entity to retrieve, use and/or 
revise the first set of information, while prohibiting the 
Second entity from at least one of the retrieving, using or 
revising of the Second Set of information. The electronic 
interface is also used to receive the third and fourth sets of 
information from the Second entity. The computer analyzes 
and stores the third and the fourth sets of information in the 
database and allows the first entity to retrieve, use and/or 
revise the third set of information, while prohibiting the first 
entity from at least one of the retrieving, using or revising of 
the fourth set of information. The analysis of the information 
includes updating the Status of each Set of information, and 
Sending the Status of each updated Set of information to each 
entity that is capable of retrieving, using and/or revising the 
updated Set of information. 

0058. The present invention is useful for managing and 
Selectively sharing information in a multiuser network envi 
ronment of the type having at least one database Server with 
at least one file directed for Selective shared usage, and 
multiple entities interconnected through the database Server 
through a network link. Each entity creates at least one Set 
of information and controls access by other entities to at 
least one Subset of that information. 
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0059. The present invention provides a method for one or 
more entities for managing multiple projects and Selectively 
Sharing information. At least one or more accounts are 
created within an application. Each entity creates and con 
trols at least one or more of the following Sets of information 
including one or more projects, application modules, Secu 
rity permissions and users. Each entity is allowed to create 
any number of projects. When a specific project is created, 
the Specific project has a number of application modules 
asSociated with the Specific project that contain and proceSS 
at least one or more Sets of information. Each entity is 
allowed to grant foreign and/or local permission to a user to 
View and/or modify the information. A Super project is 
created when a foreign permission is granted to the user. The 
Super project is a common channel upon which the various 
application modules from each entity can be merged into at 
least one set of Super modules. 
0060. The present invention also provides a programmed 
computer System for managing and Selectively sharing mul 
tiple Sets of information in a network environment. At least 
one client device comprises at least one or more personal 
computers, network appliances, laptop and palm computers 
and the like. The client device includes a user interface 
which Sends information to and receives information from a 
connection device. The connection device comprises at least 
one or more routers, Switches and domain name Servers and 
the like. The connection device includes a network which 
Sends and receives information from an interface Server. The 
interface server includes a request/response handling system 
which sends and receives information from an application 
Server. The application Server comprises a data and Security 
validation system which receives information from the 
request/response handling System. The data and Security 
validation System sends and receives information from a 
busineSS rule processing System. The data and Security 
validation System also sends information to an interface 
assembly which, in turn, Sends information to the request/ 
response handling System. The busineSS rule processing 
System sends and receives information from a database 
Server, which comprises at least one or more tables, views 
and triggerS. 
0061 Referring now to the figures, FIG. 3 shows the 
functional characteristics of an Enterprise Community Sys 
tem 50 of the present invention. In any given organizational 
account 51, Sets of information or application modules 
shown as Solid line folders 52, and broken line folders 58 are 
attached to a project channel 54. The solid line folders 52 
represent content that is published from within that organi 
zation's account. The broken line folders 58 represent con 
tent published in a foreign organizational account, but made 
Visible to the local organization. Since each organizational 
account controls the access by other organizations to its own 
content, any matrix of eXchange is possible between any 
number of organizations and any number of projects. AS 
previously described, the prior art Project Specific and 
Enterprise Models require a user to have a different user 
name and password for each project or each organization 
that contained a project respectively. The Enterprise Com 
munity System, however, reduces this requirement to only 
one username and password 60 for the organizational 
account to which the user belongs. 
0062) The system of the present invention is useful for 
managing many diverse complex projects involving many 
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organizations in a variety of partnership combinations. One 
example is the construction industry. While construction 
projects often include team members from a variety of 
geographic locations, there is generally a core community of 
regional organizations whose members, in one combination 
or another, are involved in all or most of the projects in that 
region. The Enterprise Community System provides value to 
these core communities in the form of a consistent work 
environment from project to project and fosters a regional 
best practice approach. FIG. 5 shows an example of this in 
which three organizations work on three projects in three 
combinations of partnerships, while each organization 
retains all of the information for all of its projects in its own 
organizational account. 

0063. In the Enterprise Community system, all partici 
pants in a project have and control their own organizational 
account, which holds their own information. All types of 
organizations, regardless of their role in a project, benefit 
from the System, not just the host organizations that exist in 
the Project Specific and Enterprise models, which are typi 
cally general contractors and architects. In addition, combi 
nations of collaborative relationships can be formed that 
cannot exist in the Project Specific or Enterprise Models. 

0064 FIG. 4 shows an example of an Enterprise Com 
munity System being used on an actual construction project 
by three organizations, an architect, general contractor and 
Subcontractor. Each organizational account is represented by 
Shading that carries through to any application module 
hosted by that organization. In this diagram are Several 
combinations of information sharing that are unique to an 
Enterprise Community System. First, each organization is 
hosting its own job cost information, but is not sharing that 
information with any other organization. Second, the archi 
tect is hosting Drawings, Specifications and Transmittals 
and Sharing them with all other organizations. Likewise, the 
general contractor is hosting RFIS, Submittals and Trans 
mittals and Sharing them with every organization. Third, the 
general contractor is hosting Subcontract information, but 
only sharing it with the Subcontractor. Fourth, for any given 
project; each organization may have available multiple 
application modules of the same type. For instance, each 
organization has available three Transmittal application 
modules, one hosted by each organization and shared with 
all other organizations. 

0065 Having generally described the concept of the 
Enterprise Community System, we now describe details of 
how to implement an embodiment of the invention. The 
System is preferably coded in programming languages Such 
as Visual Basic, C++, Java and the like. The System archi 
tecture of an Enterprise Community System, is shown in 
FIG. 7, which is a flow chart describing the methods of the 
present invention operable within an Internet environment. 
A client device 100 can comprise at least one or more of the 
following: personal computers, network appliances, laptops, 
palm computers and the like. The client device 100 includes 
a user interface 102 which sends information to and receives 
information from a connection device 110. The connection 
device 110 can comprise at least one of the following: 
routers, Switches, domain name Servers and the like. The 
connection device 110 includes a network 112 which sends 
and receives information from an interface server 120. The 
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interface Server 120 includes a request/response handling 
System 122 which Sends and receives information from an 
application server 130. 
0.066 The application server 130 can comprise a data and 
security validation system 132 which receives information 
from the request/response handling System 122. The data 
and Security validation System 132 Sends and receives 
information from a busineSS rule processing System 134. The 
data and Security validation System 132 also sends informa 
tion to an interface assembly 136 which, in turn, sends 
information to the request/response handling System 122. 
0067. The business rule processing system 134 sends and 
receives information from a database server 140, which can 
comprise at least one or more tables, views and triggerS 142. 
0068 The Enterprise Community system's application 
and database architecture is shown in FIG. 9 for a project 
management application for an organization A and an orga 
nization B. While many other organizational accounts can be 
included in the application and database architecture, Such 
other organizational accounts are not shown in FIG. 9 for 
ease of description. However, the inclusion of multiple 
organizational accounts within the community enterprise 
System is within the contemplated Scope of the present 
invention. 

0069. According to the present invention, and as shown 
in FIG. 9, the application and database architecture 200 is 
structured as follows: 

0070 First, organizational accounts 202 and 203 are 
created within an application 200. Organizational accounts 
202 and 203 each contain and control their own collections 
of projects 204 and 205, application modules 206 and 207, 
security permissions 208 and 209, and users 210 and 211. 
0.071) Second, each organizational account creates its 
own project 220 and 221. 
0072 Third, when the specific project 220 or 221 is 
created, the project will have a number of application 
modules 222 and 223 associated with it that contain and 
proceSS Various categories of data Such as Subcontracts, 
Submittals, drawings and Specifications. 
0.073 Fourth, for each application module 222 or 223, the 
organizational account 202 or 203 grants local 232 and 233 
and/or foreign 230 and 231 security permissions to specific 
users 240 or 241 to view and/or modify the data. 
0.074 Fifth, if permissions are granted to a user 240 or 
241 that is contained in another organizational account, the 
application creates a Super project 250. A Super project is 
used as a public “link’ or common channel upon which the 
application modules 222 or 223 from Several organizational 
accounts can be merged into one collection of application 
modules 206 or 207 for each organizational account. 
0075 Sixth, the user(s) 240 and/or 241 that were granted 
permissions 230 through 233 both foreign and local, then 
have available a single collection of application modules 
206 and 207 that contain application modules 222 and 223 
from a variety of organizational accounts. 
0.076 The functionality that enables the Enterprise Com 
munity System is in the fourth Step above in which an 
organizational account 202 or 203 can apply foreign per 
missions 230 or 231. If an organizational account Such as 
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Organization A202 could not “see” a user 241 from another 
organizational account 203, foreign permissions 230 could 
not be applied. In this case, the Super project 250 would not 
exist and, thus, application modules 222 could not be shared 
acroSS organizational accounts. It is this model, in which 
there is no Security visibility of users acroSS organizational 
accounts, and thus no foreign permissions 230 and 231 and 
no super project 250, that typifies the architecture of the 
prior art in the Enterprise and Project Specific Systems. 

0077 Because of the inter-organizational mingling of 
data and the potential redundancy of application module 
types, it is important in an Enterprise Community System 
that the user interface provide the user with the functionality 
to navigate between the application modules based on the 
project they are associated with as well as each of their 
organizational account Sources. Referring now to FIG. 10, a 
depiction of one screen Snapshot 300 of the Enterprise 
Community system User Interface screen 102 is shown. In 
this screen Snapshot 300, a project selection list 301 contains 
all of the projects in which at least one organizational 
account has granted the logged on user at least the permis 
Sion to view at least one application module. An organiza 
tional account Selection list 302 contains all of the organi 
Zation accounts that have granted the logged on user the 
permission to at least view at least one application module 
asSociated with the Selected project. Application module 
selection lists 303 contain all of the application modules 
asSociated with the Selected project in which the logged on 
user has been granted the permission to at least view by the 
organizational account-Selected in the organizational 
account Selection list 302. The logged on user may have 
been granted various permissions other than View. The 
existence of these other permissions are generally visible by 
the appearance of various icons on the toolbar 304 which 
allow the user to add, modify and delete data as well as to 
move pieces of the data through workflow processes. 

0078. Other embodiments are within the scope of the 
invention. For example, this System has been described as 
being carried out in Software. It can be alternately carried out 
using hardware techniques where dedicated modules are 
used to carry out each function that has been described 
above. Likewise, any Step described above can be replaced 
with one or more Steps, or can be removed, to perform the 
Enterprise Community System. Alternate Steps can be used 
for each task and to monitor the Status of each project in the 
Enterprise Community system. Still other embodiments are 
within the Scope of the following claims. 

007.9 The ProjectVillage TM application is a web-based 
construction project management application that was built 
by the inventors based on an Enterprise Community Struc 
ture of the present invention and is currently being used by 
teams of construction professionals. 

0080 FIG. 6 shows a block diagram of the database 
object model for the ProjectVillage TM application of the 
Community Enterprise System of the present invention. The 
two dark gray nodes, 70 and 70', are not actual data objects, 
but logical groupings of data objects and represent the two 
main levels of the application. When a user is logged into the 
System, the user will, based on his own navigation at any 
time, be at either the Member Company level 70 or at the 
Project level 70', in which case the user has selected to be 
logged into in a Specific project. At either level, the user then 



US 2004/0243640 A1 

has available the application modules within that level and 
the data objects, such as 72, 73 and 74, that they expose. 
Each light gray node, Such as 72, is the base data object of 
an application module. Therefore, each application module 
is represented by a light gray node 72 in this diagram. The 
white nodes, such as 73 and 74, represent child data objects 
related to their parent objects in either a one-to-one or a 
one-to-many relationship. For instance, the drawings appli 
cation module contains any number of drawing sheet data 
objects 72. Each drawing sheet data object contains any 
number of revision data objects 73 each of which in turn 
contains any number of redline data objects 74. Any one of 
the data objects in this diagram is represented in the user 
interface by its own graphic icon and is manipulated or 
viewed by its own add/modify or read-only detail screen. 
0081 FIG.8 shows the menu structure for the ProjectVil 
lage' application and, for an organizational account or a 
Specific project, the application modules 151 that can be 
accessed via the menus 150. 

0082 Security permissions to various application mod 
ules are granted within the ProjectVillage TM application 
from the groupS application module. The groupS application 
module is a listing of Security groups, each of which can be 
created and named by users of the System within their 
organizational account. Any number of users, from the same 
or any other organizational account, can be added to a 
Security group. Security permissions can then be granted to 
the group, at which point the permissions are inherited by 
the users contained in the group. FIG. 12 shows the Per 
mission Modify screen 500, on which the read permission 
501 is being granted for the RFI application module 502 in 
project “447600 Busch's Store'503 to the security group 
“Project Managers'504. Though permissions are being 
granted to this group, the user list 506 at the bottom of the 
group detail screen 505 shows that this group does not 
currently contain any users. 
0.083 FIG. 12A shows the process of adding users to a 
group within the ProjectVillage TM application. The Modify 
Group Membership screen 600 lists all of the users that 
match a search criteria 603. By checking any number of the 
checkboxes 601 next to the usernames and confirming the 
Selection with the OK button ~602 the selected users are 
added to the “Project Managers' group 504 shown in FIG. 
12. Because the Modify Group Membership screen 600 lists 
users regardless of their organizational account, it effectively 
enables the Enterprise Community System by allowing the 
inclusion of users from other organizational accounts in 
Security groups and thus the ability to grant foreign permis 
sions 230 or 231. FIG. 12A shows an example of this in 
which the Modify Group Membership screen 600 lists four 
users from four different organizations. In an application 
built on the prior art Project Specific model, this list would 
return only those users created within a Specific project. In 
the prior art Enterprise model application, this list would 
return only those users created in the local organizational 
acCOunt. 

0084. The ProjectVillage TM application provides the fol 
lowing numerous features that leverage the Enterprise Com 
munity Structure to provide greater value to the users of the 
application. 

0085. Online Workflow. A number of items within the 
application modules provided by the ProjectVillage TM appli 
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cation are “workflow' items that are routed from user to 
user, online, creating work processes that generally involve 
an approval, a comment or a response. A Request for 
Information (RFI), for instance, is a formal process in which 
an individual or organization requests additional informa 
tion (or a clarification of existing information) from another 
individual or organization higher in the management or 
design chain. In the construction industry this would be from 
a Subcontractor to a general contractor, or from a general 
contractor to an architect or, perhaps, from an architect to an 
owner. In the ProjectVillage TM application, for example, an 
RFI might be created by a general contractor's project 
manager. After completing the request portion in the RFI 
form, the project manager would Submit the RFI, online, to 
the architect’s designer. Besides appearing in the RFI appli 
cation module, it now also appears in the designer's Inbox 
because it is "in-his-court'. At this point, the designer can 
complete the response portion of the RFI form online. In this 
example, the entire RFI workflow process is executed 
online, without paper, faxes or mail and, probably, in leSS 
time than the offline equivalent. More importantly, though, 
assuming that the project manager and designer are users 
from two different organizational accounts, the ProjectVil 
lage' application leverages the Enterprise Community 
model by allowing this workflow process to be executed 
acroSS the boundaries of the organizational accounts. 
0086) Custom workflow design. Any workflow item, 
when created, is assigned a “workflow path' which can be 
created and modified by each organization. A workflow path 
serves to shepherd the item through any number of workflow 
Steps, enforcing the policies of each Step including what 
actions users can take and wiat other users are acceptable 
recipients of the item. While many workflow paths reflect 
industry Standard business processes, it is necessary in Some 
situations to create a workflow path that differs from the 
industry Standard. For instance, RFIS are typically created by 
the general contractor and Sent to the architect for a 
response. However, if desired, a workflow path for RFIs 
could be created in which an individual from either a 
Subcontractor's or general contractor's organizational 
account creates the RFI. If an individual in the Subcontrac 
tor's organizational account creates the RFI (and completes 
the request portion of the form), the workflow path could 
require that the RFI be sent only to certain individuals in the 
general contractor's organizational account. At this step, the 
workflow path could allow the individuals from the general 
contractor's organizational account to complete the response 
portion of the RFI form, or send it to certain individuals in 
the architects organizational account for a response. If, on 
the other hand, an individual from the general contractor's 
organizational account creates the RFI, he would only be 
able to send it to certain individuals from the architects 
organizational account for a response. The Enterprise Com 
munity System of the present invention significantly 
enhances customizable workflow. Just as one organizational 
account can apply Security permissions against users from 
other organizational accounts, So can one organizational 
account include users from other organizational accounts as 
potential recipients of workflow items. 
0087. The Navigator. Referring to FIG. 11, in addition to 
the functionality of the user interface described above, the 
ProjectVillage" application provides an alternative naviga 
tional screen called the Navigator screen 400 which can be 
accessed by the Navigator icon button 401 on the main 
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screen 405. In terms of the user interface, the Navigator 
screen 400 is the best visual illustration of the Enterprise 
Community System. For the user logged onto the System, the 
Navigator screen 400 shows all of the application modules 
402 to which he has been granted at least the permission to 
View by any organizational account. The application mod 
ules are then grouped by the organizational accounts 403 
from which they are published. The application modules and 
organizational accounts are associated with the project 
selected in the project selection list 404: Each time a 
different project is Selected from the project Selection list, 
the user's Security permissions are re-evaluated throughout 
all organizational accounts in the Enterprise Community 
System and a new layout of application modules and orga 
nizational containers are displayed on the Navigator Screen 
400 pertaining to the newly selected project. When the user 
clicks an application module on the Navigator screen 400 
with a mouse or other pointing device, the Navigator Screen 
400 disappears and causes the main screen 405 to Switch 
either or both the project and publishing organizational 
account, ultimately displaying the information for the appli 
cation module that the user clicked. 

0088 Attachments. As described previously, each of the 
data objects in FIG. 6, such as 72, 73 and 74, is represented 
in the user interface by its own graphic icon and is manipu 
lated or viewed by its own add/modify or read-only detail 
Screen. The user interface also provides a Screen for each 
object on which a list of other objects can be attached, or 
cross referenced to that object. For instance, a punch list 
item object 76 and a photo object 77 may be attached to a 
Subcontract change order object 75. Because of the Enter 
prise Community System, in the example above, the punch 
list item could be from one organizational account while the 
photo could be from a Second organizational account and the 
Subcontract change order could be from a third organiza 
tional account. Furthermore, each of these three objects 
could even be from different projects, if desired. 
0089 Drawing viewing and redlining. Each revision in 
the drawings application module can Store the actual CAD 
file of that drawing. The inventors have integrated into the 
ProjectVillage TM application a drawing viewer so that any 
revision can then be viewed online. In addition to simply 
Viewing the drawings, users can create graphical Sketches 
and blocks of text on top of the drawings. These sketches 
and text blocks are called redlines, or markups. Again, 
leveraging the Enterprise Community model, multiple users 
from multiple organizational accounts can, given Sufficient 
local and foreign permissions between the accounts, view 
drawings and share markups with each other. 
0090 Enterprise scalability. The ProjectVillage TM appli 
cation is able to contain and easily navigate all of a com 
pany's projects, which provides a common location and 
interface for all project information within an organization 
as well as the ability to aggregate and report on data acroSS 
projects. Because of the Enterprise Community System, the 
information for all of an organization's projects can be kept 
within its organizational account regardless of partnerships 
with other organizations for any given project. This is a 
Significant enhancement for project management Systems 
given the Shortcomings of the Project Specific and Enter 
prise models in this regard. 
0.091 Smart self-hosted servers. The primary means of 
distribution of the ProjectVillage TM Software is as a Sub 
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Scription Service, running on a central Server from which any 
number of organizations can log in and use the Software. 
However, for Some organizations, especially larger ones, 
there are Several benefits to purchasing and installing their 
own copy of the Software on their own Servers. First, an 
organization has direct control over physical Security and 
access to the database. Second, performance and response 
time of the Software is dramatically increased when run over 
an organization's LAN as opposed to over the Internet. 
Finally, Since the organization has direct access to the 
database, Self-hosting opens a variety of opportunities for 
custom Solutions that integrate the data and processes from 
the ProjectVillage TM application with that of other systems 
Such as accounting, human resources, inventory, manufac 
turing, etc. By its nature, a Self-hosted Server holds only one 
organizational account. However, to maintain the Enterprise 
Community System, Self-hosted Servers communicate with 
the central ProjectVillage TM server, making the central 
server aware of the location of the self-hosted server as well 
as providing the central Server with an index of the infor 
mation and Security permissions that is on the Self-hosted 
server. This index of information allows the central server to 
know about the information and permissions available on 
any given Self-hosted Server without actually storing the 
information itself. In this way, the Enterprise Community 
System is kept intact, allowing organizational accounts run 
ning on the central Server to share information with accounts 
on any Self-hosted Server and Vice versa. 
0092. Other embodiments are within the scope of the 
invention. For example, this System has been described as 
being carried out in Software. It can be alternatively carried 
out using hardware techniques where dedicated modules are 
used to carry out each function that has been described 
above. Likewise, any Step described above can be replaced 
with one or more Steps, or can be removed, to perform the 
enterprise community System. Alternative Steps can be used 
for each task and to monitor the Status of each project in the 
enterprise community System. 

0093 Still other embodiments are within the scope of the 
following claims. 

1-50. Cancelled. 
51. A programmed computer System for managing and 

Selectively sharing multiple Sets of information in a network 
environment comprising: 

at least one client device 100 comprising at least one or 
more personal computers, network appliances, laptop 
and palm computers, 

the client device 100 including a user interface 102 which 
Sends information to and receives information from a 
connection device 110; 

the connection device 110 comprising at least one or more 
routers, Switches and domain name Servers, 

the connection device 110 including a network 112 which 
Sends and receives information from an interface Server 
120; 

the interface Server 120 including a request/response 
handling System 122 which sends and receives infor 
mation from an application server 130; 
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the application Server 130 comprising a data and Security 
validation system 132 which receives information from 
the request/response handling System 122, 

the data and Security validation System 132 Sending and 
receiving information from a busineSS ruling process 
ing System 134; 

the data and Security validation System 132 also Sending 
information to an interface assembly 136 which, in 
turn, sends information to an interface assembly 136 
which, in turn, Sends information to the request/re 
Sponse handling System 122; and 

the busineSS rule processing System 134 Sending and 
receiving information from a database server 140, 
which comprises at least one or more tables, views and 
triggerS 142, 

wherein multiple Sets of information are received, Stored 
and analyzed from multiple entities, and allowing each 
entity to control whether the other entities can retrieve, 
use and/or revise the Stored Sets of information. 

52. The system of claim 51, in which analyzing of the 
information further includes updating a Status of each Set of 
information, and Send the Status of each updated Set of 
information to each entity that is capable of retrieving, using 
and/or revising the updated Set of information. 

53. The system of claim 52, in which the analyzing of the 
information is performed using a predetermined and cus 
tomizable path. 

54. The system of claim 51, further including allowing 
each entity to grant permissions to other entities to receive, 
Store and/or analyze the Sets of information under the control 
of each entity. 

55. The system of claim 54, in which at least a first entity 
is a member of a first organization and at least Second entity 
is a member of a Second organization that is different from 
the first organization. 

56. The system of claim 51, in which the receiving, 
analyzing and Storing of the multiple Sets of information are 
performed on a network computer. 

57. The system of claim 51, in which the receiving, 
analyzing and Storing of the multiple Sets of information are 
performed with a computer code operating on a Suitable 
database. 

58. The system of claim 57, in which the computer code 
is written in a language comprising Visual Basic, C++ or 
Java. 

59. A computer-readable medium having computer-ex 
ecutable instructions for performing the System recited in 
claim 51. 

60. A method for managing and Selectively sharing mul 
tiple Sets of information to be used in a plurality of projects, 
each Set of information being created, revised and controlled 
by Separate entities, the method executed in a computer 
System, Said method comprising 

receiving, Storing, and analyzing in one instance of a 
database at least one first Set of information from at 
least a first entity, the first Set of information capable of 
being retrievable, usable and revisable by the first 
entity; 

allowing the first entity to control whether at least one 
Second entity can access the first Set of information, and 
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allowing the first entity to control whether the second 
entity can retrieve, use and/or revise the first Set of 
information; 

receiving, Storing, and analyzing in the database at least 
one Second Set of information from the first entity, the 
Second Set of information capable of being retrieved, 
used and revised only by the first entity; 

receiving, Storing, and analyzing in the database at least 
one third set of information from the second entity; the 
third set of information capable of being retrieved, used 
and revised by the Second entity; 

allowing the Second entity to control whether at least the 
first entity can access the third Set of information and 
allowing the second entity to control whether the first 
entity can retrieve, use and/or revise the Second Set of 
information; and 

receiving, Storing and analyzing in the database at least 
one fourth Set of information capable of being 
retrieved, used and revised only by the Second entity, 

wherein the method supports the ability for all entities to 
co-exist on the Single instance of the database Such that 
each entity owns and controls only their set of infor 
mation within the database; in which multiple sets of 
information are received, Stored and analyzed from 
multiple entities, and allowing each entity to control 
whether the other entities can retrieve, use and/or revise 
the stored sets of information, and in which analyzing 
of the information further includes updating a Status of 
each Set of information, and Sending the Status of, each 
updated Set of information to each entity that is capable 
of retrieving, using and/or revising the updated Set of 
information; 

the method further comprising 
distributing a Software program for which controls access 

to the Sets of information for use in a plurality of 
projects, each Set of information being created, revised 
and controlled by Separate entities, 

allowing distribution of the Software program to Separate 
entities as a Subscription Service, and 

operating the Software program on one central Server from 
which any number of the Separate entities can log in 
and use the Software program. 

61. A method for one or more entities for managing 
multiple projects and Selectively sharing information com 
prising allowing at least one entity to Self-host by purchasing 
and installing its own copy of a Software program on its own 
Servers, the Software program comprising a Software pro 
gram for a multiple project managing System which controls 
access to multiple Sets of information for use in a plurality 
of projects, each Set of information being created, revised 
and controlled by Separate entities, the Software program 
comprising instructions for causing a computer to: 

receive, Store, and analyze in a Single instance of a 
database at least one first Set of information from at 
least a first entity using an electronic user interface, the 
first Set of information being capable of being retriev 
able, usable and revisable by the first entity; 

allow the first entity to control whether at least one second 
entity can access the first Set of information; 



US 2004/0243640 A1 

allow the first entity to control whether the at least one 
Second entity can retrieve, use and/or revise the first Set 
of information; 

receive, Store and analyze in the database at least one 
second set of information from the first entity, the 
Second Set of information being capable of being 
retrieved, used and revised only by the first entity; 

receive, Store, and analyze in the database at least one 
third set of information from the second entity; the third 
Set of information being capable of being retrieved, 
used and revised by the Second entity; 

allow the second entity to control whether at least the first 
entity can access the third Set of information; 

allow the second entity to control whether the first entity 
can retrieve, use and/or revise the Second Set of infor 
mation; and 

receive, Store and analyze in the database at least one 
fourth set of information from the second entity, the 
fourth Set of information being capable of being 
retrieved, used and revised only by the Second entity, 
wherein the Software program Supports the ability for 
all entities to co-exist on the Single instance of the 
database Such that each entity owns and controls only 
their set of information within the database; in which 
multiple Sets of information are received, Stored and 
analyzed from multiple entities, and allowing each 
entity to control whether the other entities can retrieve, 
use and/or revise the Stored Sets of information, and in 
which analyzing of the information further includes 
updating a status of each Set of information, and 
Sending the Status of each updated Set of information to 
each entity that is capable of retrieving, using and/or 
revising the updated Set of information; 

the method allowing the entity direct control over physi 
cal Security and access to the database Such that per 
formance and response time of the Software is dramati 
cally increased when run over the entity's LAN as 
opposed to over the Internet, 

whereby, Since the entity has direct access to the database, 
the Self-hosting providing a variety of opportunities for 
custom Solutions that integrate data and processes from 
the Software with that of other Systems, including 
accounting, human resources, inventory, manufactur 
ing, and the like. 

62. The method of claim 61, in which at least two or more 
Self-hosted Servers communicate with the central Server, and 
further comprising 

making the central Server aware of the Self-hosted Server's 
location as well as providing the central Server with an 
index of information and Security permissions that are 
on the self-hosted server; the index of information and 
Security permissions allowing the central Server to 
know about the information and Security permissions 
available on any given Self-hosted Server without actu 
ally storing the information and Security permissions 
itself, thereby allowing each entity's accounts operat 
ing on the central Server to share any desired amount of 
information with any number of desired entity's 
accounts on any Self-hosted Server and Vice versa. 
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63. A method for managing and Selectively sharing mul 
tiple Sets of information to be used in a plurality of projects, 
each Set of information being created, revised and controlled 
by Separate entitles, the method executed in a computer 
System using Suitable hardware comprising dedicated mod 
ules to carry out each function and causing the computer 
System to: 

receive, Store, and analyze in a Single instance of a 
database at least one first Set of information from at 
least a first entity using an electronic user interface, the 
first Set of information being capable of being retriev 
able, usable and revisable by the first entity; 

allow the first entity to control whether at least one second 
entity can access the first Set of information; 

allow the first entity to control whether the at least one 
Second entity can retrieve, use and/or revise the first Set 
of information; 

receive, Store and analyze in the database at least one 
second set of information from the first entity, the 
Second Set of information being capable of being 
retrieved, used and revised only by the first entity; 

receive, Store, and analyze in the database at least one 
third set of information from the second entity; the third 
Set of information being capable of being retrieved, 
used and revised by the Second entity; 

allow the Second entity to control whether at least the first 
entity can access the third Set of information; 

allow the second entity to control whether the first entity 
can retrieve, use and/or revise the Second Set of infor 
mation; and 

receive, Store and analyze in the database at least one 
fourth set of information from the second entity, the 
fourth Set of information being capable of being 
retrieved, used and revised only by the Second entity, 
wherein the Software program Supports the ability for 
all entities to co-exist on the Single instance of the 
database Such that each entity owns and controls only 
their set of information within the database; in which 
multiple Sets of information are received, Stored and 
analyzed from multiple entities, and allowing each 
entity to control whether the other entities can retrieve, 
use and/or revise the Stored Sets of information, and in 
which analyzing of the information further includes 
updating a status of each Set of information, and 
Sending the Status of each updated Set of information to 
each entity that is capable of retrieving, using and/or 
revising the updated Set of information. 

64. A method for managing and Selectively sharing mul 
tiple Sets of information to be used in a plurality of projects, 
each Set of information being created, revised and controlled 
by Separate entities, the method executed in a computer 
System, Said method comprising 

receiving, Storing, and analyzing in one instance of a 
database at least one first Set of information from at 
least a first entity, the first Set of information capable of 
being retrievable, usable and revisable by the first 
entity; 

allowing the first entity to control whether at least one 
Second entity can access the first Set of information, and 
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allowing the first entity to control whether the second 
entity can retrieve, use and/or revise the first Set of 
information; 

receiving, Storing, and analyzing in the database at least 
one Second Set of information from the first entity, the 
Second Set of information capable of being retrieved, 
used and revised only by the first entity; 

receiving, Storing, and analyzing in the database at least 
one third set of information from the second entity; the 
third Set of information capable of being retrieved, used 
and revised by the Second entity; 

allowing the Second entity to control whether at least the 
first entity can access the third Set of information and 
allowing the second entity to control whether the first 
entity can retrieve, use and/or revise the Second Set of 
information; and 

receiving, Storing and analyzing in the database at least 
one fourth Set of information capable of being 
retrieved, used and revised only by the Second entity, 

wherein the method supports the ability for all entities to 
co-exist on the Single instance of the database Such that 
each entity owns and controls only their Set of infor 
mation within the database, in which multiple Sets of 
information are received, Stored and analyzed from 
multiple entities, and allowing each entity to control 
whether the other entities can retrieve, use and/or revise 
the Stored sets of information, and in which analyzing 
of the information further includes updating a Status of 
each Set of information, and Sending the Status of each 
updated Set of information to each entity that is capable 
of retrieving, using and/or revising the updated Set of 
information; and 

wherein the method provides an online workflow man 
agement where at least one “workflow' item is routed 
from entity to entity, online, creating work processes 
that generally involve at least one of an approval, a 
comment or a response, thereby allowing the workflow 
management to be executed acroSS boundaries of the 
entities accounts. 

65. The method of claim 63, wherein the at least one 
Workflow item comprises at least one set of information, the 
least one set of information being Selected from the group 
including Requests for Information (RFIs), Drawing, Speci 
fications, Submittals, Transmittals and the like, Such that at 
least one individual and/or at least one entity can request 
additional information and/or clarification of existing Sets of 
information from at least one other individual and/or at least 
one other entity. 

66. The method of claim 65, where the workflow man 
agement occurs in the construction industry and the at least 
one set of information is shared between at least one of a 
Subcontractor to a general contractor, a general contractor to 
at least one architect, an architect to at least one owner, and 
Vice versa. 

67. The method of claim 66, in which the at least one set 
of information is created by a general contractor, and 
wherein, after completing a request portion in the at least 
one set of information, the general contractor Submits the at 
least one Set of information, online, to the architect, whereby 
in addition to appearing in the at least one set of information 
application module, the at least one set of information also 
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appears in the architect’s Inbox, thereby allowing the archi 
tect to complete the response portion of the at least one Set 
of information online and allowing this workflow process to 
be executed acroSS boundaries of the entities accounts. 

68. The method of claim 64, in which, when any workflow 
item is created, the workflow is assigned a “workflow path’ 
which can be created and modified by each entity, wherein 
the workflow path serves to shepherd the workflow item 
through at least one workflow step, the workflow path 
allowing for the enforcing of desired policies for each Step, 
including what actions entities can take and what other 
entities are acceptable recipients of the workflow item. 

69. The method of claim 68, in which at least one 
Workflow path for at least one Set of information is created 
in which an individual from either a Subcontractor's or 
general contractor's account creates the at least one set of 
information and the workflow path requires that the RFI be 
Sent only to certain individuals in the general contractor's 
acCOunt, 

the workflow path allowing the individuals from the 
general contractor's account to complete the response 
portion of the at least one set of information, or Send the 
at least one set of information to certain individuals in 
another entity's account for a response. 

70. The method of claim 68, in which at least one 
Workflow path for at least one Set of information is created 
in which an individual from a general contractor's account 
creates the at least one set of information, whereby the 
workflow path allowing the individual to be able to send the 
at least one set of information to certain individuals from 
another entity's account for a response. 

71. The method of claim 68, wherein one entity can apply 
Security permissions against entities from other accounts, 
and wherein one account can include entities from other 
accounts as potential recipients of workflow items. 

72. A computer-readable medium having computer-ex 
ecutable instructions for managing and Selectively sharing 
information in a Single instance of a multi-user network 
environment of the type having at least one database Server 
with at least one file directed for Selective shared usage, and 
multiple entitles interconnected through the database Server 
through a network link, each entity creating at least one Set 
of information and controlling access by other entities to at 
least one Subset of that information, the method comprising 

receiving at least one first Set of information and at least 
one Second set of information from at least a first entity 
using at least one electronic user interface; 

Storing the first and the Second Sets of information in a 
database; 

allowing at least a Second entity to retrieve, use and/or 
revise the first set of information, while prohibiting the 
Second entity from at least one of the retrieving, using 
or revising of the Second Set of information; 

receiving at least one third Set of information and at least 
one fourth set of information from the second entity 
using at least one electronic user interface; 

storing the third and the fourth sets of information in the 
database; and 

allowing the first entity to retrieve, use and/or revise the 
third set of information, while prohibiting the first 
entity from at least one of retrieving, using or revising 
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of the fourth set of information, wherein the method 
Supports the ability for all entities to co-exist on the 
Single instance of the database Such that each entity 
owns and controls only their set of information within 
the database, in which multiple Sets of information are 
received, Stored and analyzed from multiple entities, 
and allowing each entity to control whether the other 
entities can retrieve, use and/or revise the Stored Sets of 
information, and in which analyzing of the information 
further includes updating a status of each Set of infor 
mation, and Sending the Status of, each updated Set of 
information to each entity that is capable of retrieving, 
using and/or revising the updated Set of information, 

wherein, the computer-executable instructions provide a 
navigational Screen which can be accessed by an icon 
button on a main Screen, the navigational Screen show 
ing all application modules to which an entity has been 
granted at least permission to View by any account, 

the application modules being grouped by accounts from 
which they are published, 

the application modules and accounts associated with a 
project being Selected in a project Selection list 
whereby, each time a different project is Selected from 
the project Selection list, the entity's Security permis 
Sions are re-evaluated throughout all accounts in the 
System and a new layout of application modules and 
containers are displayed on the navigational Screen 
pertaining to the newly selected project; and 

whereby, when the entity clicks an application module on 
the navigational Screen with a mouse or other pointing 
device, the navigational Screen disappears and causes 
the main Screen to Switch either, or both, the project and 
publishing account, ultimately displaying the informa 
tion for the application module that the entity Selected. 

73. A computer-readable medium having computer-ex 
ecutable instructions for managing and Selectively sharing 
information in a Single instance of a multi-user network 
environment of the type having at least one database Server 
with at least one file directed for Selective shared usage, and 
multiple entitles interconnected through the database Server 
through a network link, each entity creating at least one Set 
of information and controlling access by other entities to at 
least one Subset of that information, the method comprising 

receiving at least one first Set of information and at least 
one Second set of information from at least a first entity 
using at least one electronic user interface; 

Storing the first and the Second Sets of information in a 
database allowing at least a Second entity to retrieve, 
use and/or revise the first set of information, while 
prohibiting the Second entity from at least one of the 
retrieving, using or revising of the Second Set of infor 
mation; 

receiving at least one third set of information and at least 
one fourth set of information from the second entity 
using at least one electronic user interface; 

storing the third and the fourth sets of information in the 
database; and 

allowing the first entity to retrieve, use and/or revise the 
third set of information, while prohibiting the first 
entity from at least one of retrieving, using or revising 
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of the fourth set of information, wherein the method 
Supports the ability for all entities to co-exist on the 
Single instance of the database Such that each entity 
owns and controls only their set of information within 
the database, in which multiple Sets of information are 
received, Stored and analyzed from multiple entities, 
and allowing each entity to control whether the other 
entities can retrieve, use and/or revise the Stored Sets of 
information, and in which analyzing of the information 
further includes updating a status of each Set of infor 
mation, and Sending the Status of, each updated Set of 
information to each entity that is capable of retrieving, 
using and/or revising the updated Set of information, 

wherein the computer-executable instructions provide at 
least one data object which is represented in an entity 
interface by its own graphic icon and is manipulated or 
viewed by its own add/modify or read-only detail 
Screen, the entity interface also providing a Screen for 
each object on which a list of other objects can be 
attached, or croSS referenced to that object. 

74. The computer medium of claim 73, wherein a first 
object from a first entity's account and a Second object from 
a secondentity's account may be attached to a change order 
object of a third entity's account. 

75. The computer medium of claim 74, wherein at least 
one of the first, second and/or third objects is from different 
projects. 

76. The method of claim 64, wherein the at least one work 
flow item comprises a drawing application module capable 
of being viewed and/or revised, each revision in the draw 
ings application module Storing a CAD file of that drawing. 

77. The method of claim 76, wherein at least one drawing 
Viewer is integrated So that any revision can be viewed 
online and designated entities can create graphical Sketches 
and blocks of text on top of the drawings, wherein multiple 
entities from multiple accounts can, given Sufficient local 
and foreign permissions between the accounts, view draw 
ings and Share markups with each other. 

78. The method of claim 64, wherein the method allows 
for navigation of all of each entity's projects, provides a 
common location for each entity's projects, provides inter 
face for all project information within each entity, and 
provides for the ability to aggregate and report on data 
acroSS projects regardless of partnerships with other entities 
for any given project. 

79. A method for managing and Selectively sharing mul 
tiple Sets of information to be used in a plurality of projects, 
each Set of information being created, revised and controlled 
by Separate entities, the method executed in a computer 
System, Said method comprising 

receiving, Storing, and analyzing in one instance of a 
database at least one first Set of information from at 
least a first entity, the first Set of information capable of 
being retrievable, usable and revisable by the first 
entity; 

allowing the first entity to control whether at least one 
Second entity can access the first Set of information, and 
allowing the first entity to control whether the second 
entity can retrieve, use and/or revise the first Set of 
information; 

receiving, Storing, and analyzing in the database at least 
one Second Set of information from the first entity, the 
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Second Set of information capable of being retrieved, 
used and revised only by the first entity; 

receiving, Storing, and analyzing in the database at least 
one third set of information from the second entity; the 
third Set of information capable of being retrieved, used 
and revised by the Second entity; 

allowing the Second entity to control whether at least the 
first entity can access the third Set of information and 
allowing the second entity to control whether the first 
entity can retrieve, use and/or revise the Second Set of 
information; and 

receiving, Storing and analyzing in the database at least 
one fourth Set of information capable of being 
retrieved, used and revised only by the Second entity, 

wherein the method supports the ability for all entities to 
co-exist on the Single instance of the database Such that 
each entity owns and controls only their Set of infor 
mation within the database; in which multiple sets of 
information are received, Stored and analyzed from 
multiple entities, and allowing each entity to control 
whether the other entities can retrieve, use and/or revise 
the stored sets of Page 16 of 18 information, and in 
which analyzing of the information further includes 
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updating a status of each Set of information, and 
Sending the Status of, each updated Set of information 
to each entity that is capable of retrieving, using and/or 
revising the updated Set of information; 

the method further comprising: 
granting Security permission to various application mod 

ules from a groups application module, 
wherein the groups application module comprises a 

listing of Security groups; 

each of which is capable of being created and named by 
users of the System within their entity's account, and is 
capable of being added to a Security group, and 

wherein Security permissions are capable of being granted 
to the group, at which point the Security permissions are 
inherited by the entities contained in the group. 

80. The method of claim 79, wherein the entities are listed 
regardless of their organizational account, thereby allowing 
the inclusion of entities from other organizational accounts 
in the Security groups and thus granting the ability to grant 
foreign permissions. 


