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o 2, PBE Z1ES] URY) GEF JPEol A 7] dold] td A BAE nekste] & £E9 oAl
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Mutual Authentication Protocol

- -

Plaintext (Py) =9 0 = Ciphertext (C,;)
T+ Patterned Cipher Block (PCB)| «— _iL 0

t

Key (Ky) =—> B |

|
Message Integrity | — [[]]
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Plaintext (Py.p) Py
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SHA-3
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=m4
~ Fq28(Hash;(K))
Key(K) * Hash;(K) —! F196(Hash; (K))
— Fasg(Hashy(K))
(a)
Hash,(K) —~ F;,g(Hash(K))
Key(K) - Hashy(K) — Fq96(Hashy(K))
~ Hashs(K) + Fa56(Hash;(K))
(b)
ZEH5
Plai ntext(Py) Plaintext(P;) Plaintext(P)
DIEPID fD]T__LTf :*TLLD
Keyk)— | B P | Kotk — | FES SR | keytkp—] ok SR
| | |
[(ITTTTTT] [TITTTIT] [TITITTT]
CiphartextiC,) Caphrrtest(C,) Ciphertaxt(C)
(a)
Plaimtext(P,) Plainstext(P, ) Plaintext(P,)
CITTTTTT] [TTTITTI [ITTTTTT]
| | |
Keykp— | Sk St Keyi) — | P S Key(ki)— | ook SEoer
| |
(OTT1T11] [TITT1T11]
Ciphertextic;) CiphertextiCy)
(C1=C;=Cs)
(b)
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Adversary Ak (LR(..b)

M, — 091%;
M, «— 0%0°;

C1)C[2) — EyLR(M,M, b))

If C[1] =C[2] then return 1 else return 0

EMDifb=1

C[i] denotes the i-th block of a string C.

In the right word. C[1]JC[2] = E(0™)|E,.(0®) and E,(0") is not equal to E,.(07)
In the left word. C[1]C[2] = E(0®)E,.(1") and E,(0") is not equal to E,(17)

AdvIfP-CPAA) =0 -0 =0, Because of different key

=97
_PattetnLengih~L PattefnLengfhi~-L _
”‘/////,/\‘ = y . a— /“
J I A gL P11y
Counter size :m Counter size : m Counter size : m
= F
SHET BT
#E 4013 HEE S66 4=2Y 23,
ME DHAR HIZ3], HE 32 35(5810)
HE HANE NH2 B2 2202 Us }~-5820
!
2 EE SS0 Oad HTA 258
" wae =24y [ 3e0
| U3 E ESH HAN AZak(5840)
WALT &5 L S$ 850
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EHH9
SAERI(A) s AEHXI(B)
EPKB(GK" I‘A_), HA (S910)
EP’KA(G}F‘ I‘B], HB-. EK(]-_A) (8929)
EK(_SKA_.. Ig, P) (S930)
Ex(SKg), PSKA (S940)
PCB, MAC (8950)
EHI0
1 =
0.8
LL1 0.6
“04
0.2 |=—PCB
0 : b . - = =ECB
0.24 0.26 0.28 0.3 0.32 0.34 0.36
Encryption time
1 e ——
0.8
o 0.6 .
S 0.4
0.2 ——PCB
0 | 4 | |= ==ECB
0.26 0.28 0.3 032 0.34 0.36 0.38

Decryption time
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