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instructions stored thereon that, when executed by the at least one processor, cause the wireless sensor node to compare a group
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GROUP SCHEDULED SENSOR DATA ACQUISITION IN A WIRELESS SENSOR
SYSTEM

BACKGROUND OF THE INVENTION

[0001] The subject matter disclosed herein generally relates to wireless systems, and
more particularly to scheduling of sensor data acquisition in a wireless sensor system.

[0002] In a wireless sensor system, wireless sensor nodes communicate with a server
to provide both status information and sensor data. Communication latency within a wireless
network can vary from node-to-node. Differences in signal strength, distance, noise sources,
power level, and other factors can contribute to communication latency variations.
Differences in latency can also be due to particular wireless protocol message transmission
methods. For example, time division multiplexing, where each node has its own time slice
during which communication with the node can occur, results in latency variations for a
common message broadcast to all nodes. Additionally, communication latency can vary over
time as environmental conditions change. Therefore, accurately anticipating and correcting
for communication latency can be challenging in a wireless sensor system. Differences in
communication latency can result in poor synchronization among wireless sensor nodes when
using a broadcast message to initiate data acquisition at multiple wireless sensor nodes

simultaneously.

BRIEF DESCRIPTION OF THE INVENTION

[0003] According to an aspect of the invention, a wireless sensor system includes a
plurality of wireless sensor nodes. Each of the wireless sensor nodes includes a sensor
interface that interfaces with sensing circuitry, a wireless interface to communicate with a
wireless access point, at least one processor, and memory. The memory has instructions
stored thereon that, when executed by the at least one processor, cause the wireless sensor
node to compare a group identifier received in a message at the wireless interface with a
group identifier of the wireless sensor node. Based on a determination that the group
identifier received in the message matches the group identifier of the wireless sensor node, a
start time to trigger sensor data acquisition is set in the wireless sensor node according to a
start time defined in the message. A local clock of the wireless sensor node is monitored.
Based on a determination that the local clock has reached the start time to trigger sensor data
acquisition, a plurality of sensor data is acquired through the sensor interface. The sensor

data are transmitted on the wireless interface.
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[0004] In addition to one or more of the features described above or below, or as an
alternative, further embodiments could include where the group identifier of the wireless
sensor node is set based on a configuration message received at the wireless interface.

[0005] In addition to one or more of the features described above or below, or as an
alternative, further embodiments could include where the group identifier of the wireless
sensor node is set based on a value stored in the wireless sensor node.

[0006] In addition to one or more of the features described above or below, or as an
alternative, further embodiments could include where the wireless sensor node is
configurable as a member of multiple groups contemporaneously, and each of the groups has
a unique group identifier in the wireless sensor system.

[0007] In addition to one or more of the features described above or below, or as an
alternative, further embodiments could include where the local clock is resynchronized
relative to one or more other clocks in the wireless sensor system independent of the message
including the group identifier and the start time.

[0008] In addition to one or more of the features described above or below, or as an
alternative, further embodiments could include where resynchronization of the local clock is
performed according to a lower-level radio protocol, and the message including the group
identifier and the start time is relayed according to a higher-level application protocol.

[0009] In addition to one or more of the features described above or below, or as an
alternative, further embodiments could include where the message further defines a schedule
of repetition of acquisition of the sensor data, and the start time to trigger sensor data
acquisition is defined according to the schedule of repetition.

[0010] In addition to one or more of the features described above or below, or as an
alternative, further embodiments could include where a time stamp of an actual start time of
acquisition of the sensor data is returned with the sensor data.

[0011] According to other aspects of the invention, a method of group scheduled
sensor data acquisition in a wireless sensor system is provided. The method includes
receiving a message at a wireless sensor node of the wireless sensor system. The message
includes a group identifier and a start time. The group identifier received in the message is
compared with a group identifier of the wireless sensor node. Based on determining that the
group identifier received in the message matches the group identifier of the wireless sensor
node, a start time to trigger sensor data acquisition is set in the wireless sensor node
according to a start time defined in the message. A local clock of the wireless sensor node is

monitored. Based on determining that the local clock has reached the start time to trigger
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sensor data acquisition, a plurality of sensor data is acquired at the wireless sensor node. The

sensor data are transmitted on a wireless interface of the wireless sensor node.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012] The subject matter which is regarded as the invention is particularly pointed
out and distinctly claimed in the claims at the conclusion of the specification. The foregoing
and other features, and advantages of the invention are apparent from the following detailed
description taken in conjunction with the accompanying drawings in which:

[0013] FIG. 1 schematically depicts a wireless sensor system in accordance with an
embodiment;

[0014] FIG. 2 schematically depicts a wireless sensor node in accordance with an
embodiment;

[0015] FIG. 3 depicts an example timing diagram in accordance with an embodiment;
and

[0016] FIG. 4 depicts a process for group scheduled sensor data acquisition in a

wireless sensor system in accordance with an embodiment.

DETAILED DESCRIPTION OF THE INVENTION

[0017] In exemplary embodiments, group scheduled sensor data acquisition is
provided in a wireless sensor system. Rather than immediately triggering data acquisition
based on a broadcast message in the wireless sensor system, the wireless sensor nodes receive
a scheduled start time to trigger sensor data acquisition. Each of the wireless sensor nodes
has a respective local clock that may be periodically resynchronized. The local clock
establishes a time base to trigger synchronized data acquisition across a group of wireless
sensor nodes. Each wireless sensor node can belong to more than one group, where each
group includes at least two wireless sensor nodes. Group membership can be assigned and
modified dynamically. Alternatively, group definitions may be static. Further details are
provided herein.

[0018] FIG. 1 schematically depicts a wireless sensor system 103 as part of a system
100 in accordance with an embodiment. The wireless sensor system 103 includes a plurality
of wireless sensor nodes 104 configured to communicate wirelessly with a wireless access
point 106 of the system 100. In an exemplary embodiment, the wireless access point 106 is
operably coupled to a server 102 through a gateway 108. The gateway 108 can provide

protocol translation, rate conversion, fault isolation, and/or signal translation between the
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wireless access point 106 and the server 102. In an alternate embodiment, the wireless access
point 106 is directly coupled to the server 102. The server 102 is a host system that can
control configuration of the wireless sensor nodes 104, initiate actions at the wireless sensor
nodes 104, and collect data from the wireless sensor nodes 104. The wireless sensor nodes
104 include or interface to sensing circuitry 110 (FIG. 2) to acquire various types of sensor
data.

[0019] The server 102 can include processing circuitry, memory, communication
interfaces, input/output interfaces, and other computer system hardware and software
elements known in the art. In one embodiment, the server 102 executes a sensor group
scheduler 112 that sends messages to schedule sensor data acquisition to groups 105 of
wireless sensor nodes 104. The sensor group scheduler 112 may also dynamically define and
modify membership of the groups 105. When sensor data are returned from the wireless
sensor nodes 104, the sensor group scheduler 112 can make the data available on a group
basis for use by various data processing algorithms (not depicted). In advanced system health
monitoring algorithms, data fusion can combine multiple data sources to develop more robust
and comprehensive system state analysis. Embodiments improve sensor data acquisition
synchronization, which can increase time correlation accuracy across multiple wireless sensor
nodes 104 in the groups 105.

[0020] In the example of FIG. 1, there are three groups 105 of the wireless sensor
nodes 104 depicted, although it will be understood that any number of wireless sensor nodes
104 and groups 105 can be included in the wireless sensor system 103. As depicted in FIG.
1, group 105a includes wireless sensor nodes 104a, 104b, 104c, and 104d. Group 105b
includes wireless sensor nodes 104b, 104c, 104e, and 104f. Group 105¢ includes wireless
sensor nodes 104c, 104d, 104f, 104g, and 104h. Accordingly, it can be seen that the wireless
sensor nodes 104 may belong to multiple groups 105. For example, wireless sensor node
104b is a member of groups 105a and 105b; wireless sensor node 104d is a member of groups
105a and 105c; wireless sensor node 104f is a member of groups 105b and 105¢; and wireless
sensor node 104c is a member of groups 105a, 105b, and 105¢c. Various criteria can be used
to assign particular instances of the wireless sensor nodes 104 to particular groups 105. For
instance, group 105a may be associated with a particular component or subsystem, such as a
gear box, while groups 105b and 105¢ may be associated with an engine and a rotor of a
vehicle.

[0021] In some applications, particular wireless sensor nodes 104 may have

applicability to multiple groups 105. For instance, a current ambient temperature or pressure
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value may be of use in diagnostic algorithms associated with multiple components or
subsystems. As another example, an accelerometer installed at a particular orientation may
observe vibration data associated with multiple components or subsystems. The wireless
sensor system 103 can be implemented in an industrial application, a single vehicle
application, a multi-vehicle application, and other environments that benefit from
synchronized wireless sensor data acquisition. Group membership in the example of FIG. 1
is summarized in Table 1. Other combinations are contemplated, including a super-group

that synchronizes all of the wireless sensor nodes 104.

Wireless Group Group Group
Sensor Node 105a 105b 105¢

104a X

104b X X

104c X X X

104d X X

104e X

104f X X

104¢g X

104h X

Table 1 — Example wireless sensor node to group mapping

[0022] FIG. 2 schematically depicts an instance of a wireless sensor node 104 of FIG.
1 in accordance with an embodiment. In the example of FIG. 2, the wireless sensor node 104
includes a sensor interface 202 that interfaces with sensing circuitry 110. The wireless sensor
node 104 also includes a data acquisition controller 204 to acquire sensor data via the sensor
interface 202. A clock interface 206 can read and resynchronize a local clock 208 of the
wireless sensor node 104. The local clock 208 can include an oscillator circuit and a phase-
locked loop for timing adjustments. Time values can be managed as time-of-day values,
including extended values for longer-term tracking, such as day/date, month, year, etc. A
wireless interface 210 enables communication with the wireless access point 106 of FIG. 1.

[0023] The sensing circuitry 110 can support acquisition of a variety of sampled
inputs. The sensing circuitry 110 may also support a higher rate or a lower rate of data

acquisition depending upon the type of parameter being monitored. For instance, temperature
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and pressure values can be relatively low rate of change parameters without a substantially
cyclic component, and thus can be sampled relatively infrequently after sensor data
acquisition is triggered. In contrast, vibration data values from an accelerometer include
cyclic frequency components and must be sampled at least twice the rate of the highest
frequency of interest. For cyclic data, a sampled set of sensor data may be collected over a
period of time after sensor data acquisition is triggered in order to obtain multiple cycles of a
substantially continuous waveform to support frequency domain processing, such as a Fourier
transform. For instance, if the sensing circuitry 110 is an accelerometer, the wireless sensor
node 104 may acquire 2,048 samples of sensor data before sending the sensor data back to
the wireless access point 106 of FIG. 1. The wireless sensor node 104 can make sure that a
full buffer of samples (e.g., all 2,048 samples) has been acquired before sending the sensor
data back to the wireless access point 106 of FIG. 1. The data samples may be divided into
multiple sensor data messages.

[0024] The wireless sensor node 104 also includes group management logic 212 that
can manage membership in one or more of the groups 105 of FIG. 1 for the wireless sensor
node 104 to trigger actions based on messages received on the wireless interface 210. The
group management logic 212 can set a group identifier of the wireless sensor node 104 based
on a configuration message received at the wireless interface 210. Alternatively, the group
identifier of the wireless sensor node 104 is set based on a value stored in the wireless sensor
node 104, e.g., in non-volatile memory or based on switches, jumpers, and the like. The
group management logic 212 can determine that a received message is targeting the wireless
sensor node 104, and can monitor the clock interface 206 to determine when to trigger the
data acquisition controller 204 to acquire sensor data from the sensing circuitry 110 via the
sensor interface 202. The group management logic 212 can trigger the data acquisition
controller 204 to acquire sensor data at a single specific start time or as a recurring event,
e.g., hourly, daily, weekly, etc. The group management logic 212 can also schedule return of
the sensor data and may include a time stamp from the clock interface 206 that captures an
actual start time of acquisition of the sensor data to return with the sensor data.

[0025] The data acquisition controller 204 and group management logic 212 can be
embodied as instructions stored in memory 214 that can be executed by at least one processor
200 to cause the wireless sensor node 104 to perform functions of the data acquisition
controller 204 and group management logic 212. Processor 200 can be any type or
combination of computer processors, such as a microprocessor, microcontroller, digital signal

processor, application specific integrated circuit, programmable logic device, and/or field
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programmable gate array. The memory 214 is an example of a non-transitory computer
readable storage medium tangibly embodied in the wireless sensor node 104 including
executable instructions stored therein, for instance, as firmware.

[0026] The wireless sensor node 104 may implement a protocol stack for wireless
communication, when communicating with the wireless access point 106 of FIG. 1. One
example of a protocol stack is the Internet protocol suite that defines a physical/link layer, an
Internet layer, a transport layer, and an application layer. In the example of FIG. 2, the group
management logic 212 operates at the application layer to control sensor data acquisition start
times and reporting of sensor data from the wireless sensor node 104 based on group
identification. The local clock 208 can be resynchronized relative to one or more other
clocks in the wireless sensor system 103 of FIG. 1 independent of a start time message that
includes a group identifier and start time. Resynchronization of the local clock 208 may be
performed according to a lower-level radio protocol layer, e.g., a protocol of a physical/link
layer. In contrast, a start message that includes the group identifier and start time may be
relayed according to a higher-level application protocol layer, where communication in the
wireless sensor system 103 of FIG. 1 is performed according to a known wireless
communication protocol stack.

[0027] FIG. 3 depicts an example timing diagram 300 in accordance with an
embodiment. The timing diagram 300 illustrates relative timing of the sensor group
scheduler 112 of FIG. 1 and wireless sensor nodes 104a, 104b, 104c, and 104d of group 105a
of FIG. 1. Communication latency between the sensor group scheduler 112 and the wireless
sensor nodes 104a, 104b, 104c, and 104d can vary such that a message 302 sent at a first time
304 arrives at the wireless sensor nodes 104a, 104b, 104c, and 104d at times 306, 308, 310,
312 respectively. Each of the times 306-312 may be different values. The message 302
defines a group identifier 314 and a start time 316. Each of the wireless sensor nodes 104a,
104b, 104c, and 104d sets a start time 318 to trigger sensor data acquisition based on the start
time 316 defined in the message 302. Each of the wireless sensor nodes 104a, 104b, 104c,
and 104d also monitors its respective local clock 208 (FIG. 2) and based on reaching the start
time 318 to trigger sensor data acquisition, sensor data are acquired at the wireless sensor
nodes 104a, 104b, 104c, and 104d. The wireless sensor nodes 104a, 104b, 104c, and 104d
may complete sensor data acquisition at different times depending upon sensor type and
localized timing variations.

[0028] In the example of FIG. 3, the wireless sensor node 104a transmits sensor data

in one or more return messages at time 320, which are received by the sensor group scheduler
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112 at time 322. Similarly, the wireless sensor nodes 104b, 104c, and 104d transmit sensor
data in return messages at times 324, 326, and 328, which are received by the sensor group
scheduler 112 at times 330, 332, and 334 respectively. Return messages can include a group
identifier, a wireless sensor node identifier, an actual start time of acquisition, and the sensor
data, as the return messages from various groups 105 of FIG. 1 and wireless sensor nodes 104
of FIG. 1 may be received in any order.

[0029] FIG. 4 depicts a process 400 for group scheduled sensor data acquisition in a
wireless sensor system in accordance with an embodiment. The process 400 as depicted in
FIG. 4 can include additional elements beyond those depicted in FIG. 4 and may be
applicable to elements as described in reference to FIGS. 1-3. For purposes of explanation,
the process 400 is described in reference to FIGS. 1-4.

[0030] At block 402, the process 400 begins. A message, such as message 302, is
received at a wireless sensor node 104 of the wireless sensor system 103. The message 302
can include a group identifier 314 and a start time 316. At block 404, the group identifier
314 received in the message 302 is compared with a group identifier of the wireless sensor
node 104. The comparison may be performed by the group management logic 212. If the
group identifier 314 received in the message 302 does not match the wireless sensor node
104, the message 302 may be ignored or discarded, and the process 400 continues monitoring
for messages at block 404. If the group identifier 314 received in the message 302 matches
the wireless sensor node 104, the process 400 continues to block 406.

[0031] At block 406, a start time 318 to trigger sensor data acquisition in the wireless
sensor node 104 is set according to the start time 316 defined in the message 302. At block
408, a local clock 208 of the wireless sensor node 104 is monitored to determine whether the
local clock 208 has reached the start time 318 to trigger sensor data acquisition. If it is not
yet time to trigger, the process 400 remains at block 408. Based on determining that the local
clock 208 has reached the start time 318 to trigger sensor data acquisition at block 408, the
process 400 advances to block 410. At block 410, a plurality of sensor data is acquired at the
wireless sensor node 104. At block 412, the sensor data are transmitted on the wireless
interface 210 of the wireless sensor node 104 to return the sensor data to the server 102. A
time stamp of an actual start time of acquisition of the sensor data may be returned with the
sensor data.

[0032] As previously described, the group identifier of the wireless sensor node 104
may be set based on a configuration message received by the wireless sensor node 104, for

instance, from the sensor group scheduler 112. Alternatively, the group identifier of the
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wireless sensor node 104 can be set based on a value stored in the wireless sensor node 104.
The wireless sensor node 104 may be configurable as a member of multiple groups 105
contemporaneously, where each of the groups 105 has a unique group identifier in the
wireless sensor system 103. The local clock 208 can be resynchronized relative to one or
more other clocks in the wireless sensor system 103 independent of the message 302 that
includes the group identifier 314 and the start time 316. The message 302 may also define a
schedule of repetition of acquisition of the sensor data, and the start time 318 to trigger sensor
data acquisition can be defined according to the schedule of repetition such that synchronous
sensor data acquisition occurs repeatedly on a scheduled periodic basis.

[0033] Technical effects include establishing groups of wireless sensor nodes and
sending a start time message defining a group identifier and a start time to initiate
synchronous data acquisition for the wireless sensor nodes of the identified group.

[0034] While the invention has been described in detail in connection with only a
limited number of embodiments, it should be readily understood that the invention is not
limited to such disclosed embodiments. Rather, the invention can be modified to incorporate
any number of variations, alterations, substitutions or equivalent arrangements not heretofore
described, but which are commensurate with the spirit and scope of the invention.
Additionally, while various embodiments of the invention have been described, it is to be
understood that aspects of the invention may include only some of the described
embodiments. Accordingly, the invention is not to be seen as limited by the foregoing

description, but is only limited by the scope of the appended claims.
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CLAIMS:

1. A wireless sensor system comprising a plurality of wireless sensor nodes, each
of the wireless sensor nodes comprising:

a sensor interface that interfaces with sensing circuitry;

a wireless interface to communicate with a wireless access point;

at least one processor; and

memory having instructions stored thereon that, when executed by the at least one
processor, cause the wireless sensor node to:

compare a group identifier received in a message at the wireless interface with
a group identifier of the wireless sensor node;

based on a determination that the group identifier received in the message
matches the group identifier of the wireless sensor node, set a start time to trigger
sensor data acquisition in the wireless sensor node according to a start time defined in
the message;

monitor a local clock of the wireless sensor node;

based on a determination that the local clock has reached the start time to
trigger sensor data acquisition, acquire a plurality of sensor data through the sensor
interface; and

transmit the sensor data on the wireless interface.

2. The wireless sensor system of claim 1, wherein the group identifier of the
wireless sensor node is set based on a configuration message received at the wireless
interface.

3. The wireless sensor system of claim 1, wherein the group identifier of the
wireless sensor node is set based on a value stored in the wireless sensor node.

4. The wireless sensor system of any of claims 1-3, wherein the wireless sensor
node is configurable as a member of multiple groups contemporaneously, each of the groups
having a unique group identifier in the wireless sensor system.

5. The wireless sensor system of any of claims 1-4, wherein the local clock is
resynchronized relative to one or more other clocks in the wireless sensor system independent
of the message comprising the group identifier and the start time.

6. The wireless sensor system of claim 5, wherein resynchronization of the local
clock is performed according to a lower-level radio protocol and the message comprising the

group identifier and the start time is relayed according to a higher-level application protocol.

10
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7. The wireless sensor system of any of claims 1-6, wherein the message further
defines a schedule of repetition of acquisition of the sensor data, and the start time to trigger
sensor data acquisition is defined according to the schedule of repetition.

8. The wireless sensor system of any of claims 1-7, wherein a time stamp of an
actual start time of acquisition of the sensor data is returned with the sensor data.

9. A method of group scheduled sensor data acquisition in a wireless sensor
system, the method comprising:

receiving a message at a wireless sensor node of the wireless sensor system, the
message comprising a group identifier and a start time;

comparing the group identifier received in the message with a group identifier of the
wireless sensor node;

based on determining that the group identifier received in the message matches the
group identifier of the wireless sensor node, setting a start time to trigger sensor data
acquisition in the wireless sensor node according to a start time defined in the message;

monitoring a local clock of the wireless sensor node;

based on determining that the local clock has reached the start time to trigger sensor
data acquisition, acquiring a plurality of sensor data at the wireless sensor node; and

transmitting the sensor data on a wireless interface of the wireless sensor node.

10. The method of claim 9, wherein the group identifier of the wireless sensor
node is set based on a configuration message received by the wireless sensor node.

11. The method of claim 9, wherein the group identifier of the wireless sensor
node is set based on a value stored in the wireless sensor node.

12. The method of any of claims 9-11, wherein the wireless sensor node is
configurable as a member of multiple groups contemporaneously, each of the groups having a
unique group identifier in the wireless sensor system.

13. The method of any of claims 9-12, further comprising:

resynchronizing the local clock relative to one or more other clocks in the wireless
sensor system independent of the message comprising the group identifier and the start time.

14. The method of any of claims 9-13, wherein the message further defines a
schedule of repetition of acquisition of the sensor data, and the start time to trigger sensor
data acquisition is defined according to the schedule of repetition.

15. The method of any of claims 9-14, wherein a time stamp of an actual start time

of acquisition of the sensor data is returned with the sensor data.

11
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