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(57) Abstract: It is disclosed a method comprising transmitting, after successful registration of a terminal at a network entity, a
registration message comprising terminal identity information and integrity indication information indicating affirmative integrity
of the terminal identity information; and a method comprising processing, after reception of the registration message, the received
registration message based on the terminal identity information and the integrity indication information such that, i) if the integrity
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DESCRIPTION

TITLE OF THE INVENTION

METHOD, APPARATUS, SYSTEM AND COMPUTER PROGRAM PRODUCT FOR SUPPORTING LEGACY
P-CSCF TO INDICATE TO THE S-CSCF TO SiCIP AUTHENTICATION

FIELD OF THE INVENTION

[0001] The present invention relates to identity protection.

More specifically, the present invention relates to methods,

apparatuses, a system and a related computer program product

for identity protection. Examples of the present invention

may be applicable to internet protocol (IP) multimedia

subsystem (IMS) centralized services (ICS).

BACKGROUND

[0002] ICS has been considered and introduced in the 3rd

generation partnership program (3GPP) e.g. release 8 ,

technical specification (TS) 23.292.

[0003] ICS may provide communication services such that all

services, and service control, are based e.g. on IMS

mechanisms and enablers . ICS enables IMS services to users

that are attached e.g. via the centralized service. When an

ICS user accesses the IMS by using circuit switched (CS)

access, i.e. via a ICS mobile switching center (IMSC) server

(a MSC server supporting ICS) , authentication and

authorization may be performed in the IMSC server and

therefore, e.g. a serving call session control function (S-

CSCF) may skip IMS authentication for such an IMS

registration .

[0004] The ICS user may be assigned a so-called special ICS

IMS private user identity (IMPI) when accessing the IMS e.g.



via the CS domain. The S-CSCF may use this special ICS IMPI

as an indication for this situation that the user has been

already authenticated and authorized by the IMSC server.

However, the ICS IMPI is not protected against abuse. A

malicious user may use such a special ICS IMPI to use the IMS

service e.g. free of charge, as the authentication process is

skipped.

[0005] In earlier IMS releases this was solved by the P-CSCF

which checks a received registration request from a user and

passes it on towards the S-CSCF indicating if the register

request might come from a potential malicious user or not.

The S-CSCF may then challenge the register request if the P-

CSCF has indicated that the register request might come from

a malicious user.

[0006] However the situation is different in the ICS system,

since IMSC is now performing the registration and an

additional authentication by the S-CSCF shall be avoided when

the user has already been successful authenticated and

authorized by the IMSC.

[0007] In the standardization bodies (e.g. 3GPP) , it was

discussed to use the P-Access-Network-Inf o (PANI) header to

indicate from IMSC to S-CSCF that authentication may be

skipped. The PANI header may contain information about the

access network and a "network-provided" parameter. The

information about the access network may inform the S-CSCF

that authentication has already been performed.

[0008] A possible drawback of the PANI header solution

resides in that older Releases P-CSCFs may not support the

"network-provided" mechanism. Thus, a possibility may exist

that this mechanism may be abused by a malicious user. The

malicious user may set the "network-provided" parameter and

an unaware P-CSCF may not remove the parameter. As a



consequence, the S-CSCF may skip authentication.

[0009] One way to solve this problem may be appropriate

administration, i.e. the S-CSCF may decide whether or not to

accept the "network-provided" indication based on a database

However, such a database requires additional administration

which may, in roaming scenarios, become unmanageable.

[0010] Another approach resides in using a solution based on

databases only, where all MSC servers supporting ICS (IMSCs)

are stored. Furthermore, the S-CSCF may only skip the

authentication process if the ICS user registers e.g. with

IMS via such an IMSC server. However, this alternative may

cause an unacceptable administrative effort and will also

cause large problem for the synchronization of the databases

[0011] A further possible drawback may reside in that, as an

ICS user may also access its home IMS domain via a visited

IMSC server in case of roaming, all IMSC servers in foreign

CS roaming domains have also to be stored in the database.

This means whenever an IMSC server is added or removed, the

databases in all domains with a roaming agreement have to be

updated. This will cause unacceptable administrative efforts

and will also cause a large problem for the synchronization

of the databases.

[0012] In consideration of the above, it is an object of

examples of the present invention to overcome one or more of

the above drawbacks. In particular, the present invention

provides methods, apparatuses, a system and a related

computer program product for identity protection.

[0013] According to an example of the present invention, in a

first aspect, this object is for example achieved by a method



comprising:

transmitting, after successful registration of a

terminal at a network entity, a registration message

comprising terminal identity information and integrity

indication information indicating affirmative integrity of

the terminal identity information.

[0014] According to further refinements of the example of the

present invention as defined under the above first aspect,

- the method further comprises generating the registration

message by the network entity;

- the registration message is one of an initial registration

message, a re-registration message and a de-registration

message;

- the network entity is an internet protocol multimedia

subsystem centralized service enhanced mobile switching

center .

[0015] According to an example of the present invention, in a

second aspect, this object is for example achieved by a

method comprising:

processing, after reception of a registration message

comprising terminal identity information and integrity

indication information indicating integrity of the terminal

identity information, the received registration message based

on the terminal identity information and the integrity

indication information such that,

i ) if the integrity is indicated affirmative, an

authentication procedure of the terminal is skipped, or,

ii) if the integrity is indicated negative, the

received registration message is rejected without

provisioning of key information related to registration of

the terminal .

[0016] According to further refinements of the example of the

present invention as defined under the above second aspect,



- the method further comprises receiving the registration

message;

- the key information relates to a secure registration

between the terminal and a network control entity;

- the processing of item i ) is performed if a successful

registration of the terminal is recognized, and the

processing of item ii) is performed if the received

registration message is recognized as unprotected;

- the integrity indication information indicating negative

integrity is constituted by an integrity-protected flag being

set to no.

[0017] According to further refinements of the example of the

present invention as defined under the above first and second

aspects,

- the integrity indication information indicating

affirmative integrity is constituted by an integrity-

protected flag being set to yes;

- the registration message is a session initiation protocol

register message;

- the terminal identity information is constituted by a

special internet protocol multimedia subsystem centralized

service internet protocol multimedia private identity.

[0018] According to an example of the present invention, in a

third aspect, this object is for example achieved by an

apparatus comprising:

means for transmitting, after successful registration

of a terminal at the apparatus, a registration message

comprising terminal identity information and integrity

indication information indicating affirmative integrity of

the terminal identity information.

[0019] According to further refinements of the example of the

present invention as defined under the above third aspect,

- the apparatus further comprises means for generating the



registration message;

- the registration message is one of an initial registration

message, a re-registration message and a de-registration

message;

- the apparatus is constituted by an internet protocol

multimedia subsystem centralized service enhanced mobile

switching center.

[0020] According to an example of the present invention, in a

fourth aspect, this object is for example achieved by an

apparatus comprising:

means for processing, after reception of a

registration message comprising terminal identity information

and integrity indication information indicating integrity of

the terminal identity information, the received registration

message based on the terminal identity information and the

integrity indication information such that,

i ) if the integrity is indicated affirmative, an

authentication procedure of the terminal is skipped, or,

ii) if the integrity is indicated negative, the

received registration message is rejected without

provisioning of key information related to registration of

the terminal .

[0021] According to further refinements of the example of the

present invention as defined under the above fourth aspect,

- the key information relates to a secure registration

between the terminal and a network control entity;

- the apparatus further comprises means for receiving the

registration message;

- the means for receiving is configured to receive the

registration message from one of the network control entity

and the apparatus according to the third aspect;

- the means for processing is configured to process

according to item i ) if a successful registration of the

terminal is recognized, and is configured to process



according to item ii) if the received registration message

is recognized as unprotected;

- the integrity indication information indicating negative

integrity is constituted by an integrity-protected flag being

set to no;

- the apparatus is constituted by a serving call session

control function.

[0022] According to further refinements of the example of the

present invention as defined under the above third and fourth

aspects,

- the integrity indication information indicating

affirmative integrity is constituted by an integrity-

protected flag being set to yes;

- the registration message is a session initiation protocol

register message;

- the terminal identity information is constituted by a

special internet protocol multimedia subsystem centralized

service internet protocol multimedia private identity;

- the network control entity is constituted by a proxy call

session control function;

- at least one, or more of means for transmitting, means for

generating, means for processing, means for receiving and the

apparatus is implemented as a chipset or module.

[0023] According to an example of the present invention, in a

fifth aspect, this object is for example achieved by an

apparatus comprising:

a transmitter configured to transmit, after successful

registration of a terminal at the apparatus, a registration

message comprising terminal identity information and

integrity indication information indicating affirmative

integrity of the terminal identity information.

[0024] According to further refinements of the example of the

present invention as defined under the above fifth aspect,



- the apparatus further comprises a generator configured to

generate the registration message;

- the registration message is one of an initial registration

message, a re-registration message and a de-registration

message;

- the apparatus is constituted by an internet protocol

multimedia subsystem centralized service enhanced mobile

switching center.

[0025] According to an example of the present invention, in a

sixth aspect, this object is for example achieved by an

apparatus comprising:

a processor configured to process, after reception of

a registration message comprising terminal identity

information and integrity indication information indicating

integrity of the terminal identity information, the received

registration message based on the terminal identity

information and the integrity indication information such

that,

i ) if the integrity is indicated affirmative, an

authentication procedure of the terminal is skipped, or,

ii) if the integrity is indicated negative, the

received registration message is rejected without

provisioning of key information related to registration of

the terminal.

[0026] According to further refinements of the example of the

present invention as defined under the above sixth aspect,

- the key information relates to a secure registration

between the terminal and a network control entity;

- the apparatus further comprises a receiver configured to

receive the registration message;

- the receiver is configured to receive the registration

message from one of the network control entity and the

apparatus according to the fifth aspect;

- the processor is configured to process according to item



i ) if a successful registration of the terminal is

recognized, and is configured to process according to item

ii) if the received registration message is recognized as

unprotected;

- the integrity indication information indicating negative

integrity is constituted by an integrity-protected flag being

set to no;

- the apparatus is constituted by a serving call session

control function.

[0027] According to further refinements of the example of the

present invention as defined under the above fifth and sixth

aspects,

- the integrity indication information indicating

affirmative integrity is constituted by an integrity-

protected flag being set to yes;

- the registration message is a session initiation protocol

register message;

- the terminal identity information is constituted by a

special internet protocol multimedia subsystem centralized

service internet protocol multimedia private identity;

- the network control entity is constituted by a proxy call

session control function;

- at least one, or more of a transmitter, a generator, a

processor, a receiver and the apparatus is implemented as a

chipset or module.

[0028] According to an example of the present invention, in a

seventh aspect, this object is for example achieved by a

system comprising:

a terminal;

an apparatus according to any one of the above third

and fifth aspects; and

an apparatus according to any one the above fourth and

sixth aspects.



[0029] According to an example of the present invention, in

an eighth aspect, this object is for example achieved by a

computer program product comprising code means for performing

method steps of a method according to any one of the above

first and second aspects, when run on a processing means or

module .

[0030] According to an example of the present invention, in a

ninth aspect, this object is for example achieved by a

computer program comprising code means for performing a

method comprising:

transmitting, after successful registration of a

terminal at a network entity, a registration message

comprising terminal identity information and integrity

indication information indicating affirmative integrity of

the terminal identity information.

[0031] According to an example of the present invention, in a

tenth aspect, this object is for example achieved by a

computer program comprising code means for performing a

method comprising:

processing, after reception of a registration message

comprising terminal identity information and integrity

indication information indicating integrity of the terminal

identity information, the received registration message based

on the terminal identity information and the integrity

indication information such that,

i ) if the integrity is indicated affirmative, an

authentication procedure of the terminal is skipped, or,

ii) if the integrity is indicated negative, the

received registration message is rejected without

provisioning of key information related to registration of

the terminal .

[0032] In this connection, it has to be pointed out that

examples of the present invention enable one or more of the



following:

- Enabling the S-CSCF to verify whether the sender of a

registration request is an IMSC or not, by ensuring that, by

means of the concept only IMSC can send such an integrity

protected request, and that via a P-CSCF only unprotected

REGISTER request for ICS users can reach a S-CSCF;

- based on the item above, the S-CSCF can skip authorization

and authentication if the register request is received from

an IMSC.

- Providing a solution for the problem discussed in the

standardization bodies (e.g. 3GPP) ;

- Alleviating administrative efforts and avoiding problems

related to synchronization of the databases;

- Enabling the IMSC server to generate a register request,

which in addition includes e.g. the special ICS IMPI.

BRIEF DESCRIPTION OF THE DRAWINGS

[0033] Examples of the present invention are described herein

below with reference to the accompanying drawings, in which:

[0034] Fig. 1 shows methods for identity protection according

to an example of the present invention in case of acceptance

of the registration request;

[0035] Fig. 2 shows the methods for identity protection

according to an example of the present invention in case of

rejection of the registration request; and

[0036] Fig. 3 shows apparatuses (e.g. IMSC 2021 and S-CSCF

2023) for identity protection according to an example of the

present invention.

DETAILED DESCRIPTION OF THE PRESENT INVENTION



[0037] Examples of the present invention are described herein

below by way of example with reference to the accompanying

drawings .

[0038] It is to be noted that for this description, the terms

"IMSC, SIP REGISTER, special ICS IMPI, integrity_protected

flag, integrity_protected flag='yes' and integrity_protected

flag='no'" are examples for "network entity, registration

message, terminal identity information, integrity indication

information, affirmative integrity and negative integrity",

respectively, without restricting the latter-named terms to

the special technical or implementation details imposed to

the first-named terms.

[0039] Fig. 1 shows methods for identity protection according

to an example of the present invention in case of acceptance

of the registration request, while Fig. 2 shows methods in

case of rejection of the registration request. Signaling

between elements is indicated in horizontal direction, while

time aspects between signaling may be reflected in the

vertical arrangement of the signaling sequence as well as in

the sequence numbers. It is to be noted that the time aspects

indicated in Figs. 1 and 2 do not necessarily restrict any

one of the method steps shown to the step sequence outlined.

This applies in particular to method steps that are

functionally disjunctive with each other. Within Figs. 1 and

2 , for ease of description, means or portions which may

provide main functionalities are depicted with solid

functional blocks or arrows and/or a normal font, while means

or portions which may provide optional functions are depicted

with dashed functional blocks or arrows and/or an italic

font .

[0040] As shown in Fig. 1 , a communication system 200 may

comprise a terminal or user equipment (UE) 201 and a network

202. The network 202 may in turn comprise an MSC server or



IMSC 2021 (referred to as "IMSC" hereinafter), an optional

home subscriber server/home location register (HSS/HLR) 2022

and an S-CSCF 2023.

[0041] As optional preparatory measures, in optional steps

SO-I to SO-3, e.g. the UE 201 may perform registering (or

attaching) to the IMSC 2021. Furthermore, in optional step

Sl-Oa, e.g. the IMSC 2021 may perform deciding on the IMS

registration received from the UE 201, and in optional step

Sl-Ob, e.g. the IMSC 2021 may perform discovering an IMS

address relating to the UE 201.

[0042] In optional step Sl-I, e.g. the IMSC 2021 may perform

generating a registration message comprising terminal

identity information (e.g. special ICS IMPI) and integrity

indication information (e.g. integrity_protected flag)

indicating affirmative integrity of the terminal identity

information (e.g. flag="yes") .

[0043] In step Sl-2, e.g. the IMSC 2021 may perform

transmitting, after successful registration (see optional

steps SO-I to S0-3) of a terminal (e.g. UE 201) at a network

entity (e.g. the IMSC 2021 itself), the registration message

(e.g. SIP REGISTER) .

[0044] As for further refinements of the above method related

to the IMSC 2021, the registration message may be an initial

registration message, a re- registration message or a de-

registration message. Furthermore, the network entity may be

the internet protocol multimedia subsystem centralized

service enhanced mobile switching center.

[0045] Furthermore, in an optional step S2-1, e.g. the S-CSCF

2023 may perform receiving the registration message

transmitted in step Sl-2.



[0046] Then, in step S2-2, e.g. the S-CSCF 2023 may perform

processing, after reception of the registration message (e.g.

SIP REGISTER) comprising the terminal identity information

(e.g. special ICS IMPI) and integrity indication information

(e.g. integrity_protected flag) indicating integrity of the

terminal identity information, the received registration

message based on the terminal identity information and the

integrity indication information such that,

i ) if the integrity is indicated affirmative, an

authentication procedure of the terminal (e.g. UE 201) is

skipped, or,

ii) if the integrity is indicated negative (e.g.

flag="no") , the received registration message is rejected

without provisioning of key information related to

registration of the terminal (not shown in Fig. 1 ) .

[0047] Finally, in optional step SO-4, e.g. the network 202

may perform completing the registration signaling.

[0048] As for further refinements of the above method related

to the S-CSCF 2023, the key information may relate to a

secure registration between the terminal and a network

control entity (e.g. a P-CSCF 2024 shown in Fig. 2 ) .

Furthermore, the processing of item i ) may be performed if a

successful registration of the terminal is recognized, and

the processing of item ii) may be performed if the received

registration message is recognized as unprotected. Moreover,

the integrity indication information indicating negative

integrity may be constituted by an integrity-protected flag

being set to no (not shown in Fig. 1 ) .

[0049] As for further refinements of the above methods

related to both the IMSC 2021 and the S-CSCF 2023, the

integrity indication information indicating affirmative

integrity may be constituted by an integrity-protected flag

being set to yes. Furthermore, the registration message may



be a session initiation protocol (SIP) register message.

Moreover, the terminal identity information may be

constituted by a special internet protocol (IP) multimedia

subsystem (IMS) centralized service (ICS) internet protocol

multimedia private identity (IMPI) .

[0050] As mentioned above, Fig. 2 shows those methods in case

of rejection of the registration request. As shown in Fig. 2 ,

in optional step SO-I, a malicious UE 201 may attempt to

transmit e.g. a fraud SIP REGISTER request comprising its

special ICS IMPI and the integrity-protected flag set to

"yes".

[0051] In optional step S0-2, e.g. the P-CSCF 2024 may

perform receiving the fraud SIP REGISTER request. In an

optional step S0-3, e.g. the P-CSCF 2024 may perform

processing such that if no security association (SA) for the

received special ICS IMPI exists at the P-CSCF 2024, then the

REGISTER request may be determined to be received outside any

SA or with a SA not bound to the special ICS IMPI. In that

case, the P-CSCF 2024 may set the integrity-protected to "no"

or may remove this parameter.

[0052] Further, in an optional step SO-4, e.g. the P-CSCF

2024 may perform transmitting the SIP REGISTER request having

the special ICS IMPI of the malicious UE 201 and the

integrity-protected flag set to "no". This SIP REGISTER

request may be received by the S-CSCF 2021 in the above-

described optional step S2-1.

[0053] Then, in step S2-2, e.g. the S-CSCF 2023 may perform

processing according to item ii) as described above.

[0054] Finally, in an optional step S0-5, e.g. the network

202 may perform rejecting the REGISTER request towards the



malicious UE 201.

[0055] Fig. 3 shows apparatuses (e.g. IMSC 2021 and S-CSCF

2023) for identity protection according to an example of the

present invention. Within Fig. 3 , for ease of description,

means or portions which may provide main functionalities are

depicted with solid functional blocks or arrows and a normal

font, while means or portions which may provide optional

functions are depicted with dashed functional blocks or

arrows and an italic font.

[0056] The IMSC 2021 may comprise a CPU (or core

functionality CF) 20211, a memory 20212, a transmitter (or

means for transmitting) 20213, an optional receiver (or means

for receiving) 20214 and an optional generator (or means for

generating) 20215.

[0057] In turn, the S-CSCF 2023 may comprise a CPU (or core

functionality CF) 20231 which may also serve as a processor

(or means for processing), a memory 20232, an optional

transmitter (or means for transmitting) 20233 and an optional

receiver (or means for receiving) 20234.

[0058] Finally, the optional P-CSCF 2024 may have a structure

substantially similar to that of the S-CSCF 2023.

[0059] As indicated by the dashed extension of the functional

block of the CPU 20211, the means for generating 20215 of the

IMSC 2021 may be a functionality running on the CPU 20211 of

the IMSC 2021 or may alternatively be a separate functional

entity or means.

[0060] The CPUs 20x1 (wherein x = 21 and 23) may respectively

be configured to process various data inputs and to control

the functions of the memories 20x2, the means for

transmitting 202x3 and the means for receiving 20x4 (and the



means for generating 20215 of the IMSC 20221) . The memories

20x2 may serve e.g. for storing code means for carrying out

e.g. the methods according to an example of the present

invention, when run e.g. on the CPUs 20x1. It is to be noted

that the means for transmitting 20x3 and the means for

receiving 20x4 may alternatively be provided as respective

integral transceivers. It is further to be noted that the

transmitters/receivers may be implemented i ) as physical

transmitters/receivers for transceiving e.g. via an air

interface (e.g. in case of transmitting between the UE 201

and the IMSC 2021), ii) as routing entities e.g. for

transmitting/receiving data packets e.g. in a PS (packet

switched) network (e.g. between the IMSC 2021 or P-CSCF 2024

and the S-CSCF 2023 when disposed as separate network

entities) , iii) as functionalities for writing/reading

information into/from a given memory area (e.g. in case of

shared/common CPUs or memories e.g. of the IMSC 2021 or P-

CSCF 2024 and the S-CSCF 2023 when disposed as an integral

network entity (not shown) ), or iv) as any suitable

combination of i ) to iii) .

[0061] As optional preparatory measures, e.g. the UE 201 (not

shown) may perform registering (or attaching) to the IMSC

2021. Furthermore, e.g. the IMSC 2021 may perform deciding on

the IMS registration received from the UE 201, and e.g. the

IMSC 2021 may perform discovering an IMS address relating to

the UE 201 (e.g. special ICS IMPI).

[0062] Optionally, e.g. the means for generating 20215 of the

IMSC 2021 may perform generating a registration message

comprising terminal identity information (e.g. the special

ICS IMPI) and integrity indication information (e.g.

integrity_protected flag) indicating affirmative integrity of

the terminal identity information (e.g. flag="yes") .



[0063] Then, e.g. the means for transmitting 20213 of the

IMSC 2021 may perform transmitting, after successful

registration of a terminal (e.g. UE 201) at a network entity

(e.g. the IMSC 2021 itself), the registration message (e.g.

SIP REGISTER) .

[0064] Alternatively, e.g. the P-CSCF 2024 may perform

receiving the fraud SIP REGISTER request, and may perform

processing such that if no security association (SA) for the

received special ICS IMPI exists at the P-CSCF 2024, then the

REGISTER request may be determined to be received outside any

SA or with a SA not bound to the special ICS IMPI. In that

case, the P-CSCF 2024 may set the integrity-protected to "no"

or may remove this parameter, and may perform transmitting

the SIP REGISTER request having the special ICS IMPI of the

malicious UE 201 and the integrity-protected flag set to

[0065] As for further refinements related to the IMSC 2021,

the registration message may be an initial registration

message, a re-registration message or a de-registration

message. Furthermore, the network entity may be the internet

protocol multimedia subsystem centralized service enhanced

mobile switching center.

[0066] Optionally, e.g. the means for receiving 20234 of the

S-CSCF 2023 may perform receiving the registration request

message (comprising e.g. integrity-protected = "yes")

transmitted by the means for transmitting 20213 of the IMSC

2021 or the registration request message (comprising e.g.

integrity-protected = "no") transmitted by the P-CSCF 2024.

[0067] Then, e.g. the means for processing 20231 of the S-

CSCF 2023 may perform processing, after reception of the

registration message (e.g. SIP REGISTER) comprising the

terminal identity information (e.g. special ICS IMPI) and



integrity indication information (e.g. integrity_protected

flag) indicating integrity of the terminal identity

information, the received registration message based on the

terminal identity information and the integrity indication

information such that,

i ) if the integrity is indicated affirmative, an

authentication procedure of the terminal (e.g. UE 201) is

skipped, or,

ii) if the integrity is indicated negative (e.g.

flag="no") , the received registration message is rejected

without provisioning of key information related to

registration of the terminal.

[0068] As for further refinements related to the S-CSCF 2023,

the key information may relate to a secure registration

between the terminal and a network control entity (e.g. a P-

CSCF 2024 shown in Fig. 2 ) . Furthermore, the means for

processing may be configured to process according to item i )

if a successful registration of the terminal is recognized,

and according to item ii) if the received registration

message is recognized as unprotected. Moreover, the integrity

indication information indicating negative integrity may be

constituted by an integrity-protected flag being set to no.

[0069] As for further refinements related to both the IMSC

20221 and the S-CSCF 2023, the integrity indication

information indicating affirmative integrity may be

constituted by an integrity-protected flag being set to yes.

Furthermore, the registration message may be a session

initiation protocol (SIP) register message. Moreover, the

terminal identity information may be constituted by a special

internet protocol (IP) multimedia subsystem (IMS) centralized

service (ICS) internet protocol multimedia private identity

(IMPI) .



[0070] Furthermore, at least one of, or more of means for

transmitting 20213, means for generating 20215, means for

processing 20231, means for receiving 20234 and/or the IMSC

2021 and/or the S-CSCF 2023, or the respective

functionalities carried out, may be implemented as a chipset

or module.

[0071] Finally, the present invention also relates to a

system which may comprise a terminal or user equipment, the

above-described IMSC 2021 and the above-described S-CSCF

2023.

[0072] Without being restricted to the details following in

this section, the embodiment of the present invention may be

summarized as follows:

As the ICS user has been already successfully authenticated

in the CS domain, its IMS communication via the CS

domain/IMSC server is protected. Therefore, a parameter that

indicates successful "integrity-protection" may be used to

indicate from the MSC server to the S-CSCF that

authentication in IMS may be skipped. It is proposed to use a

parameter in the Authorization header. A suitable parameter

may the so called "integrity-protected" parameter.

When an ICS user accesses the IMS e.g. via an IMSC server,

the IMSC server shall use the special ICS IMPI to register

the ICS user with IMS (as specified e.g. in 3GPP TS 23.292).

And in the REGISTER request, the "integrity-protected"

parameter in the Authorization header may be set to "yes".

Justification resides in that the user is already

authenticated in IMSC. When the S-CSCF receives the REGISTER

request and recognizes the special IMPI and the "integrity-

protected" parameter is set to "yes", it may skip the

authentication procedure for the REGISTER request. And the S-

CSCF may always reject a REGISTER request with the special

ICS IMPI, where the "integrity-protected" parameter is not



set to "yes". The S-CSCF shall never provide keys in the

rejection to allow UE and P-CSCF to establish a SA for the

special ICS IMPI.

Because the "integrity-protected" parameter was introduced,

all P-CSCFs may ensure that when "integrity-protected"

parameter for a REGISTER request is set to "yes", this

REGISTER request is received via a Security-Association (SA)

for the ICS IMPI contained in the REGISTER request. Thus, it

is ensured that misuse of the integrity-protected parameter

by a malicious user may not happen. As the S-CSCF may never

provide the keys to UE and P-CSCF to establish a SA for a

special ICS IMPI, the S-CSCF may only receive a REGISTER for

a special ICS IMPI from an IMSC, where the "integrity-

protected" parameter is set to "yes". So, the S-CSCF may

safely skip the authentication for such a REGISTER request.

In other words, when an attacker abuses the ICS IMPI to

register with IMS, no SA can be established between a P-CSCF

and the UE, as no keys are provided by the S-CSCF for that

ICS IMPI. Therefore, no P-CSCF may set the "integrity-

protected" parameter to "yes" for such a REGISTER request.

And the S-CSCF may reject such a REGISTER request.

In still other words, it is proposed in the S-CSCF to allow

the rejection of the request by the S-CSCF without the

provisioning of any keys if ICS IMPI is recognized and the

integrity flag is set to "no", and for skipping further

authentication when the flag is set to "yes" and the special

ICS IMPI is recognized.

Still further, e.g. a Release 5 S-CSCF may challenge the

unprotected REGISTER request, where keys may be provided to

protect the next REGISTER request. And, the UE may then

insert a response to the challenge in a protected REGISTER

request. The S-CSCF may only finally reject the protected

REGISTER request, if the response from the UE is wrong. There



are also other exceptional handlings for protected REGISTER

request. But for an unprotected REGISTER request, the Release

5 S-CSCF may try to challenge the request, which is part of

the authentication procedure.

Furthermore, the rejection is dependent on the definition of

rejection: e.g. a Release 5 S-CSCF may reject an unprotected

REGISTER request with a challenge (e.g. response code 401

Unauthorized) . A UE may then respond to the challenge e.g. in

the next REGISTER request. An S-CSCF supporting ICS users may

reject an unprotected REGISTER request without any challenge

or keys (e.g. response code 403 Forbidden) . Both may be seen

as rejection if a rejection is a negative response. An S-CSCF

supporting ICS may use a special rejection. And, this special

rejection may not provide any keys to protect communication

between UE and P-CSCF.

[0073] [Further examples]

[0074] For the purpose of the present invention as described

herein above, it should be noted that

- an access technology may be any technology by means of

which a user equipment can access an access network (or base

station, respectively) . Any present or future technology,

such as WiMAX (Worldwide Interoperability for Microwave

Access) or WLAN (Wireless Local Access Network), BlueTooth,

Infrared, and the like may be used; although the above

technologies are mostly wireless access technologies, e.g. in

different radio spectra, access technology in the sense of

the present invention may also imply wirebound technologies,

e.g. IP based access technologies like cable networks or

fixed line.

- a network may be any device, unit or means by which a

station entity or other user equipment may connect to and/or

utilize services offered by the access network; such services

include, among others, data and/or (audio-) visual



communication, data download etc.;

- generally, the present invention may be applicable in

those network/user equipment environments relying on a data

packet based transmission scheme according to which data are

transmitted in data packets and which are, for example, based

on the Internet Protocol IP. The present invention is,

however, not limited thereto, and any other present or future

IP or mobile IP (MIP) version, or, more generally, a protocol

following similar principles as (M) IPv4/6, is also

applicable;

- a user equipment may be any device, unit or means by which

a system user may experience services from an access network;

- method steps likely to be implemented as software code

portions and being run using a processor at a network element

or terminal (as examples of devices, apparatuses and/or

modules thereof, or as examples of entities including

apparatuses and/or modules therefore) , are software code

independent and can be specified using any known or future

developed programming language as long as the functionality

defined by the method steps is preserved;

- generally, any method step is suitable to be implemented as

software or by hardware without changing the idea of the

invention in terms of the functionality implemented;

- method steps and/or devices, units or means likely to be

implemented as hardware components at the IMSC and/or S-CSCF,

or any module (s) thereof, are hardware independent and can be

implemented using any known or future developed hardware

technology or any hybrids of these, such as MOS (Metal Oxide

Semiconductor) , CMOS (Complementary MOS) , BiMOS (Bipolar

MOS), BiCMOS (Bipolar CMOS), ECL (Emitter Coupled Logic), TTL

(Transistor-Transistor Logic), etc., using for example ASIC

(Application Specific IC (Integrated Circuit)) components,

FPGA (Field-programmable Gate Arrays) components, CPLD

(Complex Programmable Logic Device) components or DSP

(Digital Signal Processor) components; in addition, any

method steps and/or devices, units or means likely to be



implemented as software components may alternatively be based

on any security architecture capable e.g. of authentication,

authorization, keying and/or traffic protection;

- devices, units or means (e.g. IMSC and/or S-CSCF, or any

one of their respective means) can be implemented as

individual devices, units or means, but this does not exclude

that they are implemented in a distributed fashion throughout

the system, as long as the functionality of the device, unit

or means is preserved;

- an apparatus may be represented by a semiconductor chip, a

chipset, or a (hardware) module comprising such chip or

chipset; this, however, does not exclude the possibility that

a functionality of an apparatus or module, instead of being

hardware implemented, be implemented as software in a

(software) module such as a computer program or a computer

program product comprising executable software code portions

for execution/being run on a processor;

- a device may be regarded as an apparatus or as an assembly

of more than one apparatus, whether functionally in

cooperation with each other or functionally independently of

each other but in a same device housing, for example.

[0075] Although the present invention has been described

herein before with reference to particular embodiments

thereof, the present invention is not limited thereto and

various modification can be made thereto.

[0076] For ease of clarity, the following table provides a

survey of the abbreviations used in the above description. It

is to be noted that an "s" following an abbreviation

represents the plural of that abbreviation, e.g. "UEs"

represents "user equipments".

3GPP 3rd generation partnership project

TR/TS Technical report/technical

specification



UE User equipment

CS Circuit switched

PS Packet switched

IP Internet protocol

IMS IP multimedia subsystem

ICS IMS Centralized Service

IMPI IMS Private User Identity

IMSC ICS enhanced MSC

SA Security Association



CLAIMS :

1 . A method, comprising:

transmitting, after authentication of a terminal at a

network entity, a registration message comprising terminal

identity information and integrity indication information

indicating affirmative integrity of the terminal identity

information .

2 . The method according to claim 1 , further comprising

generating the registration message by the network entity.

3 . The method according to claim 1 or 2 , wherein the

registration message is one of an initial registration

message, a re-registration message and a de-registration

message .

4 . A method, comprising:

processing, after reception of a registration message

comprising terminal identity information and integrity

indication information indicating integrity of the terminal

identity information, the received registration message based

on the terminal identity information and the integrity

indication information such that, if the integrity is

indicated affirmative, an authentication procedure of the

terminal is skipped.

5 . The method according to claim 4 , further processing the

received registration message based on the terminal identity

information and the integrity indication information such

that, if the integrity is indicated negative, the received

registration message is rejected without provisioning of key

information related to registration of the terminal.

6 . The method according to claim 4 or 5 , further comprising

receiving the registration message.



7 . The method according to any one of claims 4 to 6 , wherein

the key information relates to a secure registration between

the terminal and a network control entity.

8 . The method according to any one of claims 4 to 7 , wherein

the processing according claim 4 is performed if an

authentication of the terminal is recognized, and the

processing according claim 5 is performed if the received

registration message is recognized as unprotected.

9 . The method according to any one of claims 4 to 8 , wherein

the integrity indication information indicating negative

integrity is constituted by an integrity-protected flag being

set to no.

10. The method according to any one of claims 1 to 9 , wherein

the integrity indication information indicating affirmative

integrity is constituted by an integrity-protected flag being

set to yes.

11. The method according to any one of claims 1 to 10,

wherein the registration message is a session initiation

protocol register message.

12. The method according to any one of claims 1 to 11,

wherein the terminal identity information is constituted by a

special internet protocol multimedia subsystem centralized

service internet protocol multimedia private identity.

13. An apparatus, comprising:

means for transmitting, after authentication of a

terminal at the apparatus, a registration message comprising

terminal identity information and integrity indication

information indicating affirmative integrity of the terminal

identity information.



14. The apparatus according to claim 13, further comprising

means for generating the registration message.

15. The apparatus according to claim 13 or 14, wherein the

registration message is one of an initial registration

message, a re-registration message and a de-registration

message .

16. An apparatus, comprising:

means for processing, after reception of a

registration message comprising terminal identity information

and integrity indication information indicating integrity of

the terminal identity information, the received registration

message based on the terminal identity information and the

integrity indication information such that, if the integrity

is indicated affirmative, an authentication procedure of the

terminal is skipped.

17. The apparatus according to claim 16, wherein the means

for processing further processes the received registration

message based on the terminal identity information and the

integrity indication information such that, if the integrity

is indicated negative, the received registration message is

rejected without provisioning of key information related to

registration of the terminal.

18. The apparatus according to claim 16 or 17, wherein the

key information relates to a secure registration between the

terminal and a network control entity.

19. The apparatus according to any one of claims 16 to 18,

further comprising means for receiving the registration

message .

20. The apparatus according to claim 19 depending on claim

18, wherein the means for receiving is configured to receive



the registration message from one of the network control

entity and the apparatus according to claim 13 to 15.

21. The apparatus according to any one of claims 16 to 20,

wherein the means for processing is configured to process

according to claim 16 if an authentication of the terminal is

recognized, and is configured to process according to claim

17 if the received registration message is recognized as

unprotected.

22. The apparatus according to any one of claims 16 to 21,

wherein the integrity indication information indicating

negative integrity is constituted by an integrity-protected

flag being set to no.

23. The apparatus according to any one of claims 13 to 22,

wherein the integrity indication information indicating

affirmative integrity is constituted by an integrity-

protected flag being set to yes.

24. The apparatus according to any one of claims 13 to 23,

wherein the registration message is a session initiation

protocol register message.

25. The apparatus according to any one of claims 13 to 24,

wherein the terminal identity information is constituted by a

special internet protocol multimedia subsystem centralized

service internet protocol multimedia private identity.

26. The apparatus according to any one of claims 18 to 25,

wherein the network control entity is constituted by a proxy

call session control function.

27. The apparatus according to any one of claims 13 to 15 and

23 to 25 depending on claims 13 to 15, wherein the apparatus



is constituted by an internet protocol multimedia subsystem

centralized service enhanced mobile switching center.

28. The apparatus according to any one of claims 16 to 22 and

23 to 26 depending on claims 16 to 22, wherein the apparatus

is constituted by a serving call session control function.

29. The apparatus according to any one of claims 13 to 28,

wherein at least one, or more of means for transmitting,

means for generating, means for processing, means for

receiving and the apparatus is implemented as a chipset or

module .

30. A system, comprising:

a terminal;

an apparatus according to any one of claims 13 to 15,

claims 23 to 25 depending on claims 13 to 15, claim 27, or

claim 29 depending on claims 13 to 15; and

an apparatus according to any one of claims 16 to 22,

claims 23 to 26 depending on claims 16 to 22, claim 28, or

claim 29 depending on claims 16 to 22.

31. A computer program product comprising code means for

performing method steps of a method according to any one of

claims 1 to 12, when run on a processing means or module.

32. A method, comprising:

transmitting, after successful registration of a

terminal at a network entity, a registration message

comprising terminal identity information and integrity

indication information indicating affirmative integrity of

the terminal identity information.

33. The method according to claim 32, further comprising

generating the registration message by the network entity.



34. The method according to claim 32 or 33, wherein the

registration message is one of an initial registration

message, a re-registration message and a de-registration

message .

35. A method, comprising:

processing, after reception of a registration message

comprising terminal identity information and integrity

indication information indicating integrity of the terminal

identity information, the received registration message based

on the terminal identity information and the integrity

indication information such that,

i ) if the integrity is indicated affirmative, an

authentication procedure of the terminal is skipped, or,

ii) if the integrity is indicated negative, the

received registration message is rejected without

provisioning of key information related to registration of

the terminal .

36. The method according to claim 35, further comprising

receiving the registration message.

37. The method according to claim 35 or 36, wherein the key

information relates to a secure registration between the

terminal and a network control entity.

38. The method according to any one of claims 35 to 37,

wherein the processing of item i ) is performed if a

successful registration of the terminal is recognized, and

the processing of item ii) is performed if the received

registration message is recognized as unprotected.

39. The method according to any one of claim 35 to 38,

wherein the integrity indication information indicating

negative integrity is constituted by an integrity-protected

flag being set to no.



40. The method according to any one of claims 32 to 39,

wherein the integrity indication information indicating

affirmative integrity is constituted by an integrity-

protected flag being set to yes.

41. The method according to any one of claims 32 to 40,

wherein the registration message is a session initiation

protocol register message.

42. The method according to any one of claims 32 to 41,

wherein the terminal identity information is constituted by a

special internet protocol multimedia subsystem centralized

service internet protocol multimedia private identity.

43. An apparatus, comprising:

means for transmitting, after successful registration

of a terminal at the apparatus, a registration message

comprising terminal identity information and integrity

indication information indicating affirmative integrity of

the terminal identity information.

44. The apparatus according to claim 43, further comprising

means for generating the registration message.

45. The apparatus according to claim 43 or 44, wherein the

registration message is one of an initial registration

message, a re-registration message and a de-registration

message .

46. An apparatus, comprising:

means for processing, after reception of a

registration message comprising terminal identity information

and integrity indication information indicating integrity of

the terminal identity information, the received registration

message based on the terminal identity information and the

integrity indication information such that,



i ) if the integrity is indicated affirmative, an

authentication procedure of the terminal is skipped, or,

ii) if the integrity is indicated negative, the

received registration message is rejected without

provisioning of key information related to registration of

the terminal .

47. The apparatus according to claim 46, wherein the key

information relates to a secure registration between the

terminal and a network control entity.

48. The apparatus according to claim 46 or 47, further

comprising means for receiving the registration message.

49. The apparatus according to claim 48 depending on claim

47, wherein the means for receiving is configured to receive

the registration message from one of the network control

entity and the apparatus according to claim 43 to 45.

50. The apparatus according to any one of claims 46 to 49,

wherein the means for processing is configured to process

according to item i ) if a successful registration of the

terminal is recognized, and is configured to process

according to item ii) if the received registration message

is recognized as unprotected.

51. The apparatus according to any one of claims 46 to 50,

wherein the integrity indication information indicating

negative integrity is constituted by an integrity-protected

flag being set to no.

52. The apparatus according to any one of claims 43 to 51,

wherein the integrity indication information indicating

affirmative integrity is constituted by an integrity-

protected flag being set to yes.



53. The apparatus according to any one of claims 43 to 52,

wherein the registration message is a session initiation

protocol register message.

54. The apparatus according to any one of claims 43 to 53,

wherein the terminal identity information is constituted by a

special internet protocol multimedia subsystem centralized

service internet protocol multimedia private identity.

55. The apparatus according to any one of claims 47 to 54,

wherein the network control entity is constituted by a proxy

call session control function.

56. The apparatus according to any one of claims 43 to 45 and

52 to 54 depending on claims 43 to 45, wherein the apparatus

is constituted by an internet protocol multimedia subsystem

centralized service enhanced mobile switching center.

57. The apparatus according to any one of claims 46 to 51 and

52 to 55 depending on claims 46 to 51, wherein the apparatus

is constituted by a serving call session control function.

58. The apparatus according to any one of claims 43 to 57,

wherein at least one, or more of means for transmitting,

means for generating, means for processing, means for

receiving and the apparatus is implemented as a chipset or

module .

59. A system, comprising:

a terminal;

an apparatus according to any one of claims 43 to 45,

claims 52 to 54 depending on claims 43 to 45, claim 56, or

claim 58 depending on claims 43 to 45; and

an apparatus according to any one of claims 46 to 51,

claims 52 to 55 depending on claims 46 to 51, claim 57, or

claim 58 depending on claims 46 to 51.



60. A computer program product comprising code means for

performing method steps of a method according to any one of

claims 32 to 42, when run on a processing means or module.
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