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(57) ABSTRACT

There is provided a remote work supporting apparatus and
method capable of checking work content of each operator
and thereby supporting remote work while preventing the
occurrence of human errors. A remote work supporting
system for supporting work for a target computer apparatus
to be executed remotely by a plurality of operators, and a
remote work supporting method executed by the remote
work supporting system are designed to: create virtual
machines for providing a virtual computer environment for
the target computer apparatus by respectively associating the
virtual machines with the respective operators and provide
each of the created virtual machines to each of the corre-
sponding operators; and monitor respective pieces of work
content regarding the virtual machines corresponding to the
respective operators, presume correct work content from
among the respective pieces of work content, and cause the
presumed work content to be reflected in the target computer
apparatus.
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FIG. 3

USER TABLE 46

# USER ID | PASSWORD

i userl abcdef

2 user? 123456
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FIG. 4A

LOGIN SCREEN 80C 80

)

USER ID \
PASSWORD | LOGIN |

A

80A
80B

A

MINISTRATOR 818 a1

Ron ) (TR SC?—IEDULE]

A
S
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FIG. 4C

OPERATOR SCREEN 82
.

AREA FOR DISPLAYING VIRTUAL [T+ 82A
MACHINE ACCESS INFORMATION,
MISMATCH NOTICE,
REWOUND VIDEOS, ETC.

[ STATE ] [ VWOR ] [ TER
SYNCHRONIZATIONJ ICOMPLE ION REFLECTION|
) 3

3 X
828 82C 82D



US 12,153,946 B2

Sheet 6 of 15

Nov. 26, 2024

U.S. Patent

“ i _ " “ -
_ ) INIHOVIN TVNLYIA OL NI 90T <
| ! g8 :
_ i 0 | L .
| ! €LS ; X fzo_Z_\,_om_o“_z_
i > - _ 3 ANIHOVI
> NOILYINHOANI
[ NOILYINYOANI | | GILS TVNLYIA
_ z15~] [FNHOVA TYNLIIA ANIHOVIN VN LAIA, ris
| LS |
I > el I
| t b
| (FNEDVIY O I ol INHOVI VNLYIA
_ w NOLLONY LS| " 40 z_o_bm_m_o 1S3NO3y
_ | anssl _ _
| _ - | N
| = » | Q3LVI™D ATIN4SSTIOONS ¢
| a3137dNOOL SI VOI1d3y 683
W /s NOILYIYD 83 “
’ 2 @m,m (NI SOOT HOLYHIdO 1SHI
| m_w@m_mm_w_ v YWy B NIHM ATNO 2LNO3X3)
PRS—
| | alvawoor T 88T 0 Vgt as ¥S
NOILONYISNI | :
| ! anss| | ¢
! | Q3 LVOILNIHLNY
| _ _ £€5™ | ATIN4SS300NS 1S
_ | _ NOILYWHOANI < | le 4
[ j _ INOILLYOILLNIHLNY €5 L NOILVINYOANI
| “ " | INOILVOLLNIHINY |-
AOVHOLS SNLvyvddy anvANoo RERNER NONOLLYOINGHLNYY o~ Jd YHOoM
a3¥VHS IaA IaA NOILYDILNIHLAY QNY HO3HD YHOM )G
G 9Ol




US 12,153,946 B2

Sheet 7 of 15

Nov. 26, 2024

U.S. Patent

o _ - o - W.L.!
llllllll ml‘ll‘l‘! l'J
‘ e
vmfm.w,, £es “
V1vQ A i
31vadn 5 _
V343 “ viva LndNi| | |
| AN
_ . e
“ - v1va LNdNI
_ i
_ 7T INIHOVIN
, 0¢S i IVNLAIA -
_ i a3lvoigIa
» ] i NO AHOM [
) T ozs T | INIHOYIN TYNLYIA
_ ! a3lvoid3d NO MdOoM L.
- “ j ;“. : _
_ _ !
1INN
SNLYNVYddY INSINDL m\(o&mo\s m\Loaéo;
IaN 1NdNI G \/G
g7 (ge)zL ™ m?@ T ®




U.S. Patent

Nov. 26, 2024 Sheet 8 of 15 US 12,153,946 B2

FIG. 7

INPUT DATA ACQUISITION PROCESSING

{ START )

h 4

S30

ONE-CHARACTER
INPUT OR FUNCTION KEY?2

__S31

T CHARACTERS OR
D FUNCTION KEY

ONE-SECTION INPUT
COMPLETED?
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FIG. 8

INPUT COMPARISON PROCESSING (1)

OR v 5S40

IF BACKSPACE IS INCLUDED IN WAIT FOR CERTAIN
INPUT OF EACH SECTION, PERIOD OF T
REFLECT THE BACKSPACE

MASK EXCLUSION PATTERN
__S45

4

3

COMPARE INPUTS BY
RESPECTIVE OPERATORS

Y. S46

| YES 548

PRESUME THAT IT IS NOTIFY ALL OPERATORS
CORRECT INPUT CONTENT OF MISMATCH

| 549
NOTIEY ONLY OPERATOR(S)
WITH ATCH
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FIG. 11

USER TABLE 95

THE NUMBER {THE NUMBER
# USER ID |PASSWORD |oF COMPARISONS| OF MATCHES

1 userl ahodef 10 6

2 userz 123456 10 5
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FIG. 13
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FIG. 14

INPUT COMPARISON PROCESSING (2)

{ START )
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REMOTE WORK SUPPORTING APPARATUS
AND METHOD

CROSS-REFERENCE TO RELATED
APPLICATION

The present application claims priority from Japanese
application JP2020-208095, filed on Dec. 16, 2020, the
contents of which is hereby incorporated by reference into
this application.

TECHNICAL FIELD

The present invention relates to a remote work supporting
apparatus and method and is particularly suited for applica-
tion to a remote work supporting apparatus for supporting
remote work which requires input checking.

BACKGROUND ART

When updating a customer’s active system, it is common
for a plurality of operators to go over to the customer, verify
their own identities, and proceed with work while perform-
ing a pair check. However, currently, it is difficult for the
operators to visit the customer’s facility due to the influence
of the worldwide spread of the COVID-19, it is desired to
construct an environment where the operator(s) can update
the customer’s active system remotely from their home or
office.

As conventional technologies to remotely operate a com-
puter apparatus, a remote desktop, VNC (Virtual Network
Computing), and so on are known. These technologies such
as the remote desktop and the VNC are technologies to make
a target computer apparatus operable from a client by
displaying a screen, which is displayed on a display of the
target computer apparatus to be operated, in the client’s
screen operated by the operator.

Incidentally, PTL 1 indicated below discloses that: when
an operator and a checker work as a pair during work to set
settings to the active system, checker is also made to
perform the setting work as assistant operators and respec-
tive inputs of the operators and the checker are compared
with each other; and only if input values of all the operators
match each other, the input values are reflected in the
settings of the active system.

CITATION LIST
Patent Literature

PTL 1: Japanese Patent Application Laid-Open (Kokai)
Publication No. 2018-120256

SUMMARY OF THE INVENTION
Problems to be Solved by the Invention

However, the remote desktop is designed on the premise
that an OS (Operating System) of the target computer
apparatus to be operated is Windows (a registered trademark
of Microsoft Corporation); and the remote desktop has such
a problem that the number of persons who can access the
computer apparatus simultaneously is only two at maxi-
mum.

Also, regarding the VNC, it is necessary to install VNC
software to both the client and the target computer apparatus
to be operated and there is another problem that it is further
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necessary to develop software with an expanded RFB (Re-
mote Frame Buffer) protocol in order for a plurality of
persons to remotely operate one computer apparatus simul-
taneously.

Furthermore, there is another problem that even under the
environment where the remote desktop and the VNC can be
used, if each operator performs work at each separate
location, it is difficult to proceed with the work while
performing the pair check and it is thereby impossible to
prevent the occurrence of human errors.

The present invention was devised in consideration of the
above-described circumstances and aims at proposing a
remote work supporting apparatus and method capable of
solving the problems at once and supporting the remote
work while preventing the occurrence of the human errors.

Means to Solve the Problems

In order to solve the above-described problems, there is
provided according to an aspect of the present invention a
remote work supporting system for supporting work for a
target computer apparatus to be executed remotely by a
plurality of operators, wherein the remote work supporting
system includes: a virtual machine providing apparatus that
creates virtual machines for providing a virtual computer
environment for the target computer apparatus by respec-
tively associating the virtual machines with the respective
operators and provides each of the created virtual machines
to each of the corresponding operators; and a remote work
supporting apparatus that monitors respective pieces of work
content regarding the virtual machines corresponding to the
respective operators, presumes correct work content from
among the respective pieces of work content, and causes the
presumed work content to be reflected in the target computer
apparatus.

Furthermore, there is provided according to another
aspect of the present invention a remote work supporting
method executed by a remote work supporting system for
supporting work for a target computer apparatus to be
executed remotely by a plurality of operators, wherein the
remote work supporting method includes: a first step of
creating virtual machines for providing a virtual computer
environment for the target computer apparatus by respec-
tively associating the virtual machines with the respective
operators and providing each of the created virtual machines
to each of the corresponding operators; and a second step of
monitoring respective pieces of work content regarding the
virtual machines corresponding to the respective operators,
presuming correct work content from among the respective
pieces of work content, and causing the presumed work
content to be reflected in the target computer apparatus.

ADVANTAGEOUS EFFECTS OF THE
INVENTION

Since the work content of each operator can be checked
according to the present invention, it is possible to imple-
ment the remote work supporting apparatus and method
capable of supporting the remote work while preventing the
occurrence of the human errors.

BRIEF DESCRIPTION OF DRAWINGS

FIG. 1 is a block diagram illustrating an overall configu-
ration of a remote work supporting system according to first
and second embodiments;
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FIG. 2 is a block diagram illustrating a logical configu-
ration of the remote work supporting system according to
the first and second embodiments;

FIG. 3 is a chart illustrating a structure example of a user
table according to the first embodiment;

FIG. 4A is a diagram illustrating a configuration example
of a login screen;

FIG. 4B is a diagram illustrating a configuration example
of an administrator screen;

FIG. 4C is a diagram illustrating a configuration example
of an operator screen;

FIG. 5 is a sequence diagram illustrating a processing
flow in an authentication phase;

FIG. 6 is a sequence diagram illustrating a processing
flow in a work phase;

FIG. 7 is a flowchart illustrating a processing sequence for
input data acquisition processing;

FIG. 8 is a flowchart illustrating a processing sequence for
input comparison processing according to the first embodi-
ment;

FIG. 9 is a sequence diagram illustrating a processing
flow executed when an operator’s update content is a
mismatch in the work phase;

FIG. 10 is a sequence diagram illustrating a processing
flow in a verification and master reflection phase;

FIG. 11 is a chart illustrating a structure example of a user
table according to a second embodiment;

FIG. 12 is a diagram for explaining processing content of
an input judgment unit according to the second embodiment;

FIG. 13 is a Venn diagram for explaining the processing
content of the input judgment unit according to the second
embodiment; and

FIG. 14 is a flowchart illustrating a processing sequence
for input comparison processing according to the second
embodiment.

DESCRIPTION OF EMBODIMENTS

One embodiment of the present invention will be
explained in detail with reference to the drawings.

(1) First Embodiment

(1-1) Configuration of Remote Work Supporting System
According to this Embodiment

Referring to FIG. 1, the reference numeral 1 represents a
remote work supporting system according to this embodi-
ment as a whole. This remote work supporting system 1 is
a system for supporting the work of an operator(s) 2 to
remotely update a customer’s active system (hereinafter
referred to as a “target computer apparatus™) 5 installed at a
data center 4.

The remote work supporting system 1 is configured by
including a plurality of work terminals 3 as well as the target
computer apparatus 5, a remote work supporting apparatus
6, an authentication server 7, a VDI apparatus 8, and a
shared storage apparatus 9 which are respectively provided
within the data center 4.

The work terminal 3 is a computer apparatus used by the
operator 2 to perform the work to update the target computer
apparatus 5 and is configured of, for example, a notebook-
type or desktop-type personal computer device. The work
terminal 3 is coupled to an internal network 11 inside the
data center 4 via a wide area network 10 such as the Internet.

The target computer apparatus 5 is a computer apparatus
which is a work target of the update work by the operator 2.
The target computer apparatus 5 is coupled to the internal

15

20

25

35

40

45

4

network 11 installed inside the data center 4 and is coupled
to the shared storage apparatus 9 via a specified communi-
cation path 12 such as a cable.

The remote work supporting apparatus 6: is a server
apparatus equipped with a remote work supporting function
described later that supports the operator 2 to remotely
update the target computer apparatus 5 by using their own
work terminal 3; and is coupled to the target computer
apparatus 5 and the VDI apparatus 8 via the internal network
11 inside the data center 4 and is also coupled to the
authentication server 7 via a specified communication path
13 such as a cable.

The remote work supporting apparatus 6 is configured by
including a processor 21, a main storage apparatus 22, an
auxiliary storage apparatus 23, and a communication appa-
ratus 24 which are coupled to each other via an internal bus
20.

The processor 21 is a device that controls the operations
of the entire remote work supporting apparatus 6. Moreover,
the main storage apparatus 22 is configured of, for example,
a volatile semiconductor memory and is used as a work
memory for the processor 21. The main storage apparatus 22
stores various kinds of programs and data which are loaded
from the auxiliary storage apparatus when activating the
remote work supporting apparatus 6 or whenever necessary.
A work check and authentication GUI (Graphical User
Interface) display program 30, an input monitoring program
31, an input judgment program 32, a VDI command program
33, and an automatic input program 34, which will be
explained later, are also loaded into and retained in this main
storage apparatus 22.

The auxiliary storage apparatus 23 is configured of, for
example, a large-capacity nonvolatile storage device such as
a hard disk drive, an SSD (Solid State Drive), or a flash
memory and stores various kinds of programs and various
kinds of data which should be retained for a long term. An
exclusion pattern table 35, which will be explained later, is
also stored and retained in this auxiliary storage apparatus
23. Furthermore, an input buffer 36 and screen buffer 37
which are provided for each operator 2 and will be explained
later, and a master input pool 38 are defined respectively in
storage areas provided by the auxiliary storage apparatus 23.

The communication apparatus 24 is configured of, for
example, an NIC (Network Interface Card) and performs
protocol control when the remote work supporting apparatus
6 communicates with the work terminal 3 via the wide area
network 10, communicates with the VDI apparatus 8 and the
target computer apparatus 5 via the internal network 11, or
communicates with the authentication server 7.

The authentication server 7: is a server apparatus having
a function that performs authentication when the operator 2
logs in to the VDI apparatus 8 by using the work terminal 3;
and is configured by including a processor 41, a main
storage apparatus 42, an auxiliary storage apparatus 43, and
a communication apparatus 44 which are coupled to each
other via an internal bus 40. The configurations and func-
tions of the processor 41, the main storage apparatus 42, the
auxiliary storage apparatus 43, and the communication
apparatus 44 are similar to those of the processor 21, the
main storage apparatus 22, the auxiliary storage apparatus
23, and the communication apparatus 24 for the remote work
supporting apparatus 6, so that an explanation about them is
omitted here.

The main storage apparatus 42 for the authentication
server 7 stores an authentication program 45 which will be
explained later; and the auxiliary storage apparatus 43 stores
a user table 46.
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The VDI apparatus 8: is a computer apparatus having a
function that provides each operator 2 who has accessed the
computer apparatus by using the work terminal 3, with a
virtual desktop environment of the target computer appara-
tus 5; and is configured by including a processor 51, a main
storage apparatus 52, and a communication apparatus 53
which are coupled to each other via an internal bus 50. The
configurations and functions of the processor 51, the main
storage apparatus 52, and the communication apparatus 53
are similar to those of the processor 21, the main storage
apparatus 22, and the communication apparatus 24 for the
remote work supporting apparatus 6, so that an explanation
about them is omitted here.

The VDI apparatus 8: controls the shared storage appa-
ratus 9 to acquire an OS, application software, and various
kinds of data, which are mounted in the target computer
apparatus 5, from the target computer apparatus 5 via the
communication path 12; and manages these OS, application
software, and various kinds of data, which have been
acquired by the shared storage apparatus 9, as a master 60.

Furthermore, in response to a request from the remote
work supporting apparatus 6, the VDI apparatus 8 creates a
replica 61 of the master 60, creates virtual machines 62 for
providing the virtual computer environment for the target
computer apparatus 5 on the basis of the created replica 61
by associating the virtual machines 62 with the operators 2,
respectively, and provides the work terminal 3 for each
operator 2 with each relevant virtual machine 62. Then, each
operator 2 executes the work to update the target computer
apparatus 5 with respect to the virtual machine 62 which has
been allocated to themselves in a pseudo manner. Then, the
VDI apparatus 8 manages the work content of the update
work, which each operator 2 executed with respect to the
virtual machine 62, as a difference from the replica 61.

The shared storage apparatus 9 is configured of a large-
capacity storage apparatus equipped with a plurality of hard
disk drives, SSDs, or flash memories. The master 60 and the
replica(s) 61 described above, and information of the virtual
machines 62 which are provided to the respective operators
2 are stored in the shared storage apparatus 9 by the VDI
apparatus 8.

(1-2) Remote Work Supporting Function

Next, the remote work supporting function mounted in the
remote work supporting apparatus 6 will be explained.
Incidentally, it is assumed in the following explanation that
the plurality of operators 2 respectively execute the same
update work at the same time with respect to the virtual
machines 62, which are allocated to themselves, by using
their own work terminals 3. It is also assumed in the
following explanation that such update work is the work to
input characters, for example, to input a command to a
command prompt.

The remote work supporting function according to this
embodiment is a function that, when the plurality of respec-
tive operators 2 perform the same update work on the target
computer apparatus 5 at the same time as described above,
monitors the update content of each operator 2, decides the
update content presumed to be correct based on a majority
decision on the update content of the respective operators 2,
and causes only the decided update content to be reflected in
the target computer apparatus 5.

The remote work supporting apparatus 6 is provided with,
as means for implementing the above-described remote
work supporting function as illustrated in FIG. 2, a work
check and authentication GUI display unit 70, an input
monitoring unit 71, an input judgment unit 72, a VDI
command unit 73, and an automatic input unit 74 as well as
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6

the input buffer 36, the screen buffer 37, the exclusion
pattern table 35, and the master input pool 38; and the
authentication server 7 is provided with an authentication
unit 75 and the user table 46.

The work check and authentication GUI display unit 70 is
a function unit that is embodied by the processor 21 (FIG.
1) for the remote work supporting apparatus 6 by executing
the work check and authentication GUI display program 30
(FIG. 1) which is read to the main storage apparatus 22 (FIG.
1). This work check and authentication GUI display unit 70
has a function that displays various kinds of screens
described later with reference to FIG. 4A to FIG. 4C on the
work terminal 3 at necessary timing.

The work check and authentication GUI display unit 70
also has a function that requests the authentication server 7
to authenticate an operator 2 in response to a login request
given from the work terminal 3 of that operator 2 in
accordance with a specified operation by the operator 2,
requests the VDI apparatus 8 via the VDI command unit 73
to create a virtual machine 62 for each operator 2 authen-
ticated by the authentication server 7, and issues an instruc-
tion to the target computer apparatus 5 via the automatic
input unit 74 to reflect the final work result.

Additionally, the work check and authentication GUI
display unit 70 is also equipped with a function that causes
the virtual machines 62 to return to their required state as
necessary. Practically, if the work check and authentication
GUI display unit 70 has failed to decide the update content
presumed to be correct on the basis of the majority decision
on the update content of the respective operators 2, it
controls the VDI apparatus 8 via the VDI command unit 73
to cause the state of the virtual machine of each operator 2
to return to the state of the virtual machine 62 in which the
update content presumed to be correct was reflected the last
time. Furthermore, if the work check and authentication GUI
display unit 70 has successtully decided the update content
presumed to be correct on the basis of the majority decision
on the update content of the respective operators 2, it
controls the VDI apparatus 8 via the VDI command unit 73
to cause the state of the virtual machine of each operator 2,
where its update content does not match the update content
presumed to be correct, to return to the state of the virtual
machine which was presumed to be correct the last time. By
causing the state of the virtual machine 62 to return to the
state of the virtual machine 62 which was presumed to be
correct the last time, it enables the operator 2 to resume the
update work from that state.

The input monitoring unit 71 is a function unit that is
embodied by the processor 21 for the remote work support-
ing apparatus 6 by executing the input monitoring program
31 (FIG. 1) which is read to the main storage apparatus 22.
The input monitoring unit 71 has a function that collects
work information of the work performed by each operator 2
to update each corresponding virtual machine 62 by using
their work terminal 3.

Specifically speaking, when the operator(s) 2 input char-
acters to the work terminal(s) 3, the input monitoring unit 71
acquires data according to the characters transmitted from
the work terminal(s) 3 to the VDI apparatus 8 (hereinafter
referred to as “input data”) with respect to each character
and each work terminal 3 and stores these pieces of input
data for each work terminal 3 in their corresponding input
buffer 36.

Furthermore, the input monitoring unit 71 sequentially
acquires image data of captured images or moving images of
a display screen of each work terminal 3 at fixed intervals
from each work terminal 3 and stores these pieces of
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acquired image data of each work terminal 3 in their
corresponding screen buffer 37.

The input judgment unit 72 is a function unit that is
embodied by the processor 21 for the remote work support-
ing apparatus 6 by executing the input judgment program 32
(FIG. 1) which is read to the main storage apparatus 22. The
input judgment unit 72 compares the update content of the
respective operators 2 on the basis of the input data of each
operator 2, which has been accumulated in each input buffer
36, and judges whether there is a match or mismatch
between them. Then, as a result of the comparison, the input
judgment unit 72 decides the update content presumed to be
correct according to a majority decision and stores the
decided update content, as update data, in the master input
pool 38.

Additionally, if the input judgment unit 72 has failed to
decide the update content presumed to be correct as a result
of the comparison, it notifies the work terminals 3 of all the
operators 2, respectively, via the work check and authenti-
cation GUI display unit 70 to that effect. Also, if the input
judgment unit 72 has successfully decided the update con-
tent presumed to be correct according to the majority
decision, it notifies the work terminal 3 of each operator 2,
regarding whom there is a mismatch between their update
content and the update content, via the work check and
authentication GUI display unit 70 to that effect.

The VDI command unit 73 is a function unit that is
embodied by the processor 21 for the remote work support-
ing apparatus 6 by executing the VDI command program 33
(FIG. 1) which is read to the main storage apparatus 22. The
VDI command unit 73 has a function that, upon receiving a
request from the work check and authentication GUI display
unit 70, issues an instruction to the VDI apparatus 8 to create
a replica 61 or a virtual machine 62.

Furthermore, the automatic input unit 74 is a function unit
that is embodied by the processor 21 for the remote work
supporting apparatus 6 by executing the automatic input
program 34 (FIG. 1) which is read to the main storage
apparatus 22. The automatic input unit 74 has a function
that, upon receiving a request from the work check and
authentication GUI display unit 70, issues an instruction to
the VDI apparatus 8 to cause the update data, which has been
accumulated in the master input pool 38, to be reflected in
a virtual machine for verification which will be explained
later (hereinafter referred to as a “verification virtual
machine”) 62. Furthermore, if the operator 2 determines that
there is no problem as a result of the verification using the
verification virtual machine 62, the automatic input unit 74
issues an instruction to the target computer apparatus 5 to
reflect the update data accumulated in the master input pool
38.

The input buffer 36 is a storage area(s) used to accumu-
late, as input data, information indicating the content of
respective characters and key operations which are input by
the operator 2 by using their work terminal 3. Also, the
screen buffer 37 is a storage area(s) used to accumulate, as
image data, information of moving images of screens dis-
played on the work terminal 3 or their images captured at
certain intervals when the operator 2 is working by using
their own work terminal 3. The input buffer 36 and the
screen buffer 37 are provided respectively corresponding to
each operator 2 as described earlier.

The master input pool 38 is a storage area(s) used to
accumulate, as update data, the update content presumed to
be correct by the input judgment unit 72 from among the
update content of the respective operators 2. As the update
data which has been accumulated in the master input pool 38
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is reflected in the target computer apparatus 5, the target
computer apparatus 5 is updated to a state desired by the
operator 2.

The exclusion pattern table 35 is a table in which each
piece of information such as a current time of day which
would not influence the operations of the target computer
apparatus 5 after updates even if inputs from the operators
2 differ from each other is registered as an exclusion pattern
in advance. The input judgment unit 72 judges whether there
is a match or mismatch between the update content of the
respective operators 2 by excluding the exclusion pattern
registered in this exclusion pattern table 35.

The user table 46 of the authentication server 7 is a table
which stores information such as a user ID and a password
of each user who is registered as an operator by an admin-
istrator by using an administrator screen 81, which will be
explained later with reference to FIG. 4B, as illustrated in
FIG. 3.

Furthermore, the authentication unit 75 for the authenti-
cation server 7 is a function unit that is embodied by the
processor 41 for the authentication server 7 by executing the
authentication program 45 (FIG. 1) which is stored in the
main storage apparatus 42 (FIG. 1). The authentication unit
75 checks the user ID and password that are input to a login
screen 80, which will be explained later with reference to
FIG. 4A, by the operator 2 and have been transferred from
the work check and authentication GUI display unit 70 for
the remote work supporting apparatus 6, against the user ID
and password of each user registered in the user table 46 and
notifies the work check and authentication GUI display unit
70 of the check result.

(1-3) Configurations of Various Kinds of Screens

FIG. 4A illustrates the login screen 80 which can be
displayed on the work terminal 3 by a specified operation.
This login screen 80 is a screen for the administrator or the
operator 2 to log in to this remote work supporting system
1 and is configured by including a user ID text box 80A, a
password user ID text box 80B, and a login button 80C.

With this login screen 80, the user who is registered as the
administrator or the operator 2 can log in to this remote work
supporting system 1 by inputting their own user 1D and
password in the user ID text box 80A and the password user
ID text box 80B and clicking the login button 80C.

On the other hand, FIG. 4B illustrates the administrator
screen 81. This administrator screen 81: is a screen dis-
played on the work terminal 3 when the administrator logs
in to this remote work supporting system 1 by using their
own work terminal 3; and is configured by including a user
operation button 81A, a work schedule registration button
81B, and an information display area 81C.

Then, with the administrator screen 81, a list of users
(which is not shown in the drawing) registered as operators
2 until then can be displayed in the information display area
81C by clicking the user operation button 81A. By using this
list, the administrator can register a new user(s) as an
operator(s) 2, change the user 1D, password, etc. of a user(s)
who has already been registered as an operator(s) 2, and
delete the user(s) who has already been registered as the
operator(s) 2.

Furthermore, with the administrator screen 81, a work
management table, which is not shown in the drawing, for
registering a work schedule such as work days and work
hours of the respective users registered as the operators can
be displayed in the information display area 81C by clicking
the work schedule registration button 81B.

On the other hand, FIG. 4C illustrates an operator screen
82. This operator screen 82: is a pop-up screen which pops
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up and is displayed on the work terminal 3 of the relevant
operator 2 when the input judgment unit 72 for the remote
work supporting apparatus 6 determines that the update
content of the operator 2 does not match the update content
of other operators; and is configured by including an infor-
mation display arca 82A, a state synchronization button
82B, a work completion button 82C, and a master reflection
button 82D.

Then, the information display area 82A displays informa-
tion for the operator 2 to access the virtual machine 62
allocated to themselves. The information display area 82A
also displays, for example: a message indicating a mismatch
if the update content of the operator 2 when working does
not match the update content of other operators 2 (herein-
after referred to as a “mismatch message”); and moving
images of a work screen or its images captured at certain
intervals which have been displayed until then since the last
time it was determined that the update content of the
operator 2 matched the update content of other operators 2.

Then, with the operator screen 82, when such a mismatch
message or the like is displayed in the information display
area 82A, the state of the virtual machine 62 which is
allocated to that operator 2 (that is, the virtual machine 62
with which the operator 2 performs the update work) can be
returned to the state where the update content of that
operator 2 matched the update content of other operators 2,
by clicking the state synchronization button 82B.

Furthermore, with the operator screen 82, by clicking the
work completion button 82C after the completion of all the
work, it is possible to make the work terminal 3 notify the
remote work supporting apparatus 6 of the completion of the
work; and by clicking the master reflection button 82D after
that, it is possible to issue an instruction to the remote work
supporting apparatus 6 to cause all the update data, which
are then accumulated in the master input pool 38, to be
reflected in the target computer apparatus 5.

(1-4) A Sequence of Processing Flow Relating to Remote
Work Supporting Function

Next, an explanation will be provided about a basic
processing flow executed at the remote work supporting
system relating to the remote work supporting function. This
processing includes an authentication phase, a work phase,
and a verification and master reflection phase described
below.

The authentication phase is a phase from the authentica-
tion of each operator 2 by the authentication server 7 until
the start of the work (including the allocation of a virtual
machine(s) 62); and the work phase is a phase where each
operator 2 accesses the virtual machine 62, which is allo-
cated to them, and performs the work. Furthermore, the
verification and master reflection phase is a phase where the
work result is verified after the completion of the work of
each operator 2 and is reflected in the target computer
apparatus 5 if there is no problem. Specific processing flows
of these respective phases will be explained below.

(1-4-1) Processing Flow in Authentication Phase

FIG. 5 illustrates a sequence of processing flow executed
at the remote work supporting system 1 until the user
registered as an operator 2 (hereinafter referred to as the
“operator 2”) logs in to the VDI apparatus 8 and starts the
work by using their own work terminal 3.

The operator 2 performs a specified operation to cause the
login screen 80 (FIG. 4A) to be displayed on their own work
terminal 3, and inputs their own user ID and password to this
login screen 80. The user ID and the password which are
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input then are transmitted as authentication information
from the work terminal 3 to the remote work supporting
apparatus 6 (S1).

This authentication information is transmitted to the
authentication server 7 by the work check and authentication
GUI display unit 70 for the remote work supporting appa-
ratus 6 (S2). When the authentication server 7 receives this
authentication information, the authentication unit 75 for the
authentication server 7 (FIG. 3) compares the received
authentication information with the user IDs and passwords
of the respective users registered in the user table 46 (FIG.
3) (83); and if a user with a combination of the user ID and
the password which match the authentication information is
registered in the user table 46, the authentication unit 75
notifies the work check and authentication GUI display unit
70 for the remote work supporting apparatus 6 of the success
of the authentication (S4).

Ifthe authenticated operator 2 is the operator 2 who firstly
performed the login, the work check and authentication GUI
display unit 70 which has received this notice requests the
VDI command unit 73 to create a replica 61 (FIG. 3) of the
master 60 for the target computer apparatus 5 (FIG. 1) (S5).
Then, the VDI command unit 73 which has received this
request issues an instruction to the VDI apparatus 8 to create
the replica 61 of the master 60 for the target computer
apparatus 5 (S6).

Furthermore, the VDI apparatus 8 which has received this
instruction creates the replica 61 of the master 60 for the
target computer apparatus 5, which is created in advance and
stored in the shared storage apparatus 9, in the shared
storage apparatus 9 (S7). Then, when the VDI apparatus 8
completes the creation of the replica 61, it notifies the VDI
command unit 73 for the remote work supporting apparatus
6 to that effect. Furthermore, having received this notice, the
VDI command unit 73 notifies the work check and authen-
tication GUI display unit 70 that the replica 61 has been
successfully created (S9).

The work check and authentication GUI display unit 70
which has received this notice requests the VDI command
unit 73 to create a virtual machine 62 (FIG. 3) to be allocated
to the operator 2 who has logged in then (S10). Furthermore,
in response to such a request, the VDI command unit 73
issues an instruction to the VDI apparatus 8 to create the
virtual machine 62 to be allocated to that operator 2 (S11).
Consequently, the VDI apparatus 8 which has received this
instruction creates the requested virtual machine 62 (S12)
and notifies the VDI command unit 73 for the remote work
supporting apparatus 6 of information such as an IP address
for the operator 2 to access the then-created virtual machine
62, and a user ID and password to be used for such access
(hereinafter collectively referred to as “virtual machine
information™) (S13).

The VDI command unit 73 which has received this virtual
machine information transfers the received virtual machine
information to the work check and authentication GUI
display unit 70 (S14). Furthermore, the work check and
authentication GUI display unit 70 transfers this virtual
machine information to the work terminal 3 of the operator
2 who made the login in step S1 (S15).

As a result, the operator screen 82 (FIG. 4C) is displayed
on the work terminal 3 and the virtual machine information
is displayed in the information display area 82A (FIG. 4C).
Consequently, the operator 2 logs in to their own dedicated
virtual machine 62 provided by the VDI apparatus 8 by
using this virtual machine information (S16) and then starts
the work.
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Incidentally, processing from step S5 to step S9 is
executed only when the first operator 2 performs the login;
and subsequently, if another operator 2 performs the login,
only the processing from step S1 to step S4 and from step
S10 to step S16 is executed.

(1-4-2) Processing Flow (1) in Work Phase

FIG. 6 illustrates a sequence of processing flow which is
sequentially executed at the remote work supporting appa-
ratus 6 after each operator 2 starts the work. The remote
work supporting apparatus 6 sequentially stores the update
content presumed to be correct, from among the update
content of the respective operators 2, as the update data in
the master input pool 38 in accordance with the procedure
illustrated in FIG. 6.

Practically, when each operator 2 operates their own work
terminal 3 to input characters or performs the operation of
function keys such as an enter key after starting the work,
that input information is transmitted as input data to the VDI
apparatus 8 (S20) and the corresponding virtual machines 62
are sequentially updated based on these pieces of input data
(S20).

Under this circumstance, the input monitoring unit 71 for
the remote work supporting apparatus 6 sequentially
acquires the input data, which are respectively transmitted
from the respective work terminals 3 to the VDI apparatus
8, and sequentially stores the acquired input data in the input
buffers 36 for the respective operators 2. Furthermore, the
input monitoring unit 71 acquires moving images of the
work screen displayed on each work terminal 3 at that time
or image data of its images captured at certain intervals,
respectively, from each work terminal 3 and sequentially
stores the acquired image data respectively in the screen
buffers 37 (FIG. 3) for the respective operators 2 (S21).

In this case, when storing the acquired data in the input
buffer 36, the input monitoring unit 71: sets one block of
character strings which are input after the operation to press
the enter key until the next operation to press the enter key
(hereinafter referred to as a “section”); and divides the input
data into respective sections and sequentially stores the
divided input data in the input buffer 36.

Meanwhile, the input judgment unit 72: reads each of the
character strings and the operation content of the function
keys on a section basis from each input buffer 36 corre-
sponding to each operator 2 who is working at that time
(S22); and judges a match/mismatch between the update
content of the respective operators 2 by comparing the
respective characters and the operation content of the func-
tion keys with respect to each read section (S23). When
doing so, the input judgment unit 72 excludes the exclusion
pattern from the match/mismatch judgment target.

Then, if the update content of a majority of the operators
2 are the same as a result of the match/mismatch judgment,
the input judgment unit 72 presumes such update content to
be correct and stores the update content as the update data
in the master input pool 38 (S24).

Furthermore, the input judgment unit 72 subsequently
repeats the processing for storing the update content, which
is presumed to be correct among the update content of the
respective operators, in the master input pool 38 by repeat-
ing the processing from step S22 to step S24. Consequently,
the update content presumed to be correct are sequentially
accumulated in section units as the update data in the master
input pool 38 along with the progress of the work of each
operator 2.

Incidentally, FIG. 7 illustrates specific processing content
of the input monitoring unit 71 in step S21. This FIG. 7
illustrates the processing for one operator 2 and the input
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monitoring unit 71 executes the same processing on the
respective operators 2 concurrently. Furthermore, it is
assumed in the following explanation that each operator 2
performs the operation to press the enter key at the same
timings while inputting characters (for example, every time
they enter a one-line command prompt).

Firstly, the input monitoring unit 71 monitors the input
data transmitted from the work terminal 3 of the operator 2
to the VDI apparatus 8 and waits for the operator 2 to enter
one character or perform the key operation of a function key
(S30); and if the input monitoring unit 71 eventually rec-
ognizes that the operator 2 has input whatever one character
or operated the function key, it additionally registers char-
acter information (for example, the ASCII code of that
character) of the character or operation information of the
function key, as the input data, in a storage area for the i-th
(i is a positive integer) section of the input buffer 36
provided corresponding to that operator 2 (S31).

Subsequently, the input monitoring unit 71 judges
whether the operator 2 has performed the operation to press
the enter key after inputting the character or performing the
operation to press the function key as recognized in step S30
(S32); and if a negative result is obtained, the processing
returns to step S30. Subsequently, every time the operator 2
inputs one character or performs the operation to press the
function key, the input monitoring unit 71 repeats the
processing from step S30 to step S32.

Then, when the input monitoring unit 71 eventually
recognizes that the operator 2 has pressed the enter key, it
stores section completion information in the storage area
corresponding to the i-th section of the input buffer 36 of that
operator 2 (S33). Furthermore, the input monitoring unit 71
switches the storage area for the next section in the input
buffer 36 to a storage area for the (i+1)th section (S34).
Furthermore, the input monitoring unit 71 returns to step
S30 and then repeats the processing in step S30 and subse-
quent steps in the same manner.

Meanwhile, FIG. 8 illustrates specific processing content
of the input judgment unit 72 in step S23 in FIG. 6. Having
proceeded to step S23, the input judgment unit 72 starts
input comparison processing illustrated in this FIG. 8 and
firstly reads and thereby acquires top information (input
information stored in a storage area corresponding to the i-th
section whose value is the smallest and which has not been
processed yet) of each input buffer 36 corresponding to each
operator 2 who is working (S40).

Subsequently, the input judgment unit 72 judges whether
all pieces of the top information acquired in step S40 include
the section completion information or not (S41).

To obtain a negative result in this judgment means that
some operators 2 have not completed the input of that
section yet. Consequently, when this happens, the input
judgment unit 72 waits for a certain period of time (S42) and
then returns to step S40.

On the other hand, to obtain an affirmative result in step
S41 means that all the operators 2 have completed the input
of' that section. Consequently, under this circumstance, if the
section of any one of the operators 2 includes a backspace
(that is, a deletion of a mistakenly input character(s)), the
input judgment unit 72 converts a character string or the like
which the relevant operator 2 input, into a character string or
the like in which the backspace is reflected (S43).

Next, if the character string or the like of the then target
section includes the exclusion pattern, the input judgment
unit 72 masks the exclusion pattern (S44). Subsequently, the
input judgment unit 72 compares the update content of the
respective operators in that section sequentially with respect
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to each one character at a time (S45) and judges whether or
not the update content of a majority of the operators 2 match
each other (S46).

If the input judgment unit 72 obtains a negative result in
this judgment, the input judgment unit 72: notifies the work
terminals 3 of all the operators 2 who are working at that
time, via the work check and authentication GUI display unit
70 (FIG. 3), that the update content of the operator 2 does not
match the update content of other operators 2 (S47); and
then terminates this input comparison processing.

On the other hand, if the input judgment unit 72 obtains
an affirmative result in the judgment of step S46, it presumes
the update content which matches the update content of the
majority of the operators 2 to be correct update content
(S48). The thus-presumed update content is stored as the
update data in the master input pool 38 in step S24 in FIG.
6.

Furthermore, the input judgment unit 72 notifies the work
terminal 3 of each operator 2 whose update content does not
match the update content presumed to be correct, via the
work check and authentication GUI display unit 70, that the
update content of the operator 2 does not match the update
content of other operators 2 (S49).

Furthermore, the input judgment unit 72 deletes each
piece of the top information, which was read in step S40,
from each input buffer 36 (S50), and then terminates this
input comparison processing.

(1-4-3) Processing Flow (2) in Work Phase

FIG. 9 illustrates a sequence of processing flow executed
at this remote work supporting system 1 in the work phase
when the input judgment unit 72 for the remote work
supporting apparatus 6 notifies the relevant work terminal 3,
in step S47 or step S49 in FIG. 8, via the work check and
authentication GUI display unit 70 that the update content of
the operator 2 does not match the update content of other
operators.

Practically, if the input judgment unit 72 has failed to
decide the correct update content according to the majority
decision or has successfully decided the correct update
content according to the majority decision in step S46 in
FIG. 8, and if any operator 2 whose update content does not
match that update content exists, the input judgment unit 72
identifies that operator 2 and notifies the work check and
authentication GUI display unit 70 to that effect (S60).

Furthermore, after receiving such notice, the work check
and authentication GUI display unit 70 notifies the work
terminal 3 of the relevant operator 2 that the update content
of the operator 2 does not match the update content of other
operators 2 (S61). This notice will be hereinafter referred to
as an “input mismatch notice.”

Incidentally, the “relevant operator” herein used means:
all the operators 2 if the notice then received by the work
check and authentication GUI display unit 70 is a notice
output from the input judgment unit 72 in step S47 in FIG.
8; and each operator 2 whose update content does not match
the update content presumed to be correct if the notice then
received by the work check and authentication GUI display
unit 70 is a notice output from the input judgment unit 72 in
step S49 in FIG. 8.

Each work terminal 3 which has received such input
mismatch notice causes the operator screen 82 (FIG. 4C) on
which a message to that effect (a mismatch message) is
displayed in the information display area 82A (FIG. 4C) to
pop up and be displayed. Then, when the operator 2 clicks
the state synchronization button 82B (FIG. 4C) on the
operator screen 82 in accordance with this mismatch mes-
sage, each of these work terminals 3 transmits a state
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synchronization request to the remote work supporting appa-
ratus 6 (S62). This operator 2 will be hereinafter referred to
as a “state synchronization requesting operator 2.”

The work check and authentication GUI display unit 70
for the remote work supporting apparatus 6 which has
received this state synchronization request requests the VDI
command unit 73 to create a new virtual machine 62 (FIG.
3) associated with each work terminal 3 which is a trans-
mission source of the then-received state synchronization
request (S63). This request will be hereinafter referred to as
a “new virtual machine creation request.”

Furthermore, if displaying of the display screen of the
work terminal 3 during the work of the relevant section
whose update content does not match the update content of
other operators 2 is requested by the state synchronization
requesting operator 2, the input monitoring unit 71 reads, in
response to a specified operation by the state synchroniza-
tion requesting operator 2, necessary image data from the
screen buffer 37 corresponding to the state synchronization
requesting operator 2 and transmits the read image data to
that work terminal 3 via the work check and authentication
GUI display unit 70 (S64, S65). Consequently, the display
screen of the work terminal 3 during the work of the relevant
section is displayed on the relevant work terminal 3 on the
basis of this image data. Accordingly, the operator 2 can
check which input was a mistake on the basis of this display
screen.

Meanwhile, the VDI command unit 73 which has received
the new virtual machine creation request issues an instruc-
tion to the VDI apparatus 8 to create the requested new
virtual machine 62 (S66). Consequently, the requested vir-
tual machine 62 is created by the VDI apparatus 8 in
accordance with this instruction (S67). Virtual machine
information of the created virtual machine (hereinafter
referred to as the newly created virtual machine) 62 is
transmitted to the remote work supporting apparatus 6
(S68). Also, the VDI command unit 73 for the remote work
supporting apparatus 6 which has received this virtual
machine information transfers the received virtual machine
information to the work check and authentication GUI
display unit 70 (S69).

Having received such virtual machine information, the
work check and authentication GUI display unit 70 requests
the automatic input unit 74 that all the update data which are
then stored in the master input pool 38 be reflected in the
newly created virtual machine 62 (hereinafter referred to as
an “automatic input request”) (S70).

Consequently, the automatic input unit 74 which has
received this automatic input request: reads all the update
data which are then stored in the master input pool 38 (S71);
and transfers the read update data to the VDI apparatus 8
(S72). As a result, the VDI apparatus 8 causes the update
data, which are then transferred from the automatic input
unit 74, to be reflected in the newly created virtual machine
62 (S73). Accordingly, the state of the newly created virtual
machine 62 is updated at that point in time to the state where
the update content is presumed to be correct. Then, the
automatic input unit 74 notifies the work check and authen-
tication GUI display unit 70 that the processing for the
automatic input request has terminated (S74).

Having received this notice, the work check and authen-
tication GUI display unit 70 requests the VDI command unit
73 to switch between the newly created virtual machine 62
and its original virtual machine 62 (the virtual machine 62
which was allocated to the state synchronization requesting
operator 2) (S75). This request will be hereinafter referred to
as a “virtual machine switching request.” Furthermore,
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along with the above, the work check and authentication
GUI display unit 70 initializes the input buffer 36 which is
associated with the state synchronization requesting opera-
tor 2 (S76).

The VDI command unit 73 which has received the virtual
machine switching request issues an instruction to the VDI
apparatus 8 to switch between the newly created virtual
machine 62 and the original virtual machine 62 (S77). As a
result, the VDI apparatus 8 switches the virtual machine 62
of the state synchronization requesting operator 2 to the
newly created virtual machine 62, which was updated in step
S73, in accordance with this instruction (S78). As a result,
the VDI command unit 73 notifies the work check and
authentication GUI display unit 70 that the switching of the
virtual machine 62 of the state synchronization requesting
operator 2 has been completed (S79).

Having received this notice, the work check and authen-
tication GUI display unit 70 transmits the virtual machine
information of the new switched virtual machine acquired in
step S69 (the newly created virtual machine 62) to the work
terminal 3 of the state synchronization requesting operator 2
and causes the work terminal 3 to display the virtual
machine information (S80). As a result, the virtual machine
information of the newly created virtual machine 62 is
displayed in the information display area 82A (FIG. 4C) of
the operator screen 82 (FIG. 4C) which pops up and is
displayed on the work terminal 3.

Consequently, the state synchronization requesting opera-
tor 2 can subsequently access the newly created virtual
machine 62 on the basis of the virtual machine information
of the newly created virtual machine 62, which is then
displayed in the information display area 82 A of the operator
screen 82, and can resume the work from the section which
is currently determined to be correct (S81).

Incidentally, the aforementioned processing from step
S62 to step S81 is executed for each state synchronization
requesting operator 2.

(1-4-4) Processing Flow in Verification and Master Reflec-
tion Phase

FIG. 10 illustrates a sequence of processing flow in the
verification and master reflection phase. When the work is
completed with this remote work supporting system 1, each
operator 2 clicks the work completion button 82C (FIG. 4C)
on the operator screen 82 (FIG. 4C) which is displayed on
their own work terminal 3. Then, once the work completion
button 82C is clicked, the work terminal 3 transmits a work
completion notice, which reports the completion of the work
by the relevant operator 2, to the remote work supporting
apparatus 6 (S90).

When the work check and authentication GUI display unit
70 for the remote work supporting apparatus 6 confirms that
work completion notices have been transmitted from the
work terminals 3 of all the operators 2, it requests the VDI
command unit 73 to create a virtual machine for verification
(a verification virtual machine) 62 (S91). Furthermore, when
receiving the above-described request, the VDI command
unit 73 issues an instruction to the VDI apparatus 8 to create
a new virtual machine 62 (S92). Consequently, the VDI
apparatus 8 creates the new virtual machine 62 as the
verification virtual machine 62 in accordance with this
instruction (S93) and transmits virtual machine information
of the created verification virtual machine 62 to the remote
work supporting apparatus 6 (S94).

Having received such virtual machine information, the
VDI command unit 73 for the remote work supporting
apparatus 6 transfers this virtual machine information, as the
virtual machine information of the verification virtual
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machine 62, to the work check and authentication GUI
display unit 70 (S95). Furthermore, when the work check
and authentication GUI display unit 70 receives the virtual
machine information of the verification virtual machine 62,
it requests the automatic input unit 74 that all the update data
which are currently stored in the master input pool 38 be
reflected in the verification virtual machine 62 (S96).

Consequently, the automatic input unit 74 which has
received this request: reads all the update data stored in the
master input pool 38 (S97); and transmits the read update
data, together with the automatic input instruction, to the
VDI apparatus 8 (S98). Consequently, the VDI apparatus 8
causes this update data to be reflected in the verification
virtual machine 62.

Furthermore, when the automatic input unit 74 completes
reflecting the update data in the verification virtual machine
62, it notifies the work check and authentication GUI display
unit 70 to that effect (S99). Then, having received the
above-described notice, the work check and authentication
GUI display unit 70 transmits the virtual machine informa-
tion of the verification virtual machine 62, which was
transmitted from the VDI command unit 73 in step S95, to
the work terminals 3 of all the operators 2 (S100).

Consequently, each operator 2 can: access the verification
virtual machine 62 on the basis of the virtual machine
information of the verification virtual machine 62 displayed
in the information display area 82A of the operator screen 82
(FIG. 4C) which is then displayed on the work terminal 3;
and perform necessary verification work by using the veri-
fication virtual machine 62.

Furthermore, if it is confirmed by such verification work
that there is no problem in the work which has been
performed so far, each operator 2 can cause the work
content, which has been worked on so far, to be reflected in
the target computer apparatus 5 by clicking the master
reflection button 82D (FIG. 4C) of the operator screen 82.

Practically, when the operator 2 clicks the master reflec-
tion button 82D of the operator screen 82 displayed on the
work terminal 3, a master reflection request is transmitted
from the work terminal 3 to the remote work supporting
apparatus 6 (S101).

Then, having received such master reflection requests
from the work terminals 3 of all the operators 2, the work
check and authentication GUI display unit 70 for the remote
work supporting apparatus 6 requests the automatic input
unit 74 to cause all the update data which are then stored in
the master input pool 38 (data of the update content deter-
mined to be correct by the work which has been conducted
up until now) to be reflected in the target computer apparatus
5 (S102).

Furthermore, when the automatic input unit 74 receives
the above-described request, it reads all the update data
stored in the master input pool 38 (S103) and transmits the
read update data, together with the reflection instruction, to
the target computer apparatus 5 (S104). Consequently, the
target computer apparatus 5 causes the update data, which
have been transmitted together with the reflection instruc-
tion, to be reflected in its programs in accordance with the
reflection instruction (S105). Consequently, the state of the
target computer apparatus 5 is updated to the state according
to the work content of each operator 2.

Subsequently, the automatic input unit 74 notifies the
work check and authentication GUI display unit 70 of the
completion of reflection of the update data in the target
computer apparatus 5 (S106). Then, when the work check
and authentication GUI display unit 70 receives the above-
described request, it sends a work completion notice indi-
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cating the completion of the reflection work to each of the
work terminals 3 of all the operators (S107). Consequently,
the operator screen 82 (FIG. 4C) on which a message
indicating the completion of reflection of the update data in
the target computer apparatus 5 is displayed in the informa-
tion display area 82A (FIG. 4C) pops up and is displayed on
the work terminal 3 of each operator 2 based on the
above-described notice.

(1-5) Advantageous Effect of this Embodiment

When each of the plurality of operators 2 performs the
same update work with respect to the target computer
apparatus 5 at the same time, the remote work supporting
system 1 according to this embodiment as described above
monitors the update content of each operator 2, decides the
update content presumed to be correct according to the
majority decision on the update content of the respective
operators 2, and causes only the decided update content to
be reflected in the target computer apparatus 5.

Therefore, the work content of each operator can be
checked without having the operators 2 perform the pair
check, so that it is possible to support the remote work while
preventing the occurrence of human errors.

(2) Second Embodiment

Referring to FIG. 1 and FIG. 2, the reference numeral 90
represents a remote work supporting system according to a
second embodiment as a whole. This remote work support-
ing system 90 is configured in the same manner as the
remote work supporting system 1 according to the first
embodiment, except that: functions of an input judgment
program 92, which is stored in a main storage apparatus 22
for a remote work supporting apparatus 91, and an input
judgment unit 93 which is embodied by the processor 21 by
executing the input judgment program 92 are different from
those of the input judgment program 32 and the input
judgment unit 72 according to the first embodiment; and the
structure of a user table 95 stored in an auxiliary storage
apparatus 43 for an authentication server 94 is different from
that of the user table 46 (FIG. 3) according to the first
embodiment.

Practically, in a case of this embodiment, the user table 95
stores the number of comparisons and the number of
matches for each user in addition to the user ID and the
password of each registered user as illustrated in FIG. 11.
“Thenumber of comparisons” herein used means the number
of times the update content of the operator 2 was compared
with the update content of other operators 2 in step S23 in
FIG. 6; and “the number of matches” means the number of
times the update content of that operator 2 was presumed to
be correct as a result of the above-described comparison.

“The number of comparisons” and “the number of
matches” are updated by the authentication unit 75 (FIG. 2)
for the authentication server 94 as a result of the instruction
issued to the authentication server 94 (FIG. 2), via the work
check and authentication GUI display unit 70 (FIG. 2), so
that the input judgment unit 93 should increase “the number
of comparisons” of each operator 2, whose update content
was compared with the update content of other operators 2
in step S23 in FIG. 6, by just one and further increase “the
number of matches” of the operator 2, whose update content
was then presumed to be correct, by just one.

Meanwhile, the difference between the input judgment
unit 93 according to this embodiment and the input judg-
ment unit 72 (FIG. 2) according to the first embodiment is
that the input judgment unit 93 decides the update content
presumed to be correct among the update content of the
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respective operators 2 on the basis of the accuracy of each
operator 2 which is calculated based on “the number of
comparisons” and “the number of matches” regarding each
operator 2 as managed by the user table 95.

Specifically speaking, the input judgment unit 93 defines
that the accuracy x, of the i-th operator 2 is a value calculated
according to the following expression.

Math. 1]

_ The Number of Matches of Operator i
~ The Number of Comparisons of Operator i

®

Xi

In step S23 in FIG. 6, as illustrated in FIG. 12, the input
judgment unit 93: forms groups of the operators 2 to make
each operator 2 with the same update content belong to the
same group (hereinafter referred to as an “operator group
(s)”); and calculate reliability R of the relevant operator
group with respect to each operator group according to
following expression.

Math. 2]
2)

n
i
R= i=1

|0

n

ITx+

i=1

o

Incidentally, in Expression (2), n represents the number of
operators 2 belonging to the relevant operator group and N
represents the total number of operator groups.

Then, the input judgment unit 93 presumes the update
content of each operator 2 belonging to an operator group
with the highest reliability R to be correct on the basis of the
value of the thus-calculated reliability R of each operator
group and registers this update content as the update data in
the master input pool.

For example, in the example of FIG. 12, it is assumed that:
the accuracy of an operator 2 called “user 17 is “0.9”; the
accuracy of an operator 2 called “user 2” is “0.7”; the
accuracy of an operator 2 called “user 3” is “0.95”; and the
accuracy of an operator 2 called “user 4” is “0.8.”

In this case, as illustrated in FIG. 12, the reliability R of
the operator group “Group 17 constituted by “user 1” and
“user 27 is “0.98”; the reliability R of the operator group
“Group 2” constituted by “user 3” is “0.95”; and the
reliability R of the operator group “Group 3” constituted by
“user 4” is “0.80.”

Therefore, in this case, it is presumed that the update
content “foo” of “user 1”” and “user 2” who belong to “Group
17 with the highest reliability R should be correct; and this
“foo” is stored as the update data of the corresponding
section in the master input pool 38 (FIG. 2).

Incidentally, when presuming the update content of each
operator 2 belonging to the operator group with the highest
reliability to be correct, a lower limit threshold value may be
set to the highest reliability (hereinafter referred to as the
“maximum reliability”). By doing so, it is possible to
prevent the occurrence of an event where the update content
of the operators 2 belonging to the relevant operator group
may be presumed to be correct even when the maximum
reliability is small.

The basis for Expression (2) is as follows. For example,
assuming that in FIG. 13, Set A is a correct answer set, Set
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B is a complementary set of Set A, X, is the probability for
user i to select A, N is the total number of groups, n is the
number of users within a group, P, is the probability for all
the users within a certain group to select elements of Set A,
and P, is the probability for all the users in that group to
select elements of Set B, the probability P for all the users
within a certain group to give the same answer which is a
correct answer is expressed by the following expression.

[Math. 3]

— !
B P +P

©)

In this case, the probability P, is expressed by the fol-
lowing expression [Math. 4].

n
P =%,

Q)

The probability P, is expressed by the following expres-
sion [Math. 5].

®

u 1
P, = 1:[ (1 -x)x oo

Accordingly, Expression (2) can be obtained by assigning
Expression (4) and Expression (5) to Expression (3).

FIG. 14 illustrates specific processing content of input
comparison processing according to this embodiment
executed by the input judgment unit 93 in step S23 in FIG.
6 instead of the input comparison processing explained
earlier with reference to FIG. 8.

Having proceeded to step S23 in FIG. 6, the input
judgment unit 93 starts the input comparison processing
illustrated in this FIG. 14, firstly executes processing in step
S110 to step S112 in the same manner as in step S40 to step
S42 in FIG. 8, and then issues an instruction to the authen-
tication server 94 via the work check and authentication GUI
display unit 70 to increment the number of comparisons of
each operator 2, who is working, in the user table 95 (FIG.
11) (to increase it by one) (S113). As a result, the authen-
tication unit 75 for the authentication server 94 increments
“the number of comparisons” of each operator 2, who is
working, in the user table 95.

Subsequently, the input judgment unit 93 executes pro-
cessing in step S114 and step S115 in the same manner as in
step S43 and step S44 in FIG. 8. Subsequently, the input
judgment unit 93 forms groups of all the operators 2 who are
working so as to assign the operators 2 with the same update
content to the same operator group, and calculates the
reliability of each operator group according to Expression
(2) mentioned earlier (S116).

Next, the input judgment unit 93 judges whether or not the
highest reliability (the maximum reliability) among the
reliabilities of the respective operator groups calculated in
step S116 is equal to or larger than the preset lower limit
threshold value (S117). Then, if the input judgment unit 93
obtains a negative result in this judgment, the input judg-
ment unit 93: notifies the work terminals 3 of all the
operators 2 who are then working, via the work check and
authentication GUI display unit 70 (FIG. 3), that the update
content of the relevant operator 2 does not match the update
content of other operators 2 (S118); and then terminates this
input comparison processing.
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On the other hand, if the input judgment unit 93 obtains
an affirmative result in the judgment of step S117, it pre-
sumes the update content of each operator 2 belonging to the
operator group whose reliability is the maximum reliability,
to be the correct update content (S119). The thus-presumed
update content is stored as the update data in the master
input pool 38 in step S24 in FIG. 6.

Subsequently, the input judgment unit 93 issues an
instruction to the authentication server 94 via the work
check and authentication GUI display unit 70 to increment
“the number of matches” of each operator 2 with the update
content presumed to be correct (each operator 2 belonging to
the operator group with the maximum reliability) in the user
table 95 (S120). As a result, the authentication unit 75 for the
authentication server 94 increments “the number of
matches” of each operator 2 designated in the user table 95
in accordance with this instruction.

Moreover, the input judgment unit 93 notifies the work
terminal of each operator 2 whose update content does not
match the update content presumed to be correct, via the
work check and authentication GUI display unit 70, that the
update content of that operator does not match the update
content of other operators 2 (S121).

Furthermore, the input judgment unit 93 deletes each
piece of the top information, which was read in step S110,
from each input buffer 36 (S122) and then terminates this
input comparison processing.

With the remote work supporting system 90 according to
this embodiment having the above-described configuration,
even if the update content of the majority of the operators 2
do not match each other, it is possible to presume the update
content, which is predicted to be the most correct update
content, to be correct among them by deciding the update
content which can be presumed to be correct from among the
update content of the respective operators 2.

Accordingly, this remote work supporting system 90 can
obtain the advantageous effect of being capable of more
flexibly deciding the update content presumed to be correct
than the first embodiment in addition to the advantageous
effects which can be obtained by the remote work supporting
system 1 according to the first embodiment.

(3) Other Embodiments

Incidentally, the aforementioned first and second embodi-
ments have described the case where the work content
performed by the operator(s) 2 is the work to update the
target computer apparatus 5; however, the present invention
is not limited to this example and the work performed by the
operator 2 may be any work other than the work to update
the target computer apparatus 5.

Moreover, the aforementioned first and second embodi-
ments have described the case where one server apparatus is
equipped with all the functions of the remote work support-
ing apparatus 6, 91; however, the present invention is not
limited to this example and some or all the functions of the
remote work supporting apparatus 6, 91 may be distributed
to, and mounted in, a plurality of computer apparatuses
coupled together via a network.

Furthermore, the aforementioned first and second
embodiments have described the case where the work con-
tent of the operator(s) 2 is to input characters to the com-
mand prompt; however, the present invention is not limited
to this example and, for example, the present invention can
be also applied to work which enables an update by clicking
a button.
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Furthermore, the aforementioned first and second
embodiments have described the case where the virtual
machine providing apparatus that creates virtual machines
62 for providing the virtual computer environment for the
target computer apparatus 5 by respectively associating the
virtual machines 62 with the respective operators 2, and
provides each created virtual machine 62 to each corre-
sponding operator 2 is configured of the VDI apparatus 8
equipped with the VID function; however, the present inven-
tion is not limited to this example and the virtual machine
providing apparatus can be configured of other various kinds
of computer apparatuses.

Furthermore, the aforementioned first embodiment has
described the case where if the update content of the
majority of the operators 2 who are working match each
other, the input judgment unit 72 determines that update
content to be correct; however, the present invention is not
limited to this example and, for example, if the update
content of 60% or more or 70% or more of the operators 2
who are working match each other, the input judgment unit
72 may determine that update content to be correct; and a
wide variety of other proportions can be applied as the
proportion of the operators 2 presumed by the input judg-
ment unit 72 to be correct.

Furthermore, the aforementioned second embodiment has
described the case where the reliability of each operator
group is calculated according to Expression (2); however,
the present invention is not limited to this example and a
wide variety of other arithmetic expressions can be applied.

INDUSTRIAL AVAILABILITY

The present invention can be applied to the remote work
supporting system for supporting the work for the target
computer apparatus to be executed remotely by the plurality
of operators.

REFERENCE SIGNS LIST

1, 90: remote work supporting system
2: operator

3: work terminal

5: target computer apparatus

6, 91: remote work supporting apparatus
7, 94: authentication server

8: VDI apparatus

21, 41, 51: processor

30: work check and authentication GUI display program
31: input monitoring program

32, 92: input judgment program

33: VDI command program

34: automatic input program

35: exclusion pattern table

36: input buffer

37: screen buffer

38: master input pool

45: authentication program

46, 95: user table

60: master

61: replica

62: virtual machine

70: work check and authentication GUI display unit
71: input monitoring unit

72, 93: input judgment unit

73: VDI command unit

74: automatic input unit

80: login screen
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81: administrator screen

82: operator screen

The invention claimed is:

1. A remote work supporting system for supporting work
of a target computer apparatus to be executed remotely by a
plurality of terminals of respective operators, the remote
work supporting system comprising:

a first computer configured to create a plurality of virtual
machines providing respective virtual computer envi-
ronments for the target computer by respectively asso-
ciating the virtual machines with the respective opera-
tors and provide each of the created virtual machines to
each terminal of the corresponding operators; and

a second computer, coupled to the first computer, config-
ured to:

receive respective update content from each of the termi-
nals, which is input data consisting of at least a plurality
of characters acquired from each terminal for updating
content of the target computer,

store the received update content sequentially in one or
more sections in buffers that respectively correspond to
each of the operators,

for each corresponding section in each respective buffer,
compare each character to determine whether the input
data of the sections match each other,

upon determining a majority of the sections match each
other, store the update content of the matching sections
in a first storage of the second computer as update data
for the target computer,

wherein update data is reflected in the target computer.

2. The remote work supporting system according to claim

wherein a specific exclusion pattern is set to the update
content, and

wherein the second computer is configured to, exclude the
exclusion pattern upon comparing the input data of the
respective operators.

3. The remote work supporting system according to claim

wherein the second computer is configured to:

cause the first computer to create a virtual machine for
verification,

cause the update data to be reflected in the virtual machine
for verification, and

cause the update data to be reflected in the target computer
after confirming that the virtual machine for verifica-
tion has no problem.

4. The remote work supporting system according to claim

wherein the second computer is configured to:

form groups of respective operators so that the operators
with the same work content belong to the same group,

calculate a reliability for each of the groups on the basis
of a number of times when the corresponding sections
of the update content of each of the operators belonging
to the group matches each other, and

determine the update content of the operator belonging to

the group with the reliability which is the highest to be
the update data.

5. A remote work supporting method executed by a
remote work supporting system for supporting work of a
target computer apparatus to be executed remotely by a
plurality of operators, the remote work supporting method
comprising:

creating, by a first computer, virtual machines providing

respective virtual computer environments for the target
computer apparatus by respectively associating the
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virtual machines with the respective operators and
provide each of the created virtual machines to each
terminal of the corresponding operators;

receiving respective update content from each of the
terminals, which is input data consisting of at least a
plurality of characters acquired from each terminal for
updating content of the target computer;

store the received update content sequentially in one or
more sections in buffers that respectively correspond to
each of the operators;

for each corresponding section in each respective buffer,
compare each character to determine whether the input
data of the sections match each other; and

upon determining a majority of the sections match each
other, store the update content of the matching sections
in a first storage of the second computer as update data
for the target computer,

wherein update data is reflected in the target computer.
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