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METHODS AND SYSTEMS FOR MAINTAINING QUALITY OF
SERVICE (QO0S) LEVELS FOR DATA TRANSMISSIONS

BACKGROUND

3

[000'1]~ Many fypes of data fransmissions have emerged that require ‘
certain fransmission quality levels to maintain the integrity of the data when
the. data is transmitted over packef-switched networks (e.g., internet protocol
' networks). Vidéo-on-demand and voice services are examples of such data
trarismissions. Voice services over internet protocol networks, commonly
referred to as VolP, are an emerging alternative to standard voice services
over circuit-switched telephone networks, largely because of the pdtential cost
savings provided ~'by VoIP. By using packet—switched networks (e.g:, the
Internet) to transmit voice services, callers are able fo avoid long distance
fees associated with using a telephone carrier's traditional .circuit-switched
telephony networks.,
[bOOZ] " However, implementation of VolP has proved to be a challenging
fask with respect o providing the same voice quality typically offered. by
traditional circuit-switched telephone services. One aspect that makes high-
quality VolP a challenging task is congestion of internet protocol- (IP)
networks. When IP networks become congested, data transmissions
experience longer fransmission delays that may not meet minimum quality
standards. Moreover, when IP networks are used to transport different types |
of data (e.g., voice transmissions and more typical types of digital data),
chances of congestion increase, especially when minimum quality standards
are required for more than one particular data transmission over the network.
[0003] Further, the common use of 1P networks for transmitting various
types of data, as well as associated cohtrol.si_gnaling,‘ tends o complicate
" timing issues for data transmissions. Not only does control signaling require
. responses to messages within pre-specified time intervals, as mentioned
above, time-criticalness s also required for many typés of media data traffic-
transmissions (e.g., video-on-demand and voice services fransmissions). The
wide variety of timing requirements for the different types of transmissions,
tends to complicate network timing, which can undesirably affect the quality of
transmissions that have minimum quality standards. In particular, excessive
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packet loss, transmission delay, or variation in transmission delays (i.e., jitter)
may degrade the quality of transmitted data signals, including voice services
transmissions.  Moreover, bandwidth limitations, lengths of ne’cwork paths,

. and other network parameters may ‘also undesirably affect the quality of data
transmissions over IP networks. ‘
[0004] Parameters used to define and measure the quality of data
transmissions over IP networks are commonly referred to as quality-of-service
{QoS) parameters, which include parameters such as packet loss, delay, and
jiter.  To help control QoS "parameters for data transmissions, many -
traditional VoIP services have implemented admission controls for selecting .
which data transmissions (e.g., which telephone calls) to admit for ‘
fransmission over the IP network based on a pfédéﬁned order of priority. If,
for example, the IP network cannot handle additional telephone calls of lower
priority than the already admitted telephone calls, the call admission controls
will not admit the additional telepho'ne calls for fransmission over the IP
-network. While call admission controls have helped to prevent instances of
voice quality .degradation by preventing congestion of IP networks, call
admission controls. have several drawbacks. For examiple, when call
admission controls are relied upon solely or primarily to maintain voice quality
parameters, customer satisfaction is often jeopardized whenever callers are '
unable to place calls due.to a iack of network availability. The inability fo
place calls can easily cause would-be callers fo feel dissatisfied with the VolP

" - services offered by service carriers. In turn, the users’ Llnsatisfactory

experiences may cause service canrieré to suffer a loss of business,
reputation, or goodwill.
[0005] In short, conventional IP networks do not transmit data in a manner
‘that ‘consistently satisfies minimum duality standards required by many types

of data transmissions (e.g., voice services transmissions).

BRIEF DESCRIPTION OF THE DRAWINGS
[0006] The accompanying drawings illustrate various embodiments and

are a part of the specification. The illustrated embodiments are merely

138
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exambles and do not limit the scope of the disclosure. Throughout the
drawings, identical reference numbers desigﬁate identical or similar elements.
[0007] Figure 1 is a block diagram of a sysiem for simulating and
monitoring data transmissions over a network framework, according to one
embodiment. )
[0008] Figure 2 is a block diagram illustrating another embodiment of the
‘ system of Figure 1. |
[0009] Figure 3 is a chart illustrating measured mean opinion scores
© (MOS) for different quantities of voice data streamis transmitted over the
system of Figure 2, according fo one embodiment.
[0010] Figure 4 is a chart illustrating measured packet loss and link
utilization for different quantities of voice transmission packet streams being
transmitted over the syétem of Figure 2, according to one embodiment.
[0011] Figure 5 is a block diagram of an operational VolP network
framework for monitoring link utilization .and maintaining. voice quality of
- service (QoS) levels based on the monitored link utilization, according to one
eribodiment. ) ‘ ’
[0012] Figure 6 is a flowchart illustrating a method of identifying a link
utilization threshold for a botileneck link of the system of Figure 1.
[0013] Figure 7 is a flowchart illustrating a method of maintaining QoS

parameters for data transmissions based on link utilization levéls.

DETAILED DESCRIPTION OF PREFERRED EMBOD[MENTS
-[0014] - The 'presently* disclosed -methods and sysiems provide -for--the-

maintenance of quality-of-service (QoS) levels for data transmissions. A
network framework is provided. Data fransmissions are transmitted over the
. hetwork framework. QoS parameters and network link utilization rates
associated with the data trénsmission's are monitored, thereby enabling
network operators to dete{fm'i_ne network link utilization thresholds, which aré
defined as the link utilization rates at which the Qoé parameters of the data
transmissions begin fo degrade below prede’termined quality standards.

[0015] The determined link utilization thresholds may be used fo deliver
and maintain data transmissions with desired QoS levels. The utilization
thresholds may be implemented tq provide desired QoS levels in links of the
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provided network framework and/or in finks of similar operational packet-
sy\:/itched networks. By using the determined link utilization thresholds to limit
link utilization rates, the available bandwidth of packet-switched neMork links
can be utilized to the exient allowable without degrading data quality below
the predetermined qua]ity standards. Cohsequently, network resources are
allocated so that subscribers do not experience undesirable degradations in
data quality or, even worse, not being able to have their data trahsmissions

' admiﬁed for fransmission over packet-switched networks. In some
embodiments, the data fransmissions comprise voice services transmissions.
Certain embodiments of the present systems and methods will now be
described in detail. ‘ ‘

I INTRODUCTION OF ELEMENTS
[0016] Figure 1 is a block diagram of a system 100 for simulating and
monitoring voice transmissions over a network framework, according fo one
embodiment.- The system 100 is. configured to monitor QoS parameters and
link utilization rates associated with the simulated voice transmissions, as
described below.
A. SiQnal Generator ,
[0017] As shown in Figure 1, signal generators 110-1 and 110-2
(collectively “signal generators 110”) are in connection” with respective
customer édge routers 115-1 and 115-2 (collectively “customer edge routers -
115") of a network framework 116. In the embodiment of Figure 1, the signal
generators 110 are located outside' of-the network framework 116, and the. =-
customer edge routers 115 are part of the network framework 116.
Connections 118-1 and 118-2 (collectively “connections 118") between the
signal generators 110 and the .customer edge routers 115 may include any
known media and/or protocols (e.g., Ethernef) ¢apable of carrying data
transmissions. The connections 118 may be direct or indirect connections
between the signal generators 110 and the customer edge routers 115.
[0018] The signal generators 110 are configured to make, rﬁaintain, and
terminate different mixes and Ioadé of data traffic over the network framework
116. In partiéular, the signal generators 110 may generate different quantities
of data streams (i.e., data transmissions) over the network framework 116.
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Accordingly, the signal generators 110 are able fo increase and decrease the
quantity of data streams that are acfive on the system 100. By generating or
transmitting data streams, or simulated data streams; the signal generatoré
110 are able to generate different traffic loads on the network framework 116.

- [0019]  In some embodiments, the signal generators 110 are able to -
generate voice services transmissions (e.g., voice telephone calls) in the form
of packetized data streams suitable for use with VolP applications and packet-
switched networks. For example, IP-based telephone call data streams may .
be generated in accordance with known protocols for carrying voice data,
including G.711 and G.729b protocols, which are well known to those ékilled
in the art. The data streams may comprise real-time transfer protocol (RTP)
streams.

[0020] The signal generators 110 may include any deviée(s) ~and/or
instructions capable of generating and/or transmitting data streams, including
' voice transmissiori'streams suitable for VolP applications. 'l:he devices may

- include .but are not limited to known IP teiephones, session initiation protocol

. (SIP) telephones, IP/PBXs, servers, gateways (e.g., internet profocol to public
switched telephone network (IP/PSTN) gateways and media gateway control
protocol (MGCP) gateways), integrated access devices (IADS)' capable of
transmitting voice packet data streams; modems; network interface cards,
video servers, and any other device capable of providing data stréams for -
transmission over the network framework 116. In one embodiment, the signal
generators 110 include SiP-based VolP call generators or verifiers.

"~ [0021] -~ "In some embodiments, the signal generators 110 may not be limited --
solely to generating data tranémissior‘as. In particular, the signal generators
110 may be configured to receive incoming data transmissions. For e}ample,
in one embodiment the signal gienerator 110-1 may transmit a telephone call
over the network framework 116 shown in Figure 1 to the signal generator
110-2, which will receive the incoming ’ze!éphone call. Further, the signal
generators 110 may include any of the QoS monitoring capabilities described
below. As discussed below in greater detail, QoS monitoring includes, for
example, monitoring parameters (e.g., delay, jitter, packet loss) for an RTP
stream, and happing thé parameters to mean opinion score (fleS) for VolP

applications. . ) -
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[0022] While Figure 1 shows ohly one signal generator 110-1 in connection
with one customer edge router 115-1, those skilled in the art will appreciate
that multiple signal generators 110 may be in connection with and transmit
data streams to one customer edge router 115-1. In other words, multiple
signal generators 110 may be connected to the customer edge router 115-1 fo
form a sub-network of endpoihts useful for establishing simulated data
fransmissions over the network framework 116. '
B. Network Framework ,
[0023] The network framework 116 is made of components and finks
configured to form paths over the network framework 116 and between
different endpoints. The network framework 116 may comprise or be part of a
packet-switched network capable of carrying data fransmissions between - -
endpoints such as the signal generators 110. Accordingly, network operators
may ﬁse the network framework 116 to monitor and determine link utilization
thresholds for links of operational packet-switched networks. This may be
performed during operation, provisioning, maintenance, or other events
associated with packet-switched networks. '
[0024]  Alternatively, the network framework 116 may be configured to
emulate at least part of a packet-switched network. For example, the network
framework 116 may include components suitable for emulating characteristics
of components of opéraﬁénai packet-switched networks. Accordingly, the
network framework 116 can be used to model links of packet-switched
~networks. Data transmissions can be simulated over the links of the network
-framework: 116 and used fo determine link utilization thresholds, which-may...-
be implemented in links of operational packet-switched networks. The
components and links of the network framework 116 shown in Figure 1 will
now be described in detail.
' 1. Customer Edge Router
[0025] The customer edge routers 115 are ccnﬁguréd'tc receive the data
streams generated by the signal generators 110 and to route the data streams
to provider edge routers 130-1 and 130-2 (collectively “provider edge routers
130"). For data streams traveling through the customer edge routers 115 in
the opposite direction (i.e., from provider edge routers 130 toward signal
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generators 110), the customer edge routers 115 are configured to route the
data streams to the appropriate signal generators 110 or to other destinations.
[0026] In one embodiment, the customer edge routers 115 comprise virtual
routers configured to activate and deactivate connective links with the
provider edge routers 130. The customer edge routers 115 may be
implemented using known routing devices. The activation and deactivation of
links between the customer edge routers 115 and the provider edge routers
130 will be described in more detail below.
" 2 Access Link

[0027] Access links 140-1 and 140-2 (collectively “access links 140”)
connect the customer edge routers 115 with the provider edge routers 130.
‘When data sireams travel over the access links 140 in the direction from the

' customer @dg_e routers 115 to the provider edge routers 130, the access links-
140 are referred to as ingress links 140. When the data streams travel over

. the access links 140 in the opposite dlrectlon the access links 140- are -
referred to as egress:links 140.
[0028]. The access links 140 may include any media capable of carrying
the data .streams between the customer edge routers 115 and the provider
edge routers 130. For example, the access links 140 may include one.or
more permanent virtual circuits (PVCs) (see items 230 of Figure 2) or virtual
local area networks (VLANSs) configured to provide ingress and - égress
networks or links. In one embodiment, the access links 140 are made up of a
plurality of provisioned asynchironous transfer mode (ATM) constant bit rate

~(CBR) PVCs; which will'be unde'rsteod"by those skilled in the art. The-PVGs--:
may have different bandwidth capacities. However, in one embodiment, each
of the PVCs .has a bandwidth capacﬁy of approximately 512 kilobits per
second. ' . :

~[0029] Each of the PVCs or VLANs may be individuaily activated or
deactivated by the customér edge routers 115 andlor proilider edge rouiers
130, thereby allowing the amount of available bandwidth of the access links
140 to be adjusted. Consequently, individual PVCs may be activated or
deactivated based oh measured utilization rates of the access links 140, as -

discussed below.
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3. Link Utilization Monitor
[0030] Link utilization monitors 150-1 and 150-2 (collectively “link utilization
monitors 150”) are in connection with the access links 140 and are each
disposed beifween a particular customer edge router 115 and a particular
provider edge router 130, as shown in Figure 1. The link utilization monitors
150 may be connected with the access links 140 at any point or points along
the access link 140. Although not shown in Figure 1, the link utilization
monitors 150 may alternatively be connected with the customer edge routers
115 or the provider edge routers 130:
[0031] The link utilization monitors: 150 may include any device or devices,
physical or logical, capable of monitoring and determining link utilization rates,
including devices known in the art. The link utilization monitors 150 may be -
stand-alone devices or may be integrated with othe_r devices. For example, .-
the .link utilizatioﬁ monitors 150 may be integrated with the customer edge -
-routers 115, the provider edge routers 130; or devices in which the provider .
edgde routers 130 ahd/or the customer edge routers 115 are deployed.
[0032] Link utilization rate is generally a- measure of the fraction or
percentage of the bandwidih capacity of a link that is being utilized Ey data
transmissions over the link. For example, if a particular link has a bandwidth
‘ capacity of 512 kilobits per second, and 256 kilobits per second aré being
fransmitted over the link, the utilization of the link is fifty percent.
[0033] As data streams are transported over the access links 140, the link
utilization monitors 150 can dynamically monitor and detérmine the link
" utilization rates-of the access links 140. Thus, the link utilization monitors-150 -
are able to track current link ufilization rates. ' The monitored link utilization
rates are useful {or determining link ufilization thresholds, which are, in tum,
useful for delivering and maintaining QoS levels for data transmissions, as
discussed below. ‘ '
4. Provider Edge Router .
[0034] The provider edge routers 130 are configured to recefve data
streams from the customer edge routers 115 and to route the data streams to
core routers 170-1 and 170-2 (collectively “core routers 170"). For data
streams fraveling through the provider edge routers 130 in the opposi;te )
direction (i.e., from provider. edge routers 130 toward cﬁstomer edge routers
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115), the provider edge routers 130 are configured to route the data streams
to the appropriate customer edge rquters 115.
[0035] In one embodiment, the provider edge routers 130 comprise virtual
routers configured to activate and deactivate the links or networks that make
up the access links 140 between the provider edge routers 130 and the
customer edge routers 115. The provider edge routers 130 may be
implei‘ne“nted' using known routing devices. The activation and deactivation of
the access links 140 between the customeér edge routers 115 and the provider
edge routers 130 will be described in more detail below.

5. Transport Link
[0036] Transport links 180-1 and 180-2 (collectively “transport links 180"
connect the provider edge routers 130 with their respective core routers 170.
The transport links 180 may include any transmission medium or media
suitable for packet data stream transmission. In one embodiment, the

- transport links 180 ére made up of asynchronous transfer mode (ATM) optical

6arrier‘three (OC 3) miedia, which are known to those skilled in the art,

6. .Core Router
[0037} The core routers 170-1 and 170-2 are able to route data streams
between each other over a core network link 190, ‘As' known to those skilled
in the art, core routers 170 are typically connection points to a backbone
network arid can include switching computers equipped to transfer data. over
core networks.

7. Core Network Link -
[0038] - The core network link 190-can-include-any packet-switched network
medium or media capable of carrying data streams between the core routers .
170. For example, the core network fink 190 may be an internet protocol (1P),
multi-protocol label switching (MPLS), or IP/MPLS network medium or media.
In one embodiment, the core network link 190 includes at least one ‘pac.:k'et-
"over-SONET (PCS) optical carrier twelve (OC-12) medium connéc’cjng the
core routers 170 to each other. o : ‘

C. QoS Monitor

[0039] QoS monitors 195-1 and 195-2 (polle'ctiv'ely "QoS monitors 195”)
are configured to monitor énd-to-end QoS parameters of data transmissions.
The QoS monitors 195 may be configured to mdnitor QoS parameters at
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locations behind the customer edge routers 115. As shown in Figure 1, the
QoS monitors may be connected to the links 118 between the call edgie’
routers 115 and the signal generators 110. A{temaﬁvely, the QoS monitors
195 may be integrated with the signal generators 110, the customer edge
routers 115, and/or devices in which the signal generators 110 or ‘the
cusfomer edge routers 115 are deployed.
[0040] The QoS monitors 185 may include one or more devié_es and/or.
instructions for monitoring various parameters. For example, when_ data
transmissions are voice-based, the parameters may relate to voice quality and
QoS. For example, the QoS monitors 195 may be configured to monitor
mean opinion scores (MOS), perceptual evaluation of speech quality (PESQ),
packet loss, delay, j‘iﬁer, and other parameters associated with the quality of
data transmissions:;. To measure these various QoS parameters, the QoS
moniters 195 may. include digital speech level analyzers (DSLAs), VolP Call
~ analyzers, network protocol -analyzers, and any o;ther known devices and/or
.computer instructions (e.g.,” software) useful for measuring network-
transmission parameters. '
[0041] The QoS parameters monitored by the QoS monitors 195 are useful
for determining whether data transmissions are being delivered at a desired
level of quality. For example, when the data transmissions comprise voice
services iransmissions, it .is fypicaily desirable for the voice services
transmissions to exhibit a PSTN-grade (also known as toll-quality) voice
'quaiity, which is often defined as a mean opinion score (MOS) of at least
" ‘approximatély ~4.0. - 'For "business-grade voice- “services; a “MOS of:--
approximately 3.5 to 4.0 is expected.
[0042] By monitoring QoS parameters, data fransmission quality can be
quantitatively determined. The QoS parameter values can be used by
network operators to dete.rmi'ne whether data transmissions are at an
acceplable quality level by comparing the determined values fo predetermined
quality thresholds (e.g., @ MOS of 4.0 for PSTN-grade voicé services). The
determined QoS parameters may then be used to identify key link utilization
rates at which the QoS parameters deterioréte below the' predetermined
quality thresholds, which yvi]l be discussed in more detail below with reference

10
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to examples of data fransmissions being simulated by another embodiment of .
the system 100, which embodiment is shown in Figure 2.
1L VOICE TRAFFIC SIMULATIONS
[0043] Figure 2 is a block diagram illustrating another embodiment of the
system 100 of Figu.re 1. As shown in Figure 2, system 200 is similar fo the
_system 100 shown in Figure 1. The system'200 includes Ethernet switches
210-1 and 210-2 (collectiveiy “Ethernet switches 210”) configured to form the
connections 118 between the signal generators 110, the QoS monitors 195,
and the customer edge routérs 115. The customer edge routers 115 are in
connection with the provider edge routers 130. The cusiomer edge routers
115 and provider"edge routers 130 are implemented as virtual routers in an
edge router 220.
[0044]- The edge router 220 may comprise any known device in which
virtual routers may be implemented to form i)ermanent virtual circuits (PVCs) -
230 connecting the virtual routers to each other. The PVCs 230 may form the--
access links 140 discussed above. In particular, PVCs 230-1, 230-2, 230-3, ’
.230-4, and 230-5 form the access link 140-1-between customer edge router
115-1 and provider edge router 130-1, while PVCs 230-6, 230-7, 230-8, 230-
9, and 230-10 form the access link 140-2 between customer edge router 115~
2 and proviaer edge router 130-2.
[0045] While Figure 2 shows five PVCs 230 forming connections between
each customer edge router 115 and provider edge router 136, different
quantities of PVCs~ 230 “may -be used-to provide -different - amounts--of -
bandwidth between the customer edge routers 115 and the' provider edge
routers 130. In one embodiment, each of the PVCs 230 has a bandwidth
capacxty of approximately 512 kilobits per second.
[.0046] The PVCs 230 are arranged to provide links forming alternate paths
over the access links 140. For example, PVC 230-1 forms a first link that
makes up at least part of a first path over the access link 140-1. PVC 230-1
forms a second link that makes up at least part of a second path of the access
link 140-1. PVC 230-2 may be configured as an alternate to PVC 230-1.
Accordingly, when the PVC 230-1 reaches or exceeds a predétermined
utilization threshold, the system 200 may be configured to reroufe at least a

11
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subset of data transmissions from PVC 230-1 fo PVC 230-2. The rerouting of
data transmissions based on link utilization rates will be discussed in more
detail below. '
[0047] As with system 100 of Figure 1, in system 200, the provider' edge
" routers 130 are in connection with the core routers 170 by the transport links
180, and the core routers 170 are connected to each other by the core
network link 190.
[0048] . System 200 is configured so that data transmissions over the
network framework 116 can be simulated and monitored. In order fo simulate
network parameter§ of operational networks, the system 200 may include
software or other tools to inject network parameters such as packet loss,
delay, jitter, and the like into data transmissions sent over paths of the
network framework 116 of the system.200. In barticular, this allows- the
system 200 to emulate a long-haul core IP network.
[0049] To illustrate the capabilities of the system 200 for simulating voice
transmissions; an example. of a voice transmission simulation scenario will
now be described in detail. However, other types of data transmissions (e.g.,
video streams) méy be simulated using the system 200. While voice
transmissions may flow over the network shown in Figure 2 in either direction
(i.e., from the signal generator 110-1 to'the QoS monitor 185-2 and from the
signal generator 110-2 to the QoS monitor 195-1), for purposes of
explanation, simulations involving voice transmissions in the form of
telephone calls generated by the signal generator 110-1 and recéived by the
- QoS monitor 195-2'will now be described:"*
[0050] To enable voice traffic simulations, the signal generators 110 are
configured to simulate various traffic loads over one or more segments of any
of the network paths formed by the system 200. The path for the simulation
example described herein is the path traveled by data st'rearhs transmitted
from the signal generator 110-1 to ’thé QoS monitor 195-2. The signa!'
' generator 110 may i'nclude one or mbre 'load generators fo produce different
levels of traffic loads on the media path. Other devices in the system 200
may also include load generators for simulaﬁngj traffic loads on barﬁcular

segments of network paths of the system 200.
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[0051] By generating various levels of traffic loads over a particular path,
or particular segments of the path, the system 200 is able to measure voice
quality in relation to traffic loads (i.e., link utilizations), as described below.
initial measurements may be taken with no load on the particular path in order
to establish baseline network path. properties. In one embodiment, the signal
generator 110-1 is configured to generate and fransmit different. traffic loads
for predefined time intervals so that measurements can be taken io help
. identify changes in QoS parameters as' a function of varying fraffic loads. For
. example, the signal generator 110-1 may produce fraffic loads in fwenty
percent increments of bandwidth capacity: .
[0052] In one simulation scenario, three telephone calls are placed
- simultaneously by the signal generator 110-1. The telephone calls may'
comprfse RTP streams generated by the signal generator 11b~1 and sent over
media particular network path to the signal generator 110-2 or the QoS
. monitor 195-2. The QoS monitor 195-2 is able to monitor end-to-end QoS
parameters and other data associated with the telephone calls passing over
the selected network path formed by the system 200. Once measurements
. have been gathered for the three telephone calls, the number of telephone.
calls is increased to four telephone calls, and associated data gathered by the
QoS monitor 195-2. Then the number of telephone calls is increased to five
and associated data gathered by the QoS monitor 195-2.

[0053] In one embodiment, the calls are placed in accordance with G.711,
which is known fo those skilled in the art. A G.711-based telephone’ call
~typically - utilizes approximately 100 kilobits per second of bandwidth -as -it-
-traverses a network path. .In other voice data simulation scenarios, other

telephone call protocols, such as G.729b, may be used.
:[0054] While the simulation example described herein includes the signal
" generator 1'10-1~providing IP-based voice signals, any known telephone call
. endp;oiht or transmission device may be connected with the system 200 and
used to generate telephone calls over the call path formed by the system 200.
For example, the system 200 may be 'connected with- time-division
multiplexing (TDM) devices, class-5 swiiches, SS7 devices, PSTN devices,
servers, IP/PSTN gateways, and other known.telephony devices. Further,

simulated voice traffic may be generated and received by different call
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endpoints and devicés in connection with the network framework 116 of the
system 200. Other types of devices may also be used for simulations of
different types of data transmissions.
[0055] By simulating various loads of voice traffic aver a network path (or
segments of the network path), the system 200 is able to provide
measurements of voice quality. The measurements of voice quality may be in
terms of QoS parameters, including MOS, PESQ, delay, jitter, and packet
loss, which are helpful for analyzing the network characteristics and
performance of the media.pa'th. As known fo those skilled in the art, these
QoS parameters affect thé voice quality of VolIP transmissions. For.example,
packet loss over a one-hop network typically should not exceed one percent
of the trénsmitted packets. Similarly, MOS should be 4.0 or greater for foll-
quality voice services: ,
[0058] Measurements of end-to-end QoS param‘eters may be obtained by
' the QoS monitors 195 for simulated traffic loads. The QoS parameters
“provide a quantified measure of voice quality and can be used to analyze
voice quality based on bandwidth utilization of links of network path formed by
" the system 200. For this analysis, link utilization rates of the links of the
M—papﬁéular—-r-;etWGFk—pat.h- are- monitored- - -While. the —system.. 200—may- -be—
configured to monitor utilization rates on any of the links forming any of the
paths over the network framework 116, Figure 2 shows an example of the
ingress link 140-1 being monitored by the link utilization monitor 150-1
because the ingress link 140-1 is the bottlenieck (i.e., the lowest bandwidth
" cdpacity) link of the systein 200. Because the ingress link 140-1 has-the-
lowest bandwidth capacity of the different links of the network framework 116,
the bandwidth utilization pf the ingress link 140-1 prominently affects the QoS
of data tran’smi‘ssions. As shown in Figure '2, the link ut?lization monitor- 150-2
should similarly monitor the bandwidth utilization of the egress link 140-2.
[06057] As simulated telephone calls are transmilted from the signal
generator 110-1, over the ingress link 140-1, and to the signal generator 110-
2 or the QoS menitor 195-2, the uiilization rate of the ingress link 140-1 is
monitored and- compared with the QoS parameters measured by the QoS
monitor 195-2 to determine .the link utilization rates at which the measured
QoS parametfers " are identified as deteriorating below ‘desired quality
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thresholds (e.g., a toll-grade MOS or a specific packet-loss rate). Figures 3
and 4 illustrate measured relationships of QoS parameters and link utilization
rates for the voice transmission simulation scenario described above.
[0058] Figure 3 is a chart of the determined MOS value per telephone call
for the above-described voice transmission simulation scenario. Figure 3
illustrates determined MOS values corresponding to when three, four, and five
active telephone calls are simulated over the network framework 116. The
vertical axis of the chart represents the MOS value, and.the x-axis of the chart
represents the number of samples that were taken for each simulation. As
shown in plot 310 of Figure 3, for the case in which three telephone calls are
‘transmitted over a single PVC 230-1 of the ingress link 140-1, the determined
MOS for each call remains steady at a value of approximately 4.45.
[0059] - As the number of active telephone calls over the network framework -
116 is increased to four, degradation in ce;ll quality is observed. As shown by’
“plot 320 in Figﬁre 3, several mean opinion scores have dropped below a
value of appr‘obcimatély'S.O. As the number of telephone calls is increaséd fo -
five, voice quality is even more severely degraded. As shown byvplot 330 in
Figuré 3, .several telephone calls now have MOS values below 2.5. The
relatively lower MOS values shown in Figure 3 for quantities of four and five
telephone calls is aftributable to the packet loss and delay experienced by the
data packets of the voice fransmission streams as the PVC 230-1 of the
ingress link 140-1 over which the data packets are fraveling becomes more
congested (i.e., higher ufilization rates). The relationship of MOS to packet
loss and link utilization is further illustrated in Figure 4.
[0060] = As shown in Figuré 4, ’average packet loss increases as the number
of telephone calls over the network framework 116 increases (i.e., link
utilization increases). In Figure 4, plot 410 represents the link utilization of
PVC 230-1 as a percentage of the bandwidth capacity of PVC 230-1, and plot
420 represents average percentage of the data pac;ke;cs of the telephone call
data streams that .are lost during transmission. Measurements of link .
. utilization and packet loss are shown for three, four, and five telephone calls
being active over the network framework 116. The x-axis of the chart of
Figure 4 represents the number of active calls being simula{ed.
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[0061] As shown in Figure 4, when three ielephone calls are fransmitted
over PVC 230-1, approximately 62% of the bandwidth capacity of the PVC
230-1 is used, and no measurable amount of packet loss is observed. When
four telephone calls are transmitted, a link utilization rate of approximately
83% for PVC 230-1 and a packet loss of approximately 0.001% are observed.
In the case of five telephone calls being transmitted, a packet loss of
approximately 2.6% is observed, and the link utilization rate of PVC 230-1 is
approximately 103%. Thus, at five telebhone calls, the link utilization rate
‘ e‘kceeds the link capacity by approximately three percent.
[0062] From Figures 3 and 4, as well as the simulation described above, it
can be- seen that ds link utilization increases beyond a certain Autilizaﬁon
- ‘threshold, several of the telephone calls currently admitted for transmission
over the network framework 116 of system 200 experience degrédaﬁon in
| voice quality. Key utilization rates associated with voice quality deteriorations .
can be determined from the telephone call simu}aﬁons of the system 200. For
exdample, ‘when PSTN-grade call quality -(MOS of approximately 4.0 or.
greater)is desired, Figures 3 and 4 show that a link utilization rate not greater
than approximately 60% aléng the ingress link 140~1 will consistently maintain
a MOS that is satisfactory for F;STN—grade quality. This relationship is’
determined based on the measured-data for three active telephone calls over
PVC.230-1 of the network framework 116. Observation of QoS parameters
for three telephone calls identified consistently acceptable MOS values above
PSTN-grade call quality’ and a corresponding link utilization rate of
approximataly 62% of link capacity.
[0063] The simulation scenario described” above is merely illustrative.
System 200 is able to simulate various voice traffic loads (i.e., link utilization
raies) along any different path segment of the network framework, including
any of the PVC 230. Further, data types other than voice transmissions may}
be simulated. Accordjngly, operators are able io use the sys%ém 200 to
ipienﬁfy link utilization rates of network links (e.g., a bottleneck link) that
correspond with degradations in data transmission quality below desired
levels. .
[0064] The identified utilization rates may be used as link utilization
_thresholds for maintaining desired quality levels by limiting link utilization to
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rates that do not exceed the link utilization thresholds. To maintain desired
quality levels, the system 200 may provide for adjusting the arﬁoun’t of active
bandwidth by activating and/or de-activating network links in order to maintain

~ link utilization rates below the predetermined link utilization thresholds. The
adjusting of. active bandwidth based on predetermined link utilization -
thresholds can be implemented in the systems 100 and 200, as well as in

. operational networks having frameworks similar to those of systems 100 and
200, as discussed below. |

. . MAINTAINING LINK UTILIZATION RATES
[0065] Returning to -Figure 2, once data traffic simulations have been
performed and the link utilization thresholds determined, the link utilization
’thrqsholds may be integrated into the system 200 to maintain desired levels of
data fransmission quality. This can be done by configuring the system 200 to
maintain link utilization rates at or below the link utilization thresholds. As a
result," QoS parameters of voice services will not deteriorate below desired
quality thresholds. '
[0066] As data streams are fransmitted over a particular path of the
network framework 118, link utilization rates are monitored for selected links.
For example, the link utilization monitor 150-1 is configured to manitor link
utilization rates of any of the PVCs 230 of the ingress fink 140-1. The system
200 compares the monitored link utilization rates with the link utilization
thresholds. If the link utilization rates exceed the link utilization thresholds,
the system-200 recognizes that additional bandwidth -should be provided-to-- -
" reduce the link utilization rate of the link(s) being monitored. The system 200
is able to provide notice to network operators to. indicate that additional
bandwidth should be activated. Additional bandwidth may be activated by
op‘erators using inferfacés with the edge router 220 of Fighre 2. ltis also
“anticipated that known techniques may be implemented in the system 200 for '
automatically activating additional b'.andwid’th in response to lihk utilization
rates exceeding predetermined thresholds.
[0667] To illustrate the maintaining of data fransmission quality by
managing bandwidth in response td monitored link utilization rates, reference
may be made to the link utilization rates of the ingress link 140-1 of the

-
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system 200. For the simulation scenario deécribed above, a link utilization
threshold is identified for the ingress link.140-1. Based on the measurements
shown in Figures 3 and 4, in one embodiment the link utilization threshold
may be sef to approximately 60% because at a link utilization rate of
approximately 62%, the MOS values for each telephone call remains above
P8TN-grade quality (MOS of 4.0). However, at a' utilization rate of
approximately 83%, several telephone calls exhibit MOS values below PSTN-
grade quality, That is, the MOS valugas of all calls degradg since transmission
capagcity is shared by all the sessions (calls). ’
[0068] The determined link utilization threshold (e.g., approximately 60%)
may be implemén’téd in-the system 200 in order to maintain fink utilization
rates not in excess of the threshold. As data streams are fransmitted over the -
ingress link 140-1, the link utilization monitor 150-1 monitors the utilization
rate of {he access link 140-1. More specifically, the link utilization monitor .
150-1 monitors the link utilization rate of each active PVC 230 of the ingress
link 140-1. When the link ufilization monitor 150-1 determines that a link
utifization rate of an active PVC 230 has eéxceeded the predetermined
utilization threshold, the 'systern,v 200 may activate one or more additicnal
- PVCs 230 of the ingress link 140-1 in order to increase the amount of
available bandwidth. Telephone calls may then be rerouted over the newly
aciivated PVCs 230 fo decrease the utilization rate of the monitored PVC 230.
[0069] Conversely, minimum link ufilization thresholds may ' be
.implemented to prevent an excessive number of PVCs 230 from remaining
active when utilization ‘rates are '!ow;'"-'-“For"exam‘ple,~if -three PVCs 230 are
active and carrying ‘telephone calls at low enough rates that two PVCs 230 -
could transmit the calls without exceeding the predetermined maximum
 utilization thresholds, then one of the active PVCs 230 may be deacﬁvated o
conserve network resources.
[0670] PVCs 230 may be activated and deactivaied using techniques
known tb those skilled in the art. In the system 200 of Figure 2, the customer
edge routers 115 and/or provider edge routers 130 may be configured fo
activate and deactivate the PVCs 230 between them. As known to those
skilled in the art, interfaces (not shown) to the customer edge routers 115

and/or the provider edge routers 130 may be provided to allow network
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operators to control the activaﬁon'and/or deactivation of the PVCs 230.
Accbrdingly, the system 200 may be configured to provide notification to
network providers when it is determined that available bandwidth should be
increased or decreased 1o appropriately accommodate the monitored link
utilization rates.. In this manner, resources are managed based on the
monitored link utilization rates, and data transmission quality is maintained at
desired levels. ,

[0071] it is also anticipated that known or future techniques for
automatically activating and deactivating available link bandwidth may be
used in the system 200 to automatically- manage available bandwidth based
on monitored utilization rates.

.[0072] The above-described example 6f identifying and using link
.utilization thresholds fo maintain QoS levels is merely illustrative. Dfﬁ’eren’t ~
fink utilization thresholds may be identified and implemented for different
segments of different networks and for different types and mixes of data
fransmissions.. Further, different QoS parameters, or diﬁérent combinations of -
QoS parameters, may be monitored as used as thresholds to maintain data
transmission quality above desired levels. For example, packet loss
thresholds may be. determined, monitored, and used to maintain desired
levels of data transmission quality. In addition, other techniques for adjusting
active or available bandwidih based on monitored QoS parameéters may be
used in some embodiments.

[0073] The techniques described above for maintaining desired levels of
~quality for-data-transmissions are-not limited to use with the systems 100-and: -
200. The- QoS parameter thresholds (e.g., link uﬁlizaﬁo’n thresholds)
determined using the systems 100 and 200 can also be implemented in
operational networks having designs similar (e.g., having a similar number of
call legs) to the network frameworks 116 used for simulating data traffic to
determine QoS parameter threshelds, as described above. For example,
Figure 5 is a block diagram of a network 500 that cén be used as a test bed
network as described above in relation to systems 100 and 200 and/br as an .
operational network configured fo maintain and deliver a desired level of
quality by adjusting the available bandwidth of network links (e.g., a
bottleneck link) based on predetermined link utilization thresholds. While
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Figure 5 shows the network 500 being used to transmit voice services
transmissions, those skilled in the art will understand that the network 500
may. be used to mainta}n desired quality levels for other types of data, or
various mixes of different types of data, being transmitted over the network
500.

A. Layer-Z2 Aggregation Swiich
[0074]1 The network 500 includes layer-2 aggregation switches 510-1 and

- 510-2 (collectively “L.2 aggregation switches 510”) arranged to communicate
with data endpoints, including IP endpoints 515-1 and 515-2 (collectively “IP
endpoints 515”) and TDM endpoints 520-1 and 520-2 (collectively “TDM
endpoints 520”). The L2 aggregation switches 510 are configured fo receive
voice transmissions generated by the data endb,oints and direct the'voice'
transmissions over the access links 140 to appropriate provider edge routers
130. The L2 aggregation switches 510 may include devices known in the art
- for receiving and directing data transmissions.

‘B. IP Endpoints o
[0075] The IP endpoints 515 can include any known device or devices for
generating, transmitting, and/or receiving voice packet data transmissions;,
including but not limited to known IP telephones (e.g., session initiation
profocol (SIP) telephones), servers, and integrated access devices (IADs)
capable of transmitting and receiving voice packet data streams.

C. TDM Endpoints
[0076] The TDM endpoints 520 can include any known device or devices
for ~generating, - tran;smitﬁng',‘ and/or-receiving- TDM -and/or PSTN - veice:-
transmissions, including but not limited to standatd telephones known to these
skilled in the art. S
[0077] The TDM endpoints 520 are connected to/ the L2 aégregation
switches 510 by internet protocol to public-switched telephon_e hetWork
(iP/FSTN). gateways, 525-1 and 525-2, which are known to those skilled in the
art. The TDM endpoint 520-2 shown in Figure 5 ié connected to the IP/PSTN
gateway 525-2 by a public-switched telephone network (PSTN) 530 as will be
understood io those skilled in the art. ,
[0078] Although not shown in Figure 5, other known call ehdpoints and
transmission points may be connected with the network 500 and configured fo
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send and/or receive voice data transmissions over the network 500. For
example, PSTN connections to the network 500 may include but are not
limited to SS7 links to signal transfer points (STF5$), or T1/IMT and FX links to
class-5 switches, which will be understood by those skilled in the art.

D. Softswitch

[6079] A softswitch 540 is in connection with the layer-2 aggregation
switch 510-2 and is configured with instructions for controlling the routing of
voice transmissions to appropriate provider edge routers 130 for ingress
signals and to appropriate call endpoints for egress signals. The.softswiich
540 Is able to conirol routing performed at ithe layer-2 aggregation
softswiiches 510-1 and 510-2. The softswitch 540 may be implemented using
devices known to those skilled in the art.

E. . Provider Edge Router .- .

[0080] The provider edge. routers 130 .implemented in the network 500
shown in Figure 5 are configured fo receive data streams (e.g., telephone
¢alls) from the L2 aggregation switches 510 and to route the data streams
over the traris'port links 180 to the core routers 170 for transmission over a.
cere network 550. For data streamsfraveling through the provider edge
routers 130 in the opposite direction (i.e., from provider edge routers 130
toward the call endpoints, the provider edge routers 130 are configured to
route the data streams to appropriate L2 aggregate swit-ches 510. |
[0081] As discussed above, the provider edge routers 130 implemented in
the operation network of Figure 5 may comprise virtual routers configured to

---activate-and deactivate links making up the access links 140 and. connecting-. -

the provider edge routers 130 with the L2 aggregation switches 510.

. F. Core Network )

[0082] The core network 550 may comprise any known ,packet;switched
network capable of carrying packet data streams (e.g., voice-over-IP data
.s’{reams). The core neiwork 550 may comprise an 1P, mulﬁ—protccol' label-
switched (MPLS), and/or IP/MPLS network or networks.

[0083] To maintain the quality of data transmitted over the network 500,
link uti!jzaﬁon rates of the network links inay be monitored as discussed
above. For example, for data streams traveling from layer-2 aggregaﬁén
switch 510-1 fo provider edge router 130-1, the link utilization monitor 150-1
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manitars the link utilization of the'ingress link 140-1. When the link utilization
monitor 150-1 detects a Jiﬁk utilization rate as having exceeded a
predetermined utilization threshold, the steps discussed above may be
executed fo maintain ufilization of the ingress link 140-1 below the
predetermined utilization threshold. If link utilization fa’fes exceed the
predetermined utilization threshold, for example, additional bandwidth may be
activated, as discussed above. In a similar manner, if link utilization rates are
below predetermined minimum thresholds, bandwidth may be deactivated as
long as the bandwidth remaining active is sufficient to maintain utilization
rates at or below the predetermined maxirnum utilization thresholds.
A PROCEQS FLOW VIEWS
[0084] Figures 6 and 7 illustrate examples of methods of determining
appropriate link uiilization thresholds useful for maintaining QoS levels of data
transmissions by allocating bandwidth based on monitored link utilization
-rates. While the methods of Figu}es 6 and 7 are directed to botileneck links of
‘a network, those skilled in the art will understand that the steps of the
methods may be applied fo other network finks.
[0085] Figure 6 is a flowchart illustrating a method of identifying a link
utilization threshold for a bottleneck link of the system 100 of Figure 1. 'As
shown in Figure 6, data iraffic is simuiated over the bottleneck link at siep
605. Step 605 may be performed according to the description of simulating
data transmissions over the network framework 116 described above. QoS
-parameters assogiateduwith»ihe. simulated. data fraffic are monitored at-step
610. The QoS parameters may be monitored at the bottleneck link (e.g., the
ingress link 140-1) of a network designed for simulating data transmissions
over -packet-switched netirvorks, as discussed above. ‘ While potentially any
QoS :pararheter(s') may be monitored at step 610,  in one embodiment
bandwidth utilization rate of at least one link is menitored.
[0086] At step 620, it is determined whether the monitored QoS
parameters are above predetermined quality thresholds. The predetermined
quality fthresholds may be deﬁned' by a network operator based on particular
applications of the network. A network operator may set a predetermined
quality threshold to correspond with a desired level of service. For example, a
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network operator may set a threshold value for QoS parameters such as
packet loss, bandwidth uiilization rate, fransmission delay, jitter, or any other
parameter useful for measuring quality of data {ransmissions. For a VolP
application for example, a predetermined quality threshold may be sét fo a
MOS value of 4.0 for PSTN-grade vojce transmissions. [f it is determined at
step 620 that QoS parameters are above the predetermined quality
thresholds, as deﬁnéd by a netwdrk operator, processing returns fo step 610
for continued monitoring of QoS parameters.
[0087] . . On the other hand, if it is determined at step 620 that the monitored.
QoS parameters are not above the predetermined quality thresholds,
processing moves to step 630. At step 630, a link utilization rate of a
bottleneck link is identified, as discussed above. The link utilization rate
corresponds with the utilization rate at which the QoS parameters deteriorate -
below the predetermined quaiity thresholds. The link utilization rate may be -
implemented in networks as a link utilization threshold to maintain the quality
of the QoS parameters, as shown in Figuré?.' c
[0088] Figure 7 is a flowchart illustrating a method of maintaining QoS
levels for data transmissions based on the Jink utilization rates determined in
Figure 6. At step 710, the bottleneck link of a network is identified. This
determination may be based on bandwidth capacity. The botfleneck link is
typicaily the ingress link 140~1 of a network. Processing then moves io siep
720, at which step bandwidth utilization rates of the bottleneck link are
monitored, as discussed above.

- [6089]: - - At-step- 730, it-is determined whether the determined link utilization -
rate has exceeded a predetermined utilization threshold. If it is found at step
730 that the utilization rate has not exceéded the predetermined utilization
threshold, processing returns to étep 720 for continued monitoriﬁg of the
utilization rates. ' ' ‘
[0090] On the other hand, if it is determined at step 730 that the utilization
rate has exceeded the predetermined utilization threshold, processing moves
to step 740. At step 740, additional bandwidth is activated and data
traﬁsmissions rerouted to distribute the data streams being transmitted over
the ingress link 140-1 among additional links, thereby maintaining utilization
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rates below the predetermined utilization thresholds. Processing then returns
to step 720 for continued monitoring of the utilization rates.

[0091] By activating and deactivating bandwidth based on utilization rates
and utilization thresholds, desired levels of data transmission quality are
maintained and delivered while using.an appropriate amount of bandwidth
resources for the measured amounts of traffic on network links. Bandwidth
can be activated as traffic load increases so that additional data streams are
not rejected from network admission based on - priéri’ty. In .some
embodiments, known admission controls can be made secondary to the -
bandwidth utilization techniques discussed herein so that data streams will not .
be rejected from admission to the network unless traffic loads are exireme
enough that all available bandwidth is active and being utilized at or near the
determined utilization thresholds.

" V."  ALTERNATIVE EMBODIMENTS
.[0092] The preceding description has been presented only to illustrate and -
describe embodiments of the invention. It is not intended to be exhaustive or
to limit the invention to any precise form disclosed. - The invention may be -
practiced otherwise than is specifically explained and illustrated without .
departing. from its spirit or scope. For example, while several examples
relating to voice services fransmissions of IP networks have been described
herein, the invention may be practiced for different types of data
transmissions. It is intended that the scope of the invention be defined by the
-~-following claims.
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CLAIMS
What is claimed is:

1. A system for maintaining at least one quality-of-service (QoS)
parameter associated with at least one data transmission between at least a
first endpoint and a second endpoint, the system comprising:

a packet-switched network framework configured fo carry the at least
one data transmission from the first endpoint to the second endpoint, said
packet~swﬁched network framework including: ' '

at least one router configured to route the at Ieast one data
' transmission over said packet-switched network framework; and
a plurality of links including a first !ink and a second link, said
first link forming at least part of a ﬁrst path between the first endpom’t
and.the second endpoint, and sa|d second link forming at least part of

a second path between the first endpoint and the second endpoint; and

a link utilization monitor configured fo monitor a link utilization rate
assocra’red with said first link and to determine whether said link utlhzatlon rate. “
has exceeded a predetermined maximum utilization threshold;

whereby said at least one router is configured fo reroute ai least a
subset of the at least one data transmission over said second link in response

Jto said link utilization monitor determining that said link utilization rate
associated with said first link has exceeded said predetermined maximum

ufilization threshold.

5. The system of claim 1, wherein said at least one router is further
configured to activate said second link in response to said link utilization
monitor determining that said link utilization rate associated with said first link

has exceeded said predetermined maximum utilization threshold.

3. The system of claim 1, wherein said first link comprises a bottleneck
fink of said packet-switched network framéwork.

4. The system of claim 1, wherein said predetermined maximum

utilization threshold is indicative of the link utilization rate of said first link at
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which the at least one QoS parameter deteriorates {o a value lower than a

predetermined quality threshold.

5. The system of claim 4, wherein the at Jeast one data fransmission
comprises at least one voice service transmission, and said predetermined
quality threshold comprises a mean opinion score (MOS) corresponding with

toll-grade or business-grade voice services.

6. The system of claim 1, wherein said first link and said second link -
comprise permanent virtual circuits or virtual local area networks.

7. The system of ciaim 1, wherein said link utilization monitor is

configu;ed to monitor said second link fo determirie whether a second link
utilization rate is lower than a predetermined minimum utilization threshold,
and said at least one router is configured to deactivate said second link if itis .
détermined that said second link ufilization rate is lower than said -

predetermined minimum utifization threshold.

8. The systém of claim 7, wherein said link utilization monitor Is-
configured to provide notification to a network operator in response to said fink
utilization rate being determined to have exceeded said predetermined
maximum ufilization threshold or {o be lower than said predetermined
minimum utilization threshold.

9. ‘The system of claim 8, wherein said at least one router includes an
interface providing the network operator with controls for activating or

deactivating any of said plurality of links.

.10.  The system of claim 1, wherein said at least one router includes a
customer edge router and a provider edge router, and said first link and said
second link are each disposed between said-customer edge router and said

provider edge router.
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11.  The system of claim 1, wherein said predetermined maximum fink
utilization threshold is no greater than approximately sixty percent of the

bandwidth capacity of said first link.

12.  The system of claim 1, wherein said at least one router is configured fo
adjust the amount of available bandwidth between the first endpoint and the
* second endpoint by activating or deactivating any of said plurality of links, said

activating and deactivating being based on said link utilization rate.

13. - The sYstem of claim 1, further comprising a quality-of-service (QoS)
monitor.conﬁgured to monitor the at least one QoS parameter, said QoS
monitor being configured to-determine whether the at least one QoS
parameter is lower than a predetermined q'uality threshold; and .
whereby said link utilization monitor is configured to seta valué of said
~ predetermined maximum utilization threshold, said value being based on the’
link utilization rate at which the at least one- QoS parameter is determined to

déteriqra’ce below said predetermined quality threshold.

14.  The system of claim 1, wherein said packet-switched network
framework is associated with at least one of an operatiorial packet-switched

network and an emulated packet-switched network.

15. A method of maintaining at least one quality-of-service (QoS)
‘parameter associated with at least one data tra‘némission, the method
comprising: ‘ .

monitoring a utilization rate of a first link as the at least one data
transmission is fransmitted over said first link; - |

determining whether said utilization rate has exceeded a
predetermined maximum utilization threshold; and

rerouting at least a subset of the atleast one data transmission over a

_ second link in response to a determination that said utilization rate has

exceeded said predetermined maximum utilization threshold, said second link

being an alternative fo said first link.
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16.  The method of claim 15, further comprising activating said second link
responsive to said determination that said utilization rate has exceeded said

predetermined maximum utilization threshold.

17.  The method of ¢laim 15, further comprising:
determining whether a second ufilization rate associated with said
second link-has reached a predetermined minimum utilization threshold;' and
de-acfivating said second link in response to a determination that said
second utilization rate is lower than said predetermined minimum utilization
* threshold. )

18.  The method of claim 15, further comprising providing notification to a

" network operator in response to a determination that either said utilization rate
has exceeded said predetermined maximum utilization threshold or that said
second utilization rate is lower than said predetermined minimum utilization
thresheld. - |

19.  The method of ciaim 15, further comprising:
- tfransmitting the at least one data transmission over at least said first .
link; ' _ '
monitoring the at least one QoS parameter associated with the at least
one data transmission; ‘
determining whether the at least one QoS parameter is lower than a
predeterminéd quality threshold; -
determining a bandwidth utilization rate of said link at which the af least
one QoS parameter is determined to deteriorate below the predetermined
quality threshold; and ‘
" setting said predetermined maximum utilization threshold to a value not
greater than approximately the determined bandwidth ufilization rate.

20. The method of claim 19, wherein said value of the link maximum

utilization threshold is set within a range of apprbxima‘[ely fifty-percent to sixty-
percent utilization of the bandwidth capacity of said one link.
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21.  The method of claim 15, wherein said first ﬁnk is associated with at
least one of an operational packet-switched network and an emulated packet-

switched network.

22. A method of identifying a link utilization threshold of at least one link
configured to carry at least one data transmission, the method comprising:

transmitting the at least one data transmission over the at least one

ink;

monitoring at least one QOS parameter associated with the at least one
data fransmission; '

determining whether said at least one QoS parameter is lower than a
predetermined quality threshold; )

monitoring a link utilization of the at least one link; and

deternining a link utilization rate of the at least one link at which said at
least one QoS parameter is determined to deteriorate below said
predetermined quality threshold.
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