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1
USING DEVICE IDENTIFICATION
INFORMATION FOR PAYMENT VIA A
PRINTER

BACKGROUND

Printers are increasingly being developed with new and
various features. For example, many printers have a con-
nection to the Internet. Additionally, many printers provide
the option of delivering content for a fee. For example,
images, articles, or the like can be selected and printed.
Additionally, special print applications can be delivered to
the printer. To facilitate the selection and delivery of content,
the printer can connect to a web server, such as a content
management server.

BRIEF DESCRIPTION OF DRAWINGS

The following detailed description refers to the drawings,
wherein:

FIG. 1 illustrates a method of using device identification
information for payment, according to an example.

FIG. 2 illustrates a use case in which device identification
information is used for payment, according to an example.

FIG. 3 illustrates a method of purchasing a content item,
according to an example.

FIG. 4 illustrates a method of performing a session
verification, according to an example.

FIG. 5 illustrates a computer-readable medium for using
device identification information for payment, according to
an example.

DETAILED DESCRIPTION

According to an embodiment, a printer can receive a
request for content from a user, For example, the user can
request the content via a print application on the user’s
computing device, such as a smart phone or tablet computer.
The printer and computing device can be in close proximity,
such that communication between the devices is via Near
Held Communication (NFC). The printer can also receive
identification information from the user’s computing device.
The identification information can be identification infor-
mation of the device, such as an IMEI or a SIM number.

The printer can send the identification information to a
server supporting the printer, such as a content management
server. As used herein, a content manager or content man-
agement server is one or more computers, such as servers,
that provide services to a printer. For example, the content
manager can serve as a rendering pipeline, a print applica-
tion server, a content hosting and management server, and a
payment server. In some examples, each of these services
can be implemented by a different computer or group of
computers that make up the content manager.

The identification information of the user’s device can be
used to facilitate payment for the requested content. For
example, the content management server can provide the
device identification information to a service provider (e.g.,
phone service provider) associated with the user’s device. In
one example, the user may have prepaid credit with the
service provider that can be applied to payment for the
requested content. In another example, the user may have
credit card information on file with the service provider that
can be provided to the content manager to facilitate pay-
ment. After payment has been effected, payment confirma-
tion may be received at the printer from the content provider.
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The printer may then provide the requested content to the
user. For example, the printer may print the content item.

As aresult, an easy, user-friendly payment process may be
provided to the user. For example, the user needn’t worry
about entering credit card information into a user interface
of the printer, which could be a security risk (such as if the
printer is a public printer), might leave the user feeling
unsettled, or simply might be viewed as a hassle. Addition-
ally, the user needn’t go through the hassle of entering credit
card or other payment information into the print application
of the user’s computing device. Further details of this
embodiment and associated advantages, as well as of other
embodiments, will be discussed in more detail below with
reference to the drawings.

Referring now to the drawings, FIG. 1 illustrates a method
of using device identification information for payment,
according to an example. In addition, FIG. 2 illustrates a use
case in which device identification information is used for
payment, according to an example, Although execution of
method 100 is described below with reference to the systems
and devices depicted in FIG. 2, other suitable systems and
devices for execution of method 100 can be used, such as
shown in FIGS. 6. Method 100 may be implemented in the
form of executable instructions stored on a machine-read-
able medium or in the form of electronic circuitry. A
processor, a machine-readable storage medium, other con-
trol logic, or a combination thereof can be used to execute
method 100.

Method 100 may begin at 110, where a printer can receive
device identification information from a personal computing
device. For example, printer 220 may receive device 1D 212
from personal computing device 210. Printer 220 may be
any of various printers, such as an inkjet printer or a laser jet
printer. Printer 220 can include a first communication inter-
face 222, a second communication interface 224, and a
controller 226.

Communication interfaces 222 and 224 may be used to
connect to and communicate with multiple devices. The
communication interfaces may include, for example, a trans-
mitter that may convert electronic signals to radio frequency
(RF) signals and/or a receiver that may convert RF signals
to electronic signals. Alternatively, the communication inter-
faces may include a transceiver to perform functions of both
the transmitter and receiver. The communication interfaces
may further include or connect to an antenna assembly to
transmit and receive the RF signals over the air. The
communication interfaces may further communicate using
Near Field Communication, Bluetooth, or the like. The
communication interfaces may communicate with a net-
work, such as a wireless network, a cellular network, a local
area network, a wide area network, a telephone network, an
intranet, the Internet, or a combination thereof. The com-
munication interfaces may also include an Ethernet connec-
tion, a USB connection, or other direct connection to a
network or other devices. In some examples, the communi-
cation interfaces may be implemented by the same hardware
and/or machine-readable instructions.

Controller 226 may include a processor and a memory for
implementing machine readable instructions. The processor
may include at least one central processing unit (CPU), at
least one semiconductor-based microprocessor, at least one
digital signal processor (DSP) such as a digital image
processing unit, other hardware devices or processing ele-
ments suitable to retrieve and execute instructions stored in
memory, or combinations thereof. The processor can include
single or multiple cores on a chip, multiple cores across
multiple chips, multiple cores across multiple devices, or
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combinations thereof. The processor may fetch, decode, and
execute instructions from memory to perform various func-
tions. As an alternative or in addition to retrieving and
executing instructions, the processor may include at least
one integrated circuit (IC), other control logic, other elec-
tronic circuits, or combinations thereof that include a num-
ber of electronic components for performing various tasks or
functions.

Controller 226 may include memory, such as a machine-
readable storage medium. The machine-readable storage
medium may be any electronic, magnetic, optical, or other
physical storage device that contains or stores executable
instructions. Thus, the machine-readable storage medium
may comprise, for example, various Random Access
Memory (RAM), Read Only Memory (ROM), flash
memory, and combinations thereof. For example, the
machine-readable medium may include a Non-Volatile Ran-
dom Access Memory (NVRAM), an Electrically Erasable
Programmable Read-Only Memory (EEPROM), a storage
drive, a NAND flash memory, and the like. Further, the
machine-readable storage medium can be computer-read-
able and non-transitory. Additionally, printer 220 may
include one or more machine-readable storage media sepa-
rate from the controller.

The content processing module 228 may include software
modules, one or more machine-readable media for storing
the software modules, and one or more processors for
executing the software modules. A software module may be
a computer program comprising machine-executable
instructions. Content processing module 228 may be used to
perform method 100, methods 300 and 400 as described
later, and any other printer functionality described herein.

First communication interface 222 can be used to com-
municate with personal computing device 210. Personal
computing device 210 may be any of various computing
devices. For example, personal computing device 210 may
be a smart phone, a tablet computer, a slate computer, or the
like. Printer 220 can receive device ID 212 from personal
computing device 210. In an example, personal computing
device 210 can transmit device ID 212 to printer 220 using
a print application executing on personal computing device
210.

Device ID 212 may be device identification information,
to wit, identifying information of the personal computing
device 210. For example, the device identification informa-
tion can be an International Mobile Equipment Identity
(IMEI) number or a Subscriber Identity Module (SIM)
number. The device identification information can be iden-
tification information that is not readily publically available.
The device identification information can be devoid of a user
identification (ID) and/or password.

Method 100 may proceed to 120, where the device
identification information is sent to a content manager
associated with the printer. The device identification infor-
mation may be sent to the content manager to solicit
payment or payment information from a service provider
associated with the personal computing device.

For example, printer 220 may send device 1D 212 to
content manager 230 via second communication interface
224. Second communication interface 224 may be used to
communicate with content manager 230 over Network 1.
Network 1 may be the Internet. Alternatively, Network 1
may be a private network or a combination of a private
network and the Internet.

Content manager 230 may include one or more server
computers. Content manager 230 may provide services to a
printer. For example, the content manager can serve as a
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rendering pipeline, a print application server, a content
hosting and management server, and a payment server. In
some examples, each of these services can be implemented
by a different computer or group of computers that make up
the content manager 230.

Content manager 230 may provide content and support to
printer 220. For example, content manger 230 may store
content items, such as images, texts, print applications, and
the like, which can be delivered to printer 220 or personal
computing device 210 over network 1. Content manager 230
may charge a fee for providing the content items to printer
220 or personal computing device 210. In this example, it
can be assumed that personal computing device 210 has
requested a content item. To effect payment, personal com-
puting device 210 has transmitted device ID 212 to printer
220. Printer 220 has thus passed the device 1D 212 to content
manager 230.

Content manager 230 can used device ID 212 to solicit
payment or payment information. For example, content
manager 230 can send the device ID 212 to service provider
240. As depicted, content manager 230 can send the device
1D 212 to service provider 240 over Network 2. Network 2
may the same network or a similar network as Network 1.
For example, Network 2 may include the Internet and/or a
private network.

Service provider 240 may include one or more server
computers. Service provider 240 may be associated with
personal computing device 210. For example, service pro-
vider 240 may provide a service for personal computing
device 210 for the benefit of the user/owner of the device.
For instance, service provider 240 may be a cellular network
provider or an Internet service provider.

Due to the relationship between the personal computing
device 210 and service provider 240, the user/owner of
personal computing device 210 may have prepaid credit
with service provider 240. In this case, providing device 1D
212 to service provider 240 may indicate user authorization
for service provider 240 to provide payment to content
manger 230 from the prepaid credit. Alternatively, the
user/owner of personal computing device 210 may have
payment information, such as credit card information or
bank account information, on file with service provider 240.
For instance, this information may be stored in a database
with service provider 240. In this case, providing device 1D
212 to service provider 240 may indicate user authorization
for service provider 240 to provide the payment information
to content manager 230. Content manager 230 may then use
the payment information to effect payment.

At 130, payment confirmation can be received from the
content manager. For example, after successful payment,
content manager 230 can send a confirmation to printer 220
via Network 1. Printer 220 can receive this confirmation via
second communication interface 224.

FIG. 3 illustrates a method of purchasing a content item,
according to an example. Method 300 may be combined
with method 100. At 310, the printer can receive an identi-
fication of a content item. For example, printer 220 can
receive a request for content from personal computing
device 210 via first communication interface 222. The
request for content can identify a content item that the user
of personal computing device 210 desires to purchase. The
content item may be a content item made available for
purchase by content manager 230.

At 320, the identification of the content item may be sent
to the content manager along with the device identification
information. For example, printer 220 can send the request
for content to content manager 230 via second communica-
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tion interface 224. Content manager 230 may determine the
price of the content item and may request payment or
payment information from service provider 240, as
described previously. Upon receiving payment, content
manager 230 may provide payment confirmation to printer
220 and may deliver the requested content item. For
example, if the requested content item is an image or text,
printer 220 may print the content item. If the requested
content item is a print application, printer 220 may install the
print application on printer 220 itself or may deliver it to
personal computing device 210, as appropriate.

FIG. 4 illustrates a method of performing a session
verification, according to an example. At 410, the printer can
request a one time PIN from the content manager. For
example, printer 220 may request a one time PIN from
content manager 230 via second communication interface
224. The one time PIN may be requested for verification
purposes for a payment transaction. Content manager 230
may provide the one time PIN to the printer 220.

At 420, the printer can send the one time PIN to the
personal computing device. The printer may also send a
session PIN that identifies the current communication ses-
sion between the printer and the device. For example, printer
220 can provide the one time PIN and the session PIN to
personal computing device 210 via first communication
interface 222. In an example, personal computing device
210 can confirm the authenticity of the one time PIN with
content manager 230 to verify that printer 220 is authorized
to receive the device identification information. In one
example, the content manager 230 can simply reply with a
message that the one time PIN is valid. Alternatively, the
personal computing device can also provide identification
information of printer 220 to content manager 230 along
with the one time PIN to verify that both the PIN and the
source of the PIN are valid.

At 430, the printer can receive the session PIN along with
the device identification information from the computing
device. For example, printer 220 can receive the session PIN
and device ID 212 from personal computing device 210.

FIG. 5 illustrates a computer-readable medium for using
device identification information for payment, according to
an example. Printer 500 may be any of various printers, and
may be similar to printer 220.

Processor 510 may be at least one central processing unit
(CPU), at least one semiconductor-based microprocessor,
other hardware devices or processing elements suitable to
retrieve and execute instructions stored in machine-readable
storage medium 520, or combinations thereof. Processor 510
can include single or multiple cores on a chip, multiple cores
across multiple chips, multiple cores across multiple
devices, or combinations thereof. Processor 510 may fetch,
decode, and execute instructions 522, 524, 526, among
others, to implement various processing. As an alternative or
in addition to retrieving and executing instructions, proces-
sor 510 may include at least one integrated circuit (IC), other
control logic, other electronic circuits, or combinations
thereof that include a number of electronic components for
performing the functionality of instructions 522, 524, 526.
Accordingly, processor 510 may be implemented across
multiple processing units and instructions 522, 524, 526 may
be implemented by different processing units in different
areas of printer 500.

Machine-readable storage medium 520 may be any elec-
tronic, magnetic, optical, or other physical storage device
that contains or stores executable instructions. Thus, the
machine-readable storage medium may comprise, for
example, various Random Access Memory (RAM), Read
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Only Memory (ROM), flash memory, and combinations
thereof. For example, the machine-readable medium may
include a Non-Volatile Random Access Memory (NVRAM),
an Electrically Erasable Programmable Read-Only Memory
(EEPROM), a storage drive, a NAND flash memory, and the
like. Further, the machine-readable storage medium 520 can
be computer-readable and non-transitory, Machine-readable
storage medium 520 may be encoded with a series of
executable instructions for managing processing clements.

The instructions 522, 524, 526, when executed by pro-
cessor 510 (e.g., via one processing element or multiple
processing elements of the processor) can cause processor
510 to perform processes, for example, the processes
depicted in FIGS. 1, 3, and 4. Furthermore, printer 500 may
be similar to printer 220 and may have similar functionality
and be used in similar ways, as described above.

Device communication instructions 522 can cause pro-
cessor 510 to receive identification information and a
request for content from a computing device. The computing
device may be similar to personal computing device 210. In
addition, the identification information may be similar to
device ID 212. For example, the identification information
may include at least one of an IMEI and a SIM number
associated with the computing device. The request for
content can identify a content item. The content item can be
any of various content items, such as an image, a text, or a
print application.

Server communication instructions 524 can cause proces-
sor 510 to send the identification information and request for
content to a content management server. The identification
information can be used by the content management server
for payment for the requested content. The content manage-
ment server may be similar to content manager 230. The
content management server can used the identification infor-
mation to solicit payment or payment information from a
service provider associated with the computing device. For
example, the service provider may be similar to service
provider 240.

Content processing instructions 526 can cause processor
510 to receive the requested content from the content
management server. For example, after successful payment,
the content management server may send the requested
content or authorization to provide the requested content to
the printer.

What is claimed is:

1. A method performed by a printer, comprising:

receiving, by the printer, device identification information
of a personal computing device from the personal
computing device;

sending, by the printer over a network, the device iden-
tification information of the personal computing device
to a content manager associated with the printer, the
device identification information sent by the printer to
the content manager triggering the content manager to
request payment from a service provider associated
with the personal computing device;

receiving, by the printer from the content manager over
the network, payment confirmation of receipt of the
payment requested in response to the device identifi-
cation information sent by the printer to the content
manager, and a content item associated with the pay-
ment confirmation; and

in response to receiving the payment confirmation from
the content manager, printing the content item.

2. The method of claim 1, wherein the personal computing

device is a smart phone or tablet computer.
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3. The method of claim 1, further comprising:
receiving, by the printer, an identification of the content
item from the personal computing device; and

sending, by the printer, the identification of the content
item to the content manager along with the device
identification information.

4. The method of claim 1, further comprising:

receiving, by the printer, an identification of a print

application; and

sending, by the printer, the print application to the per-

sonal computing device after receiving the payment
confirmation from the content manager.

5. The method of claim 1, wherein a user of the personal
computing device has prepaid credit with the service pro-
vider, the device identification information being used to
authorize the payment at the service provider.

6. The method of claim 1, wherein a user of the personal
computing device has credit card information on file with
the service provider, the device identification information
being used to authorize the service provider to provide the
credit card information to the content manager as the pay-
ment.

7. The method of claim 1, further comprising:

performing a verification comprising (1) requesting a one

time PIN from the content manager, (2) sending the one
time PIN and a session PIN to the personal computing
device, and (3) receiving the session PIN along with the
device identification information from the personal
computing device.

8. The method of claim 7, wherein the personal computing
device is configured to verify the one time PIN with the
content manager.

9. The method of claim 1, wherein the device identifica-
tion information is at least one selected from among an IMEI
and a SIM number.

10. The method of claim 1, wherein the device identifi-
cation information is received from a print application on the
personal computing device.

11. A printer, comprising:

a first communication interface to communicate with a

user’s computing device;

a second communication interface to communicate with a

content management server over a network; and

a controller to:

receive identification information of the computing
device and a request for content from the computing
device, the identification information to facilitate
payment for the requested content from a service
provider associated with the user’s computing
device;

send the identification information and the request for
content to the content management server, the send-
ing of the identification information and the request
for content causing the content management server
to request payment from the service provider for the
requested content;
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receive, from the content management server, a pay-
ment confirmation of the payment requested by the
content management server in response to the iden-
tification information sent by the printer to the con-
tent management server; and

print the content in response to the payment confirma-
tion.

12. The printer of claim 11, wherein the identification
information comprises at least one selected from among an
IMEI and a SIM number.

13. The printer of claim 11, wherein the identification
information does not include a user ID or user password.

14. A non-transitory computer-readable storage medium
comprising instructions that, when executed by a processor
of a printer, cause the processor to:

receive identification information and a request for con-

tent from a computing device, the identification infor-
mation comprising at least one selected from among an
IMEI and a SIM number associated with the computing
device;

send, over a network, the identification information and

the request for content to a content management server,
the identification information to trigger the content
management server to request payment from a service
provider for the requested content; and

receive, over the network from the content management

server, the requested content and payment confirmation
of receipt of the payment requested by the content
management server in response to the identification
information sent by the printer to the content manage-
ment server; and

print the requested content in response to the payment

confirmation received from the content management
server.

15. The method of claim 1, wherein the printer is separate
from each of the personal computing device and the content
manager, the content manager comprising a computer.

16. The printer of claim 11, wherein the printer is separate
from each of the user’s computing device and the content
management server.

17. The non-transitory computer-readable storage
medium of claim 14, wherein the requesting of payment at
the content management server uses a prepaid credit or
credit card stored at the service provider.

18. The non-transitory computer-readable storage
medium of claim 14, wherein the printer is separate from
each of the user’s computing device and the content man-
agement server.

19. The non-transitory computer-readable storage
medium of claim 14, wherein the instructions when
executed cause the printer to print the requested content in
response to the payment confirmation.
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