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DYNAMIC POLICY BASED CONTROL FOR AUTONOMOUS TRANSMIESION OF DATA BY IOT OR
NON-IOT DEVICE

BACKGROUND
Field of the Disclosure

The present disclosure relates generally to control of uplink transmissions o a nelwork by network

devices.

Description of the Related Art

A large number of network devices autonomously report information sither triggered by an event or on
a periodic basis. The flow of information on the Uplink (L) from these nelwork devices is
unpredictable and not conirolled in current network systems, which can overwhelm the network guile
easily, resulting in failures. In addition, the waning and waxing of the traffic flow on the uplink from
these network devices can degrade network users’ Quality of Experience (QoE). While this problem
exists in current nelworks, the issue will be magnilied with the continued deployment of Internet of
Things (loT) devices. A massive number of loT devices will be configured o autonomously report
information ai periodic intervais or triggered by a condition. One obslacle for deployment of loT
davices by network gperalors on an exisling infrastructure is the Key Performance Indicator (KP1)
degradation on non-loT traffic. Prior methodologies to conirol and gate the autonomaous reporting from

a large scale deployement of loT devicas are lacking.

BRIEF DESCRIPTION OF THE DRAWING

The present disclosure may be betler undarsiood, and its numerous fealures and advaniages made
apparent o those skilled in the art by relerencing the accompanying drawings. The use of the same

reference symbols in different drawings indicales similar or identical items.

FiG. 1 is an example policy table in accordance with some embodiments.

FIG. 2 is a block diagram of a cellular network in accordance with some embodiments.

FIG. 3 depicts a high-level block diagram of & compuiing device suitable for use in various

gmbodiments.

FIG. 4 is an example flow chart depicting the methodology of a Dynamic Policy based Control for
Autonomous Transmission (DPCAT) configured on a loT device in accordance with some

embodiments.

FIG. 5 is an example policy table configured on a Long Range Wide-area (LoRa} device in accordance

with some embodiments.
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FIG. 8 is a portion of an example policy {able matching the input parameters/criteria of an autonomous

report contemplated o be transmitted in accordance with some embodiments.

FIG. 7 is a portion of an exampie golicy table matching the input parameters/crileria of an aufonomous

report contemplated o be transmitted in accordance with some embodiments.

DETAILED DESCRIPTION

As the oT grows, a massive number of {oT devices will be configured o autonomously report
information al periodic inlervals or triggered by g condition. The flow of information on the uplink from
these foT devices is unpredictable and not controlled currently. As a resull, the network on which
these loT devices communicale can be overwhelmed which quile easily can resull in network failures.
in addition, Qok of all users of the natwork can be degradead due to the waning and waxing of the
fraffic fiow on the uplink from these foT devices. An loT devica is defined harein as a communication
davice that communicates with the network io provide the functionality associaled with the loT
application. An loT application is defined herein as the network-side modulas that implemeant the
functionality associated with the o7 application.

Accordingly, one or more embodiments provided herein control and dynamically adapt the
communication mechanism allowing aulonomous reporting from these communicalion devices {0 be
driven by network supplied policies that are application characterislics aware. These embodimants
result in reduction of batlery consumption of the communication davices, efficient utilization of natwork
resources, avoidanca of network overload conditions and improved QoFE of for users of both loT and
non-loT applications.
Queries/Requests/ipdates/Reports from loT applications and responses from loT devices can be
categorized into four basic types:

1) an loT application that sends instruction to o7 device(s);

2) an o7 application that sends a query 1o an o7 device;

3) a broadcast by an 10T application; and

4y aslonomous transmission of information by an loT device either triggsred by an event or on

a periodic basis.

For an loT application that sends instruction o o7 device(s), the communication is a push to the
respective loT device{s). No response or at most an acknowledgement is expected from the
respective foT device(s). The instruclion can be small sized {e.g., in byles) or large sized (e.g,,

Kbytas/Mbylas).

For an o7 application that sends a query io the loT device, the query is typically small sized {e.g., in
bytes}). The expected responsea from the loT device may be small sized {&.g., in bytes) or the expeciad
response from the device may be large sized (e.g., Kbytes/Mbytes).
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For a broadcast to loT devices, the loT application sends an announcement followed by a broadceast of

large amount of dala to all or a subset of the o7 devices.

For autonomous transmission of information, the [oT device independently transmits data that can be
small sized (2.q., in byles) or large sized {a.g., Kbytes/Mbytes)) and eilher lriggered by an event or on
a peariodic basis.

it is expected that majority of loT communication will be of the fourth type (i.e., autonomous
franamission of information from the loT devices). There can be several different types of auionomous
responses from the loT devices. However, the majority of autonomous responses by loT devices is
fikely o be one of two types: 1) inlormation reports occurring at intervals (e.q., regular inlervals); and
2} information reporis triggered by an avent.

For devices configured to report information at regular intervals, the information reporis can be
reported at short intervals (e.g. on the order of minules or seconds or shorter intervals) to longer-term
interval reports {e.¢., reported daily, weekly, monthly or after the passage of a longer period of time).
Exampie reporis of this type include metler readings reporied autonomously every month, health
monitor reports sent every few minules lo a central monitoring system, automobilaes reporting the
heaith of different components, industrial machines reporting the haalth/status of different paris and
the lika. For devices configured for event triggered informalion rapori(s), an cccurrance of an event
can frigger the o7 device to report information. Exampile reporis of this typs include water tank lsak
reporting, hydrology monitoring for alents during, for example, a time of haavy rain, cuilding monitoring
reports for when sensors detect intruders breaking into a facility, vending machines reporting that
items have been depleted or run low, monitoring data ransmissions by sensors on a bridge when a

train passes through the bridge, and the like.

One or more embodiments of the present disclosure define methods or apparaluses o dynamically
optimize a policy used for autonomous reporting by loT devices. The policy {akes inlo account the
characteristics of the type of information being reported, the network load and the pattern of reporting
to ensure afficient use of network rasources while ensuring better user QoS and QoE. One or mora
embodiments dynamically adapt the autonomous reporting from the loT devices 1o be driven by
network supplied policies that are application characteristics aware, resuiling in reduction of battery
consumption of devices, efficient utilization of network resources, avoidance of network overioad

conditions and better QioE for users of both 10T and non-ioT applications.

A logical entily, named herein a Dynamic Policy based Control for Autonomaus Transmission
(DPCAT), is defined. When daployed on the network, the DPCAT provides the foliowing functionality:

-- initial configuration of the policy iable on the devices; details of the contenis of the policy
table ara described below;

-- Update of the policy table as and when certain network conditions change;

-- Computation of a current network condition tactor (NCF); details of the NCF are

described below;
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-- Sending of periodic (e.g., on the order of ~seconds) update 1o the loT devices of the
current NCF; and

-- Logic to adapt the policy fable: policy table entrias relaled 1o an adjusied della
periodicity and a reference network condition factor (NCF) {described below) are adaptad based on
activities in the network and the “learned” patterns of o7 raffic.

FIG. 1 is an example policy table in accordance with some embodiments. A policy table on the loT
device is an ordered list of policies that can be appiied by the device when it has data o send
autonomously. Parameters/Criteria in the policy table are used to identify particular autonomous
reports contemplaled o be transmitled and having the specified parameters/criteria.
Parameters/Criteria can include time criticainess of the information being reported, reliability required
for the data being reported, size of the data being reported, and davice power level. Accordingly,
when an autonomuous raporl is to be ranamitied, a cartain time criticalnass of the information being
reported, a cartain reliability required for the data being reported, a certain size of the data being
reportad, and a certain device power lavel can be determined. Treaimenis in the policy table specify
how an identified autonomous report is 10 be handled once a specified autonomaous report is
detarmined; the treaiment indicates the handiing of autenomous reporting by the device of a report
having particular paramsters/criteria. Treatments of an autonomous report are instructed by one or

more of a reference NCF and an adjusted delta periodicity.

The time criticainass of the information baing reported refers 1o the necessity of the information o
operation of the loT applicalion. For example, the time crilicalness of the information being reported
can fall in three main time scales; mission critical, time critical, and delay tolerant. Mission critical
information is essential o operation of the 10T application and thus has high priority. Time critical
information must be received within a time certain for correct operation of the ioT application. Delay
tolerant information means delay in reception of this information is acceptable to the 0T application.
Additional or lesser levels of granularily may be ulilized for scaling the time criticalness of information
being reporied. For example, there may be further levels of time critical information, such lime critical

for short, medium and long periods of time.

The reliability reguired for data being reported refers to the lolerance of the loT application for a
missed reporl. The reliability requirad for data being reported can fall into, for example, two
categories: high reliability required and low reliability required. High reliability may be required in some
cases where a missed report cannot be tolerated by the loT application. In other low reliability cases,
a missed report can be lolerated by the loT application. Additional or lesser levels of granularity may
be utilized for scaling the reliability required for dala being reporied. For example, the reliability
required {or dala being reported may be ranked on a scale for 1 1o 10, with 1 being the lowest and 10
baing the highest reliability reguired for the data being reported.

The size of the data being reported can vary based on the type of aulonomous report being
transmitted. The data being reported can be as small a few byles (e.g. a status repori); or the data
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being reported can be large sized, such as a few Mbytes (e.¢g. vehicle driving log report). Additional or
lesser levels of granularity may be utilized for scaling the size of the data being reported. For
example, the size of the data being reporied can be small, medium (e.g., Kbyles) and large and the
fike.

The device power level is the power level the device is raquired o use to ransmit daia on a given
radio access technology. For example, high power may be required or low power may be required.
Additional or lesser levels of granularity may be utilized for scaling the device power level. For
exampie, there may also be a medium device power level or a number of levels of device power

required and the like.

The referance network condition facior (reference NCF} is a lreatment that indicates how the
autonomous reporting shouid be trealsd with respect to a current network condition factor {current
NCF). The reference NCF determines how a particular autonomous report is favored/disiavored under
specified conditions. The reference NCF value is provided as part of a policy table that is provided fo
the loT device while the current NCF value is provided 1o the loT device in a signaling message. The
reference NCF value is typically infrequently updated. Current conditions of the network(s) are
synthesized into the current NCF of the network(s) and are reported to the loT devices on a periodic
basis (e.g., on the order of seconds, or faster). The current NCF is compared with the reference NCF
in the policy lable o delermine trealment of a particular aulonomous report identified based on
parametars/criteria of the autonomous report. As an example, the values of Network Condition Faclor
can be on a scale ranging from 0, 1, 2, 3: three {3} being the most siringent/adversarial network
condition and zero {0} being the least stringent/adversarial network condition for transmission of the
auionomous report. Additional or lesser levais of granularity may be utilized for scaling the current
NCF and reference NCF.

The adjusted deltg peripdicily is a trealment thal defines a time offset for a particular type of
autonomous report. Many autonomous reporis from loT devicas will be sent al periodic inlervals.
initially, loT devices will have the periodicity of the particular autonomous raporls pre-provisionsd.
Many non-time critical periodic reports have large limescales which are hourly, dally or weekly. ltis
possible that the varied periodicity of various autonomous reports may cause a large number of
autonomous reporis to altempt to ulilize network resources at a samea time. The value of adjusted
delta periedicity in the policy table will initially be zero (0) since the pre-provisioned periodicity value
will apply. However, based on patierns of periodic autonomous reporting and the number of devices
involved in the reporting, the network can delermine the impact on the nelwork load conditions and
resource ulilization and adjust the adjusted dslia periodicily to smooth utilization of nebwork resources

by the autonomous reports.

Input paramelers/criteria identify a particular autonomous report. Treaiment identifias the particular
treatment of a respeciive report identified by the input parameters/criteria. Accordingly, the top row
{first row) 102 of the policy table 100 indicates that power raguired (0 send data over the Long Term
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Evolution (LTE) network is low, power required to send dala over the WiFi network is low, and time
sensitivity is mission critical. The reliability and size of data input parameters are identified by a
wildcard symbol (i.e., ™"} which indicales thal the parameter value is "don't care”. For these input
parameters, the trealment is the same for all possible values of the respective paramsler such that
autonomous raporis need not ba characterized by that input parametear in order o identily the desired
treatment. Whila this example policy table considers only LTE and Wi-Fi access, similar policy can be
configured for other access tachnologies like Long Range Wide-area network (LoRA) and SigFox,
which uses an ultra-narrow-band-based (UNB) radio technology.

The treaiment of the autonomous report having the values of input parameters that maich thoss of a
row of the policy table, is identified by the reference NCF and the adjusted dslta perindicity. For row
ong (1), the referance NCF is three (3) for an LET network and thres (3) for a WiFi network. The

adjusied delta pericdicity is zero (D)

Similarly, the sighth row 104 of the policy table 100 indicates thal power raguirad to send data over the
Long Term Evolution (LTE) network is high, power required to send data over the WiFi network is high,
time sensitivity of the autonomous report is time critical, the reliability required of the auionomous
report is high, and size of data of the autonomous reportis low. The treatment of an aulonomous
report having the values of input paramelers that malch those of a row of the policy table, is identilied
by the reference NCF and the adjusted deila periodicity. For row eight (8}, the refarence NCF is two
{2) for an LTE network and ons (1) for a Wiki network. The adjusted delta periodicily is zero {0}.

“MN/A” indicates that the [oT device is not intelligent enough 1o discern the parameter/criteria value,
Therefore, the last three rows 106 of the policy table 100 correspond to the cases when the device is
not able o discern the values of most (all except “size of data”) or all of the autonomous report
parameters/crileria. i noled that if the loT device is capable of only a single access technology, then
the reference NCF of only that access tachnology will be applicable to the loT devige.

The policy table is an ordered hist of policies that can be applied oy the device based on the input
parametars/criteria. The loT davice or user equipment will look for a maich of the inpui parameters/
criteria in tha policy 1able with the corresponding currant valuas starling from the row at the fop and
moving down the policy table until a maich is found. Upon finding a maiching set of input paramaters,
the device applies the treatment provided for by that row of the policy table. The initial policy table that
is applied for the autonomous reporting can be communicaled 1o the device as an Information Element

(I£) in a Radio Resourca Control (RRC) message.

The raspeactive network has information on the number of devices that are reporting information. This
can be used to fine tune the policy information and resend a new policy table to the o7 device as
necessary. Fecent information about different access network loads, measurement data of uplink
transmission characteristics, and patterns of recent o7 requests from the 10T device can aiso be used
to perform predictive adjusiment of the policy information for a particular loT device and the loT device
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can be updated with that adjusied policy information. Changes in the policy table can be

communicaied to the loT device as a communication update in a RRC message.

The current NCF is dynamically updaled. The value of tha current NCF is perindically (e.g., ~seconds)
providad (o the {07 device so that the appropriate treatment can be applisd at the tims when the
autonomous raport occurs. H the value of the reference NOF that is included in the row of the policy
table that maiches current input parameters/ criteria (i.e., device power reguired o send data, time
sensitivity, reliability, and size of data) is equal to or more than the value of the current NCF, then the
o7 device is permitied 1o request to send the uplink data. Otherwise (i.e., the reference NCF value <
current NCF value), the device will wait for the next current NCF update o check whether natwork
conditions and the policy table permit a requast or the sending of the data of the autonomous report.

The value of the current NCF is computad and can be sent 1o the device on a pericdic basis {a.9.,
~seconds) in a System Information Biock (S1B) message or a RRC massage. One method for sending

a NCF having four levals {ranging over values 1-3} is to utilize two (2) bits in an existing 318 message.

The current NCF is a function of the current network load (CNL), number of devices (nD) on that cell
{(LTEYaccess point (WiFiyele., and reporting pallern (RP) of recent loT requests from the devices.
This relation may be expressed as NCF = {{CNL, nD, RP). The CNL is network specific.

Tha current network load (CNL) is computad using the following paramelers:

a = the number of connacted users,

b = the number of connected machine fype communication (MTC) users;

¢ = downiini/uplink physical resource block consumption (DL/UL PRB consumption) (thatl is shared
with MTC),

d = MTC DL/UL PRB consumption; and

e = cost of fransmission.

Thea above parameters can be used o compuie the load on the LTE eNB: CNL = Max(
a’h b/B o/C diD, e/E)
where a, b, ¢, d, e are the current values and

A, B, C, D, E are the respective MAX values of these same parameters.

The number of devices {nD} is equivalent to the number of loT devices aclively sending data using that

access tachnology during the last n {e.g., tunable inlsger valug) interval.

The reporting patiern (RP) is a value assigned for o7 reporting occurring over the last x {e.g., tunable
integer value) interval {e.g., x days). For example, frequent and rapid, short communications from
many devicas can denote a lot of loT devicas are chalty. For example, a small number of ioT devicas
reporting over the interval can indicale a lack of aclivily in thal area. For exampile, reporling by a large
number of loT devices at regular interval can be used to eslablish a prediciabie pattern that can be
utilized to adjust the refarence NOF and adjusied delta periodicity.
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As mentionad above, the current NCF for a respective cell/access point is a function of the CNL, nD on
the respective cell/access point, and the RP of recent loT reguests from the devices. The functional
relationship between NCF and its input parameters can be further detailed. The higher the CNL, the
higher is the value of the NCF. The higher the nD, the higher is the value of the NCF. A predictable
patiern of reporting by a large number of devices al reguiar interval helps to adjust the NCF; for
exampie, during thoss intervals of usually largs number of aulonomous reports, the value of the NCF

may not be reduced even if the numbar of reports transmitied may decrease for a shori period.

Based on the periodic patterns of reporting from the various devices, it may be possible o modify the
adjusted delta periodicity. For example, it is possible to “learn” that a large number of 10T davices are
reporting and thus scheduled at the same lime. This can be accomplished by finding activily during a
time frame and discovering a pallern in aclivily reporling levels. For example, the network load can
spke at a given time. If the reports causing the network load to spike are non-lime critical reporiing,
the periodicity may be adjusted by a small delta on a group of devices 50 as 1o stagger the raporiing
sufficiently to ensure the network is not overloaded. “Adiusted dealia periodicity” can be expressed as
an absoluie time or a relative value. For example, if the adjusted delia periodicity is expressed as an
absolute valug it may be expressed as a spacified tima such as a speciiied time of the day or day of
week., Expressed as a relative value, the adjusted delta periodicity may be expressed as a relative
value with respect to another event {such as, the pre-programmed time on the device to fransmit the
autonomous dala, the lime when the cost of fransmission goes down, and the like}. The relative time
can be g fraction of a specified lime where the fraction can be delermined by the device by sither
using a hashing function on its international Mobiie Subscriber identity (iMSH or by generating a
random number and then dividing the resultant number by ils maximum possible value and the like.

The relative time can be utilized to shift the raporting time of an autonomous report.

The exemplary policy table along with the computation of the current NCF favors transmission of UL
data from the loT devices when the user equipment (UE) power needed 1o send the data is lower, al
the same lime ensuring that the load on the network is manageable. This results in reduction of
battery consumplion of devicas, efficient ulilization of nstwork resources, avoidance of nelwork
overload conditions and better QoE of non-toT applications. The policy table takas into consideration
all these application characterislics of the 0T data o be sent in an auicnomous report and ensures
batier Qok of loT applications. While automalic tuning of the policy table allows for hands off control
and managemeant of autonomous repaorting, the network operator may also override the default policy
table.

FIG. 2 is a block diagram of a cellular network 200 in accordance with some embodiments. WiFi
access point 202 providss the air interface for a Wiki compliant device 204 to connect 1o a wired
natwork., LTE eNb 206 provides the alr interface for an LTE compliant device 204 to connect io the
wirad network. Communication device 204 is a multi-access technology device, both W-Fiand LTE
compliant. WiFi access point 202 and LTE eNb 208 are associated with a Mobile Edge Computing
(MEQC) device 208. The MEC 208 provides the link between the mobile network and the
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telecommunication cloud including application servers 210. The MEC 208 also implements a LoRA
gateway 212 to provide access o the telecommunication cloud 1o LoRA enabled devices 214. The
MEG 208 may also include a SigFox gateway (not shown) for connection to SigFox compliant devices

{nol shown).

A logical entity, named herein a Dynamic Policy based Control for Autonomous Transmission
(DPCAT) 216, is instantiated on the MEC 208. The DCPAT 216 permits the provisioning of the initial
configuration of the policy iabie o be provided to the communication devices 204, 214 (e.g., IoT
devices). The DCPAT 216 on the MEC 208 also updates the policy table as and when cerfain network
conditions change, as discussed above. For example, the DCPAT 2186 may be used {o change the
reference natwork condition factor (NCF)} and adjusted delta periodicity. The adjusted delta periodicity
and the reference NCF may be adapted based on activities in the natwork and the “lgarnsd” paiterns
of loT traffic. The DCPAT 216 also computes the currant NCF and sends a periodic (e.g., on the order
of ~secs) updais to the loT devices of the currerit NCF. The DPCAT 216 can reside on MEC 208 and
orchesirate the configuring and dynamic adjusiment of the policy. H can also be standalone and/or be

instantiated on another network elemeant in the network.

Corresponding DPCATs 218, 220 at the communication devices 204, 214 receive initial and updated
configurations of the policy table and perindic updates of the current NCF in order 1o be able o send

autonomous reports according to the methodology further describe with respect to FIG. 4

FI3. 3 depicts a high-level block diagram of a computing device suitable for use in various
empodiments. As dapicited in FIG. 3, computing device 300 includes a processor element 302 (e.g., a
central processing unit (CPU) and/or other suitable processor(s)), a memory 304 (e.g., random access
memory (RAM), read only memory (ROM), and the like}, cooperating module/process 305, and various
inpul/output devices 306 (e.q., a user inpul device (such a5 a keyboard, a keypad, a mouse, and the
like}, a user output device {such as a display, a speaker, and tha like), an input port, an oulpul port, a
receiver, a transmilter, and storage devices {e.g., a persistent solid stale drive, a hard disk drive, a
compact disk drive, and tha like).

in the case of a routing or switching device such as an loT device, UE, WiFi access point, elNb, MEC
and the iike, the cooperating module process 305 may impiement various switching devices, routing
devices, interface devices and 30 on as known {0 those skilled inthe art. Thus, the computing device
300 is implemented within the context of such a rouling or swilching device {or within the context of
one or more modules or sub-alemenis of such a device), further funclions appropriate to thal routing or
swilching device are also contemplaled and theses further funclions are in communication with or
ctherwise associated with the processor 302, input-ouiput devices 306 and memory 304 of the
computing device 300 described herein.

it will be appreciated thal the functions depicted and described herain may be implemented in
hardware and/or in a combination of software and hardware, &.¢., using a general purpose computer,

one or more application specific integrated circuits (ASIC), and/or any other hardware eguivalents. In
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one embodiment, the cooperating process 305 can be loaded into memaory 304 and executed by
processor 302 {o implement the functions as discussed herein. Thus, cooperating process 305
{including associated data structures) can be stored on a computer readable storage medium, e.g.,
RAM memory, magnetic or oplical drive or diskelte, and the like.

it will be appreciated that computing device 300 depicted in FIG. 3 provides a general archilecture and
functionality suitable for implemaenting funciional elemenis describad herein or portions of the

functional elements described herein.

it is contemplaled that some of the sleps further discussed herein may be implemented within
hardware, for example, as circuitry that coopearates with the processor o perform various msthod
steps. Portions of the {unctions/elements described herein may be imglemented as a compuler
program product wherein computer instructions, whean processed by a compuling deavice, adapt the
operation of the computing device such that the methods and/or technigues described herein are
invoked or otherwise provided. instructions for invoking the inventive methods may be stored in
tangible and non-transitory compuler readable medium such as fixed or removable media or memory,

and/or stored within a memory within a computing device operating according to the instructions.

Various embodiments contemplale an apparalus including a processor and memory, where the
processor is configured o receive via an interface at least one curreni network condition {actor (NCF),
a respactive one of at least ona current NCF indicaling a level of congeslion of a corresponding
natwork; determine thal there is an autonomous report to be transmitied; in response to determining
that there is an autonomous report o fransmit, determine a policy entry of a policy used for
autonomous reporting based on maiching values of one or more input parameters related to the
auvtonomous report to values of one or more input parameters of the policy entry; defermine a
reference NCF for a first netwaork, the reference NCF for the first network corresponding to the policy
entry; and delermine whether to request to transmil the autonomous report on the first network based
on a comparison ¢f the referance NCF for the first network and the currerii NCF of the first network.
The processor is configured o parform the various funcltions as described, as well communicats with
other sntities/apparatus including respective procassors and memgeries 1o exchangs contral plane and

data plane information in accordance of the varicus embodiments.

FIG. 4 is an example flow chart depicting the methodology 400 of the DCPAT configured on a loT
device in accordance with some embodiments. Al block 402, the loT device receives a policy table.
For instance, FIG. 5 is an example policy table 500 configured on a Long Range Wide-area (LoRa)
device in accordance with some embodimenis and which may be conligured on an loT davice
according to the method of FIG. 4. As before with respact io FIG. 1, the policy table 500 shown in Fig.
5 includes the paramelers/criteria of: criticalness of the informalion being reported, reliabiiity required
for the daia being reported, size of the data being reporied, and device power level required o send
the autonomous report. When an autonomous report is to be transmitied, a certain time criticalness of

the information being reported, a certain raliability required for the data being reporied, a cartain size
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of the data being reported, and a certain device power level can be determined. Trealments in the
policy iable specify how an identified autonomous report is 1o be handled once a specified
autonomous reporl is delermined; the trealment indicates the handling of autonomous reporling by the
device of a report having particular paramesisrg/criteria. Treatments of an autonomous report are

instructed by \ a reference network condition factor (NGF}Y and an adjusied delta pericdicity.

Input parameters/criteria identify a particular autonomous report. Treatment identifies the particular
treatment of a respective report identified by the input parameters/criteria. Accordingly, the top row
{first row) 802 of the policy table 500 indicates that power required 1o send dala over the LoRa nelwork
is low and time sensilivily is mission critical. The reliabilily and size of data input parameters are
identified by a wildcard symbol {(i.e., "y which indicales that the parameler value is “don’t care”. For
these input parameters, the reaiment is the same for all possible values of the respective parameter
such that auicnomous reports need not be characterized by the input parameter in order to identify the

desired treatment.

The treatment of the autonomous report having the values of input paramsters that match those of a
row of the policy table, is identified by the reference NCF and the adjusted delia periodicity. For row

one (1), the reference NCF is three (3) and the adjusted delta periodicity is zero (0).

Similarly, the eighth row 504 of the policy table 500 indicaies that power required to send data over the
LoRa network is high, time sensitivity of the autonomous report is time critical, the reliability required of
the autonomous report is low, and size of data of the autonomous repori is “don’t care”. The treabment
of the autonomous report having the values of input parameters that maich those of a row of the policy
table, is identified by the reference NCF and the adjusied delta periodicity. For row eight (8), the
reference NCF is one (1) for the LoRa network and the adjusted delta periodicity is zero {0).

“N/A” indicatas that the 10T devica is not smari encugh to discern the paramelar/criteria value.
Thearelore, the last three rows 506 of the policy table 500 correspond o the casas when the device is
not able to discern the values of most (all except “size of data”) or all of the autonomous report

parametars/criteria.
Returning to FIG. 4, at block 404, 10T device determines that it has uplink autonomous report 1o send.

Al block 408, the loT device finds the row of the policy tabla thal matches current input parameters
and looks up the reference NCF value in thal row. In regponse to determining that there is an
autonomous report to transmit at the device, the device delermines a policy entry of a policy used for
autonomous reporting based on maitching values of one or more inpul parameters related 1o the
autonomous report to values of one or more input parameters of the policy entry. The loT device then
determines a reference NCF value for a first network, the reference NCF value for the first network

corresponding to the policy eniry.
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At biock 408, the IoT device determines whether the reference NCF value is greater than or equal to
the current NCF value. The device determines whether 1o request to transmit the autonomous report
on the first network based on a comparison of the reference NCF value for the first network and the

current NCF of the first network.

if the reference NCF value is not greatsr than or equal 1o the current NOF value, Le., the refarence
MNCF valug is lass than the current NCF value, at block 410 the loT device wails for the next current
NCF update to arrive from the network and then again determines whether the reference NCF value is
greater than or equal to the current NCF value at block 408,

if the reference NGF value is greater than or equal to the current NCF value, at block 412 thas loT
device can, oifsst by delta adjusied pericdicity, request to send the uplink dala.

A couple of examples will further detail the methodology according o seme embodiments. in a first
exampie, assume that there is a first device 204 that is capabie of muitiple access technologies (8.q.,
Wi-Fi and LTE). On the network side, the DPCAT function 216 running on the MEC 208 computes
and configures a default policy table on a first device. The policy table is seni to the first device in a
RRC massage. In this first exampie, tha policy table configured on the mulliple access technologies
device (e.g., a Wi-Fi and LTE device) is the policy table of FIG. 1.

On the natwork side, the DPCAT function 216 at the MEC 208 computas the current NCF for the LTE
network and the WiFi network. Suppose that the current NCF values are calculaied 10 be two (2) and
two (2} for the LTE network and the WiFi network respectively for this interval (intervals may be, for
example. in seconds). The current NCF values are sent o the first device in a System Information

Biock (8IB) message.

The corresponding DOPAT 218 on the first device 204 receives the current NCF values for the LTE
network and the WiFi network, if the first device were a single technology device, the first device may
only receive the current NCF value for that wireless technology. Accordingly, the loT device receives,
at least one current network condition factor (NCF), respective ones of at least one current NCF

indicating a level of congestion of a corresponding network calculated as discussed above,

Then, a non-lime critical autonomous report needs lo be sent from the first device. The
parameters/crileria of the auionomous fransmission contemplated maiches the eniry in the policy table
of FIG 1 Hustrated in FIG. 6. Accordingly, FIG. 8 is a portion 800 ¢f an example policy table maiching
the input parameters of an autonomous report to be in accordance with somea embodiments. That is,
for this particuiar autonomous report contemplated, the power required to send data over the LTE
network is low, the power required to send data over the WiFi network is low, the time sensitivity of the
autonomous report is non-time critical, the reliabilily required of the autonomous report may be high or
low, and size of data of the autonomous report is low. The treatment of the auionomous report having
these input parametars/criteria is indicated by the reference NCF of two (2) for LTE network, refarence
NCF of one (1} for the WiFi network, and adjusted delta periodicity of zerg (0)
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Rased on whether the reference NCF value is greater than or equal to the current NCF value, the IoT
device determines whether 1o proceed with requesting fransmission of the autonomous report. i the
reference NCF value is greater than or egual to the current NCF value, the loT device can, offset by
delta adjusted periodicity, reguest to send the uplink data. if the relerence NCF valus is not greater
than or equal to the current NCF vaiue, the 10T device wails for the next currant NCF update {o arrive
from the network before checking again whather to procesd with requesting transmission of the
autonomous raport. In this example, since the current NCF values reported are two (2) for LTE and
two (2) for WiFi and the referance NCF values in the policy table entry of FIG. § arg two (2) for LTE
and one (1) for LTE, the autonomous transmission is permitied to proceed on LTE optionally offset by
the adjusted delta periodicity and not permitied 1o proceed on Wi-FiL

in a second example, again assume that there is a first device thal is capabile of multiple access
technologies (e.g., Wi-Fi and LTE). On the neitwork side, the DPCAT function running on the MEC
computes and configures a default policy table on the first device. The policy table is sent to the first
device in & RRC massage. In this second example, the policy table configured on the multiple access
technologies devica (e.g., a Wi-Fi and LTE davice) is the policy table of FIG. 1.

On the network side, the DPCAT function at the MEC computes the current NCF for the LTE network
and the WiFi network. Suppose that the current NCF values are calculated to be thrae (2) and two (2)
for the LTE networl and the WiFi network respectively for this interval (intervals may be, for example.
in seconds). The current NCF valuas are seni to the firsi device in a System Information Block (8IB)

message.

The corresponding DCPAT on the first device receives the current NCF values for the LTE network
and the WiFi nelwork. Then, one time-critical autonomous report and another non-time critical
autonomous report need to be sent from the first device. The parameters/criteria of the ausionomous
transmissions contermnplated match the entries in the policy table of FIG 1 Hlustrated in FIG. 7.
Accordingly, FIG. 7 is a portion 700 of an exampie policy table matching the input parameters of an
autonomous raport o be in accordance with somea embodiments. That is, for a time-critical
autonomous report contempiatad, the power required to send data over the LTE nebwork is low, the
power required 1o send data over the Wik network is high, the reliability required of the ationomous
report is high, and size of data of the autonomous repori is low. The treaiment of the autonomous
report having these input parameters/criteria is indicated by the reference NCF of three (3) for LTE
network, reference NCF of one (1) for the WIFI nebwvork, and adjusted delta periodicity of zero (0).
That is, for non-time-critical autonomous raport contempilated, the power requirad o send data over
the LTE network is low, the power required 1o send data over the WiFi nelwork is low, the reliability
required of the auionomous report may be high or low, and size of data of the aulonomous report is
tow. The treatment of the autonomous raport having these inpul parameters/criteria is indicated by the
reference NCF of two {2} for LTE network, reference NCF of one (1) for the WiFi network, and
adjusted delta perindicity of zero {0).
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ased on whether the reference NCF value is greater than or equal to the current NCF value, the loT
device determines whether 1o proceed with requesting fransmission of the autonomous report. i the
reference NCF value is greater than or equal o the current NCF value, the loT device can, offsat by
delta adjusted periodicity, reguest to send the uplink data. if the relerence NCF valus is not greater
than or equal to the current NCF vaiue, the 10T device wails for the next currant NCF update {o arrive
from the network before checking again whather to procesd with requesting transmission of the
autonomous raport. In this example, since the current NCF values reporied are thres (3} for LTE and
three (3) for Wikl and the reference NCF values in the time critical entry of FIG. 7 are three (3) for LTE
and one (1) for LTE, the time critical autonomous transmission is permitied to proceed on LTE
optionally offset by the adjusted delia periodicity and not permitied to proceed on Wi-Fi. in this case
the adjusted delta periodicity is zere (0) s0 there is no time offset of the request for network resources.
For the non-time critical entry, the value of the reference NCF of FIG. 7 is two {2) for LTE and one (1)
for WiFi. Therefore, since the current NCF values reported are three (3} for LTE and three (3) for WiFi
this non-time critical autonomous fransmission is not permitted o proceed on both LTE and WiFi. The
device will wait for the next NCF report befors proceeding to again determine whether this non-time

critical dala transmission can proceed.

in one embodiment, a method includes receiving, at a device, at least one current network condition
factor (NCF) value, a respective one of at least one current NCF value indicating a level of congestion
of a corresponding network. The method further includes delermining, al the device, that there is an
autonomous report {0 be transmilied, in response 1o delermining that there is an aulonomous report fo
transmit at the devica, delermining, at the davice, a policy entry of a policy usad for autonomous
reporting based on malching values of one or more input parameters related o the autonomous report
to values of one or more input parameters of the policy antry, and determining, at the device, a
reference NCF value for a first netwaork, the reference NCF value for the first network corresponding to
the policy entry. The method further includes requesting, at the device, o transmil the autonomous
report on the first network based on a comparison of the reference NCF value for the first network and
the current NCF value of the first network.

in ons embodiment, the mathod includes receiving, al the device, the policy usad for auvtonomous
reporting by the device, the policy having a plurality of enirias relaling a plurality of input parameters
concerning a raspactive autonomous repori (o freatmant for ransmission of the respective

autonomous report.

In one embodiment, the trealment for transmission of the policy entry includes a plurality of reference

NCF values for a corresponding piurality of networks.

In one embodiment, the reaiment for tranamission of tha policy entry further includes an adjusted

change of pericdicity indicating a tima shif for the autonomous report.

In ons embodiment, the mathod further includes modifying the adjusted change of periodicily basad on

patterns of pericdic autonomous reporting and a number of devicss involved in the reporting.
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in one embodiment, the input parameters of the policy entry include a power level required of the
device 1o send a transmission on a corresponding network, a time sensitivity of the autonomous report,

a reliability requirad of the autonomous report, and a size of dala of the autonomous report.

In one embodiment, the first network may be a Long Term Evolution (LTE) network, a Wiki network, a

Long Rangs Wide Area {LoRA) network, or a SigFox network.

in one embodiment, the requesting includes requesting to transmit the autonomeous report when the
reference NCF value of the first network is greater than or sgual to the current NCF value of the first

nietwork.

In one embodiment, the reguesting includes abstaining from requesting 1o transmit the auionomous
report for a time interval when the reference NCF valug of the first network is less than the current

MNCF value of the first network.
in one embodiment, the davice is an Internet of Things (loT) device or a user sguipmeant.

in ons embodiment, the mathod of claim 1 {urther includes tfransmitting the autonomous report on the

first network.

in one embodiment, the current NCF value is a function of a current network load of the corresponding
networl, a number of devices on a cell 1o which the device is connecied, and a reporiing patiern of

recent intarnat of Things (loT) requests for network resources.

In yel another embodiment, an apparatus comprises an interface to one or more networks and a
procassor. The processor is configured o receive via the interface at lsast ona current network
condition factor (NCF) value, a respective ona of at least one current NCF value indicating a level of
congestion of a corresponding network; defermine that there is an autonomous report 1o be
transmitted; in response to determining thatl there is an autonomous report to fransmii, determine a
policy entry of g policy used for autonomous reporting based on maiching values of one or more input
parameters relaled to the autonomous report to values of one or more input parameters of the policy
entry; determine a reference NUF value for a first network, the reference NCF value for the first
network corresponding to the policy entry; and request 1o transmit the autonomous repori on the first
natwork based on a comparisan of the relerence NCF valua for the first network and the current NCF

value of the first nelwork.

in one embodiment, the processor is further configured to receive the policy used for autonomous
reporting, the policy having a plurality of entries relating a plurality of input parameters concerning a

respective autonomous report to reatment for fransmission of the respective aulonomous report.

in one embodiment, the raatment for transmission of the policy entry comprises: a plurality of

reference NCF values for a corresponding plurality of networks.



P
o

30

WO 2018/204189 PCT/US2018/029827

in one embodiment, the treatment for transmission of the policy entry further comprises an adjusted

change of pericdicity indicating a time shift for the aulonomous report.

in ons embodiment, the processor is further contigured to modify the adjusted change of periodicity

based on palierns of periodic autonomaous reporting and a number of devices involved in the reporting.

in one embodiment, the input parameters of the policy eniry comprise a power level required of the
apparaius to send a fransmission on a corresponding nelwork, a time sensitivity of the autonomous

report, a reliability required of the autonomous report, and a size of dala of the aulonomous report.

In ons embodiment, the one or more networks is one or more of a Long Term Evolution {LTE) network,

a WiFi network, & Long Range Wide area {(LoRA} natwork, or a SigFox network.

in one embodiment, the processor is configured o reguest o fransmit the autonomous report when
the reference NCF value of the first network is greater than or equal to the current NCF value of the

first network.

In one embodiment, the precessor is configured o abstain from requesting o transmit the aulonomous
report for a time interval whan the reference NCF value of the first natwork is less than the current

NCF value of the first network.
in one embodiment, the apparatus is an internet of Things (loT) device or a user equipment.

In one embodiment, the procassor is further configured 1o transmitling the autonomous repori on the

first network.

in one embodiment, the current NCF value is a function of a current network Ipad of the corresponding
network, a number of devices on a cell 1o which the device is connected, and a reporting paitern of

recent internet of Things (loT) requests for nelwork resources.

In some embodimenis, cartain aspects of the techniques described above may implemanted by one or
maore processors of a processing system executing sofiware. The sofiware comprises one or mora
sais of executable instructions stored or otharwise tangibly embodied on a non-transitory computer
readabie storage medium. The software can include the insiructions and cerlain daia that, when
executed by the one or more processors, manipulate the one or more processors 1o perform one or
more aspects of the technigques described above. The non-transitory computer readable storage
medium can include, for example, a magnelic or optical disk slorage device, solid stale slorage
devices such as Flash memory, a cache, random access memory (RAM) or other non-volalile memory
device or davices, and the like. The executable insiructions stored on the non-transitory computer
readabls storage medium may be in source cods, assembly language code, obiject code, or other
instruction format that is interpreted or otherwise executable by one or more processors.
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A compuier readable siorage medium may include any storage medium, or combination of storage
media, accessible by a computer system during use to provide instructions and/or data o the
computer systern. Such storage media can includs, but is not limited to, optical media {2.g., compact
dise {CD), digital versatile disc (DVD), Blu-Ray dise), magnetic media (e.g., floppy disc , magnetic
taps, or magnetic hard drive), volatile mamaory (e.q., random access memaory (RAM} or cache), non-
volatile memory (8.9, read-only memory (ROM) or Fiash memory), or microelectromachanical
systems (MEMS)-based storage media. The compuier readable storage medium may be embeddad in
the computing system (e.q., system RAM or ROM), fixedly attached to the computing system (e.g., a
magnetic hard drive), removably attached to the computing system {e.g., an optical disc or Liniversal
Serial Bus {(USB)-based Flash memeory), or coupled o the computer system via a wired or wireless
network {e.g., network accessible storage (NAS)).

[0001] Note thal not alf of the aclivities or elements described above in the general descriplion are
reguired, that a portion of a specific activity or device may not ba required, and that one or more
further activities may be performed, or elements included, in addition to those described. Still further,
the order in which activities are listed are not necessarily the order in which they are performed. Also,
the concepts have been described with reference to specific embodiments. However, one of ordinary
skill in the art appreciates that various medifications and changes can be made without departing from
the scope of the present disclosure as set {orth in the claims below. Accordingly, the specification and
figures are 1o be regarded in an Hllustrative rather than a restriclive sense, and all such modifications

are intendad o be included within the scope of the prasent disciosure.

Benefits, other advaniages, and solutions 1o problems have been described above with regard o
specific embodiments. However, the benelits, advantages, solutions 1o problems, and any fealure(s)
that may cause any beneiil, advantage, or soiution {o occur or become more pronounced are not (o be
construed as a critical, required, or essential fealure of any or all the claims. Moreover, the particular
embodiments disclosed above are illustrative only, as the disclosed subjsct malier may be modified
and practiced in different but equivalent manners apparent [0 those skilled in the art having the benefil
of the teachings herein. No limitalions are intended to the delails of consiruction or design herain
shiown, other than as described in the claims below. 1 is therefore gvident that the particular
embodiments disclosed above may be altered or modified and all such variations are considered
within the scope of the disclosed subject matter. Accordingly, the protaction sought herein is as set

forth in the c¢laims below.
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WHAT IS CLAIMED 1S:

1. A method comprising:
receiving, at a device, at least one current network condition factor (NCF), a respective
one of the at least one current NCF indicating a level of congestion of a
corresponding network;
determuning, at the device, that there is an autonomous report to be transmitied;
in response to determining that there is an autonomeous report {o transmit at the device,
determining, at the device, a2 policy entry of 2 policy used for autonomous
reporting based on matching values of one or more input parameters related to
the autonomous report o values of one or more input parameters of the policy
entry;
determining, at the device, a reference NCF for a first network, the reference NCF for
the first network corresponding to the policy entry; and
requesting, at the device, to transmit the autonomous report on the first network based
on a comparison of the reference NCF for the first network and the current

NCF of the first network.

2. The method of claim 1 further comprising:
receiving, at the device, the policy used for astonomous reporting by the device, the
policy having a plurality of entries relating a plurality of input parameters
concerning a respective autonomous report to treatment for transmission of the

fﬁSpﬁCti ve anfonomous report.

3. The method of claim 1 wherein the input parameters of the policy entry comprise:
a power level required of the device to send a transmission on a corresponding
network, a time sensitivity of the autonomous report, a reliability required of

the autonomous repart, and a size of data of the auntonomous report.

4. The method of claim 1 wherein the first network is a Long Term Evolution (LTE) network,

a WikFi network, a Long Range Wide Area (LoRA) network, or a Sighox network.
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5. The method of claim 1 wherein the requesting comprises:
requesting to transmit the autonomous report when the reference NCF of the first
network is greater than or equal to the current NCF of the first network; and
abstaining from requesting to transmit the autonomous report for a time interval when
the reference NCF of the first network is less than the current NCF of the first

network.

6. An apparatus comprising:
an interface to one or more networks;
a processor configured to
receive via the interface at least one current network condition factor (NCF), a
respective one of at least one current NCF indicating a ievel of
congestion of a corresponding network;
determine that there is an autonomous report o be transmitied;
in response to determining that there is an autonomaous report (o transmit,
determine a policy entry of a policy used for avtonomous reporting
based on matching values of one or more input parameters related to
the autonomaous report to values of one or more input parameters of the
policy entry;
determine a reference NCF for a first network, the reference NCF for the first
network corresponding to the policy entry; and
request to transmit the autonomous report on the first network basedon a
comparison of the reference NCF for the first network and the current

NCF of the first network.

7. The apparatus of claim 6, wherein the processor is further configured to receive the policy
used for autonomous reporting, the policy having a plurality of entries relating a plurality of
input parameters Concerning a respective autonomous report (o treatment for transmission of

the respective autonomous report.
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8. The apparatus of claim 6, wherein the input parameters of the policy entry comprise:
a power level required of the apparatus to send a transmission on a corresponding
network, a time sensitivity of the autonomous report, a reliability required of

the autonomous report, and a size of data of the autonomous report.

9. The apparatus of claim 6, wherein the one or more networks is one or more of a Long Term
Evolation {LTE) network, a WiFi network, a Long Range Wide area (LoRA) network, or a

SigFox network.

10. The apparatus of claim 6, wherein the processor is configured to:
request fo fransmit the autonomous report when the reference NCF of the first network
is greater than or equal to the current NCF of the first network; and abstain
from requesting to transmit the autonomous report for a time interval when the
reference NCF of the first network is less than the current NCF of the first

network.
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