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Abstract of the Disclosure

A computer based network system includes a first node having a data value,
medla for transmutmg a network frame, and first and second node computers coupied
to the media. The first node computer is programmed to generate a numeric address
based on at least a portion of a publication title, to load the data value and publication
title into 2 data field ofthe network frame, to load the numeric address into a -
destination address field ol the network ﬁ'ame and to send the network frame on to
the destination address via the media. The second node computer is programmed to
have the publication title associated with the data value. to generate the numeric
address based on at least a portion of the publication title, to receive from the media
the network frame with this numeric address, to evaluate the received frame to
determine whether the publication title used to generate the numeric address is in the
data field of the network frame. to remove the data value from the data field of the
netwoerk frame when the publication title used to generate the numeric address is in
the data field. and to discard the network frame when the data field of the network
trame lacks the publication title used to generate the numeric address.

A computer-readable medium including a computer software program having
a set of executable modules for transmitting data on a network via a network frame is”

also disciosed A computer based networking method is further disclosed,
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SOFTWARE PROGRAM FOR COMPUTER NETWORK SYSTEMS

Background and Summary

The present invention retates to a software program. More particularly, the
present invention relates to a software program for computer network systems that
utilizes at least a portion of a data publication title to create a numeric destination
address for a compuler network system network frame so that the network frame is
sent directly 1o the destination address and received by one or more computer network
system subscribers of the network frame without the use of a network address server.

A typical computer network system includes a network media such as coaxial
cable or twisted-pair cable. and a plurality of nodes. such as computers, terminals,
printers, data storage devices, and servers that are connected to the media. The nodes
communicate with one another according to an architecture model, such as the Open-
Systems Interconnection (OSI) Model. The OSI Model includes eight different
layers. These layers are: Media, Physical, Data Link, Network, Transport, Session,
Presentation Services. and Application.

The Media layer includes hardware or software used for connecting nodes
together, such as the above-described coaxial cable or twisted-pair cable, The
Physical layer is the connection interface between a node and the Media layer, such as
RS-232C or IEEE 802.3. The Data Link layer is the mechanism used for data transfer
across the Physical layer. The Data Link laver can be subdivided into a Logic Link
Control (LLC) sublaver and a Medium Access Contro} (MAC) sublayer. The LLC
sublayer governs the connection between end points via a protocol, such as Ethernet.
The MAC sublayer assembles data to be sent into a frame and disassembles data
before passing it to the L.LC sublayer.

The Netwaork layer is in charge of routing either through connection-oriented
or connectionless-oriented means. This layer forms data packets and routes them
from one node 10 another. Protocols used at this layer include X.25 and ISDN. The

Transport layer is a network independent service provided to the Session layer. The




Transport layer receives dala from the Session layer and sends it to a destination. The
Transport layer performs the reverse function when data is inbound from a target
node. The Session layer is where connection points between nodes are established.

Addresses used at this layer differ from those used at the Transport layer. Session

w

layer addresses are used by programs or users. Transport layer addresses are used to
eslablish Transport layer connections. The Session layer is responsible for
establishing a connection for an application to use. The Session layer is also
responsible for enforcing protocols between applications and reconnection in the
event of a failure between two layers.

10 Translation of data passed between nodes is performed at the Presentation
Services layer. The Presentation services layer also provides transformation of data

exchanged between the Application layer and items above the Application layer.

Finalty. the Application layer provides services to applications so that the OSI
capabilities can be accessed,

15 As noted above. Lthernet is a lower layer networking protocol in the OSI
Model. Ethernet operates in one of three addressing modes: unicast. broadcast, and
multicast. Unicast is a point-to-point technology which directs a message from one
node to a second node on the network, with no other network nodes receiving this
message. Broadcast addressing sends a network frame via the media 1o all nodes

20 connected to the network on which the network frame is transmitted. Each node on

the broadcast network must read the frame and discard it if the network frame is

unwanied. This requires Central Processing Unit (CPU) time which constitutes a
significant portion of overall available CPU bandwidth for less sophisticated CPUs.
The same issues arise for multicast addressing which Ethernet also supports.

25 Multicast addressing is a specialized type of broadcast transmission in which a subset
of the network nodes receive a network frame.

Multicast addressing attempts to overcome the disadvantages. noted above,

with broadcast addressing by accessing only a subset of the nodes on a network.
However. such multicast addressing must be managed by one of several techniques.

-

30 One technique is to use a computer network system address server to manage the
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allocation of network addresses on the network. Such an address server utilizes a look-
up table to determine which address to use. This table typically includes a list of
network frame titles to which a corresponding publisher list and subscriber list are
indexed. Use of an address server has the disadvantage of requiring each node to

5 establish a dialogue with the address server to determine which addresses to use for the

various frames,

Another disadvantage associated with multicast addressing is that an additional
protocol needs to be developed to access the address server, A further disadvantage
includes that additional network frames or traffic are present on the computer network

10 system in order to talk with the address server. The address server is also a single point
of failure for the computer network system. Additional complexity is required to deal
with replacing a server while a network system continues to operate (e.g., hot standby or
disk mirrors). Still further disadvantages include that additional network frames or

network traffic are required to determine when an address is no longer in use and when a

15 node powers up, it must talk to the address server, possibly overloading or swamping the

computer system network if a large quantity of nodes are present.
According to a first aspect of the present invention there is provided a computer
based network system, comprising:
a first node having a data value,

20 media for transmitting a network frame;

a first node computer coupled to the media and programmed to have a publication
title associated with the data value, to generate a numeric address based on at least a
portion of the publication title, to load the data value and publication title into a data

field of the network frame, to load the numeric address into a destination address field of
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the network frame, and to send the network frame on to the destination addtess via the
media, said destination address being a multicast address type; and

a second node computer coupled to the media and programmed to have the
publication title associated with the data value, to generate the numeric address based on
at least 4 portion of the publication title, to receive from the media the network frame
with this numeric address, to evaluate the received frame to determine whether the
publication title used to generate the numeric address is in the data field of the network
frame, to remove the data value from the data field of the network frame when the
publication title used to generate the numeric address is in the data field, and to discard
the netvyork frame when the data field of the network frame lacks the publication title
used to generate the numeric address.

According to a second aspect of the present invention there is provided a
computer-readable medium including a computer software program having a set of
executaﬁle modules for transmitting data on a network via a network frame, comprising:

a publication title module that generates a publication title associated with a data
value;

an address module that generates a numeric address for a destination address field
of the network frame based on at least a portion of the publication title; and

a system call module that makes a system call to an operating system to load the
data value and the publication title into a data field of the network frame, to load the
numeriq address into the destination address field of the network frame, and to send the
network frame on to the destination address viaa media for transmitting the network

frame, said destination address being a multicast address type.
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According to another aspect of the present invention there is provided a computer
based networking method, the method comprising the steps of:

créating a publication title associated with a data value;

generating a numeric address based on at least a portion of the publication title;

5 loading the data value and publication title into a data field of the network frame;

loading the numeric address into a destination address field of the network frame;
and

sending the network frame on to the destination address via a network media, said

destination address being a multicast address type.

a
.

10 Preferably, the present invention is directed to alleviation of the above-described
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problems associated with broadcast and multicast network addressing. Preferably, the

e see
.
.

present invention reduces the number of unwanted messages received by nodes, allowing

ee0e s smsmanas
2.

e lower performance CPUs to be used and providing greater available CPU processing
time for other tasks. Preferably, the present invention also eliminates the use of an
A 15 address server which reduces extra equipment, eliminates address server network frames,
and eliminates the single point of failure caused by the use of an address server. Also
s prsferal;iy, the present invention eliminates information processing by nodes caused by
the addn;,ss server protocol normally present.
An embodiment of the present invention is a computer based network system. The
20 computer based network system includes a first node having a data vatue and media,
such as coaxial cable, twisted-pair cable, microwaves, etc., for transmitting a network

frame. The computer based network system also includes a first node
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computer coupled to the media and programmed to have a publication title associated
with the data value. The first node computer is also programmed o generate a
numeric address based on at least a portion of the publication titie and to load the data
value and publication title into a data field of a network frame. The first node
computer is further programined to load the numeric address into a destination address
field of the network frame and to send the network frame on 1o the destination address
via the media. The computer based network system further includes a second node
computer coupled 1o the media and programmed to have the publication title
associated with the data value. The second node computer is also programmed to
generate the numeric address based on at least a portion of the publication title and to
receive frem the media the network frame with this numeric address. The second
node computer is further programmed to evaluate the received frame to determine
whether the publication title used to generate he numeric address is in the data field
of the network frame. to remove the data value from the data field of the network
frame when the publication title used to generate the numeric address is in the data
field. and 1o discard the network frame when the data field of the network frame lacks
the publication title used to generate the numeric address.

The above-described computer based network system may be modified and
include the following characteristics as described below. The first and second nodes
of the computer based network system may each include a sensor. The network
frames used on the computer based network system may include Ethernet frames,

The second node computer may also be programmed to have a second
publication title associated with a second data value, to generate a second numeric
address based on at least a portion of the second publication title. to load the second
data value and the second publication title into a data field of the second network
frame. to load the second numeric address into a destination address field of the
second network frame. and te send the second network frame on to the second
destination address via the media. Such programming allows the second node 1o

communicate with other nodes on a network, including the first node.
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The first node computer may be programmed to have the second publication
title associated with the second data value. to generate the second numeric address
based on at least a portion of the second publication title. to receive from the media
the second network frame with the second numeric address. to evaluaie the received

second network frame to determine whether the second publication title used to

o

generate the second numeric address is in the data field of the second network frame,
10 remove the second data value from the data field of the second network frame when
the second publication title used to generate the second numeric address is in the data
field. and to discard the second network frame when the data fieid of the second

10 network frame lacks the second publication title used to generate the second numeric

Hh address. The second data value may include a control value that adjusts a set point of

the first node. such as temperature. The computer based network system may

* .
. additionally include a second node having the second data value. This second node

sies may be a sensor.

o

Another embodiment of the present invention is a computer-readable medium

including a computer software program having a set of modules executable by at least

one computer for transmilting data on a network via a network frame. The software

2k program includes a publication title module that generates a publication title

egeeal associated with a data value. The software program also includes an address module
. 20 that generates a numeric address for a destination address field of the network frame

e based on at least a portion of the publication title. The software program additionally

tren
-

-
cens

includes a system call module that makes a system call to an operating system to load
the data value and the publication title into a data field of the network frame, to load
the numeric address into the destination address field of the network frame, and to

send the network frame on to the destination address via a media for transmitting the

2
w

network frame.

The above-described computer-readable medium including the software
program may be modified and include the following characteristics as described
below. The software program may additionally include a receive module and an

30 evaluation module. The receive module receives the network frame with the
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destination address from the media. The evaluation moduie evaluates the received frame
with the destination address to determine whether the publication title used to generate
the numeric address is in the data field of the network fratne, removes the data value
from the data field of the network when the publication title used to generate the numeric

5 address is in the data field, and discards the network frame when the data field of the
network frame lacks the publication title used to generate the numeric address,
The network frames may include Ethernet frames. The computer-readable
medium may include things such as magnetic media, Read Only Memory (ROM),
Random Access Memory (RAM), and CD ROM.
10 Another embodiment of the present invention is a computer based networking
method. The computer based networking method includes the steps of creating a
' publication title associated with a data value and generating a numeric address based on
: at least a portion of the publication title. The method includes the additional steps of
loading the data value and the publication title into a data field of the network frame and
i loading the numeric address into a destination address field of the network frame. The

“ves 15

methed further includes the step of sending the network frame on to the destination

et address via the network media.

The above-described method may be modified and include the following steps as

described below. The above-described method may further include the steps of

20

receiving from the media the network frame with the numeric address, evaluating the
received frame to detenmine whether the publication title used to generate the numeric
address is in the data field of the network frame, removing the data value from the data

field of the network frame when the publication title used to generate the numeric
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address is in the data field, and discarding the network frame when the data field of the

network frame lacks the publication title used to generate the numeric address.

Other advantages, and novel features of the present invention will become apparent

from the following detailed description when considered in conjunction with the

5 accompanying drawings.




Brief Description of the Drawings

FIG. | is a diagram of a prior art computer network system.

FIG. 2 is a diagram of an Open-Systems Interconnection (OSI) Model.

FIG. 3 is a diagram of an Ethernet frame.

FIG. 4 is a diagram of a prior art address sefver look-up table.

FIG. 5 is a diagram of a computer network system in accordance with the
present invention.

FIG. 6 is a flowchart of a software program in accordance with the present
invention,

FIGS. 7A and 7B list source code in accordance with the present invention.

FIGS. 8A and 8B list source code in accordance with the present invention.

FIG. 9 is a flowchart of a software program in accordance with the present
invention.

FIGS. 10A and 10B list source code in accordance with the present invention.

Detailed Description of the Drawings

A diagram of a prior art computer network system 10 is shown in FIG, 1.
Computer network svstem 10 includes a media 12, such as coaxial cable, that includes
branches 14 and 16 located in Building I, branch 18 located in Building I1, and branch
20 located at a location remote from Buildings I and II. Branches 14, 16, 18, and 20
are connected together on media 12 via lines 22, 24, and 26 that may also be made
from coaxial cable. Nodes A, B and C are connected to branch 14 via respective lines
28.30. and 32, nodes D and E are connected to branch 16 via lines 34 and 36; nodes
F. G. and H are connected to branch 18 via respective lines 38, 40, and 42, and
Address server 44 is connected to branch 20 via line 46. In this prior art example,
Nodes A. D. and F are temperature sensors. Nodes B and E are humidity sensors;
Node C monitors and controls temperature in Building [, Node G monitors and
controls temperature in Buiiding II. Node H monitors and control temperature in
Buildings [ and 1. Node C also monitors and controls humidity in Building I, and

Node H also monitors and controls humidity in Buildings [ and I1.




Computer network system 10 is based on an Open-System Interconnection
(OSI) architecture model, discussed more fully below in connection with FIG. 2,and
utilizes an Ethemet protocol, discussed more fully below in connection with FIG. 3.

Referring 10 FIG. 2. an Open-System [nterconnection (OSI) architecture model
48 is illustrated with all eight layers (0-7) shown. OSI model 48 includes a Media
layer 50 which includes hardware or software used for connection between computer
network system nodes. Media examples include coaxial cable and twisted pair cable,
OS] modei 48 also includes a Physical layer 52 that is the connection or interface for
nodes and the Media laver. Examples of physical layers include RS-232C and IEEE
802.3. Data Link layer 54 is the next layer for OSI model 48 and provides the
mechanism for data transfer across the Physical layer. Examples of the Data Link
layer include IEEE 802.3 and IEEE 802.5. Data Link layer 54 can be subdivided into
Logic Link Control {L.LC) sublayer and a Medium Access Control (MAC) sublayer,
The LLC sublaver governs the connection between end points via a protocal, such as
Ethernet. The MAC sublayer assembles data to be sent into a frame and disassembles
data before passing it to the LLC sublayer.

Network laver 36 controls routing either through connection-oriented or
connectionless-oriented means. Network layer 56 forms data packets and routes them
from one node to another. Protocols used at this layer include X.25 and ISDN.
Network layer 36 includes severa] sublayers including an internetworking sublayer
that provides global message routing, an intranetworking sublayer that routes
messages from one 1ype of network to another. a harmonizing sublayer that provides
an interface for adjacent sublavers. and an access sublaver that provides an interface to
Data Link layer 54.

Transport laver 38 provides a network independent service to Session layer 60,
Transport laver 58 receives data from Session layer 60 and sends it lo one or more
destinations. Transport laver 58 provides the reverse function when data is inbound
from one or mere nodes. Session layer 60 establishes a connection point between
nodes. Addresses used at Session layer 60 differ from those used at Transport layer

38. Session layer 60 addresses are used by programs or users. Transport layer 58
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addresses are used to establish Transport layer 58 connections. Session layer 60 is
responsible for establishing a connection for an application to use. Session layer 60 is
also responsible for enforcing protocols between applications and reconnection in the
event of failure between two layers.

Translation of data passed between nodes is performed at the Presentation
Services layer. Presentation services layer 62 also provides transformation of data
exchanged between Application layer 64 and items above Appliéation layer 64.
Application layer 64 provides services to applications so that they can access OS[
capabitlities,

The components of an Ethernet frame 66 used on network system 10 are
shown in FIG. 3. Ethemet frame 66 includes a plurality of fields, discussed more
fully below. Ethemet frame 66 includes a preambie ficld 68 of sixty-four encoded
bits that Physical laver 52 uses for clock synchronization between circuits attached to
a network medium. Destination address field 70 is a forty-eight bit address known as
the Ethemnet address. Source address field 72 s a forty-eight bit address of the
sending node. Protocol type field 74 is a two byte field vsed to indicate the protocol
tvpe if multiple upper-layer protocols occupy the same physical medium, Data field
76 may contain between forty-six and fifteen hundred bytes of data. Finally, Frame
Check Sequence (FCS) field 78 is a thirty-two bit field used to perform cyclical
redundancy checking on all fields of Ethernet frame 66 except Frame Check Sequence
field 78 itself.

As noted above. Ethernet is a lower layer networking protocol which may
operate using broadcast addressing technology in which a network frame is sent via
the medium 1o all nodes connected to the network on which the network frame is
transmitted. Each node on a broadcast network has to read the frame and discard
unwanted ones. This requires Central Processing Unit (CPU) time which can
constitute a significant portion of overall CPU bandwidth for less sophisticated CPUs,
The same issues arise for multicast addressing which Ethemnet may also use.
Multicast addressing is a specialized lype of transmission in which a subset of

network nodes receive a network frame,
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Multicast addressing attempts to deal with the above-noted disadvantages
associated with broadcast addressing through the use of an address server such as
address server 44 of network 10 shown in FIG, 1. Address server 44 manages the
routing of network frames via an address server look-up table 80 like that shown in
FIG. 4. Address server look-up table 80 includes four columns respectively labeled
Publication Title. Publisher(s). Subscriber(s), and Publication Address. The
Publication Title column contains the names of various publication tities of network
frames present on network system 10. In this example, one publication title js
Temperature which represents the value of temperatures sensed at nodes A,DorF.
Network frames containing temperature publication titles are sent to nodes C, G, and
H. rather than being sent to all nodes on network system 10. Nodes C, G, and H
determine whether the data in the frame is for them. I not. the network frame is
discarded. Address server 44 looks up the address for publication title Temperature,
in this case Address 1. 1o determine where to send network frames containing
temperature publication titles. in this case nodes C. G. and H.

Table 80 also includes the publication title Humidity for sensed humidity
values measured by nodes B and E which are listed in column two of table 80 as the
publishers of this information. Network frames containing humidity data are sent to
nodes C and H which determine whether this information is of interest to them, As
shown. in FIG. 4. address server 44 sends network frames with humidity data to
Address 2 which. in this case. includes Nodes C and H.

Table 80 additionally includes a Temperature Set Point publication title
generated by nodes C. G or H to adjust the temperature set point at respective nodes
A.Dand F. Network frames containing Temperature Set Point publication titles are
sent to nodes C. G. and H which determine whether this information is of interest to
them. Address server 4 uses Address 3 for this routing. Finally, as an example, table
80 is shown as including a Humidity Set Point publication title generated by publisher
nodes C or H to adjust the humidity set point at respective nodes B and E. Network

frames containing Humidity Set Point publication titles are sent to nodes B and E




- 11 -

which determine whether this information is of interest to them. Address server 44
uses Address 4 for this routing,
There are several disadvantages associated with the use of address server 44.

Use of address server 44 requires that each node on network 10 establish a dialogue

e

with address server 44 10 determine which destination address to use for a particular
publication title when formatting network frames. Address server 44 must be
configured with the various publication titles, publishers, and subscribers.
Additionally. a separate protocol needs to be developed so that nodes A through H can
access address server 44. This separate protocol adds additional network frames (ie
10 1raffic) on network 10 resuiting in slower network performance, Address server 44
Preees acts as a single point of network system failure should address server 44 fail to
operate and adds complexity to the overail design‘ of system 10 required by having to
deal with replacing address server 44 while system [0 continues 1o operate (e.g., hot

. standby or disk mirrors). Furthermore, additional network frames or traffic is required

h

to determine when an address for a particular title is no longer in use. Finally, when

vach ot nodes A through H power-up, they must each talk to address server 44 which

W can overload the network it a large quantity of nodes are present.

R The present invention is directed to alleviation of the above-described

:...: problems associated with broadcast and multicast network addressing. The present
20 invention reduces the number of unwanted messages received by nodes. allowing

o lower performance CPUs to be used and providing greater available CPU processing

sasa

time for other tasks. The present invention also climinates the use of an address
server which reduces extra equipment. eliminates address server network frames, and
climinates the single point of failure caused by the use of an address server.
25 Furthermore. the present invention eliminates information processing by nodes caused

by the address server protocol normally present,

An embodiment of a computer based network system 100 constructed in
accordance with the present invention is shown in FIG. 5. Network system 100
includes a media 102, such as coaxial eable. wisted-pair cable. satellite waves,

30 microwaves. ete. Media 102 includes branches 104, 106, and 108. Nodes A, B, and




[ )
. »
4 se
LI
(X2
.

. sure
-

vasa

vans
*n

+ asme
.

(32T
LI
LT
LT ]
¢ s+
LN T
LIIIYTY
e
¢ o
[T

30

- 12 -

C are respectively connected to branch 104 via lines | 10, 112, and 114 of media 102,
Nodes D and E are coupled to branch 106 via respective lines 116 and 118 of media
102. and nodes F, G, and H are coupled to branch 108 via respective lines 120, 122,
and 124 of media 102. Nodes A through E are shown as being located in Building I
and nodes F and G are shovn_m as being located in Building 1. Branches 104,106, and
108 are coupled together via lines 126 and 128 of media 102. Nodes A through H
may be the same as those discussed above in connection with FIG, 1 or may include
other things such as computers. terminals, printers, data storage devices or other types
of sensors. Network system 100 is based on the above-described OSI model, shown
in FIG. 2. and may use Ethernet protocol, shown in FIG. 3 and also described above,
Itis to be understood. however, that other protocols such as IEEE 802.3 may be used
with the present invention. An address server is noticeably absent from computer
network 100 and is not required by the present invention. Thus. the above-described
problems associated with its use are eliminated.

A flowchart 130 of a software program in accordance with the present
invention for use by nodes A through H is shown in FIG. 6. Software programs
constructed in accordance with the present invention may execute on a variety of
computers and microprocessors, including Hewlett-Packard Company PA RISC
computers and Motorola 68000 microprocessors. Additionally, the software program
of the present invention will execute on a variety of operating systems, including
Windows 95, Windows NT, and Hewlett-Packard HP-UX operating system, The
software program of the present invention may also be stored on a variety of medium,
including Read-Only Memory (ROM), Random-Access Memory (RAM), floppy
magnetic diskettes, hard drive magnetic diskettes, CD-ROM. magnetic tape, etc.

In operation. a function (e.g., temperature measurement) is performed by a
node (e.g.. node A)and represented by a data value. such as a certain number of
degrees Celsius or Fahrenheit. This function is indicated by block 132 in FIG. 6. The
software program of the present invention generates a publication title associated with
this data value and the function performed. For example. for a temperature sensor

located at node A. the publication title might be Temperature. This step is generally
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indicated by block 134 in FIG. 6. Next, the software program of the present invention
generates a numeric address based on this publication title, as indicated by block 136
in FIG. 6. In accordance with an embodiment of the software program of the present
invention, this numeric address is created by utilizing a cyclical redundancy check
routine that produces a 32-bit address for each publication title. The least significant
8 bits of this 32-bit address may be ysed along with an 24-bit constant to create a
multicast destination address for the HP-UX operating system. FIGS, 7A and 7B list
source code written in C language to create this numeric address. Other
implementations of the present invention use the 16 least significant bits in
conjunction with a 16-bit constant for the Windows NT operating system. It is to be
understood that other embodiments of the present invention are not limited to such
implementations and that other combinations of least significant bits and constant bits
may be used. It is to also be understood that other embodiments of the present
invention may use means other than a cvelical redundancy check routine to produce
the numeric addresses.

The software program of the present invention next places the publication title
and measured data value in the data field of a network frame. as generally indicated
by block 138 in FIG. 6. Next. the software program of the present invention makes
the system call to the operating system to send the data value in the data field to the
numeric address. The system in tum completes this function by, for example, loading
the 3;2-bit address into the destination address field of an Ethernet frame. The data is
then sent on to the network node(s) interested in it as more fully discussed below in
connection with FIG. 9. FIGS. 8A and 8B list source code written in C language to
perform the above-described publication illustrated by flowchart 130.

Nodes on a computer network system that want to subscribe to one or more
particular network frames having publication titles and corresponding data values
utilize the software program of the present invention to subscribe to such network
frames. A flowchart 142 of a software program in accordance with the present .
invention for use by nodes A through H in subscribing to such frames is shown in

FIG. 9. Each subscriber node generates a numeric address based on the desired
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publication title it wishes (o receive. For example, node C may want 1o receive
temperature information from node A and would generate the same numeric address
for this temperature information generated by node A and described above in
connection with block 136 of FIG 6. As described above, in accordance with an
embodiment of the software program of the present invention, this numeric address is
created by utilizing a cyclical redundancy check routine that produces a 32-bit address
for each publication title. The least significant 8 bits of this 32-bit address may be
used along with an 24-bit constant to create a multicast destination address for the HP-
UX operating system. Other implementations of the present invention use the 16 least
significant bits in conjunction with a 16-bit constant for the Windows NT operating
system. As discussed above. it is to be understood that other embodiments of the
present invention are not limited to such implementations and that other combinations
of least significant bits and constant bits may be used. As also discussed above, it is
10 also be understood that other embodiments of the present invention may use means
other than a cvelical redundancy check routine to produce the numeric addresses.

Nex. the network frame with this numeric address is received by the
subscriber node. as generally indicated by block 146. The software program of the
present invention evaluates the received network frame to see if the publication title
used to generate the numeric address is in the data field of the frame, as generally
indicated by decision block 148 in FIG. 9. Ifthe publication title used to generate the
numeric address is not in the data field, the network frame is discarded. as generally
indicated by block 130 in FIG. 9. If the publication title used to generate the numeric
address is in the data field. the data in the network frame is removed by the software
program of the present invention, as generaily indicated by block 152 in FIG. 9. The
data is then evaluated and acted upon as generally indicated by blocks 154 and 136 in
FIG. 9. FIGS. 10A and 108 list source code written in C language to perform the
above-described subscription to network frames illustrated by flowchart 142,

The software program of the present invention is designed 1o allow the
subscriber node or nodes to respond the network frame containing the publication title

and representative data by assuming the role of a publication node where control data,
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(¢.g., setpoint data) may be sent. For example, node C may respond to the
temperature data sent by node A, by sending a network frame adjusting the
temperature value to a higher or lower amount.

Although the invention has been described and illustrated in detail, it is to be
clearly understood that the same is intended by way of illustration and example only,
and is not to be taken by way of limitation. The spirit and scope of the invention are

to be limited only by the tetms of the following claims.
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THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS:-

1. A computer based network system, comprising;

a first node having a data value;

media for transmitting a network frame,

a first node computer coupled to the media and programmed to have a publication
title associated with the data value, to generate a numeric address based on at least a
portion of the publication title, to load the data value and publication title into a data
ficld of the network frame, to load the numeric address into a destination address field of
the network frame, and to send the network frame on to the destination address via the
media, said destination address being a multicast address type; and

a second node computer coupled to the media and programmed to have the
publication title associated with the data value, to generate the mumeric address based on
at least a portion of the publication title, to receive from the media the network frame
with this numeric address, to evaluate the received frame to determine whether the
publication title used to generate the numeric address is in the data field of the network
frame, to remove the data value from the data field of the network frame when the
publication title used to generate the numeric address is in the data field, and to discard
the network frame when the data field of the network frame lacks the publication title

used to generate the numeric address.

2. The computer based network system of ¢laim 1, wherein the first node includes a

SENsor,

3. The computer based network system of ¢laim 1, whetein the second node

computer is also programmed to have a second publication title associated with a second
data value, to generate a second numeric address based on at least a portion of the second
publication title, to load the second data value and the second publication title into a data

field of a second network frame, to load the second numeric address into a
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destination address field of the second network frame, and to send the second network

frame on to the second destination address via the media.

4. The computer based network system of Claim 3, wherein the first node computer is
programmed to have the second publication title associated with the second data
value, to generate the second numeric address based on at least a portion of the second
publication titie, to receive from the media the second network frame with this second
numeric address. to evaluate the received second network frame to determine whether
the second publication title used to generate the second numeric address is in the data
field of the second network frame, to remove the second data value from the data field
of the second network frame when the second publication title used to generate the
second numeric address is in the data field, and to discard the second network frame
when the data field of the second network frame lacks the second publication title

used to generate the second numeric address.

3. The computer based network system of Claim 4, wherein the second data value

includes a control value that adjusts a set point of the first node.

6. The computer based network system of Claim 3, further comprising a second node

having the second data value.

7. The computer based network system of Claim 6, wherein the second node includes

a SeNsor.

8. The computer based network system of Claim 3, wherein the network frames

include Ethernet frames.

9. The computer based network system of Claim 1, wherein the network frame

includes an Ethernet frame.
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10. A computer-readable medium including a computer software program having a set
of executable modules for transmitting data on a network via a network frame,
comprising:

a publication title module that generates a publication title associated with a data
value;

an address module that generates a numeric address for a destination address field
of the network frame based on at least a portion of the publication title; and

a system call module that makes a system call to an operating system to load the
data value and the publication title into a data field of the network frame, to load the
mumeric address into the destination address of the network frame, and to send the
network -frame on to the destination address via a media for transmitting the network

frame, said destination address being a multicast address type.

11.  The computer-readable medium of claim 10, wherein the software program further
includes:

a receive module that receives the network frame with the destination address from
the media; and

an evaluation module that evaluates the received frame with the destination
address to determine whether the publication title used to generate the numeric address is
in the data field of the network frame, that removes the data value from the data field of
the network frame when the publication title used to generate the numeric address is in
the data field, and that discards the network frame when the data field of the network

frame lacks the publication title used to generate the numeric address.

12. The computer-readable medium of claim 11, wherein the network frame includes

an Ethernet frame.

13. The computer-readable medium of claim 10, wherein the network frame includes

an Ethernet frame.

14. A -(lzomputer based networking method, the method comprising the steps oft

creating a publication title associated with a data value;
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creating a publication titte associated with a data value;

generating a numeric address based on at least a portion of the publication title;

loading the data value and publication title into a data field of the network frame;

loading the numeric address into a destination address field of the network frame;
and

sending the network frame on to the destination address via a network media, said

destination address being a multicast address type.

15. Th‘e computer based networking method of claim 14, further comprising the steps
of:

receiving from the media the network frame with the numeric address;

evaluating the received frame to determing whether the publication title used to
generate the numeric address is in the data field of the network frame;

removing the data value from the data field of the network frame when the
publication title used to generate the numeric address is in the data field; and

discarding the network frame when the data field of the network frame lacks the

publication title used to generate the numeric address.

16. A computer based network system substantially as herein described with reference

to any one of the embodiments of the invention shown in the accompanying drawings.

17, A computer-readable medium substantially as herein described with reference to

any one of the embodiments of the invention shown in the accompanying drawings.

18. A computer based networking method substantially as herein described with
reference to any one of the embodiments of the invention shown in the accompanying

drawings.

DATED this 31st day of October, 2000
AGILENT TECHNOLOGIES, INC.

Attorney: PETER R. HEATHCOTE
Fellow Institute of Patent and Trade Mark Attorneys of Australia
of BALDWIN SHELSTON WATERS
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* genaddr.c - Subroutines 1o compute an {P muiticast address from a title.

LY

“* MULTICAST _RANGE defines the set of cre32 hash bits used in conjunction

* with MULTICAST BASE to generate an [P multicast address. These constants
¥ can be made into variables and can be changed to different values

* depending on your needs.

“define MULTICAST_BASE 0xei000000 = 225.0.00 */

=define MULTICAST_RANGE 0x000000ff * 0.0.0.255 */

“ereil . aroutine to compute 3 32 bt cvelic redundancy check
* using a reflected polvnomial of Oxed588320L.
Acre of "1234567897 is Oxcbtd 3926,

wr

unsigned lfong cre32tconst unsizned char *blk_adr. unsigned long bik_len}

vonstunsizned long polv = xedb88320L:  * reverse of 0x04C1 1DB7L */
e unsigned long cre = OxI{FATT

* sequence thru each byte of the nput sequence */

P while {bth _len--)
':::.: e

unsigned char data = *blk_adr=-:

el * include each bit of the data. starting with the Isb */
et forfi=0:1< 8 j-~)

!

1

if{{cre -~ data) & )

13
. !

ere =qere 2> 1)
cre 7 opoly;
L]

else
!

Lre =tere 2> |);

i
i

data ~>=1;

return cre - OXEFFFTTT:

" generare Address - Generale a 32 bit addrass from a title.

. A 32 bitere is computed from the title and then

a portion of the 32 bat cre is retained which is (hen
combined with our desired “base" maiticast address,

" FIG. 7A

unsigned long generate Address(const char “title)

2
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unsigned long addr = cre32(title. strienttitle)):

addr = (addr & MULTICAST_RANGEY: /* mask offunwanted bits */

addr = {addr | MULTICAST BASE ); /* combine with our "base" address *!
return addr;

}

FIG. 7B
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° publish.c - Publishes a temperature value 1o TEMP once a second.

LY

=include <sidio_h>
=include <string.h>
=include <unistd.h>
=include <syssocketh>
=include <netmevin h>

extem unsigned fong generateAddressiconst char *title):

<onstint udpPubPort = 12343,
vonst char pubTitle[]) = "TEMP"
tloat pubValue = 12,3,

Iy peder struct

char ute{32].
char msyg|32],
1 Message;

Intmancint arge, char *argvij)

l
v

struct sockaddr _tn addr:
Message message:

int pubAddress:

nt td;

* create what tooks like an ordinary UDP socket */
M ({fd=sockeu AF_INET.SOCK. _DGRAMO) <0y {
perron “socket”):
exi 1y,

* compute a 32 bit publication address based on our title */
pubAddress = generateAddressipubTitle);

* set up destination address **

memset &addr.0.sizeoftaddr .
addrsin_famiiv=AF_INET,
addr.sin_addr.s_addr=htonltpubAddress):
addr.sin _port=htansiudpPubPort:

“ construct a message to send *°
streps (message.utle, pubTitley: * fill in the title *#

sprinti message. msg."®. ", pubValues:  /* fill in the data *f

* now just sendrtof) our pubAddress ! **
while (1)
{

sendto(fd.(void *)&message stzeof(message),

FIG, 8A
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0. (strucr sockaddr *) &addr, sizeof{addr)):
sleept | );
i
L}

rerurn Q.

FIG. 8B
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* subscriber.c - receives data from 'TEMP" and prints it.
.

=include <stdio.h>

#include <string.h>

Zinciude <sys/socker.h>

=include <netinevin h>

extern unsigned long generate Addressiconst char *title);

constimt udpPubPort = 12345
const char pubTitle{] = "TEMP":

tvpedef struct

'
[

char ntle[32].
vhar msg|32].
1 Message:

Intmaintint acge, char *arevi|}
i
struct sackaddr in addr:
InE1d, nbvtes.addrlen. pubaddress:
SITUCT 1p_mreq mreq:
Message message:

® create what looks like an ordinarv LDP socket */
|f((fd=sockeuAF_INET.SOCK_DGRAM.O)) <0) ¢
perror( "socket”),
exu i

v
1

* compute a 32 bit publication address based on our title */
pubAddress = generateAddressc pubTitle):

" set up destination address **
memsew &addr.0.sizeo{addr );
addrsin_famiy=AF INET;
addr.sin_addrs_addrhionli INA DDR _ANY);
addr.sin_port=htonstudpPubPort);

* bind to receive address *¢

if (bindi fd.istruct sockadde *) &addr.sizeof(addr)) < ()N}
perror( "bind");
exi |y

!

-* use setsockopt() 1o request that the kemnel join a multicast group ¥/

mreq.imrﬁmuIl|addr.s_addr—h(onllpubAddress);

mreq.imr_interface.s_addr=htonl( INADDR_ANY);

if'(selsockop([fd.IPPRDTO_IP.IPfADD_MEMBERSHIP.&mreq,sizeof(mreq)) <) {
perror("setsockopt™);

exit(1), ' FIG. 1 OA
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]

* now just enter a read-print loop */
while (1} {
addrien=sizeof{addr):
if {{(nbvtes=recvfrom( fd.& message, sizenf(message),0,
(struct sockaddr *) &addr.&addrlen)) < 0) {
perror( “recvirom");
exit{);
}

* Check 1o see if title marches what we are looking for */

if (stremp(message.utle. pubTitle) == 0)

tenes '

- -

® match found. print it out **

printtt“Rece)ved pub title 205 with value %sin”,
message.title, message.msey.

.
.

sose rewm v,

D FIG. 10B
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