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SYSTEM AND METHOD FOR RECORDING AND MONITORING
COMMUNICATIONS USING A MEDIA SERVER

FIELD OF INVENTION
The present invention generally relates to telecommunication systems and
methods, as well as systems for monitoring and recording communications. More
particularly, the present invention pertains to a system and method for flexibly
monitoring and/or creating trusted and secure recordings of communications over a

digital transmission line.

BACKGROUND

Current telecommunication technology allows for monitoring and recording
of communications. Contact centers have traditionally used standard analog
transmission methods for connecting agents to incoming callers. However,
monitoring and recording of communications in such an environment is resource
intensive and can require multiple breaks in the recording as parties are transferred
or otherwise enter and leave a communication session. This presents a problem for
users that wish to generate uninterrupted “cradle to grave” recordings for quality
control, verification, and other purposes. Users may also wish to make separate
recordings of each party to a communication in order to provide a further level of
authentication.

Many contact centers have begun installing systems capable of routing
voice communications over a digital network. In order to facilitate recording,
however, a communication still has to be rerouted through the main server. This
increases the resource load on the server, reduces overall scalability, and creates
constraints which make it more difficult to flexibly create uninterrupted recordings

of individual parties.
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SUMMARY

Various technologies and techniques are disclosed for recording and
monitoring communications over a digital transmission line. In one form, a main
contact center server receives a notification of an incoming communication from

5  anoutside party. The server then instructs a separate media server to create a tap
for monitoring the digital communication packets received from and transmitted to
the outside caller. The packets arriving at the tap are simply passed through with
no order or timing adjustment. As a result, the tap incurs only a small amount of
latency in the communication path. Single party recording is easily achieved since

10 the tap will continue to be associated with a party even when the party is
transferred to another agent or put in a hold queue.

In another embodiment, the tap is used by the media server to record all
communications sent and received by an outside party. If the party is placed in a
hold queue, the recording pauses until the party is connected to an agent. A beep

15  or other identifier can be inserted in the recording to signal that an interruption had
occurred.

In yet another embodiment, a tap is used to monitor all communications
sent to and received by an agent. The data captured by the tap is then sent to a
third party, such as a supervisor, for observation or training purposes.

20 This summary is provided to introduce a selection of concepts in a
simplified form that are described in further detail in the detailed description and
drawings contained herein. This summary is not intended to identify key features
or essential features of the claimed subject matter, nor is it intended to be used as
an aid in determining the scope of the claimed subject matter. Yet other forms,

25 embodiments, objects, advantages, benefits, features, and aspects of the present
invention will become apparent from the detailed description and drawings

contained herein.
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BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1a is a diagrammatic view of a computer system of one
implementation.

FIG. 1b is a logical view of one possible configuration for the computer

5 system of FIG. la.

FIG. 2 is a process flow diagram demonstrating one example of the stages
involved in creating a recording of an incoming communication in one
embodiment of the present system and method.

FIG. 3 is a process flow diagram demonstrating one example of the stages

10  involved in creating a recording of an outgoing communication in another
embodiment of the present system and method.

FIG. 4 is a process flow diagram demonstrating one example of the stages

involved in supervisory monitoring of a communication session.
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DETAILED DESCRIPTION
For the purposes of promoting and understanding of the principles of the

invention, reference will now be made to the embodiment illustrated in the
drawings and specific language will be used to describe the same. It will

5  nevertheless be understood that no limitation of the scope of the invention is
thereby intended. Any alterations and further modifications in the described
embodiments, and any further applications of the principles of the invention as
described herein are contemplated as would normally occur to one skilled in the art
to which the invention relates.

10 One implementation includes a unique system and methods for monitoring
communications over a digital transmission line using a media server which
functions to receive and route packets to selected network communication
endpoints, such as in a contact center. It shall be understood that the principles of
the present invention may also be applied to similar systems, such as by way of

15  non-limiting example, a corporate telecommunication system.

FIG. 1ais a diagrammatic view of computer system 20 of one embodiment
of the present invention. Computer system 20 includes computer network 22.
Computer network 22 couples together a number of computers 21 over network
pathways 23. More specifically, system 20 includes several servers, namely Queue

20 Server 24, Gateway Server 33, and Media Server 26. System 20 also includes a
plurality of client workstations 30. While computers 21 are each illustrated as
being a server or client, it should be understood that any of computers 21 may be
arranged to include both a client and server. Furthermore, it should be understood
that while six computers 21 are illustrated, more or fewer may be utilized in

25  alternative embodiments.

Queue Server 24 and Media Server 26 include one or more processors or
CPUs (50a and 50b, respectively) and one or more types of memory (52a and 52b,
respectively). Fach memory 52a and 52b, includes a removable memory device
(54a and 54b, respectively). Although not shown to preserve clarity, each
30  computer 21 of system 20 includes one or more processors or CPUs and one or

more types of memory. Each processor may be comprised of one or more
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components configured as a single unit. Alternatively, when of a multi-component
form, a processor may have one or more components located remotely relative to
the others. One or more components of each processor may be of the electronic
variety defining digital circuitry, analog circuitry, or both. In one embodiment,
each processor is of a conventional, integrated circuit microprocessor arrangement,
such as one or more PENTIUM III or PENTIUM 4 processors supplied by INTEL
Corporation of 2200 Mission College Boulevard, Santa Clara, Calif. 95052, USA.

Each memory (removable or generic) is one form of computer-readable
device. Each memory may include one or more types of solid-state electronic
memory, magnetic memory, or optical memory, just to name a few. By way of
non-limiting example, each memory may include solid-state electronic Random
Access Memory (RAM), Sequentially Accessible Memory (SAM) (such as the
First-In, First-Out (FIFO) variety or the Last-In-First-Out (LIFO) variety),
Programmable Read Only Memory (PROM), Electronically Programmable Read
Only Memory (EPROM), or Electrically FErasable Programmable Read Only
Memory (EEPROM); an optical disc memory (such as a DVD or CD ROM); a
magnetically encoded hard disc, floppy disc, tape, or cartridge media; or a
combination of any of these memory types. Also, each memory may be volatile,
nonvolatile, or a hybrid combination of volatile and nonvolatile varieties.

System 20 further illustrates Public Switched Telephone Network (PSTN)
40 coupled to Gateway Server 33, by pathway 42b. Caller telephones 44 may be
coupled to PSTN 40 by pathway 42a. It should be understood that callers using
analog telephones 44a will normally connect to the PSTN 40 by dialing a standard
directory phone number, such as an “800” number. The PSTN then sends a
connection request to the Gateway Server 33, which translates the request to a
digital format for retransmission to Queue Server 24 via network 22, The Queue
Server 24 then establishes an audio connection with the PSTN, using Gateway
Server 33 as the digital/analog conversion point.

However, callers using digital telephones 44b have the additional option of
bypassing both the PSTN 40 and the Gateway Server 33 and directly dialing the

digital address of the network 22 or the Queue Server 24. In this scenario, the
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digital telephone sends a connection request, such as a SIP invitation, to the Queue
Server 24 via network 22. The Queue Server 24 then establishes a digital audio
connection with the digital telephone 44b via network 22.
Workstations 30 each include a workstation computer 32 coupled to a
5  display 34. Workstation computers 32 may be of the same type, or a

heterogeneous combination of different computing devices. Likewise, displays 34
may be of the same type, or a heterogeneous combination of different visual
devices. It should be understood that while three workstations 30 are described in
the illustrative embodiment, more or fewer may be utilized in alternative

10  embodiments. Contact center applications of system 20 typically include many
more workstations of this type at one or more physical locations, but only a few are
illustrated in FIG. 1a to preserve clarity. In addition, each workstation 30 can be
configured as an agent workstation, a supervisor workstation, or as both an agent
and a supervisor workstation, In the illustrative embodiment, workstations 30a and

15  30b are configured as agent workstations and workstation 30c is configured as a
supervisor workstation.

Digital telephones 36a, 36b, and 36¢ are each associated with a different
one of workstations 30a, 30b, and 30c, respectively. Additionally, digital
telephones 36 may be integrated into the agent computer 32 and/or implemented in

20  software. It should be understood that digital telephones 36, which are capable of
being directly connected to network 22, may be in the form of a handset, headset,
or other arrangement as would occur to those skilled in the art. It shall be further
understood that the connection from computer network 22 to a workstation 30 can
be made first to the associated workstation phone, then from the workstation phone

25  to the workstation computer by way of a pass-through connection on the
workstation phone. Alternatively, two connections from the network can be made,
one to the workstation phone and one to the workstation computer. Although not
shown to preserve clarity, each agent workstation 30 may also include one or more
operator input devices such as a keyboard, mouse, track ball, light pen, and/or

30  microtelecommunicator, to name just a few representative examples. Also, besides
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display 34, one or more other output devices may be included such as
loudspeaker(s) and/or a printer.

Computer network 22 can be in the form of a Local Area Network (LLAN),
Municipal Area Network (MAN), Wide Area Network (WAN), such as the

5 Internet, a combination of these, or such other network arrangement as would
occur to those skilled in the art. 'The operating logic of system 20 can be
embodied in signals transmitted over network 22, in programming instructions,
dedicated hardware, or a combination of these. It should be understood that more
or fewer computers 21 can be coupled together by computer network 22. It should

10 also be recognized that computer network 22 may include one or more elements of
PSTN 40.

In one embodiment, system 20 operates as a contact center at one or more
physical locations that are remote from one another with Queue Server 24 being
configured as a contact center server host, Media Server 26 being configured as a

15  server for monitoring agent communications, and workstations 30 each arranged as
a contact center client host. It shall be understood that one or more Media Servers
26 may be included to handle the recording and monitoring load in a contact
center, but only one has been shown in FIG. 1a to preserve clarity. Also, one or
more Queue Servers 24 may be configured as a contact center server host at one or

20  more physical locations and may also be configured to provide, collectively or
individually, the features of Media Server 26 described herein. Furthermore, any
of the computers 21 may be incorporated into other devices or located in
geographically different locations from one another.

Alternatively or additionally, system 20 may be arranged to provide for

25  distribution and routing of a number of different forms of communication, such as
telephone calls, voice mails, faxes, e-mail, web chats, instant messages, web call
backs, and the like. In addition, business/customer data associated with various
communications may be selectively accessed by system 20. This data may be
presented to an agent at each agent workstation 30 by way of monitor 34

30  operatively coupled to the corresponding agent computer 32.
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Incoming communication signaling and audio stream data may arrive in
either an analog or digital format. In the case of analog communications arriving
from the PSTN 40, both the signaling and audio stream data must be translated to a
digital format by a conversion device, such as Gateway Server 33, before being
propagated over network 22 to a server or workstation. Likewise, outgoing
communication data will exist in a digital format while propagating over network
22 but will need to be converted to an analog PSTN format before being passed to
PSTN 40.

If communication data is being sent to a digital device that is connected
directly to network 22, no digital/analog conversion is required. As a non-limiting
example, an outside caller using a digital phone may establish a direct digital
communication stream with an agent workstation after being assigned to that agent
by Queue Server 24. In fact, all signaling and audio stream data between
endpoints on network 22 will remain in a digital format. References to digital
audio communications in the illustrative embodiment shall be understood to
include all forms of digital telephony such as VOIP, SIP, and SRTP to name just a
few representative examples. The present system and method may be applied to
many other types of communications and their use within the current system and
method is desired to be protected.

Turning now to FIG. 2, with continued reference to FIG. 1a, the stages for
recording a communication using a media server in one embodiment of the present
system and method is shown. In one form, the process of FIG. 2 is at least
partially implemented in the operating logic of system 20. The process begins at
start point 200 with the Queue Server 24 receiving a request, such as a SIP
invitation, to establish a communication session with an outside party (stage 202).
If the outside party is using an analog phone, the Gateway Server 33 acts as the
digital/analog conversion point between the parties. The Gateway Server 33
receives the communication initiation request from the PSTN, performs an analog
to digital conversion, and sends a SIP invitation to the Queue Server 24, If,

however, the outside party is using a digital device, such as a SIP enabled phone,
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the outside party device can route the request directly to the Queue Server 24,
bypassing the Gateway Server 33.

In the illustrative embodiment, the Queue Server 24 instructs the Media
Server 26 to establish individual monitoring taps for each known party prior to
creating the communication session (stage 204). For example, if the outside party
is initially routed to an IVR, individual taps would be associated with the outside
party and the IVR device.

In the illustrative embodiment, a tap is a logical component residing on the
Media Server 26 to duplicate or record packets from a network stream, perform
some processing upon them, and subsequently forward them along to their
intended destination. A simple tap association for a communication arrangement
between two parties having monitoring and recording functionality is shown in
FIG. 1b. The illustrative communication involves two parties, Party A and Party B
using digital communication devices 80 and 82 respectively. Party A’s device 80
is connected with tap 90 while Party B’s device 82 is similarly connected to tap 92.
It shall be appreciated that taps 90 and 92 are within Media Server 26.
Communication packets sent from Party A are received by tap 90, forwarded to
tape 92, and subsequently forwarded to Party B. Going the other way,
communication packets sent from Party B are received by tap 92, forwarded to tap
90, and subsequently forwarded to Party A.

In order to provide additional functionality, Media Server 26 may be
configured to forward communication packets from a tap, such as tap 90 as shown,
to a recording device 94. In a further form, the recording device 94 may be
combined with tap 90. Additionally, Media Server 26 may forward
communication packets from a tap, such as tap 92 as shown, to another device,
such as digital communication device 84 associated with a Monitoring Party.

Returning to FIG. 2, as new parties are added to the session, the Media
Server 26 creates additional taps for those parties, such as those illustrated in FIG.
1B. In other embodiments, taps may only be created for designated parties,

depending on the configuration of the Media Server 26. It should be understood
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that the Media Server 26 can create taps at any time prior to or during a
communication session.
After the taps are created, the Queue Server 24 establishes a digital
communication stream between the parties (stage 206). The taps may be specified
5 as destinations, allowing the Media Server 26 to receive and route the
communication data packets. In one form, the individual taps simply pass the data
(digital audio in this embodiment) through with no processing or time correction,
thereby incurring virtually no latency on the communication path. In another form,
the data passed through the tap may be processed if, for example, the transmitting
10  and receiving devices use different digital audio protocols. The taps may also
replicate the incoming data packets, process them, such as mixing the streams from
both parties or encode/decode them, and forward them to a selected device for
recording and/or monitoring purposes.
At any point during the communication session, the Queue Server 24 may
15  send arequest to the Media Server 26 to record the communication session. In the
illustrative embodiment, the request includes information identifying the
communication to be recorded as well as a set of configuration options. This
identifying information may include a specification of which individual parties are
to be recorded, a unique communication identifier, or any other identifier known to
20  one of skill in the art. Additionally, the configuration options may include, but are
in no way limited to, the amount of each communication to record, the method of
storage for the communication, an optional recording format, encryption
parameters, encryption and authentication keys, and/or a storage location.
After receiving the request, the Media Server 26 begins recording the
25  communication data passing through the tap associated with the outside party by
writing the data packets to a file on the Media Server 26 (stage 208). This is the
normal scenario when a recording of the communication sent to and received from
the outside party is needed for later verification, such as with financial
transactions. In further embodiments, the Media Server 26 monitors multiple taps
30  and records them as individual files or collective files combining the

communications of two or more parties, as specified by the configuration options.
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It shall be appreciated that the communication data may be received by the Media
Server 26 in one format and saved to file in another more favorable format.
Additionally, system 20 may notify the parties that the call may be recorded to
comply with legal requirements.

In a further form, to ensure call privacy, the audio data packets may be
encrypted. The tap may thus have to decrypt the duplicated packets before
processing them for recording and/or monitoring. In an alternate embodiment, the
audio packets are recorded in encrypted form to avoid Queue Server 24 having to
disclose the encryption keys to the Media Server 26. In yet another embodiment,
the tap decrypts the packets before forwarding them to the agent phones 36 and
encrypts the packets from the agent phones. This arrangement is useful if the local
network is trusted and the agent phones do not support encryption. In a still further
form, the Queue Server 24 discloses the keys to the Media Server 26 which
decrypts the packets for recording and encrypts the recorded packets using a new
key. The packets may then be forwarded to their destinations having their original
encoding using the keys disclosed by the Queue Server 24 while the player
eventually used to playback the recording may operate using a distinct key system.

In response to a request by the agent to consult privately with a supervisor
during the communication, the Queue Server 24 transfers the outside party to a
hold queue (stage 210). In the illustrative embodiment, the Media Server 26
pauses the recording through the outside party tap and inserts a beep or other audio
marker for later verification that the outside party was placed on hold. In another
embodiment, additional meta-data, such as timestamps are added to the recording
to indicate the duration of a hold operation. However, this does not close the
recording file associated with the outside party on the Media Server 26. In a
further embodiment, the Media Server 26 continues to record the data flowing
through the outside party tap, including any on-hold music, IVR responses, or
messages broadcast by the Queue Server 24. In yet another embodiment, only the
audio from the external caller is recorded during hold operations and the hold-

music or messages played to the caller are excluded from the recording.
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Once the outside party has been transferred to a hold queue, the Queue
Server 24 connects the agent to a supervisor for consultation as requested, with no
interruption in the recording of the outside party tap (stage 212). Upon completion
of the consultation or by request of the agent, the Queue Server 24 removes the

5  outside caller from the hold queue, reconnects the agent, and resumes the recording
if it had been paused (stage 214). At some later point in the communication
session (normally when the outside party disconnects), the Queue Server 24
instructs the Media Server 26 to end the recording (stage 216). In one form, the
recording may be stored on Media Server 26 and subsequently transferred to a

10 central server for archival. In another form, the recording may be encrypted and/or
hashed as it is archived or stored to preserve confidentiality and/or prevent/detect
tampering. In yet another form, in the event of a spoken communication, language
processing techniques may be utilized to create and store a transcript of the
recorded communication. Once the recording has been stored, the process ends at
15  point 218.

FIG. 3 illustrates an example of the stages involved in recording an
outgoing communication from the contact center using the Media Server 26. The
process begins at start point 300 with the Queue Server 24 sending a request, such
as a SIP invitation, to an outside party device to establish a communication session

20  (stage 302). As discussed above, the Gateway Server 33 is utilized as a conversion
point if the receiving outside party is using an analog phone or a digital phone
based on a different digital protocol. Once the outside party device replies with an
acceptance, the Queue Server 24 assigns an agent to the session and instructs the
Media Server 26 to establish monitoring taps with each of the parties (stage 304).

25  'The Queue Server 24 then establishes a digital communication stream between the
parties (stage 306) and instructs the Media Server 26 to begin recording the
communication using the outside party tap (stage 308). It shall be understood that
the instruction to begin recording may be included in the same request as the
instruction to create the monitoring taps.

30 After communicating with the outside party, the agent may decide to

transfer the outside party to a different agent or supervisor (stage 310). The Queue
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Server 24 disconnects the first agent from the session and connects a second agent
or supervisor to the outside party. Since the recording is being made through the
outside party tap, there is no interruption in the recording during the transfer. Once
the communication session is completed, the Media Server 26 stores the recording
for later retrieval (stage 312). The process then ends at point 314.

FIG. 4 illustrates the stages involved in monitoring an agent
communication in real time, such as when a supervisor wishes to listen in on a
communication between an agent and an outside party for training or quality
assurance purposes. The process begins at start point 400 with the Queue Server
24 receiving a request from an outside party to establish a communication session
(stage 402). The Queue Server 24 then instructs the Media Server 26 to associate
monitoring taps with the outside party and an available agent (stage 404) and
establishes a digital communication stream between the parties (stage 406). In a
further form, the system may be configured to associated taps with all
communications, even if they are not recorded and/or monitored initially to avoid
interruption in the event recording and/or monitoring is later required.

After receiving a request from a supervisor to monitor the communication
(stage 408), the Media Server 26 sends a parallel feed of the digital audio received
by the outside party tap to the supervisor workstation, allowing the supervisor to
listen to the communication with no discernable interruption in the conversation
between the agent and the outside party (stage 410). It shall be appreciated that
there may be multiple concurrent supervisors receiving streams from the same tap,
as stage 410 may be performed multiple times at any point during an active
communication. Upon receiving a request from the supervisor workstation to stop
monitoring the conversation (stage 412), the Media Server 26 disconnects the
parallel feed to the supervisor tap, again with no discernable interruption in the
communication between the outside party and the agent (stage 414). The process
ends when the outside party disconnects at point 416.

While the invention has been illustrated and described in detail in the
drawings and foregoing description, the same is to be considered as illustrative and

not restrictive in character, it being understood that only the preferred embodiment
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has been shown and described and that all equivalents, changes, and modifications
that come within the spirit of the inventions as described herein and/or by the
following claims are desired to be protected.
Hence, the proper scope of the present invention should be determined only
5 by the broadest interpretation of the appended claims so as to encompass all such
modifications as well as all relationships equivalent to those illustrated in the

drawings and described in the specification.
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What is claimed is:
1. A method comprising the steps of:
receiving a notification at a first server from a first digital endpoint
corresponding to a first party of a digital communication over a network;
5 connecting said first digital endpoint to a second server on said network
using said first server;
connecting said second server to a second digital endpoint corresponding to
a second party;
establishing a first communication session over said network between said
10 first party and said second party by routing communication packets received by
said second server from said first digital endpoint to said second digital endpoint
and from said second digital endpoint to said first digital endpoint; and
initiating a recording or monitoring operation of at least a portion of said
first communication session using said second server.
15
2. The method of claim 1, wherein said second server applies a transformation

to at least a portion of said communication packets.

3. The method of claim 2, wherein said transformation is selected from the
20  group consisting of decoding, encoding, error correction, loss concealment,
decrypting, encrypting, delaying, re-ordering, re-packaging, compression, and

decompression and gain control.

4, The method of claim 2, wherein said transformation is different for said
25  communication packets received from said first digital endpoint then said

communication packets received from said second digital endpoint.

5. The method of claim 1, wherein said second server applies a transformation

to all of said communication packets.

30
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6. The method of claim 2, wherein said recording includes said portion of said
communication packets.
7. The method of claim 1, wherein said recording includes only

communication packets from either said first digital endpoint or said second digital

5  endpoint.

8. The method of claim 1, wherein said recording includes communication

packets from both said first digital endpoint and said second digital endpoint.

10 9. The method of claim 1, wherein said second server records from said

notification to disconnection of said first digital endpoint.

10. The method of claim 1, wherein said first server is an automatic call
distribution system.

15
11. The method of claim 1, wherein said first server is an interactive voice

response systen.

12. The method of claim 1, wherein said digital communication is a SIP

20 session.

13. The method of claim 1, wherein said first server is a SIP gateway.

14. The method of claim 13, wherein said first digital endpoint is a SIP enabled
25  telephone.

15. The method of claim 14, wherein said notification is a SIP invite message.

16. The method of claim 13, wherein said second digital endpoint is a SIP

30  enabled telephone.
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17. The method of claim 13, wherein at least one of said first and second digital

endpoints is associated with a contact center agent.

18. The method of claim 1, further comprising the steps of:
5 connecting said second server to a third digital endpoint corresponding to a

third party;

establishing a second communication session over said network between
said first party and said third party by routing communication packets received by
said second server from said first digital endpoint to said third digital endpoint and

10 from said third digital endpoint to said first digital endpoint; and
continuing said recording or monitoring operation on said second

communication session using said second server.

19. The method of claim 18, further comprising the step of:
15 disconnecting said second digital endpoint from said first communication

session.
20. The method of claim 1, further comprising the steps of:
forwarding said communication packets received by said second server

20  from said first and said second digital endpoint to at least a third digital endpoint.

21. The method of claim 20, wherein said third digital endpoint is associated

with a contact center supervisor.

25 22, The method of claim 18, wherein said third digital endpoint is a hold server

providing hold audio.

30
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23. A method comprising the steps of:

connecting a first digital endpoint corresponding to a first party to a first tap
on a media server over a digital network;

replicating the communication packets received by said first tap and

5  forwarding said communication packets to at least a first recording or monitoring

device;

establishing a first communication session over said network between said
first party and said second party by routing communication packets from said first
digital endpoint received by said first tap to said second digital endpoint and from

10  said second digital endpoint through said first tap to said first digital endpoint

without interrupting said forwarding.

24, The method of claim 23, further comprising the step of:
connecting a second digital endpoint corresponding to a second party to a

15  second tap on said media server over said digital network.

25. The method of claim 24, wherein said communication packets are routed
from said first digital endpoint through said first tap and said second tap to said
second digital endpoint and by said second tap through said second tap and said

20  first tap to said first digital endpoint.

26. The method of claim 25, further comprising the step of:
removing said second party from said communication session by ceasing
said routing;
25 connecting a third digital endpoint corresponding to a third party to a third
tap on a media server over a digital network;
establishing a second communication session over said network between
said first party and said third party by routing communication packets received by
said first tap to through said third tap to said third digital endpoint and by said third
30  tap through said first tap to said first digital endpoint without interrupting said

forwarding.
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27. The method of claim 26, wherein said third digital endpoint is a hold

SErver.

28. The method of claim 27, wherein said hold server provides hold audio.

29. The method of claim 23, further comprising the step of:
terminating said first communication session without interrupting said

forwarding.

30. The method of claim 25, further comprising the step of:

connecting a third digital endpoint corresponding to a third party to a third
tap on a media server over a digital network;

adding said third party to said first communication session by routing
communication packets received by said first tap and said second tap through said
third tap to said third digital endpoint and by said third tap through said first and
said second taps to said first and said second digital endpoints respectively without

interrupting said forwarding.

31. The method of claim 23, wherein said monitoring device is a digital

endpoint associated with a contact center supervisor.

32. The method of claim 23, wherein said recording device is a storage device.

33. The method of claim 23, wherein said file server stores said communication

packets to a file.

34. The method of claim 33, wherein said file is encrypted.

35. The method of claim 33, wherein said file is compressed.
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36. The method of claim 33, wherein said file includes meta-data associated

with said communication packets.

37. The method of claim 23, wherein each of said digital endpoints is a SIP

endpoint.

38. A system comprising:

a digital communication network;

a first digital endpoint connected to said network;

a second digital endpoint connected to said network;

a media server connected to said network, said media server operable to
associate a first tap with said first digital endpoint, receive communication packets
from said first digital endpoint, replicate said communication packets, and route
said communication packets to said second digital endpoint; and

a file server suitable for receiving and storing said replicated packets from

said media server or a third digital endpoint suitable for receiving and

playing said replicated packets from said media server.



PCT/US2008/054271
1/5

WO 2008/103652

g1 ‘3 —————————— -

| |
STVo VL9Id
TONIHOONI N\ |
| G |
Iz — waoiens |
| =—= . | |
PN [ IvA—3 |
mlmu mm ¥3INOLSND _
P T N I A .
e 9
NOILVLSHYOM dOSIAYTANS 17 17
- —
17
[ — . s [T L
% _m_/@n SHOMLIN | | L ASOWIN N ogg | 23RN\ oz
mlm = 43LNdNOD 40SS300¥d]- 40SS3004d
; 27 NaAN3S | N-opg | uIAEES | -q0g
" 9 VIdIN
NOILVISY4OM LNIOV y
9z
_N/l C— d3IAY3S
—— /mn of/| AWMV | M T
P ﬁzu a\ SINOHJITIL
08 T NOILVISHOM INIOV .. ~—~ CELLR

0¢



PCT/US2008/054271

WO 2008/103652

2/5

r """ """"”""”7"¥”/ /7 7/ 7/ /= ]
8 | |
N | |
| |
ALYV . _ 46 _
INIYOLINOW | |
| |
| ! |
| |
| |
g ALYVd «—t— VL | T —— V ALYVd
| |
| |
| |
s\ | Nm& - | Fom
| |
| |
_ 43A43S VIAIN _
- _




WO 2008/103652

3/5

(START )~ g0

PCT/US2008/054271

RECEIVE A SIP INVITE
MESSAGE FROM AN OUTSIDE
PARTY

202

ASSOCIATE INDIVIDUAL MONITORING TAPS
WITH THE OUTSIDE PARTY DEVICE AND [~—_204
THE CORRESPONDING CALL CENTER DEVICE

TAPS IN THE DATA STREAM

ESTABLISH A DIGITAL AUDIO CONNECTION
BETWEEN THE PARTIES AND INSERT THE [~—_206

PARTY

BEGIN RECORDING THE COMMUNICATION USING 208
THE TAP ASSOCIATED WITH THE OUTSIDE [~

TRANSFER THE OUTSIDE PARTY TO A HOLD 210
QUEUE WITHOUT STOPPPING THE RECORDING |~

CONNECT THE AGENT TO A SUPERVISOR BY
ROUTING THE DATA STREAM FROM THE AGENT ~_212
TAP TO THE SUPERVISOR WORKSTATION

DISCONNECT THE SUPERVISOR AND RECONNECT
THE OUTSIDE PARTY TO THE AGENT ~—214

END THE COMMUNICATION
AND STORE THE RECORDING

216

END 218

Fig. 2



WO 2008/103652

4/5

(START )~

PCT/US2008/054271

SEND A SIP INVITATION TO
AN OUTSIDE PARTY

302

ASSOCIATE INDIVIDUAL MONITORING
TAPS WITH BOTH THE OUTSIDE |~__304
PARTY AND AN ASSIGNED AGENT

CONNECTION BETWEEN THE

ESTABLISH A DIGITAL AUDIO
OUTSIDE PARTY AND THE AGENT

306

START RECORDING THE SESSION
USING THE OUTSIDE PARTY TAp |08

TRANSFER THE OUTSIDE PARTY TO A

DIFFERENT AGENT OR SUPERVISOR 310

WITHOUT INTERRUPTING THE RECORDING

END THE COMMUNICATION
AND STORE THE RECORDING

—~— 312

END ™ 314

Fig. 3



WO 2008/103652

5/5

(START )~ yog

TO AN OUTSIDE PARTY

PCT/US2008/054271

RECEIVE A SIP INVITATION |40

ASSOCIATE INDIVIDUAL MONITORING
TAPS WITH BOTH THE OUTSIDE
PARTY AND AN ASSIGNED AGENT

—~— 404

ESTABLISH A DIGITAL AUDIO
CONNECTION BETWEEN THE

OUTSIDE PARTY AND THE AGENT

406

RECEIVE A REQUEST FROM A
SUPERVISOR TO MONITOR THE
CONVERSATION

| 408

SEND A PARALLEL FEED OF THE OUTSIDE( 419
PARTY_ AND AGENT AUDIO STREAMS TO A}~
SUPERVISOR WORKSTATION USING THE

AGENT TAP

RECEIVE A REQUEST FROM A
SUPERVISOR TO STOP
MONITORING THE CONVERSATION

| 412

DISCONNECT THE SUPERVISOR FEED
FROM THE AGENT TAP WITHOUT
INTERRUPTING THE CONVERSATION

—~—414

END ™ 416

Fig. 4



INTERNATIONAL SEARCH REPORT

Intemational application No.
PCT/US2008/054271

A. CLASSIFICATION OF SUBJECT MATTER
IPC(8) - HO4L 12/28 (2008.04)
USPC - 370/352

According to Intemational Patent Classification (IPC) or to both national classification and IPC

B. FIELDSSEARCHED

Minimum documentation searched (classification system followed by ¢
IPC(8) - HO4L 12/28 (2008.04)
USPC - 370/352

lassification symbaols)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of

MicroPatent

data base and, where practicable, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X US 2006/0221941 A1 (KISHINSKY et al) 05 October 2006 (05.10.2006) see whole document 1-35, 37-38

Y 36

Y GB 2 389 736 A (HALBRALCH) 17 December 2003 (17.12.2003) see whole document 36

D Further documents are listed in the continuation of Box C.

[

* Special categories of cited documents:

“A” document defining the general state of the art which is not considered
to be of particular relevance

SE” earlier application or patent but published on or afier the international
filing date

“L" document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

“0O” document referring to an oral disclosure, use, exhibition or other
means

“P"  document published prior to the international filing date but later than

the priority date claimed

“T" later document published after the intemational filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

“X" document of particular relevance; the claimed invention cannot be
considercd novel or cannot be considered to involve an inventive
step when the document is taken alone

“Y" document of particular relevance; the claimed invention cannot be
considercd to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

“&" document member of the same patent family

Date of the actual completion of the international search

14 June 2008

Date of mailing of the international search report

07 JUL 2008

Name and mailing address of the ISA/US

Mail Stop PCT, Attn: ISA/US, Commissioner for Patents
P.O. Box 1450, Alexandria, Virginia 22313-1450

Facsimile No. 571-273-3201

Authorized officer:
Blaine R. Copenheaver

PCT Helpdesk 571-272-4300
PCT OSP: 571-272-7774

Form PCT/ISA/210 (second sheet) (April 2005)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - claims
	Page 18 - claims
	Page 19 - claims
	Page 20 - claims
	Page 21 - claims
	Page 22 - claims
	Page 23 - drawings
	Page 24 - drawings
	Page 25 - drawings
	Page 26 - drawings
	Page 27 - drawings
	Page 28 - wo-search-report

