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Description

Title of Invention: COMMUNICATION SYSTEM, COMMU¬

NICATION DEVICE, CONTROLLER, AND METHOD AND

PROGRAM FOR CONTROLLING FORWARDING PATH OF

PACKET FLOW
Technical Field

[000 1] (CROSS-REFERENCE TO RELATED APPLICATIONS)

The present invention is based upon and claims the benefit of the priority of Japanese

patent application No. 2010-260272 filed on November 22nd, 2010, the disclosure of

which is incorporated herein in its entirety by reference thereto.

The present invention relates to a communication system, communication device,

controller, and method and program for controlling forwarding path of a packet flow,

and particularly to a communication system, communication device, controller, and

method and program for controlling forwarding path of a packet flow realizing com

munication using a communication device that processes a received packet according

to processing rules compatible with the received packet.

Background Art
[0002] In recent years, a technology called OpenFlow has been proposed (refer to Patent

Literature 1 and Non Patent Literatures 1 and 2). OpenFlow treats communication as

an end-to-end flow, and performs path control, failure recovery, load balancing, and

optimization for each flow. An OpenFlow switch, the specification of which is defined

in Non Patent Literature 2, comprises a secure channel for communicating with an

OpenFlow controller functioning as a control device, and operates according to a flow

table suitably added or rewritten by the OpenFlow controller. In the flow table, a set of

matching rules (header field) matched against a packet header, flow statistic in

formation (Counters), and an action (Actions) defining the contents of processing is

defined for each flow (refer to FIG. 19).

[0003] A communication system 1 using the OpenFlow technology can be constituted by,

for instance, a controller 114 corresponding to the OpenFlow controller and OpenFlow

switches (referred to as "OFS" hereinafter) 121 to 123, and 131 to 133 as shown in

FIG. 20.

[0004] For instance, when a communication terminal 140 starts to communicate with a com

munication terminal 142, the system operates as shown in FIG. 21. Upon receiving a

packet sent by the communication terminal 140, the OFS 121 searches an entry having

matching rules compatible with the header information of the received packet in a flow



table. If no entry matching the received packet is found as a result of the search, the

OFS 121 sends a new flow detection notification (Packet-In) message equipped with

information about the received packet to the controller 114 via a secure channel after

buffering the received packet, and requests the controller 114 to determine the path of

the packet based on the sender and the receiver of the received packet. The controller

114 specifies the communication terminal 142 as the destination of the packet from the

information of the new flow detection notification, sends a flow entry (processing rule)

setting (FlowMod) message to set a flow entry realizing communication between the

communication terminal 140 and the communication terminal 142 in the OFSs on the

path. The OFS 121 forwards the buffered packet using the entry stored in the flow

table as a processing rule. A subsequent packet flow is forwarded without requesting

the controller 114 to determine the path since the corresponding entry already exists.

[0005] Further, Patent Literature 2 discloses a method for configuring a hierarchical network

recognizing connection states between devices constituting the network as a hier

archical structure and based on topology information including hierarchy information.

Patent Literature 2 states that a server managing each layer or an information relay

device having functions of a server determines identification information usable by

downstream relay devices connected to the server or the information replay device

through an interface on the downstream side of the server or the information relay

device, and informs the determined identification information to the downstream relay

devices so as to realize effective address distribution in the hierarchical network con

figuration.

Citation List

Patent Literature
[0006] PTL 1: International Publication No. WO 2008/095010A1

PTL 2 : Japanese Patent Kokai Publication No. JP2005-340983A

Non Patent Literature
[0007] NPL 1: McKeown, Nick et al., "OpenFlow: Enabling Innovation in Campus

Networks," [online], [searched on October 6, 2010], Internet < URL:

http://www.openflowswitch.org/documents/openflow-wp-latest.pdf>

NPL 2 : "OpenFlow Switch Specification" Version 1.0.0. (Wire Protocol 0x01)

[searched on October 6, 2010], Internet <URL:

http://www.openflowswitch.Org/documents/openflow-spec-vl.0.0.pdf>

Summary of Invention

Technical Problem
[0008] The following analysis is given by the present invention.

As described using FIGS. 20 and 21, in a centralized control system such as



OpenFlow, new flow detection notification (Packet-In) messages from many OFSs

may concentrate, increasing the load of a centralized controller such as the OpenFlow

controller. Further, when the load of the controller increases and the setting of

processing rule is delayed, an OFS that has received a subsequent packet is forced to

issue a new flow detection notification (Packet-In) message, and this may create a

situation where the increased load is maintained.

[0009] The present invention has been achieved under consideration the above cir

cumstances, and it is an object thereof to provide a communication system, commu

nication device, controller, and method and program for controlling forwarding path of

a packet flow capable of mitigating concentration of path resolution requests issued by

individual communication devices in a centralized control communication system such

as the OpenFlow technology described above.

Solution to Problem
[0010] According to a first aspect of the present invention, there is provided a commu

nication system including at least one communication device controlling packet

forwarding, and a controller setting a first table entry used for packet forwarding

according to a request from the communication device, and the communication device

determines whether to forward a received packet according to the first table entry or

forward the received packet according to a second table entry set by the commu

nication device based on a rule for identifying a received packet.

[001 1] According to a second aspect of the present invention, there is provided a commu

nication device including means for requesting a controller controlling the commu

nication device to set a first table entry used for packet forwarding, and means for de

termining whether to forward a received packet according to the first table entry or

forward the received packet according to a second table entry set by the commu

nication device based on a rule for identifying a received packet.

[0012] According to a third aspect of the present invention, there is provided a commu

nication method including a step of having a communication device controlling packet

forwarding determine whether to forward a received packet according to a first table

entry set by a controller controlling the communication device or forward the received

packet according to a second table entry set by the communication device based on a

rule for identifying a received packet, and a step of having the communication device

request the controller to set the first table entry when the communication device de

termines to forward the received packet according to the first table entry. The present

method is tied to a particular machine, i.e., a communication device controlling packet

forwarding.

[0013] According to a fourth aspect of the present invention, there is provided a program



having a computer mounted on a communication device controlling packet forwarding

execute a process of determining whether to forward a received packet according to a

first table entry set by a controller controlling the communication device or forward the

received packet according to a second table entry set by the communication device

based on a rule for identifying a received packet, and a process of requesting the

controller to set the first table entry when it is determined that the received packet is

forwarded according to the first table entry. Further, this program can be stored in a

computer-readable storage medium which may be non-transient. In other words, the

present invention can be embodied as a computer program product.

Advantageous Effects of Invention
[0014] According to the present invention, it becomes possible to have a communication

device bear some part of the control load of a controller and reduce the load thereof.

Brief Description of Drawings
[0015] [fig. 1]FIG. 1 is a drawing illustrating a configuration example of a communication

system of a first exemplary embodiment of the present invention.

[fig.2]FIG. 2 is a drawing showing a configuration example of a table of the first

exemplary embodiment of the present invention.

[fig.3]FIG. 3 is a drawing for explaining an operation example of the first exemplary

embodiment of the present invention.

[fig.4]FIG. 4 is a drawing for explaining an operation example of the first exemplary

embodiment of the present invention.

[fig.5]FIG. 5 is a drawing showing a configuration example of a communication device

210 of the first exemplary embodiment of the present invention

[fig.6]FIG. 6 is a drawing showing a configuration example of a controller 100 of the

first exemplary embodiment of the present invention.

[fig.7]FIG. 7 is a drawing illustrating a configuration example of the communication

system of the first exemplary embodiment of the present invention.

[fig.8]FIG. 8 is a drawing illustrating a configuration example of a communication

system of a second exemplary embodiment of the present invention.

[fig.9]FIG. 9 is a drawing showing a configuration example of a controller of the

second exemplary embodiment of the present invention.

[fig. 10]FIG. 10 is a drawing showing a configuration example of an intermediate

controller of the second exemplary embodiment of the present invention.

[fig.ll]FIG. 11 is a sequence diagram showing an operation example (notification of a

scope of authority delegated) of the second exemplary embodiment of the present

invention.

[fig. 12]FIG. 12 is a drawing showing an example of a scope of authority delegated by



the controller of the second exemplary embodiment of the present invention to the in

termediate controller.

[fig.l3]FIG. 13 is a drawing showing another example of a scope of authority

delegated by the controller of the second exemplary embodiment of the present

invention to the intermediate controller.

[fig. 14]FIG. 14 is a sequence diagram showing an operation example (packet

forwarding within the scope of authority delegated) of the second exemplary em

bodiment of the present invention.

[fig.l5]FIG. 15 is a flowchart showing an operation example of the intermediate

controller of the second exemplary embodiment of the present invention

[fig. 16]FIG. 16 is a sequence diagram showing an operation example (packet

forwarding outside the scope of authority delegated) of the second exemplary em

bodiment of the present invention.

[fig.l7]FIG. 17 is a drawing for explaining a third exemplary embodiment of the

present invention.

[fig.l8]FIG. 18 is a drawing for explaining a fourth exemplary embodiment of the

present invention.

[fig. 19]FIG. 19 is a drawing showing a configuration example of a flow entry

described in Non Patent Literature 2.

[fig.20]FIG. 20 is a drawing for explaining a configuration example of communication

systems of Non Patent Literatures 1 and 2.

[fig.21]FIG. 2 1 is a sequence diagram for explaining an operation example of the com

munication systems in of Non Patent Literatures 1 and 2.

Description of Embodiments
[0016] (FIRST EXEMPLARY EMBODIMENT)

A first exemplary embodiment of the present invention will be described. FIG. 1

shows a communication system including a controller 100 that controls the forwarding

path of a packet and a plurality of communication devices 210 to 240. In this commu

nication system, each communication device identifies a received packet based on a

rule for identifying a packet, and determines whether it forwards the received packet

according to a rule set by the controller or it forwards the received packet according to

another rule not set by the controller. It should be noted that diagram reference

symbols used in this summary are added to elements for the sake of convenience and

understanding and they do not limit the present invention to the illustrated em

bodiments.

[0017] In FIG. 1, the communication device 210 holds a table 2000 used for forwarding a

received packet. The table 2000 holds at least two types of entries: Entry A set by the



controller and Entry B set by a communication device.

[0018] The controller 100 generates Entry A according to a request from the communication

device 210 and sets the generated Entry A in the table 2000 held by the communication

device 210. For instance, when receiving a new packet for which the table 2000 cannot

identify a forwarding method, the communication device 210 requests the controller to

set an entry corresponding to a method for forwarding this new packet.

[0019] Further, the communication device 210 autonomously sets Entry B in the table 2000.

For instance, the communication device 210 sets Entry B in the table 2000 by ex

changing information with the adjacent communication devices 220 and 240 based on

routing protocols such as RIP (Routing Information Protocol) and OSPF (Open

Shortest Path First). Further, for instance, the communication device 210 generates and

sets Entry B in the table 2000 by learning the association between the source MAC

address of a received packet and a port that has received the packet. The other commu

nication devices 220 to 240 set Entry B using similar methods. However, the methods

used by the communication devices 210 to 240 to set Entry B are not limited thereto.

[0020] FIG. 1 shows an example in which both Entries A and B are set in the table 2000.

Setting both entries in one single table 2000 facilitates implementation. In a case where

packet processing referring to the table 2000 is executed by hardware, by im

plementing a system in such a manner that Entries A and B are set in a single table

2000, processing referring to the table 2000 can be executed efficiently.

[0021] As shown in FIG. 2, however, each communication device may hold an Entry A

table 2000- 1 set by the controller and an Entry B table 2000-2 set by the commu

nication devices 210 to 240. It should be noted that the configuration of the table is not

limited to those shown in FIGS. 1 and 2.

[0022] The communication device 210 determines whether to forward a received packet

according to Entry A in the table 2000 or forward it according to Entry B in the table

2000 based on the identification rule for identifying a received packet.

[0023] The identification rule can be set by suitably combining the source/destination of a

packet and the type of a packet according to the use of a system to which the present

invention is applied, how roles are assigned to the controller and the communication

devices, and whether or not wide area central control is required.

[0024] For instance, the identification rule may be configured so as to recognize whether a

received packet should be forwarded within a predetermined network domain or across

a plurality of network domains. In other words, for instance, a communication device

(edge node) located on a boundary between a first network and a second network

forwards a received packet according to the controller 100, and a communication

device (core node) transmitting data within the first network forwards a received

packet autonomously. Further, the identification rule may be configured so as to



recognize whether or not a received packet is of a predetermined type. Further, the

identification rule may be configured so as to recognize whether or not a received

packet relates to predetermined source information or destination information. It

should be noted, however, that the identification rule is not limited thereto.

[0025] With reference to FIGS. 3 and 4, an operation example of the communication system

shown in FIG. 1 will be described. It should be noted that the operation of the present

invention is not limited to what is shown in FIGS. 3 and 4.

[0026] FIG. 3 shows an operation example of the case where the table 2000 includes Entries

A and B, as shown in FIG. 1. In FIG. 3, the identification rule is included in each

Entry. The table 2000 has a plurality of types of Entries A and a plurality of types of

Entries B. The communication device 210 compares the header of a received packet to

the identification rule of each entry in the table 2000. When the header matches any

identification rule, the communication device 210 forwards the received packet

according to a forwarding method defined in an entry corresponding to that identi

fication rule. The header of the received packet and the identification rules are

compared in this example, however, any information in the received packet may be

compared to the identification rules, without being limited thereto.

[0027] For instance, when the received packet matches an identification rule A-2 in FIG. 3,

the communication device 210 forwards the received packet according to a forwarding

method A-2. Further, when the received packet matches an identification rule B-l in

FIG. 3, the communication device 210 forwards the received packet according to a

forwarding method B-l.

[0028] For instance, when there is no entry having a matching identification rule in the table

2000, the communication device 210 requests the controller 100 to set an entry.

[0029] In the operation example above, the communication device 210 determines whether

to forward the received packet according to Entry A set by the controller or forward

the received packet according to Entry B set autonomously by the communication

device, based on the identification rules.

[0030] FIG. 4 shows an operation example of the case where the communication device 210

has the table 2000- 1 storing Entry A set by the controller and the table 2000-2 storing

Entry B set autonomously by the communication device 210, as shown in FIG. 2.

[0031] The communication device 210 compares the header of a received packet to the iden

tification rules, and determines whether to refer to the table 2000-1 storing Entry A or

refer to the table 2000-2 storing Entry B. The header of the received packet and the

identification rules are compared in this example, however, any information in the

received packet may be compared to the identification rules, without being limited

thereto.

[0032] Entries A and B include matching rules for determining according to which entry in



the tables a received packet should be forwarded. Further, Entries A and B also include

forwarding methods corresponding to the matching rules. The communication device

210 compares the header of the received packet to the matching rule of each entry and

forwards the packet according to the forwarding method of the matched entry. For

instance, the matching rules define the network information of the destination of a

packet, and when the destination of the received packet matches this network in

formation, the received packet is forwarded from a port (directed to a port of the des

tination) defined in the forwarding method. The header of the received packet and the

matching rules are compared in this example, however, any information in the received

packet may be compared to the matching rules, without being limited thereto.

[0033] Further, for instance, when the communication device 210 refers to the table 2000-1

and there is no entry having a matching rule matching the received packet in the table

2000-1, the communication device 210 requests the controller 100 to set an entry.

[0034] In the operation example above, the communication device 210 determines whether

to forward the received packet according to Entry A set by the controller or forward

the received packet according to Entry B set autonomously by the communication

device, based on the identification rules.

[0035] With reference to FIGS. 5 and 6, configuration examples of the controller 100 and

the communication device 210 will be described. Note that the present invention is not

limited to the configuration examples shown in FIGS. 5 and 6.

[0036] FIG. 5 shows a configuration example of the communication device 210. Note that

the other communication devices 220 to 240 are configured identically. A commu

nication unit 2104 communicates with the controller 100. For instance, the commu

nication unit 2104 requests the controller 100 to set an entry or receives information

relating to an entry sent by the controller 100. A storage unit 2105 holds the table 2000

and the identification rule. A packet processing unit 2100 refers to the table 2000 and

the identification rule held by the storage unit 2105, and executes packet processing

such as forwarding a received packet, discarding a packet, and rewriting a packer

header. The packet processing unit 2100 includes an entry setting unit 2101, a packet

identifying unit 2102, and a judgment unit 2103. The entry setting unit 2101 exchanges

routing information with an adjacent communication device based on a predetermined

routing protocol (for instance, RIP and OSPF), and sets an entry in the table held by

the storage unit 2105. Further, the entry setting unit 2101 generates an entry by

learning the association between the source MAC address of a received packet and a

port that has received the packet, and sets the generated entry in the table. The packet

identifying unit 2102 identifies a received packet based on the identification rule held

by the storage unit 2105. The judgment unit 2103 determines whether to process the

received packet according to an entry set by the controller 100 or process the received



packet according to an entry set by the entry setting unit 2101, depending on the identi

fication results of the packet identifying unit 2102.

[0037] FIG. 6 shows a configuration example of the controller 100. A communication unit

1001 communicates with the communication device 210. For instance, the commu

nication unit 1001 receives a request for setting an entry from the communication

device 210, and sends information relating an entry to the communication device 210.

An entry DB1003 stores entry candidates to be set in the communication device 210. A

topology management unit 1005 constructs network topology information based on the

connection relations of the communication devices collected from the communication

devices 210 to 240. A calculation unit 1004 refers to the network topology information

constructed by the topology management unit 1005, generates a packet processing

method executed by a communication device on the forwarding path of a packet and a

matching rule for specifying an execution target packet of the processing method, and

generates an entry to be stored in the entry DB. An entry management unit 1002 stores

the entry generated by the calculation unit 1004 in the entry DB 1003. Further, the

entry management unit 1002 selects an entry to be set for the communication device

210 from entries stored in the entry DB 1003. An identification rule management unit

1006 manages the identification rule for the communication device 210 to identify a

received packet. For instance, when the table is configured as in the example in FIG. 3,

the identification rule management unit 1006 sets an identification rule in Entry A in

the entry DB 1003, and sets an identification rule corresponding to Entry B in the com

munication device 210. Further, for instance, when the tables are configured as in the

example in FIG. 4, the identification rule management unit 1006 notifies the identi

fication rule to the communication device 210.

[0038] For instance, the identification rule management unit 1006 generates an identification

rule based on a scope of authority delegated to the communication device 210, and set

the identification rule for the communication device 210. For instance, the identi

fication rule management unit 1006 delegates authority to the communication device

210 when a received packet is to be forwarded within a predetermined network

domain, and does not delegate authority when the received packet is to be forwarded

across a plurality of network domains. The communication device 210 processes a

received packet according to an entry set by the controller 100 when the received

packet belongs to a scope of authority not delegated by the controller 100. The com

munication device 210 autonomously sets an entry therein when a received packet

belongs to the scope of authority delegated by the controller 100. Further, the identi

fication rule management unit 1006 may determine the scope of authority delegated to

the communication device 210 taking into consideration the load of the controller 100

and a congestion state between the controller 100 and the communication device 210,



and generate the identification rule based on the scope. In such a configuration, the

identification rule management unit 1006 is able to expand the scope of authority

delegated to the communication device 210, for instance, when the load of the

controller 100 is high. By expanding the scope of authority delegated to the commu

nication device 210, the number of entry setting requests to the controller 210 is

decreased, reducing the load of the controller 100.

[0039] For instance, the communication device 210 sends an entry setting request to the

controller 100 when there is no entry corresponding to a received packet in the table

2000. Note that the communication device 210 determines whether or not to send an

entry setting request to the controller 100 according to the result of comparing the

identification rule set by the identification rule management unit 1006 and the received

packet. In other words, the communication device 210 sends an entry setting request to

the controller 100 when the received packet is outside the scope of authority delegated

by the controller 100. As a result, the load of the controller 100 can be reduced.

[0040] In the present invention, the controller 100 may delegate the setting Entry A of some

type(s) to the communication devices 210 to 240 as shown in FIG. 7. The load of the

controller 100 is reduced, compared to the case where the controller 100 set Entry A of

all types. The communication devices 210 to 240 set Entry A in the table 2000 to an

extent that the controller 1000 delegates thereto. The communication device 210 de

termines whether or not a case is within the scope of authority delegated by the

controller 100 as far as the setting of Entry A is concerned using, for instance, the iden

tification rule. For instance, the communication device 210 identifies a received packet

based on the identification rule, and determines that the case is delegated by the

controller 100 as far as the setting of Entry A is concerned when the type of the

received packet matches a predetermined condition.

[0041] As described, by not requesting the controller 100 to control the forwarding paths of

all packets and having the communication devices bear part (some) of the respon

sibility, it becomes possible to reduce the load of the controller 100. Further, the identi

fication condition can be set by suitably combining the source/destination of a packet

and the type of a packet according to the use of a system to which the present invention

is applied, how roles are assigned to the controller and the communication devices, and

whether or not wide area central control is required.

[0042] (SECOND EXEMPLARY EMBODIMENT)

Next, a second exemplary embodiment of the present invention will be described in

detail with reference to the drawings. FIG. 8 is a drawing illustrating the configuration

of a communication system of the second exemplary embodiment of the present

invention. FIG. 8 shows the configuration of the communication system 1 including

communication subsystems 2 and 3, and a controller 11 controlling intermediate con-



trailers 12 and 13 in these communication subsystems. Further, communication

devices 140 to 142 are connected to the communication system 1.

[0043] Further, broken lines between the controller 11, the intermediate controllers 12 and

13, and packet forwarding devices 2 1 to 23 and 3 1 to 33 in FIG. 8 indicate control

channels. As the control protocol, the OpenFlow protocol in Non Patent Literature 2

can be used.

[0044] Further, it is assumed that the communication subsystem 2 (or 3) is constituted by the

intermediate controller 12 (or 13) and the three packet forwarding devices 2 1 to 23 (or

3 1 to 33) in the explanation below. The configuration in FIG. 8 is for simplifying the

explanation of the present invention, and the numbers and the connection relations of

the elements shown in FIG. 8 are not limited to the example in FIG. 8.

[0045] FIG. 9 is a drawing showing a detailed configuration of the controller 11 shown in

FIG. 8. FIG. 9 shows a configuration comprising a communication unit 5 1 that com

municates with the intermediate controllers 12 and 13, a control message processing

unit 52, a path/action calculation unit 53, an intermediate controller management unit

54, a topology management unit 55, a flow termination point management unit 56, a

processing rule management unit 57, a processing rule storage unit 58, a scope-

of-authority-delegated management unit 59, and a scope-of-authority-delegated storage

unit 60. These units operate as described below.

[0046] The control message processing unit 52 analyzes a control message received from the

intermediate controllers 12 and 13, and gives the control message information to corre

sponding processing means in the controller 11.

[0047] The path/action calculation unit 53 derives the forwarding path of a packet and an

action executed by the intermediate controller operating as a virtual packet forwarding

device on the forwarding path based on information about a flow termination point

managed by the flow termination point management unit 56 and network topology in

formation constructed by the topology management unit 55.

[0048] The intermediate controller management unit 54 manages the ability of the in

termediate controllers 12 and 13 controlled by the controller 11 (for instance, the

number and type of ports connected to the communication subsystems managed by

communication terminals and other intermediate controllers, and the type(s) of actions

supported, etc.).

[0049] The topology management unit 55 constructs the network topology information

based on the connection relations, collected via the communication unit 51, between

the communication subsystems managed by the intermediate controllers 12 and 13.

[0050] The flow termination point management 56 manages information for specifying the

termination point of a flow occurring in the communication system 1. In the present

exemplary embodiment, the flow termination point management 56 manages IP subnet



information attached to a port to which a communication terminal can be connected as

the information for specifying the flow termination point, however, the information

managed as the flow termination point is not limited thereto. For instance, other in

formation managed as the information for specifying the flow termination point may

be the location information of external nodes (information capable of specifying which

external node is connected to which port of which communication device). The in

formation for specifying the flow termination point is managed based on, for instance,

a packet forwarding ability notification and a forwarding function ability update

message (described below) from the intermediate controllers 12 and 13.

[005 1] The processing rule management unit 57 manages what kind of a processing rule is

set in which intermediate controller. More concretely, the processing rule management

unit 57 registers the result of calculation by the path/action calculation unit 53 in the

processing rule storage unit 58 as a processing rule, and sets the processing rule in the

intermediate controllers 12 and 13. Further, based on a processing rule setting noti

fication and processing rule deletion notification from the intermediate controllers 12

and 13, the processing rule management unit 57 updates the corresponding contents of

the processing rule storage unit 58 when the set processing rule changes in the in

termediate controllers 12 and 13.

[0052] Further, if the controller 11 does not need to hold the processing rule, the processing

rule storage unit 58 may be omitted. Further, a configuration in which the processing

rule storage unit 58 is provided separately in an external server may be employed.

[0053] The scope-of-authority-delegated management unit 59 manages the scope of packet

flows (corresponding to the "identification condition" described above; referred to as

"the scope of authority delegated" hereinafter in exemplary embodiments below) in

which each of the intermediate controllers 12 and 13 is permitted to autonomously

control a forwarding path. More concretely, the scope-of-authority-delegated

management unit 59 determines the scope of authority delegated when constructing the

control channels to the intermediate controllers 12 and 13, registers it in the scope-

of-authority-delegated storage unit 60, sets the scope of authority delegated in the in

termediate controllers 12 and 13, and supports a situation where the scope of authority

delegated changes due to changes in the topology between the communication

subsystems by updating the contents of the scope-of-authority-delegated storage unit

60. Further, the scope-of-authority-delegated storage unit 60 is provided in the

controller 11 in the example shown in FIG. 9, however, the scope-

of-authority-delegated storage unit 60 may be provided separately in an external

server.

[0054] Further, in the present exemplary embodiment, the input port information, output

port information, and flow scope of the communication subsystem managed by each of



the intermediate controllers 12 and 13 are used as the scope of authority delegated. The

input port information is the input port information of a flow flowing into the commu

nication subsystem. The output port information is the output port information of a

flow flowing out of the communication subsystem. The flow scope is information in

dicating the scope of a flow flowing in the communication subsystem, specified by the

source and destination MAC (Media Access Control) address, the source and des

tination IP address, and the source and destination L4 (layer 4) port information. The

scope of authority delegated will be described in detail later using FIGS. 12 and 13.

[0055] Further, in the present exemplary embodiment, the scope-of-authority-delegated

management unit 59 has a policy for creating the scope of authority delegated that

permits the intermediate controllers 12 and 13 to control the forwarding path of any

communication within the communication subsystems.

[0056] The controller 11 described above can be realized with a configuration in which the

intermediate controller management unit 54 and the scope-of-authority-delegated

management unit 59 are added to the OpenFlow controller described in Non Patent

Literature 1 as a base.

[0057] Further, each unit (processing means) of the controller 11 shown in FIG. 9 can be

realized by a computer program having a computer constituting the controller 11

execute each processing described above using the hardware thereof. The program may

be recorded on a non-transient recording medium which is computer readable. In such

a case the program operates the computer as a functional unit (or means) that operates

the intended (programmed) processing or steps, as a whole constituting the controller.

[0058] FIG. 10 is a drawing illustrating a detailed configuration of the intermediate

controller 12 (or 13) shown in FIG. 2. FIG. 10 shows a configuration comprising the

communication unit 5 1 that communicates with the packet forwarding devices 2 1 to 23

and 3 1 to 33, the control message processing unit 52, the path/action calculation unit

53, a packet forwarding device management unit 61, the topology management unit 55,

the flow termination point management unit 56, the processing rule management unit

57, the processing rule storage unit 58, the scope-of-authority-delegated management

unit 59, the scope-of-authority-delegated storage unit 60, and a virtual packet

forwarding device unit 62. These units operate as described below.

[0059] The control message processing unit 52 analyzes a control message received from the

packet forwarding devices 2 1 to 23 and 3 1 to 33, and gives control message in

formation to corresponding processing means in the intermediate controller 12 (or 13).

[0060] The path/action calculation unit 53 confirms whether or not a newly detected packet

flow belongs to the scope of authority delegated managed by the scope-

of-authority-delegated management unit 59 based on a request for setting a processing

rule by a new flow detection notification (Packet- In) message from the packet



forwarding device, and when it does, the path/action calculation unit 53 derives the

forwarding path of the packet and an action executed by the packet forwarding device

on the forwarding path based on information about a flow termination point managed

by the flow termination point management unit 56 and network topology information

constructed by the topology management unit 55. On the other hand, when the newly

detected packet flow does not belong to the scope of authority delegated, the path/

action calculation unit 53 requests the controller 11 to set a processing rule in co

operation with the virtual packet forwarding device unit 62. Further, the path/action

calculation unit 53 derives the forwarding path of the packet and the action executed

by the packet forwarding device on the forwarding path according to a processing rule

received from the controller 11, following an instruction for setting a processing rule

received from the controller 11 via the virtual packet forwarding device unit 62.

[0061] The packet forwarding device management unit 6 1 manages the ability of the packet

forwarding device controlled by the intermediate controller 12 (or 13) (for instance, the

number and type of ports, and the types of actions supported, etc.).

[0062] The topology management unit 55 constructs the network topology information

based on the connection relations of packet forwarding functions collected via the

communication unit 51.

[0063] The flow termination point management 56 manages information for specifying the

termination point of a flow occurring in the communication subsystem. In the present

exemplary embodiment, the flow termination point management 56 manages IP subnet

information attached to a port to which a communication terminal can be connected as

the information for specifying the flow termination point, however, the information

managed as the flow termination point is not limited thereto as in the case of the

controller 11. The information for specifying the flow termination point is suitably

updated based on, for instance, the forwarding function ability notification message

(described later) from the packet forwarding device.

[0064] The processing rule management unit 57 manages what kind of a processing rule is

set in which packet forwarding device. More concretely, the processing rule

management unit 57 registers the result of calculation by the path/action calculation

unit 53 in the processing rule storage unit 58 as a processing rule, and sets the

processing rule in the corresponding packet forwarding device. Further, based on a

processing rule deletion notification from the packet forwarding device, the processing

rule management unit 57 updates the corresponding contents of the processing rule

storage unit 58 when the set processing rule changes in the packet forwarding device.

[0065] Further, if the intermediate controller 12 (or 13) does not need to hold the processing

rule, the processing rule storage unit 58 may be omitted. Further, a configuration in

which the processing rule storage unit 58 is provided separately in an external server



may be employed.

[0066] The scope-of-authority-delegated management unit 59 manages the scope of

authority delegated by the controller 11. More concretely, the scope-

of-authority-delegated management unit 59 registers the scope of delegated authority

notified when the control channel to the controller 11 is constructed in the scope-

of-authority-delegated storage unit 60. Further, the scope-of-authority-delegated

management unit 59 updates the corresponding contents of the scope-

of-authority-delegated storage unit 60 when the controller 11 updates the scope of

authority delegated due to changes in the topology between the communication

subsystems. Note that the scope-of-authority-delegated storage unit 60 may be

provided separately in an external server.

[0067] Further, in the present exemplary embodiment, the input port information, output

port information, and flow scope of the communication subsystem managed by each of

the intermediate controllers 12 and 13 are used as the scope of authority delegated. The

input port information is the input port information of a flow flowing into the commu

nication subsystem. The output port information is the output port information of a

flow flowing out of the communication subsystem. The flow scope is information in

dicating the scope of a flow flowing in the communication subsystem, specified by the

source and destination MAC (Media Access Control) address, the source and des

tination IP address, and the source and destination L4 (layer 4) port information. The

scope of authority delegated will be described in detail later using FIGS. 12 and 13.

[0068] The virtual packet forwarding device unit 62 manages the communication subsystem

2 (or 3) constituted by one or more packet forwarding devices 2 1 to 23 (or 3 1 to 33) as

one logic packet forwarding device. More concretely, in cooperation with the packet

forwarding device management unit 6 1 and the topology management unit 55, the

virtual packet forwarding device unit 62 detects port groups connectable to external

communication functions (for instance, communication terminals and packet

forwarding devices belonging to other communication subsystem) and forms a virtual

packet forwarding device equipped with these port groups. When the intermediate

controller 12 (or 13) constructs a control channel to the controller 11, the virtual packet

forwarding device unit 62 notifies the packet forwarding ability to the controller 11

with the communication subsystem 2 (or 3) managed by the intermediate controller 12

(or 13) as one virtual packet forwarding device. Further, the virtual packet forwarding

device unit 62 requests the controller 11 to set a processing rule based on a request

from the path/action calculation unit 53. Further, when receiving a processing rule

setting message from the controller 11, the virtual packet forwarding device unit 62

converts the message for the communication subsystem and requests the path/action

calculation unit 53 to set a processing rule.



[0069] The intermediate controller 12 (or 13) described above can be realized with a con

figuration in which the scope-of-authority-delegated management unit 59 and the

virtual packet forwarding device unit 62 are added to the OpenFlow controller

described in Non Patent Literature 1 as a base.

[0070] Further, each unit (processing means) of the intermediate controller 12 (or 13) shown

in FIG. 10 can be realized by a computer program having a computer constituting the

intermediate controller 12 (or 13) execute each processing described above using the

hardware thereof. The program may be recorded on a non-transient recording medium

which is computer readable. In such a case the program operates the computer as a

functional unit (or means) that operates the intended (programmed) processing or

steps, as a whole constituting the controller.

[0071] When receiving a packet, the packet forwarding devices 2 1 to 23 and 3 1 to 33 search

for a processing rule entry having a matching rule matching the received packet in the

processing rule storage unit storing processing rules, and perform processing (for

instance, forwarding to a specific port, flooding, discarding, etc.) according to an

action attached to the processing rule.

[0072] Further, the packet forwarding devices 2 1 to 23 and 3 1 to 33 reset a timer (time-out

information) in an action field of the corresponding processing rule entry every time

they process a packet. As soon as the timer indicates "0," the packet forwarding

devices 2 1 to 23 and 3 1 to 33 delete the corresponding processing rule entry from the

processing rule storage unit. This will prevent processing rules no longer used from

remaining indefinitely and unintended actions from being executed.

[0073] Further, the packet forwarding devices 2 1 to 23 and 3 1 to 33 described above can be

realized with the same configuration as the OpenFlow switch in Non Patent Literature

1.

[0074] Next, the overall operation of the present exemplary embodiment will be described in

detail with reference to the drawings. A series of steps in which the intermediate

controller 12 constructs the control channel to the packet forwarding devices 2 1 to 23

and a series of steps in which the intermediate controller 12 constructs the control

channel to the controller 11 will be described.

[0075] FIG. 11 is a sequence diagram showing the operation (the notification of the scope of

authority delegated) of the second exemplary embodiment of the present invention.

With reference to FIG. 11, first the intermediate controller 12 constructs the control

channel to the packet forwarding devices 2 1 and 22 (steps S001 and S003) and then

constructs the control channel to the controller 11 (step S005). Further, in the example

shown in FIG. 11, the intermediate controller 12 constructs the control channel to the

packet forwarding device 23 thereafter (step S008), changing the configuration of the

communication subsystem 2, and notifies this change to the controller 11 (step S010).



[0076] Steps in which the intermediate controller 12 constructs each control channel and a

procedure thereafter will be described below, following the sequence in FIG. 11. The

packet forwarding device 2 1 connects to the communication subsystem 2 and

constructs the control channel to the intermediate controller 12 (the step S001). The

control channel established here is, for instance, a TCP (Transmission Control

Protocol) or SSL (Secure Sockets Layer) connection using a port number for the

control channel. Then, the packet forwarding device 2 1 notifies information about

itself to the intermediate controller 12 through a forwarding ability notification

message (step S002).

[0077] Here, examples of the information sent by the packet forwarding device 2 1 are an

identifier of the packet forwarding device itself (the packet forwarding device 2 1 in

this case), information about each port, and information about supported actions. As an

identifier of the packet forwarding device, an IP address may be sent, for instance. An

IP address is an example of an identifier of the packet forwarding device and in

formation other than an IP address may be sent as an identifier. Examples of the port

information are a port identifier of each port of the packet forwarding device, the type

of a link connected to each port, and information relating to the type of a link

connected to each port. For instance, a port number can be used as a port identifier.

The link type information is, for instance, information indicating link types having

different frame types such as Ethernet (registered trademark) and fiber channel. The

contents of the information relating to a link changes, depending on the type of the

link. For instance, when the type of a link is Ethernet, examples of the information

relating to the link are a MAC address, communication speed supported, and commu

nication method (for instance, full duplex, half duplex, etc.). The information relating

to a link may be called link attribute information. Examples of the action information

are MAC address translation, IP address translation, and L4 port number translation, in

addition to normal packet forwarding.

[0078] Further, as the forwarding ability notification message, a Feature Reply message sent

as a response to a Feature Request in Non Patent Literature 2 can be used.

[0079] Upon receiving the forwarding ability notification message from the packet

forwarding device 21, the intermediate controller 12 stores the contents thereof in the

packet forwarding device management unit 61.

[0080] Then, the intermediate controller 12 constructs the control channel to the packet

forwarding device 22, following the same procedure, and stores the forwarding ability

of the packet forwarding device 22 in the packet forwarding device management unit

6 1 (the steps S003 and S004).

[0081] Next, the intermediate controller 12 searches the topology of the communication

subsystem 2 as advance preparation for constructing the control channel to the



controller 11, and stores the result in the topology management unit 55 (omitted in

FIG. 1). Once the topology information has been updated, the virtual packet

forwarding device unit 62 forms the communication subsystem 2 constructed by the

packet forwarding devices 2 1 and 22 as one virtual packet forwarding device. The

virtual packet forwarding device formed here has two ports. One of the ports is a port

used by the communication subsystem 2 to connect to the communication terminal 140

in FIG. 8, and the other port is used by the communication subsystem 2 to connect to

the packet forwarding device 31. Here, it is assumed that 1 and 2 are given to them as

port numbers.

[0082] After forming the virtual packet forwarding device with itself and the packet

forwarding device constituting the communication subsystem 2, the intermediate

controller 12 constructs the control channel to the controller 11 (step S005), and

notifies information relating to the virtual packet forwarding device to the controller 11

through the forwarding ability notification message (step S006). At this time, the in

termediate controller 12 notifies the fact that it is an intermediate controller.

[0083] Upon obtaining the information relating to the virtual packet forwarding device of

the intermediate controller 12, the controller 11 stores the information in the in

termediate controller management unit 54. Then, when the virtual packet forwarding

device information of the intermediate controller 12 is newly registered or updated, the

scope-of-authority-delegated management unit 59 in the controller 11 determines the

scope of authority delegated in which the intermediate controller 12 can freely control

a path, and notifies this scope of authority delegated to the intermediate controller 12

through a scope-of-authority-delegated massage (step S007).

[0084] In the present exemplary embodiment, the scope of authority delegated, shown in

FIG. 12, is notified in the step S007. In the example shown in FIG. 12, based on the in

formation relating to the virtual packet forwarding device having "1" and "2" as port

numbers, the scope of authority delegated in which the input port information and the

output port information are both "1" and the flow scope is "Any," which does not

specify any target, is notified.

[0085] Upon obtaining the scope of authority delegated, the intermediate controller 12 stores

it in the scope-of-authority-delegated management unit 59.

[0086] Then, when the packet forwarding device 23 attempts to construct the control

channel to the intermediate controller 12, the intermediate controller 12 constructs the

control channel to the packet forwarding device 23, following the same procedure as

the packet forwarding devices 2 1 and 22 (the step S008), and stores the forwarding

ability of the packet forwarding device 23 in the packet forwarding device

management unit 6 1 (step S009). Then, the intermediate controller 12 searches the

topology again, and upon detecting an update of the topology information, the in-



termediate controller 12 forms the virtual packet forwarding device again and notifies

the latest information relating to the virtual packet forwarding device to the controller

11 (the step SOlO).

[0087] The virtual packet forwarding device formed here has four ports. The first port

connects to the communication terminal 140 in FIG. 8, the second port connects to the

packet forwarding device 31, the third port connects to the packet forwarding device

33, and the fourth port connects to the communication terminal 141. Here, it is

assumed that 1 through 4 are given to each of the ports as port numbers.

[0088] When detecting an update of the information relating to the virtual packet forwarding

device of the intermediate controller 12, the controller 11 re-determines the scope of

authority delegated, and notifies this scope of authority delegated to the intermediate

controller 12 through the scope-of-authority-delegated massage (step SOU).

[0089] In the present exemplary embodiment, the scope of authority delegated, shown in

FIG. 13, is notified in the step S01 1. In the example shown in FIG. 13, based on the in

formation relating to the virtual packet forwarding device in which "3" and "4" are

added to "1" and "2" as the previous port numbers, the scope of authority delegated in

which both the input port information and the output port information are "1" and "4,"

and the flow scope is "Any," which does not specify any target, is notified. In other

words, in the present exemplary embodiment, the authority that permits the in

termediate controller 12 to autonomously determine the forwarding path of any com

munication closed within the communication subsystem (communication between

communication terminals completed within the communication subsystem) is

delegated.

[0090] Next, the flow of communication after the control channel has been constructed will

be described. FIG. 14 is a sequence diagram showing the flow of communication

between the communication terminals 140 and 141 shown in FIG. 8. Note that the

communication terminals 140 and 141 in FIG. 8 are connected to the packet

forwarding devices 2 1 and 23, respectively, in the communication system 2. In other

words, the communication between the communication terminals 140 and 141 is

closed within the communication subsystem.

[0091] With reference to FIG. 14, first, the communication terminal 140 sends a data packet

to the communication terminal 141 (step S101). Upon receiving the data packet, the

packet forwarding device 2 1 refers to the processing rule storage unit and searches a

processing rule entry matching the received packet. However, since this packet is the

first packet sent from the communication terminal 140 to the communication terminal

141, there is no matching processing rule. Therefore, the packet forwarding device 2 1

buffers the received packet and sends the new flow detection notification (Packet- In

message) to the intermediate controller 12 (step S102).



[0092] This new flow detection notification includes information required for creating a

processing rule (for instance, MAC address, IP address, port number (each including

the sender's and the receiver's) and packet receiving port information.

[0093] Further, the packet forwarding device 2 1 buffers the received packet and sends only

the information required for creating a processing rule to the intermediate controller 12

in the step S102 described above, however, the packet forwarding device 2 1 may

simply send the received packet to the intermediate controller 12.

[0094] Upon receiving the new flow detection notification, the intermediate controller 12

determines whether or not the packet flow is a flow that should be controlled by the in

termediate controller 12, and calculates and creates a path, as shown in FIG. 15. Here,

since the communication between the communication terminals 140 and 141 is closed

within the communication subsystem as described above, the intermediate controller

12 sets processing rules in the packet forwarding devices 2 1 and 23, the packet

forwarding devices on the path (step S103). A Flow Modification message in Non

Patent Literature 2 may be used for setting the processing rules.

[0095] Further, the intermediate controller 12 notifies the processing rule set to the

controller 11 as the processing rule setting notification. It is preferable that the

processing rule notified here be converted into a processing rule corresponding to the

virtual packet forwarding device formed by the virtual packet forwarding device unit

62.

[0096] After the processing rules have been set in the packet forwarding devices 2 1 and 23,

the packet forwarding device 2 1 forwards the buffered packet according to the contents

of an action field in the processing rule. This packet is forwarded in the order of the

packet forwarding devices 2 1 and 23 and reaches the communication terminal 141

since the processing rule has been already set in the packet forwarding device 23

following the packet forwarding device 2 1 on the forwarding path of this packet.

[0097] The operation of the intermediate controller 12 that has received the new flow

detection notification will be described here. FIG. 15 is a flowchart showing the

operation of the intermediate controller 12 that has received the new flow detection no

tification.

[0098] With reference to FIG. 15, upon receiving the new flow detection notification (step

S201), the intermediate controller 12 specifies the packet forwarding device that has

detected the new flow and an input port thereof from the information included in the

new flow detection notification, and checks whether or not the input port belongs to

the input port information defined in the scope of authority delegated (step S202). The

packet forwarding device that has detected the new flow is the packet forwarding

device 21, and the input port thereof is a port having the port number "1" connected to

the communication terminal 140. Therefore, the flow is determined to be within the



scope of authority delegated (a control target flow) in the step S202.

[0099] Next, the intermediate controller 12 checks whether or not a data packet subsequently

received is within the flow scope defined in the scope of authority delegated (step

S203). Since the flow scope is set to "Any," which does not specify any target, as

shown in FIG. 13, the data packet is determined to be within the scope of authority

delegated (a control target flow) in the step S203.

[0100] Next, the intermediate controller 12 checks whether or not the output destination of

the data packet specified from the management information of the flow termination

point management unit 56 and the destination IP address of the received data packet

belongs to the output port defined in the scope of authority delegated (step S204). The

destination of the data packet is the terminal device 141 and the output destination is a

port having the port number "4" of the packet forwarding device 23 connected to the

communication terminal 141. Therefore, the output destination of the data packet is de

termined to be within the scope of authority delegated (a control target flow) in the

step S204.

[0101] Upon determining that the received data packet is within the scope of authority

delegated (a control target flow) as described, the intermediate controller 12 calculates

a path and creates a processing rule (step S205). Here, it is assumed that a path in

which the packet is forwarded in the order of the packet forwarding devices 2 1 and 23

is calculated as the result of the calculation. Further, it is assumed that the intermediate

controller 12 creates a processing rule having a matching rule that requires the source

MAC address and the source IP address to be those of the communication terminal 140

and the destination MAC address and the destination IP address to be those of the com

munication terminal 141, and having an action, in which a corresponding packet is

forwarded along a calculated path, executed.

[0102] Then, the intermediate controller 12 sets the processing rule created (step S206) and

sends the processing rule setting notification to the controller 11 (step S207). Addi

tionally, the intermediate controller 12 registers the processing rule set in the packet

forwarding devices 2 1 and 23 in the processing rule storage unit 58 via the processing

rule management unit 57.

[0103] If any one of the items is determined not to be within the scope of authority delegated

(control target flow) in the steps S202 to S204, the intermediate controller 12 sends the

new flow detection notification to the controller 11. It is preferable that the identi

fication information and the input port information of the packet forwarding device

included in this new flow detection notification be converted into information corre

sponding to the virtual packet forwarding device formed by the virtual packet

forwarding device unit 62 of the intermediate controller 12. As for the operation

thereafter, the controller 11 calculates the forwarding path of the packet, and creates



and sets a processing rule in each packet forwarding device as described using FIG. 2 1

at the beginning.

[0104] Next, with reference to FIG. 16, it is a sequence diagram showing a flow of commu

nication between the communication terminals 140 and 142 in FIG. 8. The commu

nication terminal 140 in FIG. 8 is connected to the packet forwarding device 2 1 of the

communication subsystem 2, and it should be note that the communication terminal

142 in FIG. 8 is connected to the packet forwarding device 32 of the communication

subsystem 3. In other words, the communication between the communication terminals

140 and 142 is not closed within a communication subsystem.

[0105] First, the communication terminal 140 sends a data packet to the communication

terminal 142 (step S301). Since there is no matching processing rule in this case,

either, the packet forwarding device 2 1 buffers the received packet as in the case of

FIG. 13, and sends the new flow detection notification to the intermediate controller 12

(step S302).

[0106] Upon receiving the new flow detection notification, the intermediate controller 12

determines whether or not the packet flow is a flow that should be controlled by the in

termediate controller 12, as shown in the flowchart in FIG. 15. Since the commu

nication between the communication terminals 140 and 142 is not closed within a com

munication subsystem as mentioned before (the output port is outside the scope of

authority of the intermediate controller 12), the intermediate controller 12 sends the

new flow detection notification to the controller 11 as indicated in step S208 in FIG. 15

(step S303).

[0107] Further, it is preferable that the identification information and the input port in

formation of the packet forwarding device included in this new flow detection noti

fication be converted into information corresponding to the virtual packet forwarding

device formed by the virtual packet forwarding device unit 62 of the intermediate

controller 12.

[0108] Since the controller 11 recognizes each of the communication subsystems 2 and 3 as

one single virtual packet forwarding device, the controller 11 calculates the forwarding

path of the packet and newly creates a processing rule to be set, upon receiving the

new flow detection notification. Here, it is assumed that a path in which the packet is

forwarded in the order of the virtual packet forwarding device corresponding to the

communication subsystem 2 and the virtual packet forwarding device corresponding to

the communication subsystem 3 is calculated as the result of the path calculation.

Further, it is assumed that the controller 11 decides on a matching rule stating that the

source MAC address and the source IP address are those of the communication

terminal 140 and that the destination MAC address and the destination IP address are

those of the communication terminal 142, and creates a processing rule having an



action that forwards the packet along the calculated path.

[0109] The controller 11 sets the created processing rule in the intermediate controllers 12

and 13, which are intermediate controllers on the packet forwarding path (step S304).

The controller 11 registers the set processing rule in the processing rule storage unit 58

via the processing rule management unit 57.

[01 10] Upon receiving a processing rule setting message from the controller 11, the in

termediate controllers 12 and 13 convert the processing rule for the communication

subsystem controlled by themselves using the virtual packet forwarding device unit 62

and the path/action calculation unit 53 (conversion from a processing rule of the virtual

packet forwarding device into a processing rule of the actual and individual packet

forwarding devices), and set the converted processing rule in the packet forwarding

devices (step S305).

[0111] After the processing rules have been set in the packet forwarding devices, the packet

forwarding device 2 1 forwards the buffered packet according to the processing rule

(step S306-1). This packet is forwarded in the order of the packet forwarding devices

21, 22, 31, and 32 and reaches the communication terminal 142 since the processing

rule has been already set in the packet forwarding devices on the forwarding path of

this packet (steps S306-2 to 306-4). Similarly, a subsequent packet flow is forwarded

according to the set processing rule (steps S307-1 to 307-4).

[0112] As described, according to the present exemplary embodiment, the control load of

the controller per unit can be reduced (a first effect). The reason is that the controllers

are layered and decentralized so as to distribute the load for controlling the forwarding

paths of packets among a plurality of controllers.

[0113] Further, according to the present exemplary embodiment, the path control of a packet

flow that cannot be, or should not be, calculated by using only local network in

formation held by a low-rank controller can be realized (a second effect). The reason is

that a high-rank controller specifies a scope that can be, or should be, addressed with

the local network information held by the low-rank controller as the scope in which the

low-rank controller is permitted to control a path (the scope of authority delegated),

and the high-rank controller controls paths exceeding this scope.

[0114] Further, according to the present exemplary embodiment, detailed path control can

be realized (a third effect). The reason is that the high-rank controller controls paths on

the communication subsystem level and specifies only the input and output of a packet

flow (refer to the descriptions above relating to the virtual packet forwarding device),

and the low-rank controller can perform more detailed path control due to the fact that

the high-rank controller only specifies the scope of authority delegated, in which the

low-rank controller is permitted to control a path, without specifying how to deal with

each individual packet flow. At this time, by having the low-rank controllers perform



path control taking into account a network status in the scope managed by each low-

rank controller, path control taking into account a network status that changes m o

mentarily can be realized.

[0115] Further, according to the present exemplary embodiment, since the high-rank

controller specifies the input and output of a packet flow based on a processing rule

(flow entry) setting message and the intermediate controller that has received this spec

ification controls the packet forwarding device based on the processing rule (flow

entry) setting message, the high-rank controller can be basically configured as the

OpenFlow controller and the OpenFlow switch in Non Patent Literature 2 if there is no

need to determine whether or not the connected packet forwarding device is a virtual

device.

[0116] Further, the basic configuration of the OpenFlow switch in Non Patent Literature 2

can be employed for the packet forwarding devices.

[01 17] (THIRD EXEMPLARY EMBODIMENT)

Next, a third exemplary embodiment in which the present invention is applied to a

mobile backhaul system will be described in detail with reference to the drawing. FIG.

17 is a drawing for explaining the third exemplary embodiment of the present

invention.

[0118] With reference to FIG. 17, in a communication system 1 of the third exemplary em

bodiment of the present invention, a controller 111 corresponding to the controllers 11

and 100 in the first and the second exemplary embodiments, and OFSs 121 to 123 and

131 to 133 having the functions of the communication device, the packet forwarding

device, and the intermediate controller of the first and the second exemplary em

bodiments are shown.

[0119] To the communication system 1 of the present exemplary embodiment, a base station

150 supporting wireless technologies such as Long Term Evolution (LTE) and WiMax,

an access Gateway (GW) 152 providing communication services to communication

terminals in cooperation with the base station 150, and a bootstrap server 153 remotely

setting a new base station 151 when the base station is added are connected.

[0120] Here, a packet whose type is data packet is within the scope of authority delegated to

the OFS operating as the intermediate controller. In detail, the input port information is

"Any," the output port information is "Any," and the flow scope states either a packet

flow having "17" as a protocol number in the IP header indicating User Datagram

Protocol (UDP) and having "2152" as a destination port number in order to identify a

data packet of GPRS Tunneling Protocol (GTP) flowing through the backhaul of LTE,

or a flow having "47" as a protocol number in the IP header indicating Generic

Routing Encapsulation (GRE) in order to identify a GRE packet flowing through the

backhaul of WiMax.



[0121] The path control policy of each OFS, operating as the intermediate controller, for

these packets is to forward them using a path control protocol such as Open Shortest

Path First (OSPF) and based on a routing table constructed in cooperation with the sur

rounding OFSs.

[0122] According to the third exemplary embodiment of the present invention described

above, control in which each OFS performs autonomous and decentralized control of

the paths of data packets flowing through a backhaul system (for instance, GTP or

GRE data packets exchanged between the base station 150 and the access GW 152 in

FIG. 17), and when other kinds of traffic occur (for instance, traffic for the new base

station 151 to access the bootstrap server 153 when the new base station 151 is added,

or traffic from a terminal making illegal access), the high-rank controller 111 sets a

path after determining whether or not the communication is permitted and permitting

the communication becomes possible. In other words, the scope of authority may be

delegated according to the type of traffic, unlike the second exemplary embodiment in

which the scope of authority is delegated based on the end points of communication,

i.e., whether or not communication is closed within a communication subsystem.

[0123] (FOURTH EXEMPLARY EMBODIMENT)

Next, a fourth exemplary embodiment in which the present invention is applied to a

widely distributed data center system will be described in detail with reference to the

drawing. FIG. 18 is a drawing for explaining the fourth exemplary embodiment of the

present invention.

[0124] With reference to FIG. 18, in the communication system 1 of the fourth exemplary

embodiment of the process rule, a controller 111 corresponding to the controllers 11

and 100 in the first and the second exemplary embodiment, OFSs 121 to 124 having

the functions of the communication device, the packet forwarding device, and the in

termediate controller in the first and the second exemplary embodiment, and servers

171 and 172 providing services to the communication terminals 140 and 141 are

shown.

[0125] The OFSs 121 to 124 are arranged dispersed within a router network and an IP tunnel

is constructed between the OFSs. At this time, the OFSs virtually recognize the IP

tunnel constructed between the OFSs as a physical port. With such a configuration, a

widely distributed data center system can be virtually constructed, overlaying the

router network.

[0126] Further, the OFSs 121 to 124 announce to the surrounding router networks that

packets sent to the servers 171 and 172 should be forwarded to the OFSs 121 to 124.

Because of this, packets for the communication terminals 140 and 141 to access the

widely distributed data center system are sent to the OFSs close to the communication

terminals 140 and 141.



[0127] Here, the scope of authority delegated to the OFSs operating as the intermediate

controller sets the input port information to "Any," the output information to "Any,"

and the flow scope to "a packet in which the IP addresses of the source and the des

tination are not the server 171 or 172."

[0128] Further, the path control policy of each OFS, operating as the intermediate controller,

for these packet flows (sent to/from the servers 171 and 172) is to forward them using

a path control protocol such as OSPF and based on a routing table constructed in co

operation with the surrounding OFSs.

[0129] With such a configuration, the path of a packet flow for accessing the widely dis

tributed data center system can be controlled by the high-rank controller 111, and each

OFS can perform autonomous and decentralized control of the paths of other packet

flows.

[0130] The exemplary embodiments of the present invention have been described, however,

the present invention is not limited to the exemplary embodiment above and further

modifications, replacements, and adjustments can be added within the scope of the

basic technological concept of the present invention. For instance, in the second

exemplary embodiment, there is only one layer of the intermediate controller between

the controller 11 and the packet forwarding device, however, a configuration in which

a plurality of layers are provided and a high-rank intermediate controller delegates

authority (control target packet flows) to a low-rank intermediate controller may be

employed.

[0131] Further, the numbers of the communication devices, the intermediate controllers, the

packet forwarding devices (OFSs) managed by the intermediate controller, and the

OFSs in the exemplary embodiments above are merely examples and not limited to

any particular numbers.

[0132] Further, each controller is triggered by the arrival of a data packet in the packet

forwarding device to start the setting of a processing rule in the exemplary em

bodiments above, however, the setting of a processing rule may be triggered by

something else other than the reception of a data packet.

[0133] Further, for instance, in the first exemplary embodiment, the intermediate controller

determines whether or not a packet for which the packet forwarding device has sent a

request for setting a processing rule belongs to the identification condition (the scope

of authority delegated) by referring to the identification condition (the scope of

authority delegated) for identifying a control target packet flow thereof. If the packet

belongs to the scope of authority delegated, the intermediate controller controls the

path of the packet, and if it does not, the intermediate controller defers to the high-rank

controller. However, the information the intermediate controller is equipped with may

use an identification condition for identifying a packet flow that is not a control target



of the intermediate controller (the scope of authority not delegated). In this case, the in

termediate controller determines whether or not a packet flow for which a request for

setting a processing rule has been made belong to the scope of authority not delegated,

and if it does, the intermediate controller defers to the high-rank controller, and if it

does not, the intermediate controller controls the path thereof.

[0134] Further, in the exemplary embodiments above, the controller 11 notifies the in

termediate controller of the scope of authority delegated, however, the role of notifying

the intermediate controller of the scope of authority delegated may be performed by

another function (for instance, a network management function, etc.).

[0135] Further, in the exemplary embodiments above, the controller notifies the intermediate

controller of the scope of authority delegated, however, other pieces of information

such as a permitted action and path calculation/selection policy may be notified along

therewith.

[0136] Further, in the exemplary embodiments above, all the packet forwarding devices in

the communication system are controlled via the intermediate controllers, however, the

communication system may be configured in such a manner that some packet

forwarding devices are controlled by the intermediate controllers and the other packet

forwarding devices are directly controlled by the controller.

[0137] Further, in the fourth exemplary embodiment, the IP address of a server is used for

specifying the scope of authority delegated, however, a subnet may be also used.

[0138] The explanation of the present invention has been made assuming that the path

control target packets are Ethernet frames, however, the present invention can be also

applied to IP packets not including an Ethernet header. In other words, the present

invention is not limited by a communication protocol.

Further, each disclosure of Patent Literatures and Non Patent Literatures is in

corporated herein in its entirety by reference thereto. It should be noted that other

objects, features and aspects of the present invention will become apparent in the entire

disclosure and that modifications may be done without departing the gist and scope of

the present invention as disclosed herein and claimed as appended herewith.

Also it should be noted that any combination of the disclosed and/or claimed

elements, matters and/or items may fall under the modifications aforementioned.

[0139] Finally, modes of the present invention will be summarized.

(MODE 1)

A communication system including:

a controller controlling the forwarding path of a packet flow; and

at least one communication device determining whether to request the controller to

control the forwarding path of a packet flow or control the forwarding path of the

packet flow by referring to an identification condition for identifying a packet flow that



should be controlled by the communication device.

(MODE 2)

The communication system in Mode 1, wherein

the controller and the communication device control the forwarding path of a packet

flow by setting a processing rule in a packet forwarding device comprising a packet

processing unit that processes a received packet according to the processing rule a s

sociating processing applied to a packet and a matching rule for specifying a packet to

which the processing is applied.

(MODE 3)

The communication system in Mode 2, wherein

the communication device determines whether to request the controller to control the

forwarding path of a packet flow or control the forwarding path of the packet flow

depending on whether or not a request for setting the processing rule matches the iden

tification condition when receiving the request for setting the processing rule from the

packet forwarding device.

(MODE 4)

The communication system in any one of Modes 1 to 3, wherein

the communication device comprises a packet processing unit processing a received

packet according to a processing rule associating processing applied to a packet and a

matching rule for specifying a packet to which the processing is applied.

(MODE 5)

The communication system in Mode 4, wherein

when receiving a packet that does not correspond to any of matching rules for

specifying a packet to which the processing rule is applied, the communication device

determines whether to request the controller to control the forwarding path of a packet

flow or control the forwarding path of the packet flow depending on whether or not the

received packet matches the identification condition.

(MODE 6)

The communication system in any one of Modes 1 to 5, wherein

a condition determining whether or not a packet flow is forwarded within a commu

nication subsystem in which the communication device is disposed is set as the identi

fication condition.

(MODE 7)

The communication system in any one of Modes 1 to 5, wherein

a condition determining whether or not the type of a packet is a predetermined type is

set as the identification condition.

(MODE 8)

The communication system in any one of Modes 1 to 5, wherein



a condition determining whether or not the source or the destination of a packet is a

predetermined source or destination is set as the identification condition.

(MODE 9)

The communication system in any one of Modes 1 to 8, wherein

the communication device constitutes a virtual packet forwarding device by controlling

a packet forwarding device(s) in a communication subsystem in which the commu

nication device(s) is disposed.

(MODE 10)

The communication system in Mode 9, wherein

the controller sends the communication device a processing rule for a virtual packet

forwarding device; and

the communication device converts the processing rule received from the controller

into a processing rule for a packet forwarding device in the communication subsystem

in which the communication device is disposed.

(MODE 11)

The communication system in any one of Modes 1 to 10, wherein

the identification condition is constituted by any of the following information

elements: input port information indicating the scope of a communication device

receiving the packet first and of the input port thereof, output port information in

dicating the scope of the output destination of the packet, and flow scope information

indicating the scope of flows that become control targets.

(MODE 12)

A communication system including:

at least one packet forwarding device comprising a packet processing unit that

processes a received packet according to a processing rule associating processing

applied to a packet and a matching rule for specifying a packet to which the processing

is applied;

at least one intermediate controller setting a processing rule in the packet forwarding

device;

a high-rank controller controlling the intermediate controller; and

the intermediate controller determining whether to request the high-rank controller to

control the forwarding path of a packet flow or control the forwarding path of the

packet flow by referring to an identification condition for identifying a packet flow that

should be controlled by the intermediate controller.

(MODE 13)

A communication system including:

a plurality of packet forwarding devices comprising a packet processing unit that

processes a received packet according to a processing rule associating processing



applied to a packet and a matching rule for specifying a packet to which the processing

is applied;

a controller setting a processing rule in the packet forwarding devices; and

a device operating as an intermediate controller out of the packet forwarding devices

determining whether to request the controller to control the forwarding path of a packet

flow or control the forwarding path of the packet flow by referring to an identification

condition for identifying a packet flow that should be controlled by the device.

(MODE 14)

A communication device determining whether to request the controller to control the

forwarding path of a packet flow or control the forwarding path of the packet flow by

referring to an identification condition for identifying a packet flow that should be

controlled by the communication device.

(MODE 15)

The communication device in Mode 14 controlling the forwarding path of a packet

flow by setting a processing rule in a packet forwarding device comprising a packet

processing unit that processes a received packet according to the processing rule a s

sociating processing applied to a packet and a matching rule for specifying a packet to

which the processing is applied.

(MODE 16)

The communication device in Mode 15 determining whether to request the controller

to control the forwarding path of a packet flow or control the forwarding path of the

packet flow depending on whether or not a request for setting the processing rule

matches the identification condition when receiving the request for setting the

processing rule from the packet forwarding device.

(MODE 17)

The communication device in any one of Modes 14 to 16 comprising a processing unit

processing a received packet according to a processing rule associating processing

applied to a packet and a matching rule for specifying a packet to which the processing

is applied.

(MODE 18)

The communication device in Mode 17 determining whether to request the controller

to control the forwarding path of a packet flow or control the forwarding path of the

packet flow depending on whether or not a received packet matches the identification

condition when receiving the packet that does not correspond to any of matching rules

for specifying a packet to which the processing rule is applied.

(MODE 19)

The communication device in any one of Modes 14 to 18, wherein

a condition determining whether or not a packet flow is forwarded within a commu-



nication subsystem in which the communication device is disposed is set as the identi

fication condition.

(MODE 20)

The communication device in any one of Modes 14 to 18, wherein

a condition determining whether or not the type of a packet is a predetermined type is

set as the identification condition.

(MODE 21)

The communication device in any one of Modes 14 to 18, wherein

a condition determining whether or not the source or the destination of a packet is a

predetermined source or destination is set as the identification condition.

(MODE 22)

The communication device in any one of Modes 14 to 2 1 constituting at least one

virtual packet forwarding device by controlling a packet forwarding device(s) in a

communication subsystem in which the communication device(s) is disposed.

(MODE 23)

The communication device in Mode 22 converting a processing rule for a virtual

packet forwarding device received from the controller into a processing rule for a

packet forwarding device in a communication subsystem in which the communication

device is disposed.

(MODE 24)

The communication device in any one of Modes 14 to 23, wherein

the identification condition is constituted by any of the following information

elements: input port information indicating the scope of a communication device

receiving the packet first and of the input port thereof, output port information in

dicating the scope of the output destination of the packet, and flow scope information

indicating the scope of flows that become control targets.

(MODE 25)

A controller controls the forwarding path of a packet flow by sending a processing rule

for a virtual packet forwarding device to a communication device constituting a virtual

packet forwarding device(s) by controlling a packet forwarding device(s).

(MODE 26)

The controller in Mode 25 setting the identification condition for (setting the scope of

authority delegated to) the communication device.

(MODE 27)

A method for controlling the forwarding path of a packet flow including:

a step of having at least one communication device connected to a controller con

trolling the forwarding path of a packet flow receive the setting of an identification

condition for identifying a packet flow that should be controlled by the communication



device; and

a step of having the communication device determine whether to request the controller

to control the forwarding path of a packet flow or control the forwarding path of the

packet flow by referring to the identification condition.

(MODE 28)

A program having a communication device connected to a controller controlling the

forwarding path of a packet flow execute

a process of requesting the controller to control the forwarding path of a packet flow

when the communication device determines to request the controller to control the

forwarding path of the packet flow by referring to an identification condition for

identifying a packet flow that should be controlled by the communication device; and

a process of controlling the forwarding path of a packet flow when the communication

device determines to control the packet flow of the packet flow by referring to the

identification condition.

Reference Signs List
1: communication system

2, 3 : communication subsystem

11, 100, 111, 114: controller

12, 13, 112, 113: intermediate controller

2 1 to 23, 3 1 to 33: packet forwarding device

51: communication unit

52: control message processing unit

53: path/action calculation unit

54: intermediate controller management unit

55: topology management unit

56: flow termination point management unit

57: processing rule management unit

58: processing rule storage unit

59: scope-of-authority-delegated management unit

60: scope-of-authority-delegated storage unit

61: packet forwarding device management unit

62: virtual packet forwarding device unit

121 to 124, 131 to 133: OpenFlow switch (OFS)

140 to 142: communication terminal

150: base station

151: new base station

152: access Gateway (GW)



153: bootstrap server

160 to 162: router network

171, 172: server

210 to 240: communication device

310 to 330: communication terminal

1001: communication unit

1002: entry management unit

1003: entry database (entry DB)

1004: calculation unit

1005: topology management unit

1006: identification mle management unit

2000, 2000-1, 2000-2: table

2100: packet processing unit

2101: entry setting unit

2102: packet identifying unit

2103: judgment unit

2104: communication unit

2105: storage unit
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Claims
A communication system including:

at least one communication device controlling packet forwarding;

a controller setting a first table entry used for packet forwarding

according to a request from said communication device; and

said communication device determining whether to forward a received

packet according to said first table entry or forward the received packet

according to a second table entry set by said communication device

based on a rule for identifying a received packet.

The communication system as defined in claim 1, wherein said rule is a

condition to determine whether or not a packet is within the scope of

authority delegated to said communication device.

The communication system as defined in claim 1 or 2, wherein said

rule is set by said controller.

The communication system as defined in any one of claims 1 to 3,

wherein said communication device determines whether to forward a

packet according to said first table entry or forward the packet

according to said second table entry based on the attributes of the

packet.

The communication system as defined in any one of claims 1 to 4,

wherein said communication device determines whether to forward a

packet according to said first table entry or forward the packet

according to said second table entry based on whether or not the packet

is forwarded within a predetermined network domain.

The communication system as defined in claim 5, wherein said commu

nication device forwards a packet according to said first table entry

when the packet is forwarded between a plurality of network domains,

and forwards the packet according to said second table entry when the

packet is forwarded within a predetermined network domain.

The communication system as defined in any one of claims 1 to 4,

wherein said communication device determines whether to forward a

packet according to said first table entry or forward the packet

according to said second table entry based on whether or not the packet

is of a predetermined type.

The communication system as defined in claim 7, wherein said commu

nication device forwards a packet according to said first table entry

when the packet is a control packet used for controlling a network, and
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forwards the packet according to said second table entry when the

packet is a data packet transmitting data.

[Claim 9] The communication system as defined in any one of claims 1 to 4,

wherein said communication device determines whether to forward a

packet according to said first table entry or forward the packet

according to said second table entry based on information relating to at

least one of the following: destination or source of the packet.

[Claim 10] A communication device including:

means for requesting a controller controlling said communication

device to set a first table entry used for packet forwarding; and

means for determining whether to forward a received packet according

to said first table entry or forward the received packet according to a

second table entry set by said communication device based on a rule for

identifying a received packet.

[Claim 11] A communication method including:

a step of having at least one communication device controlling packet

forwarding determine whether to forward a received packet according

to a first table entry set by a controller controlling said communication

device or forward the received packet according to a second table entry

set by said communication device based on a rule for identifying a

received packet; and

a step of having said communication device request said controller to

set said first table entry when said communication device determines to

forward the received packet according to said first table entry.

[Claim 12] A program having a computer mounted on a communication device

controlling packet forwarding execute:

a process of determining whether to forward a received packet

according to a first table entry set by a controller controlling said com

munication device or forward the received packet according to a second

table entry set by said communication device based on a rule for

identifying a received packet; and

a process of requesting said controller to set said first table entry when

it is determined that the received packet is forwarded according to said

first table entry.
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