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Reduced Redundancy in Stored Data

[0001] Field of the Invention

[0002] The present invention relates to the storage of data.

[0003] Background of the Invention

[0004] The twenty-first century has witnessed an exponential growth in the amount
of digitized information that people and companies generate and store. This
information is composed of electronic data that typically is stored on magnetic
surfaces such as disks. These disks contain small regions that are sub-micrometer in

size and are capable of storing individual binary pieces of data.

[0005] Within the vast amount of data that any given entity stores, often there is
significant duplication of information. For example, the same company letterhead
may appear in thousands of documents, and each file that corresponds to this data will
contain the bits that code for the letterhead. Historically, many entities have accepted
that this type of duplication exists in their files, and that the inefficiency of redundant

storage of the same information is a cost of doing business.

[0006] As the cost for storage has been increasing and the availability of storage has
been decreasing, entities have begun to explore means by which to store fewer than
all of the duplicative information within or among files. In theory, entities that seek
to avoid the storage of duplicative information or to minimize the number of times
that duplicative information is stored could seek to identify unique bit or byte patterns
within their data set and store the unique bit or byte patterns a minimal number of
times. In order to carry out these methods, as new files are being prepared for
storage, information within those files would be compared to reference sets of already
stored information, and only if the bit or byte pattern that is being considered is
unique, would it be stored. If it were not unique, then the redundant data would be
replaced with a reference that is smaller in size than the data that points to the stored

data of which it is a duplicate.

[0007] The goal of reducing the number of times that duplicative information is

stored presents a number of challenges, including but not limited to: (1) maintaining a
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sufficient speed by which to check for redundancy; (2) maintaining a sufficient speed
in data reconstitution for retrieval; (3) ensuring that data is not lost during the
processes of either checking for redundancy or storing information that corresponds to
the original file; (4) protecting against unauthorized access to the stored information;
and (5) providing efficient technologies and methods that may be used in connection
with one or more if not all of taking snapshots of data, cloning data and restoring data.
Various embodiments of the present invention are directed to overcoming one or more

of these challenges.

[0008] Summary of the Invention

[0009] The present invention provides methods, systems and computer program
products for improving the efficiency of storing and retrieving data, while minimizing
the degree to which redundant data is unnecessarily stored a plurality of times. By
using various embodiments of the present invention, one can efficiently store and
access data. Through these various embodiments of the present invention one may
transform data and/or change the physical devices on which transformed or converted
data is stored. This may be accomplished through automated processes that employ a
computer that comprises or is operably coupled to a computer program product that
when executed carries out one or more of the methods or processes of the present
invention. These methods or processes may, for example, be embodied in or
comprise a computer algorithm or script and optionally be carried out by a system

through one or more modules.

[0010] According to a first embodiment, the present invention is directed to a
method for storing data on a non-cache recording medium, the method comprising: (i)
receiving instructions to write data to a non-cache recording medium, wherein the
instructions comprise a user perceived logical block address (“LBA™) and a user
supplied buffer, wherein the user supplied buffer consists of, for example, from 512
Bytes to 2 megabytes or from 512 Bytes to 64K; (ii) dividing the user supplied buffer
into user supplied buffer units and applying a cryptographic hash function to the each
of the user supplied buffer units, thereby generating a generated hash value; (iii)
activating a computer program product that comprises an algorithm that causes the

computer program product to access a hash value table and to determine whether the
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generated hash value is duplicative of a stored hash value within the hash value table,
wherein the hash value table correlates each of a plurality of stored hash values with a
different stored buffer unit and a true logical block address; and (A) if the generated
hash value is not within the hash value table, then writing the user supplied buffer unit
to a block in a non-cache recording medium, updating the hash value table to include
a correlation of the user supplied buffer unit, the generated hash value and a true
logical block address at which the user supplied buffer unit is stored, and writing on a
mediator the true logical block address that corresponds to where the user supplied
buffer unit has been written and the user perceived logical block address (or
addresses) for the user supplied buffer, and (B) if the generated hash value is
duplicative of a stored hash value within the hash value table, querying whether there
is a conflict, wherein a conflict is defined as the circumstance in which the same hash
value is associated with a stored buffer unit and the current user supplied buffer unit
and the two buffer units have different contents, and (a) if there is a conflict, writing
the user supplied buffer unit to a block in the non-cache recording medium, rendering
inactive or deleting an association within the hash value table between the stored
buffer unit and the stored hash value, updating the hash value table to include a
correlation of the user supplied buffer unit, the generated hash value and a true logical
block address at which the user supplied buffer unit is stored, and writing on the
mediator the true logical block address that corresponds to where the user supplied
buffer unit has been written and the user perceived logical block address; and (b) if
there is no conflict, writing on the mediator the true logical block address of a buffer
unit stored on the non-cache recording medium that is the same as the user generated
buffer unit and correlating it with the user perceived logical block address for the user
supplied buffer without writing the user supplied buffer unit on the non-cache

recording medium.

[0011] In step (A) when writing the user supplied buffer unit, persons of ordinary
skill in the art will appreciate that the methods call for writing the user supplied buffer

unit that has been determined not to be associated with a hash value in the table.

[0012] Often, the user will supply data (the user supplied buffer) that is in a stream
or in units that are larger than the user supplied buffer units for which the hash value
algorithm is configured to accept as input. In these cases, the user supplied buffer

units may be formed by fragmenting (also referred to as breaking) the raw data sent
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by a host into smaller units, which may be deemed the user supplied buffer units,
regardless of whether the host fragments them or the systems or methods of the
present invention do so. Thus, these fragmented user supplied buffer units may server
as the input for the cryptographic hash function. By way of non-limiting example, the
user supplied data may be from 16K to 2ZMB and each fragmented user supplied
buffer unit is from 512 Bytes to 4K, e.g., 512 Bytes or 4K. Thus, in some
embodiments, the fragmented user supplied buffer unit is no more than %th or no
more than 1/16th or no more than 1/64th the size of the user supplied buffer prior to
fragmentation. If the step of fragmentation is used prior to entering the hash value
algorithm, then the hash value table would contain a correlation of the user supplied
buffer units and hash values, the writings to the storage device would be fragmented
user supplied buffer units and not the larger data buffer units and the mediator would
correlate the user perceived address (or addresses) of the user supplied buffer units

with the plurality of fragmented user supplied buffer units.

[0013] The various steps of the methods of the present invention may be stored in
one or more modules, e.g., a receipt of buffer and user perceived logical block address
module, a fragmentation module, a hash value search module, a duplication of a hash
value analysis module, a conflict model, and a writing module. Similarly, there may
be a reading and reconstitution of files module. These modules may be stored in a

non-transitory medium in the form of executable code.

[0014] According to a second embodiment, the present invention provides a system
for storing data, wherein the system comprises: (a) persistent memory, wherein the
persistent memory stores a hash value table that is configured to associate a stored
buffer unit with a stored hash value and a true logical block address; (b) a central
processing unit that comprises or is operably coupled to a computer program product
that is stored in a non-transitory medium, wherein the computer program product
comprises executable code that when executed, automatically, (i) applies a hash value
algorithm to each of one or more user supplied buffer units to generate a generated
hash value; and (ii) determines whether the generated hash value is a duplicate of a
stored hash value within the hash value table that is associated with a stored buffer
unit, and if so, determines whether a conflict exists, wherein the conflict is defined as
a hash value being associated with two different buffer units and if a conflict exists,

updating the hash value table to cause the hash value within the table to be associated
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with the user supplied buffer unit and not the stored buffer unit; (c) a non-cache
recording medium, wherein the non-cache recording medium is configured for block
level storage; and (d) a mediator, wherein the mediator stores a correlation of a true

logical block address with a user perceived logical block address.

[0015] According to a third embodiment, the present invention provides a computer
program product comprising a non-transitory computer useable medium including a
computer readable program, wherein, the computer readable program when executed
on a computer causes the computer to implement a method for de-duplicating and
managing data blocks within a file system comprising any of the methods of the

present invention. These methods may be organized in one or more modules.

[0016] Through the various embodiments of the present invention, one can increase
the efficiency of storing and retrieving data, because in most circumstances, large
buffer units that are duplicative of previously written data will not need to be
rewritten to a non-cache recording medium (NCM). Instead, a pointer on a mediator
that is smaller in size than and is within a structure that is physically separate from the
storage unit that houses the data to which it points will direct the computer to a
previously stored copy of that data. The increased efficiency may be realized by
using less storage space than is used in commonly applied methods and investing less
time and effort in the activity of storing and/or retrieving information. Further in
some embodiments, the present invention leads to increased speed in storing and
retrieving documents. Thus, the technologies and methodologies of the present
invention help to reduce the total amount of physical storage that is required to store
data. This is accomplished by minimizing the number of times that duplicative data is
written and is stored and, in the cases in which there is duplicative data, using a

mediator to point to previously stored data.

[0017] Brief Description of the Figures

[0018] Figure 1 is a representation of a method for writing data according to an

embodiment of the present invention.

[0019] Figure 2 is a representation of a protocol for resolving a conflict according to

a method of the present invention.
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[0020] Figure 3 is a representation of a method for reading information according to

an embodiment of the present invention.

[0021] Detailed Description of the Invention

[0022] Reference will now be made in detail to various embodiments of the present
invention, examples of which are illustrated in the accompanying figures. In the
following detailed description, numerous specific details are set forth in order to
provide a thorough understanding of the present invention. However, unless
otherwise indicated or implicit from context, the details are intended to be examples

and should not be deemed to limit the scope of the invention in any way.

[0023] Definitions

[0024] Unless otherwise stated or implicit from context the following terms and

phrases have the meanings provided below.

[0025] The term “bit” refers to a binary digit. It can have one of two values. FEach

value may be represented by either O or 1.

[0026] The term “block™ refers to a sequence of bytes or bits of data having a
predetermined length. On a recording medium, the physical media may be divided
into units that are defined by a block size. Each block on a recording medium may be
identified by a logical block address. In the industry, currently, 512 bytes is the
standard size of a block. However, there is a movement to using 4096 bytes as a
standard. Additionally, as persons of ordinary skill in the art will appreciate,
frequently the phrases “block size” and “sector size” are used interchangeably by
persons of ordinary skill in the art.

[0027] The phrases “bootability code,” “bootability information™ and “bootability
feature” refer to information that provides the means by which to enter a bootable
state and may be stored on a boot sector. A boot sector may contain machine code
that is configured to be loaded into RAM (random access memory) by firmware,
which in turn allows the boot process to load a program from or onto a storage device.

By way of example, a master boot record may contain code that locates an active
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partition and invokes a volume boot record, which may contain code to load and to
invoke an operating system or other standalone program.

[0028] 'The phrase “buffer unit” refers to a series of bits that are of a size that is
compatible for use as input into a hash value algorithm. The buffer unit may be the
same size as a chunklet. However, in some embodiments, it may be a fraction of the

size of a chunklet or a multiple of a size of a chunklet.
[0029] The term “byte” refers to a sequence of eight bits.

[0030] The term “cache” refers to the location in which data is temporarily stored in
order for future requests for the data to be served faster or for the purposes of
buffering. The L1 cache (level 1 cache) refers to a static memory that is, for example,
integrated with a processor core. The L1 cache may be used to improve data access
speed in cases in which the CPU (central processing unit) accesses the same data
multiple times. The L2 cache (level 2 cache) is typically larger than the 1.1 cache, and
if a data file is sought but not found in a .1 cache, a search may be made of a .2
cache prior to looking to external memory. In some embodiments, the 1.1 cache is not
within a central processing unit. Instead, it may be located within a DDR, DIMM or
DRAM. Additionally or alternatively, L.2 cache may be part of PCI2.0/3.0, which
goes into a motherboard. Thus, each of L1 cache and L2 cache may be in separate
parts of a motherboard. In some embodiments, when the methods of the present

invention are implemented, a hash value table resides in L2 cache.

[0031] The term “chunklet” refers to a set of bits that may correspond to a sector
cluster. The size of a chunklet is determined by the storage system and may have a
chunklet size. Traditionally, the chunklet size was derived by the CHS scheme, which
addressed blocks by means of a tuple that defined the cylinder, head and sector at
which they appeared on hard disks. More recently, the chunklet size has been derived
from the logical block address (LBA) measurement. By way of example, the chunklet
size may be 512B, 1K, 2K, 4K, 8K, 16K, 32K, 64K or IMB. As persons of ordinary
skill in the art are aware 1K = 1024B. Chunklets may be received as raw data from a

host.

[0032] The term “conflict” refers to the occurrence of the generation of the same
output, e.g., hash value by a function, such as a hash value algorithm, for different

inputs, e.g., buffer units.

PCT/US2014/014225
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[0033] A “file” is a collection of related bytes or bits that combine to provide a file
of a size with a length that may be measured in bits or bytes. A file may be smaller

than a chunklet, the same size as a chunklet or larger than a chunklet.

[0034] The phrase “file name” refers to a notation or code that permits a computer to

identify a specific file and to distinguish that file from other files.

[0035] The phrase “file system” refers to an abstraction that is used to store, to
retrieve and to update a set of files. Thus, the file system is the tool that is used to
manage access to the data and the metadata of files, as well as the available space on
the storage devices that contain the data. Some file systems may, for example, reside
on a server. Examples of file systems include but are not limited to the Unix file
system and its associated directory tables and inodes, Windows FAT16 and FAT32
file systems (FAT refers to File Allocation Table), Windows N'TFES, which is based on
master file tables, and Apple Mac OSX, which uses HES or HE'S plus.

219

[0036] The phrases “hash function,” “cryptographic hash function,” “cryptographic
hash function value algorithm” and “hash function value algorithm” refer to an
algorithm or subroutine that maps large data sets (of the same or variable lengths) to
smaller data sets that have a fixed length for a particular hash function. A “hash
function value” refers to the output that is returned after application of a hash function
algorithm. The values that the algorithm returns may also be called hash values, hash
codes, hash sums, checksums or hashes. When, for example, using MDS3, the output

is 128 bits, whereas when using SHA-1, the output is 160 bits. Thus, in some

embodiments the hash value is from 32 -512 bits in length.

[0037] The terms “host,” “user” and “initiator” may be used interchangeably and
refer to the entity or system that sends data for storage to the data storage and retrieval
mediation system of the present invention. The host may send data that corresponds
to one or more types of documents or files and receive data. Preferably, within any

input/output (“I/O”) stream, the data corresponds to a file of a single document type.

[0038] The terms “including” and “comprising” are used in an open-ended fashion

and thus should be interpreted to mean “including but not limited to.”

[0039] The abbreviation “LLBA” refers to “logical block addressing” or a “logical
block address.” LBA is a linear addressing scheme and is a system that is used for

specifying the location of blocks of data that are stored in certain storage media, e.g.,

PCT/US2014/014225
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hard disks. In a LBA scheme, blocks are located by integer numbers and only one
number is used to address data. Typically, the first block is block 0. A user may
believe that data is stored on a particular LBA. The location at which a user perceives

k4

data to be stored is a “user perceived logical block address.” This may be different
from where the data is actually stored. The location at which data is actually stored

on a NCM may be referred to as a “true logical block address.”

[0040] The abbreviation “LLUN" refers to a logical unit number and is a number that is
used to identify a logical unit. LUNs are commonly used to manage block storage

arrays that are shared over a SAN.

[0041] The term “manager” refers to a computer program product, e.g., code that
may be stored in a non-transitory medium and that causes one or more other actions to
be taken, e.g., receiving, transmitting or processing data. It may be stored on
hardware, software or a combination thereof. In some embodiments, the manager
may be part of a computer and/or system that is configured to permit the manager to

carry out its intended function.

[0042] The term “mediator” refers to a computer program product that may be stored
on hardware, software or a combination thereof, and that correlates one or more units
of storage space within at least one non-cache medium with a file name. Thus, it may
correlate a user perceived LBA with a true LBA. A mediator may be orders of
magnitude smaller than the non-cache medium to which it points. For example, it
may be approximately as small as about 0.2% of the size of a typical cylinder. In
some embodiments, the mediator exists in a computing cloud, whereas in other
embodiments, it exists in a non-transitory tangible recording medium. The mediator
may be able to organize, to translate, to convert and to control the storage of data in
locations that hosts perceive as being in certain tracks of recording media while
actually occurring in different tracks of recording media or it may be operably
coupled to a manager that serves one or more if not all of these functions.
Furthermore, the mediator may comprise a sector map, a table or other organization of
data that may be located within a physical device or structure, and thus the contents of
the mediator may cause the physical device or structure to have certain geometry. In

some embodiments, the mediator resides on 1.2 cache.
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[0043] The term “metadata™ refers to the administration information about containers
of data. Examples of metadata include, but are not limited to, the length or byte count
of files that are being read; information pertaining to the last time files were modified;
information that describes file types and access permissions; and LUN QoS, VM and
WORM. Other types of metadata include operating system information, auto-
initialization information, group permissions, and frequency of bits within the

document type.

[0044] The abbreviation “NCM” refers to a non-cache recording medium. Examples
of NCMs include, but are not limited to, hard disks and solid state drives. An NCM
may, for example, be configured to hold 100 terabytes bytes of data. The NCM stores
the unique buffer units. In some embodiments, the NCM also stores a digest map,
which contains the associations of the buffer units and stored hash values. These
stored associations may be used to populate the hash value table in the RAM of a
server. By populating the RAM with this information from the persistent storage of
the NCM, fast loading may be accomplished. Additionally or alternatively, the NCM
stores a bit map of 1 bit per unit block, which may be used to track the storage savings
of the present invention. As a matter of practicality, the storage of the digest map and
bit map require a small overhead of between 5 and 10 bytes, e.g., 8.125 bytes per
block of stored data on the NCM. Alternatively, the digest map and bit map may be
stored on different storage media than store the buffer units that are written as a

results of the methods or uses of systems of the present invention.

[0045] The phrase “operably coupled” is used interchangeably with the term
“coupled” and means that systems, devices and/or modules are configured to
communicate with each other or one another and are able to carry out their intended
purposes when in communication or after having communicated. The phrase and
term include indirect, direct, optical, wired or wireless connections. Thus, if a first
device is operably coupled to a second device, that connection may be through a
direct electrical connection, through an indirect electrical connection via other devices
and connections, through an optical connection or through a wireless connection or a

combination thereof.

[0046] The phrase “operating system” refers to the software that manages computer
hardware resources. Examples of operating systems include but are not limited to

Microsoft Windows, Linux, and Mac OS X.

10
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[0047] The term “partition” refers to formats that divide a storage medium, e.g., a
disk drive into units. Thus, the partition may also be referred to as a disk partition.
Examples of partitions include, but are not limited to, a GUID partition table and an

Apple partition map.

[0048] The phrase “recording medium” refers to a non-transitory tangible computer
readable storage medium in which one can store magnetic signals that correspond to
bits. By way of example, a recording medium includes, but is not limited to, a NCM,
such as a hard drive, a hard disk, a floppy disk, a computer tape, ROM, EEPROM,
nonvolatile RAM, CD-ROM and a punch card.

[0049] The term “sector” refers to a subdivision of a track on a disk, for example, a
magnetic disk. Each sector stores a fixed amount of data. Common sector sizes for
disks are 512 bytes (512B), 2048 bytes (2048B), and 4096 bytes (4K). If a chunklet is
4K in size and each sector is 512B in size, then each chunklet corresponds to 8 sectors
(4%1024/512 = 8). Sectors have tracks and are located on platters. Commeonly, two or
four platters make up a cylinder, and 255 cylinders make up hard disk and media

devices.

[0050] The phrase “sector map” refers to the tool that receives calls from a host and
correlates locations in a storage device where a file is stored. A sector map may, for
example, operate under parameters that are defined by an iSCSI (internet small

computer system interface) protocol. In some embodiments of the present invention,

the sector map may be located in a bit field of a mediator.

[0051] The term “track’™ refers to a circular unit within a disk that transverses all
sectors. A “track sector” is a track within any one sector. A “track cluster” spans

more than one sector.

[0052] Preferred embodiments

[0053] The present invention provides methods for storing data on a non-cache
recording media, computer program products for carrying out these methods, and
systems that are configured to carry out these methods. Through various
embodiments of the present invention, one can efficiently store and retrieve data by

decreasing the number of times that duplicative data is stored.

11
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[0054] According to one embodiment, the present invention provides a method for
storing data on a non-cache recording medium. In some embodiments, the data that is
received is comprised of, consists essentially of, or consists of a user defined logical
block address (LBA) and a user supplied buffer. The size of the user supplied buffer
may, for example, be from 512 Bytes to 64K or even higher, e.g., up to 2 megabytes.
The data that is received may be in the format of (LB Ay, buffery), wherein x=1 to n
and n= the number of buffer that the user sends. The buffers are raw data and thus
they may correspond to any document type, e.g., JPEGs, PDlI's, WORD documents,
MPEGs and TXT documents.

[0055] The total stream that a user sends may be in the form N Bytes. The stream
may be received over a network that is wired or wireless and through known methods
and technologies for transmitting I/O streams. The user may format the data in the
format: (LBA, buffery) or the user may send the data to a server that formats the data
into this format. Thus, N may be larger than the size of a buffer unit. Preferably, the

user transmits the data with a file name and/or file identifier.

[0056] When N is larger than the size of the buffer unit, after receipt of the stream of
data, the server may fragment the N Bytes into buffer units. Thus, a buffer is a stream
of data that may be of any size, but a buffer unit is of a fixed size and corresponds to
the size of the storage units on the NCM. For example, a user may send a single
buffer of 1024 Bytes with a designation for the file to begin a LBA10. If the buffer
unit size of the implementation of the invention is 512 Bytes, the data may be stored
at LBA20 and LBA21. Notably, in some embodiments, a user may transmit only the
starting LBA and its system will perceive the file to be stored on the NCM beginning
at that address and stretching to consecutive blocks so that there is sufficient room for

the file.

[0057] This fragmentation may be performed on the total stream or on chunklets.
For example, if the method is configured to receive buffer units of 4K in size, but the
user transmits chunklets that are 16K in size, after or as the server receives the
chunklets, it will initiate a protocol for dividing each chunklet into four buffer units
that are each 4K in size. Thus, according to some methods, one receives the data in
the form of (LBA,, buffery) or converts the data that it receives into this form.
Regardless of whether the user supplies the data in packets that are configured to be

of the requisite buffer unit size, or are converted to that size, each of the buffer units
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that serves as input for the hash value algorithm is referred to as a “user supplied

buffer unit.”

[0058] After the data is received in (or converted into) the correct form, a
cryptographic hash function value algorithm is applied to each buffer unit to form a
generated hash value for that buffer unit. The hash value that is generated may be
referred to as a generated hash value. The cryptographic hash value algorithm may,
for example, be in the form of a computer program product or protocol within a
computer program product that is stored in a non-transitory storage medium.
Examples of these types of algorithms include, but are not limited to, MD5 hash (also
referred to as a message digest algorithm), MD4 hash and SHA-1. The value that is
output from a hash function value algorithm may be referred to as a hash value, a
checksum or a sum. In some examples, the hash value is 64, 128 or 256 bits or 8
Bytes in size or any value in between. Because of the highly repetitive nature of data
within /O streams, the probability of generating conflicting hash values, i.e. hash
values that are the same but correspond to different buffer units, is relatively low.
The method may obtain hash values according to a first in first out (“FIFO™) protocol
and either begins accessing the correlation file while an I/O stream is being received,
while hash values are being generated, or after all I/O streams have been received,

fragmented, if necessary, and subjected to the hash function value algorithm.

[0059] After a generated hash value is obtained for a user supplied buffer unit, a
different computer program product or a different module within the same computer
program product that produced the generated hash value is accessed. This computer
program product accesses a hash value table. The hash value table may, for example,
be stored in persistent memory, and called into 1.2 cache for access and use. Within
the hash value table, a plurality of stored hash values are each associated with a
different stored buffer unit within a set of stored buffer units and a true LBA of the
buffer unit on a NCM. The phrase, “stored hash value” is used to contrast a hash
value that is generated by the hash value algorithm for a particular user supplied

buffer unit, which may be referred to as a generated hash value.

[0060] A hash value table may initially be populated with a set of known hash values
and buffer units as associated by a particular hash value algorithm. These known
values may have been determined based on empirical prior uses of the algorithm, e.g.,

those previously generated for a host’s files or the files of a host in a similar industry.
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Alternatively, it may initially be empty and the first user supplied buffer unit is
compared to a null set of associations. When in use, the hash value table may reside
in RAM on for example, a server. Thus, the hash value table or the data to populate it
may reside in persistent storage, such as on the NCM that stores buffer units or
elsewhere in a format that can be accessed for repopulation of RAM upon booting or
rebooting of the system. When updated, the updates are made to the table in RAM

and also to the persistent memory.

[0061] In some embodiments, at any time, within the table, a given stored hash value
is actively associated with no more than one buffer unit. When a buffer unit is within
the hash value table and is associated with a stored hash value, the buffer unit is a
“stored buffer unit.” The buffer unit that is associated with a particular hash value
within a hash value table may change over time, and in the case of a conflict as
described below, the most recent buffer unit, hash value association determined by the
hash value algorithm will be, after application of the methods described herein, the
active association within the table. The phrases “active association” and “actively
associated” refer to the condition by which the table provides, configures or denotes
data to be extracted for comparison to a generated hash value. The active association
may include the true logical block address on the NCM that most recently received
the buffer unit that led to generation of the hash value upon application of the hash
value algorithm. Once a hash value becomes a stored hash value, it will remain in the
table; however, over time, the buffer unit with which it is associated may change.

Thus, a stored buffer unit might not remain a stored buffer unit.

[0062] Persons of ordinary skill in the art will recognize that in certain embodiments,
rather than using a hash value table, one may use a multimap. When using a
multimap, a hash value may be associated with more than one buffer unit and thus

previously stored hash values need not be removed when there is a conflict.

[0063] Because a hash value algorithm can generate the same hash value for a
plurality of different buffer units, a procedure is needed to determine how to treat
these occurrences within the table. When a hash value has been generated for a user
supplied buffer unit that is the same as a stored hash value, one of three procedures
may be used: (1) the pre-existing association may be written over with the new
association; (2) the pre-existing association may be deleted, and a new entry may be

made in the table at for example a new location; or (3) the pre-existing association
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may be moved to an inactive file or otherwise modified to denote that it is inactive,
but the information is retained in, for example, an archive file, and through
appropriately designed computer programs, can be accessed at a later time.
Conditions (1) or (3) are examples of rendering an association inactive. As persons
of ordinary skill in the art will recognize, because data retrieval from the NCM does
not require access to the hash value table, any archived information is not needed for
implementation of various embodiments of the present invention. However, this
information may be used to review the degree to which the same hash value is
generated for different user supplied buffer units or fragmented user supplied buffer

units.

[0064] Due to the highly repetitive nature of data, the probability of conflicting hash
values being generated as a result of application of the hash value algorithm is low.
For example, SHA-1"s 160 bit hash has a probability of randomly generating the same
hash value for different patterns of 1 in 10**. The present invention makes use of this
feature of hash value algorithms in order to minimize the extent to which duplicative
buffer units are to be stored. In order to accomplish this, the methods provide for the
allocation of two modules or two separate computer program algorithms that query:
(1) is the newly generated hash value the same as a stored hash value for which there
is a stored buffer unit?; and if so, (2) is there a conflict such that the stored buffer unit

for that hash value differs from the user supplied buffer unit?

[0065] The outcomes of the queries discussed above determine what new
information is to be stored on the NCM and under what circumstances, as well as
what is written to the mediator. In the simplest case, the protocols of the present
invention determine that there is not a duplication of hash values. The absence of
duplication of hash values indicates that the user supplied buffer unit is not within the
hash value table. Consequently, the buffer unit is written in a new block of the NCM,
and an update is made to the hash value table so that should the user later submit the
same buffer unit as part of a different data stream or data packet or later within the
same data stream, the methodologies will be able to detect that it is the same as the
data that is already stored on the NCM. The hash value table is also updated to
include the true LBA at which the buffer unit is written. Upon writing a generated
hash value and a user supplied buffer unit to the hash value table, they become a

stored hash value and a stored buffer unit, respectively.
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[0066] If the methodologies determine that there is a duplication of hash values, then
the second query is made. As noted above, in this second query, the method considers
whether application of the algorithm to the user supplied buffer unit leads to
production of the same hash value with which an already stored buffer unit is

associated, even though the two buffer units are different.

[0067] As persons of ordinary skill in the art will readily recognize, this two tier
approach introduces efficiency into methods for reducing the number of times that
duplicative data is stored on a NCM. In the first step, hash values are compared.
These values are smaller than the buffer units, e.g., at least 2x, at least 10x, at least
100x or at least 1000x smaller than the buffer units, and thus, are easier to compare
than the buffer unit themselves. Only if those values indicate a duplication of hash
values, does the system compare the actual buffer units. Thus, by weeding out the
buffer units that are associated with hash values that are not already in the hash value

table prior to checking the buffer units against each other, the system is efficient.

[0068] In the second tier of the queries, one compares two buffer units to each other.
If there is no conflict, i.e., there is a true identity of buffer units (stored and current
user supplied); then no additional step of writing to the NCM is needed. Instead,
there need only be a notation made to a mediator of the block at which the buffer unit
was previously stored. Thus, there is increased efficiency because these buffer units
will not need to be written again. In order to keep track of the file to which it belongs,
within the mediator, the LLBA is associated with the user perceived LBA and

optionally, the user generated file name or file system.

[0069] The other outcome of the second tier of queries occurs when a stored hash
value (as associated with a stored buffer unit) is the same as a generated hash value
but there is a conflict because the stored buffer unit and user supplied buffer unit are
different. In these cases, the methods of the present invention deem the user supplied
buffer unit as needing to be written to the NCM. They also cause the hash value table
to be changed so that it associates the common hash value with the user supplied
buffer unit. The previous association of the common hash value is rendered inactive
or deleted. Consequently, in subsequent queries that search for duplicative buffer
units, only the more recently stored hash value, buffer unit association is considered.

In these methods, no extension of hash values is ever needed in the case of conflicts.
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[0070] In various embodiments, for each LBA,, the method causes the mediator to
store an LBA, with the LBA,, wherein LBA, refers to the actual location of the buffer
unit that is identical to the user supplied buffer unit. Because the LBA is where the
user believes that a buffer unit is stored and the LBAy is where the buffer unit is
actually stored, the LBA, is also stored within the hash value table. However, the
LBA may be omitted from the hash value table and in some embodiments, only exist
on the mediator. Optionally, the mediator also stores the user created file name and/or
file identifier and associates that file name with one or more user perceived logical

block addresses.

[0071] As noted above, most buffer units are stored on an NCM only once. Thus,
for a plurality of user files, there are correlations of user perceived logical block
addresses and true logical block addresses, and within a plurality of the correlations
(on the mediator) that correspond to different user files, there are one or more of the
same true logical block addresses but different user perceived logical block addresses.
The most highly repetitive buffer units in actual user files will appear in the greatest
number of different correlations. Additionally, because a user may supply a buffer
and believe that it is being stored at consecutive sites on an NCM, it may record
association of a single LBAx with that buffer and view the data as being stored at
consecutive LBAs beginning at LBAx. However, because storage is actually on the
buffer unit level and frequently for a given buffer won’t be stored at consecutive
locations, the mediator may store a single user perceived LBA (or implicitly or
explicitly) a plurality of consecutive LBAs with a plurality of true LBAs that are not-
consecutive. For example, the user may supply a buffer of size 4096B and a user
perceived LBA of 10. If the buffer units are 512B in size, the user may implicitly
believe that its data is at eight consecutive storage sites beginning at LBA 10.
However, in reality, they may be at LBA4, LBA3, LBA2, LBA2, LBA3, LBA3, LBA
9, LBA4, and the mediator would point to those locations. Notably, for most if not all
duplicative buffer units that correspond to data within a buffer that a user sends, the
mediator would point to the same LLBA on the NCM. Thus, on the mediator, there
may in some embodiments be correlation of all true locations of data (e.g., all true

LBAs) with the user perceived location or locations as received from the user.

[0072] Thus in these methods, rather than using extensions to take into account the

possibility of the hash value algorithm generating the same hash value, the above
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described use of the most recent occurrence of the association writes a particular
supplied buffer unit to a NCM only when: (i) the comparable hash values are not
already within the hash value table as associated with any buffer unit; or (ii) for any
given hash value, there is a conflict. In these latter cases, there may be some writing
of the same data to the NCM that has previously been written. However, as a matter

of practicality, this will only rarely occur.

[0073] In some embodiments, writing to the NCM of buffer units is contiguous, i.e.,
each user supplied buffer unit that is to be written, may be written in the next
contiguous block on the NCM. Therefore, there is minimal or no scattering of data on
the NCM, which improves read/write performance and permits a savings of storage
space. Additionally, read/write performance is improved because less is actually
written to the NCM. This in turn enables an operating system’s cache to function
better. Furthermore, there can be increased security of the data because the data on
the NCM cannot be used to reconstitute a file in the absence of the mediator and the

hash value table.

[0074] Further benefits of the present invention may be appreciated if one considers
how data is read. A user may send a request to read a file. The request includes a file
identifier and information pertaining to one or more user perceived logical block
addresses. By accessing the relevant mediator, one can determine the actual logical
block address(es) and retrieve the relevant data. Notably, in contrast to writing
protocols, no hash value algorithm or table is needed during the retrieval and reading
steps. Instead, the reader retrieves data from the sites on the NCM to which the
mediator points, and the mediator may point to one or more buffer units a plurality of

times for one or more files.

[0075] The present invention also provides systems for the efficient storage of data.
These systems may comprise: (a) persistent memory; (b) a central processing unit
(*“CPU”); (¢) a non-cache recording medium; and (d) a mediator. Each of the
components may be operably coupled to one or more other components in order to

carry out their designated functions.

[0076] The persistent memory comprises the hash value table and may be part of or
distinct from the non-cache recording medium described below. The hash value table

associates each of a plurality of stored hash values with a different stored buffer unit.
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The hash value is determined by the application of a hash value algorithm to a buffer
unit. Fach stored buffer unit is also associated with a true logical block address.
Persons of ordinary skill in the art will recognize that the hash value table may
contain associations among the three types of data: stored hash value, a stored buffer
unit and true logical block address, in one table. Alternatively, the hash value table
may, in one table, contain an association of only the first two types of data and in
another table, in the same or a different memory device (e.g., the mediator) there may
be stored a table that correlates the true LBA and the stored buffer unit. The

persistent memory may be stored within the CPU or operably coupled to the CPU.

[0077] The central processing unit is comprised of hardware or a combination of
hardware and software. The CPU is configured to access the persistent memory and
to search the hash value table. The CPU is also configured to execute one or more of
the methods of the present invention, including but not limited to writing to the NCM
and mediator. Furthermore, the CPU is configured to communicate with one or more

remote users through a wireless or wired network, e.g., through a server.

[0078] The NCM is configured for block level storage. The NCM may be separate
from or part of the CPU.

[0079] In some embodiments of the above described systems, each of the mediators,
the hash value table, CPU and the non-cache recording medium are stored remotely
from one another. They may be in separate structures that are within the same

housing or in different housings.

[0080] As noted above, the system of the present invention (which may be controlled
through a server) can, after consulting the mediator and without accessing the hash
value table, recreate the file and transmit the data to a user. Thus, in one embodiment,
a system of the present invention comprises a retrieval module, wherein the retrieval
module is configured to reconstitute a data file by accessing the mediator and
recombining a plurality of buffer units in an order dictated by the mediator without
accessing a hash value table and wherein the order dictated by the mediator is

different from the order of the buffer units on the non-cache recording medium.

[0081] The various methods of the present invention may be controlled
automatically by a manager. The manager may comprise one or more modules and

reside on a local computer, on a network or in a cloud or for example, in the CPU.
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The manager may be configured to coordinate receipt of or to receive information
itself and to transfer this information to a mediator, or to control receipt of the
information directly by the mediator. Thus, the methods can be designed such that
information from the initiator flows through the manager for the de-duplication
methods of the present invention and to a mediator or to other components of the

system at the direction of the manager, but it does not flow through the manager.

[0082] In some embodiments, a manager may control, communicate with and
coordinate the activities of one or a plurality of mediators. For each mediator, the
manager receives (or coordinates receipt of) a set of parameters. These parameters
may comprise, consist essentially of or consist of one, two or all three of file system

information, bootability information and partitioning information.

[0083] The mediator, may for example, comprise: (a) a first set of tracks; (b) a
second set of tracks; (c) a third set of tracks; and (d) a fourth set of tracks. The
manager causes file system information, bootability information and partitioning
information to be stored in a first set of tracks on the mediator, which may be referred
to as reserve 1 or Ry. This information may include an identification of file system
information, which will dictate how the reserve blocks are to be used. For example,
when using NTFS, sectors 1-2 may be for a MBR (master boot record) and sector 3
may be for SMFT. Optionally, these tracks may be copied into a second set of tracks,

which may be referred to as reserve 2 or R,.

[0084] In these embodiments, the manager may also receive metadata in addition to
the parameters described in the preceding paragraph. The metadata may be stored in
a third set of tracks on the mediator. At the time that the manager receives the
parameters and metadata, or at a later time, it may also receive one or more files for
storage on a non-cache medium. Each file is received with a file name and one or
more user perceived LBAs. The file name is generated by a host that transmits the
file and may be defined by the host’s file system. The manager, which may for
example, be or be a part of a SAN or NAS or combination thereof, upon receipt of the
file with a file name, can automatically execute the steps described herein for storage,
including stores the true and user perceived LBAs in a bit field of the fourth set of

tracks.
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[0085] In some embodiments, upon receipt of the raw data, the methods of the
present invention may cause a confirmation of receipt to be automatically returned to
the host. In one QoS (quality of service) protocol, a data file is received through an
I/O and immediately sent to L1 cache. Upon receipt, an acknowledgement is sent
from L1 cache back through the I/O. From L1 cache, the data file may be sent to .2
cache, which transmits an acknowledgement back to 1.1 cache. The 1.2 cache may
also send the data file to a system or a part of a system that executes one or more of
the embodiments of the present invention, after going through the de-duplication
protocols of the present invention, and writes to a mediator and in some cases writes
to a non-cache medium (NCM) for long term storage. The NCM may in turn send an

acknowledgement back to 1.2 cache.

[0086] In some embodiments, the mediator may reside in or be operably coupled to a
heap (dynamically allocated memory) within .1 cache. Alternatively, the mediator
may reside within a card, or be part of or be operably coupled to 1.2 cache or be on a

solid state drive or any block device for storage.

[0087] As persons of ordinary skill in the art know, the decision to place the
mediator in 1.1 versus 1.2 will be impacted by factors such as the frequency of use of
the stored data. Thus, L1 cache is used to store data that is used frequently by the
system or an end user, while 1.2 caches may be used for data that is accessed

somewhat frequently.

[0088] In another QoS protocol, through the I/O, a data file is received by L1 cache.
The data file is transferred to both 1.2 cache and the NCM from L1 cache. FEach of 1.2
cache and the NCM send acknowledgments to L1 cache. FEither before or after
receiving acknowledgments from one or both of 1.2 cache and the NCM, L1 cache

sends an acknowledgement through the I/O.

[0089] As noted above, the mediator may comprise a first reserve set of tracks (R;)
and a second reserve set of tracks (R,). In some embodiments, the second reserve set
of tracks (R») is a copy of the first reserve set of tracks (R;). Additionally, in some
embodiments, one may use the second reserve set of tracks (R;) to check for errors in

the first reserve set of tracks (R;).

[0090] R;may be configured to function as the central point for host initiation.

Thus, prior to any of the de-duplication methods of the present invention, the host
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may select the parameters to send to R;. The mediator may receive this information
directly from the host or indirectly through the manager. Preferably, R, is never
exposed to the host. Thus, only the mediator itself or the manager can cause
information to be stored in R,. Each of R; and R, may, for example, contain sixteen
sectors and be filled with real data such as host modifiers. By convention, numbering
may start at 0. Thus, R; may, for example, contain sectors (or tracks) 0 -15 and R,
may contain sectors (or tracks) 16 -31. However, the mediator may be constructed so

as to allow for expansion of each of R; and R, beyond the initial size of 16 tracks.

[0091] In some embodiments, R; contains unique reserve sector information and
partition information. Within the partition information, one may store the file system

information.

[0092] By way of a non-limiting example and as persons of ordinary skill in the art
are aware, when formatting a volume with an NFTS file system, one creates metadata
files such as SMFT (Master File Table), $Bitmap, $.og File and others. This
metadata contains information about all of the files and folders on an NFTS volume.
The first information on an NTFS volume may be a Partition Boot Sector ($Boot
metadata file), and be located at sector 0. This file may describe the basic NTFS

volume information and a location of the main metadata file $MFT.

[0093] The formatting program allocates the first 16 sectors for the $Boot metadata
file. The first sector is a boot sector with a bootstrap code, and the following 15

sectors are the boot sector’s IPL (initial program loader).

[0094] In addition to the tracks of R; and R, the mediator may store additional
metadata. This metadata may, for example, correspond to information that allows the
execution of thin provisioning strategies, which correspond to visualization
technology that allows a device to give the appearance of having more physical
resources than are actually available, and it may, for example, be contained in the
eight tracks after R,, which would be tracks 32-39. The metadata may also provide
for features such as LUN QoS, VM and WORM.

[0095] Finally, the mediator may also comprise a bit field. The bit field contains the
information that indicates where the data is physically stored within a storage medium
and if the metadata is located in tracks 32-39, the sector number of the bit field begins

at track 40. It is within the bit field of the mediator that correlation between the file
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name of the host and the location of the data is stored. Thus, it may comprise, consist

essentially of or consist of a sector map.

[0096] As a matter of practice, preferably the mediator is not located on the disk or
recording medium on which the buffer unit data is stored. Additionally, preferably
the mediator requires only about 0.1-0.2% of the total memory of the corresponding

disk or recording medium.

[0097] For purposes of further illustration, reference may be made to the figures.
Figure 1 is a representation of a method of the present invention, the instructions for
which may be stored in persistent storage in a non-transitory recording medium. For
illustrative purposes, the method shown in figure 1 from step 130 to the end is shown
for a single user supplied buffer unit; however, the method may be repeated a
plurality of times for a given buffer that is fragmented into a plurality of user supplied
buffer units. When the associations of the user perceived LBA and the true LBA are
written to the mediator, they associations are grouped together and denoted as
corresponding to a particular file. As persons of ordinary skill in the art will
recognize, if a user supplied buffer is the same size as a user supplied buffer unit, it
need not be fragmented and the various embodiments of the present invention can be
configured to check for this condition. Various embodiments of the present invention
may also be configured to confirm that all buffers are capable of being divided into
buffer units of equal size and if not, then adding 0’s to the end of the string of bits of

the buffer or what would be the last buffer unit to render them all of the same size.

[0098] As the figure shows, instructions may be received to write information to a
storage medium. These instructions may be in the form of a user perceived logical

block address (I.LBA) or (LBAy) and a user supplied buffer unit 110.

[0099] As described above, the user perceived LBA is the location at which the user
believes that his or her data will be stored. The data within the user supplied buffer
unit is typically going to be of the size of the blocks on the device on which it will be
stored. If the user submits data that is larger than the block size on the device, the
data that the user submits may be pre-processed so that it contains a plurality of buffer
units, each of the size of the block. If the buffer unit is smaller than the block size,
then the computer program product may add all zeroes to one end of the buffer unit

until it is the size of a block.
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[00100] The received instructions are thus in a form or converted to a form that may
be represented by (LBA, buffer). For the user supplied buffer unit, the computer
program product fragments the data as received, if necessary, and calculates a hash
value 120. When a plurality of instructions is received, a hash value is calculated for

each buffer unit.

[00101] After the algorithm generates a hash value, it queries whether the hash value
is duplicative of a stored hash value that already exists within a hash value table 130.
If the table does not contain the generated hash value, the algorithm concludes that the
buffer unit is new to the NCM and writes the buffer unit to a block within the NCM
that has not previously been used 140. The algorithm also causes the hash value table
that is stored in memory to be updated to include an association of this user generated
buffer unit that has been newly written to the NCM with its generated hash value 150.
This generated hash value becomes a stored hash value, and the user supplied buffer
unit becomes a stored buffer unit. In some embodiments, the hash value table also
identifies the true logical block address at which the buffer unit is stored on the NCM,
whereas in other embodiments, the hash value table excludes this information, and it

is stored elsewhere, e.g., on the mediator or in another data file.

[00102] After the hash value table has been updated, the user perceived LBA and the
true LBA at which the user supplied buffer unit is stored are stored on a mediator and

correlated with each other 160.

[00103] Returning back to step 130, within figure 1, if the query results in a
conclusion that the newly calculated hash value is duplicative of a stored hash value
within the hash value table, then the methods initiate a protocol that asks whether

there is a conflict 170.

[00104] If there is no conflict, then the protocol causes the mediator to store a
correlation of the location of the buffer unit data that is already on the NCM and the
same as the user supplied buffer unit 160 with the user perceived location. Thus, for

this duplicative data, no new information will be written to the NCM.

[00105] Returning to the query as to whether there is a conflict 170, when the
response is yes, meaning that the same hash value is assigned to different buffer units,
the protocol calls for writing of the user supplied buffer unit to the NCM 140 and

updating of the hash value table in memory to a hash value actively associated with
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the newly written buffer unit. Additionally, the mediator will be updated to contain

the new correlations of the user perceived location(s) and true location(s).

[00106] Figure 2 further illustrates this step. Similar to figure 1 upon entry into a
conflict determination protocol 270, if there is a yes output, then the unique data of
the buffer unit is written to a new block on the NCM 240. Following writing to the

new block, the algorithm updates the hash value table.

[00107] When updating the hash value table, the method disassociates the previously
stored hash value with a buffer unit, associates the stored hash value with the more
recently received buffer unit 251, and removes or inactivates the association of the
hash value with the previously stored buffer unit 256. After the hash value table has
been updated, the protocol writes the true logical block address of the most recently
received buffer unit to the mediator and associates it with the user perceived logical

block address 260.

[00108] Figure 3 represents a reading instruction. The system may receive
instructions to read a block, i.e., retrieve information of: (LBA, buffer) 310. The
request may come in the form of a request for a file, by a file name, which is the

user’s system association with one or more user perceived LB As.

[00109] A protocol causes accessing of a correlation table within a mediator and
reading at each LBA location that corresponds to the buffer or portion of it 320.
Because the correlation table correlates user perceived LBAs with true LB As, after
the information for an LBA (or LB As) is obtained, the protocol reads the NCM at the
specified actual LBA or LBAs, retrieves the block information and fills the buffer
parameter 330. With this information, the system will have the raw data in the correct
order and be able to send it to the host for reconstitution of the requested file through

the host’s operating system.

[00110] Notably, during the reading steps, there is no need to access a hash value
algorithm or table. Instead, the LBAs as stored on the NCM may be read to retrieve
the buffer units for which a user call. If any one or more buffer units are still within
either L1 or L2 cache at the time of reading, then they may be read from the

appropriate cache rather than from the NCM.
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[00111] By way of further example, one can consider the following table:

Table 1
User Perceived LBA | User Supplied Buffer Unit | Hash Value | True LBA Location
1 A X 100
2 B y 110
3 C zZ 111
4 D a 112
5 E b 113
6 F c 114
7 G X 115
8 H d 116
9 I e 117
10 J y 110
11 K 118
12 L X 115
13 M g 119
14 N h 120
15 0 b 113
16 p z 111
17 Q y 121
18 R X 122
Assume: A#¥G

G=L

B#Q

B=J

E=0

C=P

A=R
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[00112] As the user submits data for storage, the user perceives the LBAs to be 1-18
for 18 blocks each which is the size of a buffer unit, e.g., 512 Bytes. When
transmitting the data for storage, the user treats each buffer unit as unique, assuming

that it is being stored at a different block.

[00113] Upon application of the hash value algorithm, a few duplicative hash values
are generated. As can be seen, hash value x applies to buffer units A, G, L. and R;
hash value y applies to buffer units B, J and Q; hash value z applies buffer units C and
P; and hash value b applies to buffer units E and O. However, the true duplications of
data are located between A and R, Gand L, B and J, E and O and C and P. Thus,
conflicts arise between A and G; G and R; B and Q; and Q and J.

[00114] As the fourth column shows, when writing the data, for true duplicates, no
new blocks are written. See e.g., the actual locations of where the user perceived
LBA 2 and 10 are stored. Both are stored at block 110. If one considers the third and
fourth columns, one sees that after the first seven user supplied buffer units have been
analyzed, there is the first duplication hash value generated (the x value). However,
because A#G, G must be written to a block on the NCM. After this occurs, for
purposes of further conflict analysis, within the hash value table that is stored in

memory, x is associated with G and not A.

[00115] After the tenth buffer unit J has been analyzed, one sees that a duplicative
hash value has been generated y. However, because the buffer units are the same,
there is no conflict. Therefore, no update is needed to the hash value table, and no
new block needs to be written to the NCM. Instead, the mediator will be updated to
point to the true LBA 110, and to correlate it with the user perceived LBA. A similar
true duplication is revealed after the twelfth user perceived LBA is analyzed, and the

fifteenth and sixteenth are analyzed.

[00116] After buffer unit Q is analyzed, hash value y is generated. However, because
Q#B, there is a conflict. Consequently, a new block is written at LBA 121, and the
hash value table is updated to associate y with Q and no longer associates y with B

(which is the same as J).

[00117] After the user supplied buffer unit R is analyzed, a hash value x is generated.
R=A. However, A is not the most recent association with x within the hash value

table. Consequently, the protocol treats R as if it were the first time that it saw R and
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must both: (1) save a new correlation in the hash value table or write over an old one,
(but it will not reinstate an association stored in memory); and (2) store the data of a
new block in the NCM (here block 122). Thus, the NCM, in the example, will

contain some duplication.

[00118] Table 1 is for illustrative purposes and in some embodiments, only the first
and fourth columns are part of the mediator and they are not part of the hash value
table. The size requirement of the mediator is small. For example, in some
embodiments, a mediator needs on 8 or 16 Bytes for each buffer unit that is stored on

the NCM of size of 512 Bytes or 4K.

[00119] Through the various embodiments of the present invention, physical storage
space of NCMs can be greatly reduced. For example, they can be reduced by at least
50%, at least 100%, at least 200%, at least S00% or at least 1000%. Thus, in some
embodiments, the amount of storage space that is needed is 50 -150 times less than
would be need under standard conditions. For example, only 5-10 Bytes would be
needed for storage on a mediator of what corresponds to a buffer unit of e.g., 512
Bytes to 4K. Thus, by reducing the need to store the same buffer units (or fragmented
buffer units) multiple times, an 8GB USB stick, which is an example of an NCM of

the present invention, can be used to store what corresponds to 1.53TB of data.

[00120] The methods, systems and computer program products of the present
invention have been described assuming that the buffer units that are stored are the
same, even if fragmented, as those that are received from a user. In these
embodiments, because they are stored at different LBAs than the user perceives, and
in an order that the user cannot perceive the mediator is necessary for retrieving the
information, and the user cannot retrieve data without it. Thus, it provides a degree of

security.

[00121] Different users who make use of the same hash value algorithm will generate
the same hash values. Therefore, their hash value tables will be similar, except for the
locations of the buffer unit on the NCM. Additionally, the correlation information in
the mediator will be different. As an additional level of security, prior to entering the
methods of the present invention, a user may desire to code or to convert the data.

These actions may be referred to as preprocessing.
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[00122] In some embodiments, prior to entering the protocols or systems described
above, a user’s data is first converted through the use of a bit marker table or
frequency converter or other hash value algorithm to generate data that is smaller in
size and/or encoded. Methods, systems, and computer program products for carrying
out these technologies are disclosed in U.S. 13/756,921, filed February 2, 2013,
entitled, Bit Markers and Frequency Converters; U.S. 13/797,003, filed March 12,
2013, entitled Data Storage and Retrieval Mediation Systems and Methods for Using
Same; and U.S. 13/908,239, filed June 3, 2013, entitled Methods and Systems for
Storing and Retrieving Data. The entire disclosures of the aforementioned
applications are incorporated by reference in their entireties. The output of these

methods may be used to generate the buffer units for reducing duplications.

[00123] These applications describe methodologies that may be incorporated into the
present invention as preprocessing steps, i.e., prior to the de-duplication strategies of
the present embodiments. In these cases, the buffer units would correspond to the
output of the preprocessing methods by which data is converted through the use of a

bit marker table or frequency converter.

[00124] Thus, in one embodiment, this preprocessing step comprises: (i) receiving a
plurality of digital binary signals, wherein the digital binary signals are organized in a
plurality of chunklets, wherein each chunklet is N bits long, wherein N is an integer
number greater than 1 and wherein the chunklets have an order; (ii) dividing each
chunklet into subunits of a uniform size and assigning a marker to each subunit from a
set of X markers to form a set of a plurality of markers, wherein X is less than or
equal to the number of different combinations of bits within a subunit, identical
subunits are assigned the same marker and at least one marker is smaller than the size
of a subunit; and (iii) using the markers as buffer units. This preprocessing step makes
use of a bit marker table that may be stored in the same or in different persistent
memory than the hash value table. When reading data, these preprocessing steps may
be carried out in the reverse order, and after data is retrieved from the NCM and the
buffer units on the NCM are recombined in the manner dictated by the mediator.
When using the marker as the buffer unit, one may combine or divide markers in

order to form buffer units of the necessary size.
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[00125] A bit marker table may contain makers that are all the same size or of
different sizes. When of different sizes, the sizes may, as described below, be

determined by the predicted frequency of string of bits or bytes.

[00126] By way of further example, when the preprocessing steps makes use of a bit
marker table, raw data is translated into a series of markers that represent the raw
data. The raw data corresponds to the data received from the host, and thus, may for
example, be one or more chunklets that individually or collectively form one or more

files such as a JPEG, PDF, TIFF or WORD document.

[00127] The chunklets are received in an order. For example, a file may
contain ten chunklets that are received by the system serially. Alternatively, a
plurality of chunklets for a given file could be transmitted in parallel or together if
they were to contain information that allows for their being re-associated with one
another in a manner that allows for recreation and use of the file by the host’s
operating system. Thus, in some embodiments, the methods of the present invention
generate markers in the same order in which the chunklets are received. Accordingly,
when a host calls for retrieval of a file, the corresponding retrieval methodologies
would call the encoded data back in the same order, and decode it into chunklets in

the appropriate order.

[00128] Optionally, prior to encoding, the system may divide the chunklets into
groups of bits, also referred to as subunits, each of which is A bits long. If the system
divides the chunklets into subunits, the subunits may be compared to a bit marker
table. If the system does not divide the chunklets into subunits, then each chunklet

may be compared to a bit marker table.

[00129] The bit marker table correlates unique sets of bits with unique markers.
In some embodiments, the bit marker table contains a marker for each unique string of
bits of size A when subunits are used or of size N when subunits are note used. Thus,
under this method a computer program may receive a set of chunklets as input. It
may then divide each chunklet into Y subunits that are the same size and that are each
A bits long, wherein A/8 is an integer. For each unique A, there may be a marker

within the table.

[00130] Thus, through an automated protocol, after receipt of the chunklets, a

computer program product causes the bit marker table to be accessed. Accordingly,
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each chunklet or subunit may serve as an input, and each bit marker may serve as an
output, thereby forming an output set of markers. The output set of markers may be
referred to as translated, coded or encoded data. In embodiments in which each
chunklet is not subdivided, then each chunklet would receive one marker. If the
chunklet is divided into two subunits, it would be translated or encoded into two
markers. Thus, a computer program product uses a bit marker table that correlates
markers with input in order to assign at least one marker that corresponds to each
chunklet. The computer program product may be designed such that a different
output is generated that corresponds to each individual marker, a different output is
generated that contains a set of markers that corresponds to each chunklet or a
different output is generated that contains the set of markers that corresponds to a

complete file.

[00131] As noted above, the bit marker table contains X markers. In some
embodiments, X equals either the number of different combinations of bits within a
chunklet of length N, if the method does not divide the chunklets into subunits, or the
number of different combinations of bits within a subunit of length A, if the method
divides the chunklets. If documents types are known or expected to have fewer than
all of the combinations of bits for a given length subunit or chunklet, X (the number
of markers) can be smaller than the actual number of possible combinations of bits.
For example, in some embodiments, all of the bit markers are the same size, and the
number of bit markers within the bit marker table is equal to the number of
combinations of bits within a string of bits of size N or A. In other embodiments, all
of the bit markers are the same size, and the number of bit markers within the bit
marker table is less than 90%, less than 80%, less than 70% or less than 60% of the

number of combinations of bits within a string of bits of size N or A.

[00132] By way of example, in some embodiments, each chunklet is assigned a
code (i.e., a marker) that consists of a plurality of Os and/or 1s. In other embodiments,
each chunklet is divided into a plurality of subunits that are each assigned a code (i.e.,
a marker) that consists of a plurality of Os and 1s. The subunits may be defined by a
length A, wherein N/A =Y and Y is an integer. If any subunit does not have that
number of bits, e.g., one or more subunits have a smaller number of bits than the
system is configured to receive as input, the system may add bits, e.g., zeroes, until all

subunits are the same size. This step may, for example, be performed after the
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chunklets are divided into subunits and in the absence of first checking to see if all of
the chunklets are the same size. Alternatively, and as described above, it may be

performed on the chunklet level prior to dividing the chunklets into subunits.

[00133] As the above-description suggests, the algorithm may be configured to
translate strings of bits into a set of coded data, and the algorithm may be designed
such that the strings of bits correspond either to the chunklets or to the subunits of the
chunklets. Preferably, the set of coded data is smaller than the file as received from
the host or client. However, regardless of whether the set of coded data is smaller
than the original data, it is capable of being converted back into the chunklets of the
file. As persons of ordinary skill in the art will recognize, the data that is received
from the host for storage will be raw data, and thus can correspond to any document
type. The output of markers may be in an order that allows them to be combined to
form user supplied buffer units for input into a hash value algorithm as described

above.

[00134] The encoding can serve two independent purposes. First, by encoding
the data for storage, there is increased security. Only a person or entity that knows the
code (i.e., has access to the bit marker table) will be able to decode it and to
reconstruct the document. Second, if the code is created using fewer bits than the
original document, then less storage space will be needed and there can be a cost

savings.

[00135] For at least a plurality of the unique combination of bits within the
table, preferably if the system does not divide the chunklets into subunits the marker
is smaller than chunklet length N or if the system does divide the chunklets into
subunits, smaller than subunit length A. Preferably if the system does not divide the
chunklets into subunits, no markers are larger than chunklet length N, or if the system
does divide the chunklets into subunits, no markers are larger than subunit length A.
In some embodiments, all markers are smaller than N or smaller than A.
Additionally, in some embodiments, each marker may be the same size or two or

more markers may be different sizes.

[00136] As described above, a bit marker table may assign markers to strings of
bits in a random or non-random manner to raw data, and the bit markers may be of a

uniform or non-uniform size. However, instead of a bit marker table as described
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above, one may use a frequency converter. Thus, one could assign smaller markers to
raw data that is expected to appear more frequently in a document type or set of
documents. This strategy takes advantage of the fact that approximately 80% of all
information is contained within approximately the top 20% of the most frequent

subunits. In other words, the subunits that correspond to data are highly repetitive.

[00137] In some embodiments, for every plurality of converted strings of bits
that are of different sizes there is a first converted string of bits that is A bits long and
a second converted string of bits that is B bits long, wherein A < B, and the identity of
the A bits of the first converted string of bits is not the same as the identity of the first
A bits of the second converted string of bits. When using markers, either from the bit
marker table or frequency converter, when they are of a different size, they must be
formatted that the system can know where one marker ends and the next begins. This
may, for example, be accomplished through setting a minimal marker size and a read
analysis that queries whether each string of the minimal size is unique within the table
or converter and if not, continuing to grow the string by reading additional bit(s) and

repeating the query for each additional bit.

[00138] Information may be converted and the output code can be configured
to be smaller than the input because markers are used to represent groups of bits.
Thus, preferably within a table, at least one, a plurality, at least 50%, at least 60%, at
least 70%, at least 80%, at least 90%, or at least 95% of the markers are smaller in
size than the subunits. However, there is no technological impediment to having the
converted data being the same size or larger than the data received from the host or as

generated from a hash function value algorithm.

[00139] According to another embodiment, the preprocessing step comprises: (i)
receiving an [/O stream of N Bytes (using for example an I/O protocol); (ii)
fragmenting the N Bytes into fragmented units of X Bytes; (iii) applying a
cryptographic hash function (value algorithm) to each fragmented unit of X Bytes to
form a generated hash function value for each fragmented unit of X Bytes; (iv)
accessing a correlation file, wherein the correlation file associates a stored hash
function value of Y bits with each of a plurality of stored sequences of X Bytes and
(a) if the generated hash function value for a fragmented unit of X Bytes is in the
correlation file, using the stored hash function value of Y bits as the user supplied

buffer unit; and (b) if the generated hash function value for the fragmented unit of X
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Bytes is not in the correlation file, then storing the generated hash function value of Y
bits with the fragmented unit of X Bytes in the correlation file and using the generated

hash function value as the user supplied buffer unit.

[00140] When using this preprocessing hash value algorithm, one needs to address
the possibility of their being conflicts. As, an alternative to the methods described
above for de-duplication in which the most recent hash value association is
maintained and stored, during this optional preprocessing step, one may use a conflict
resolution module that, in the case of generation of a hash function value that is the
same as a stored hash function value in the correlation file but for which the user
supplied chunklet is different from the stored chunklet, a method causes there to be
different Z bits associated with the stored hash function value and the generated hash
function value. This technique is described in U.S. patent application serial number
13/908,239, filed June 3, 2013, the entire disclosure of which is incorporated by

reference.

[00141] Thus, this preprocessing step may make use of a first hash value table, and
for all hash function values for which no conflict exists, Z bits are associated and the
7. bits are a uniform length of e.g., 8 to 16 zeroes. By way of a non-limiting example,
the method may associate 8 zeroes at the end of a checksum of 8 Bytes when the
checksum does not conflict with a previously stored checksum. Upon identification
of a conflict, (e.g., different fragmented units being associated with the same
checksum,) the newest checksum may be assigned a different Z value. Thus, if the Z
value as stored in the correlation file is 00000000, the Z value for the first conflicting
checksum may be 00000001 and should there be another conflicting checksum
00000010. If there were additional conflicting checksums, each conflicting checksum
may be assigned the next Z value as the conflicting checksum is identified. Thus, the
conflict module may be accessed as a check after the correlation file is accessed, and
only if the newly generated hash value is already within the correlation file. The
conflict module would then determine if there is a conflict or if both the checksum
and the fragmented units from the received file are already associated with each other
in the correlation file. These extension files may be used as an alternative to replacing
or overwriting stored hash value associations with stored buffer units. These
checksums with extensions may be combined to be the necessary size to form input as

the user supplied buffer units.
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[00142] In any case in which the preprocessing step uses a hash value algorithm, the
first hash value algorithm to be applied may be referred to as a first hash value
algorithm or a preprocessing hash value algorithm that makes use of a first hash value
table, and the second hash value algorithm may be referred to as a de-duplication hash
value algorithm or second hash value algorithm that makes use of second hash value
table. When both a preprocessing hash value algorithm and a second hash value
algorithm are used, as noted above, preferably, in order to address conflicts when
using de-duplication hash value algorithm the corresponding hash value table decides
between conflicting associations by choosing in favor of the most recent association,
whereas in order to address conflicts when using preprocessing hash value algorithm

the corresponding hash value table uses the extension method as described above.

[00143] When using preprocessing techniques, the outputs, e.g., the bit markers may
be of the same size as the buffer units. In some embodiments, the bit markers may be
larger than the size of the buffer units. In these cases, the system may fragment them
to form the buffer units, or contain a default module that rejects any bit markers that
are larger than the data for which they code, and instead use the original raw data to
form the buffer units, thereby bypassing the access to the bit marker table. In other
embodiments, they may be smaller and need to be combined to form the buffer units
or to form a buffer to be fragmented into buffer units. These steps may be carried out
on a server, in a cloud or by a CPU according to a module within a computer program

product.

[00144] If preprocessing of data is part of the writing process, then post-processing
of data must be part of the reading process. Unlike in the reading of the de-
duplication steps of the present invention, the post-processing steps are symmetrical

to the preprocessing steps but carried out in the reverse order.

[00145] Additionally, the various embodiments of the present invention may be
used in combination with other methods for protecting data against loss. In certain
embodiments, one may use two mediators to facilitate backing-up data. For example,
in a first mediator one may correlate a data file that is stored in on a first recording
medium with a file name. As described above, the first mediator is configured to
permit a user or entity that identifies the file name to retrieve the data file from the

recording medium.
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[00146] A data protection protocol may be executed that generates a second
mediator. The second mediator will be an exact copy of the first mediator at a time
T1. Thus, at T1, both the first mediator and the second mediator will point to the

same LBAs on the first recording medium.

[00147] After time T1, for example at T2, the host may seek to update a file
that it believes is stored in a given location e.g., on a given sector or sector cluster.
The host will not change the data stored at the first storage address(es). Rather than
causing the information on the NCM to be written over, the first mediator may
generate a new correlation entry that corresponds to what the host believes is an
updated file. Because most if not all of the buffer units that are written on the NCM
are unique entries, the new correlation on the mediator will differ from the original
correlation only for the buffer units that are different from those in the original
correlation. Thus, at TO for file(A), a first mediator may correlate the following true
LBAs: 200, 201, 202, 203, 204, 205, 206. At 'T1, a copy of the mediator may be
made. At T2, the user may try to update file(A). On the first mediator, a new
correlation may be saved that points to the following true LBAs: 200, 201, 310, 203,
204, 205, 206. However, the second mediator would not change. Thus, they would
differ by to where they point. The earlier saved correlation may be rendered inactive

on the first mediator or deleted or overwritten.

[00148] This use of the two mediators will permit one to provide a snapshot of
the data as it existed at T1, without causing the host to need to update its file system
to indicate that the file as it existed both at T1 and at T2 are being stored. Thus, the
snapshot locks all data files that are stored at time T1 and prevents anyone from
deleting or writing over those physical files. However, if the host wishes to revise
those files, it can work under the impression that it is doing so, when in fact only new

portions of the file are stored, and a new mediator entry is made.

[00149] As suggested above, this method may be implemented by a system that
comprises a first mediator, a second mediator and a non-cache storage medium. Fach
of the first mediator, the second mediator and the recording medium may be stored on
or be formed from separate devices that comprise, consist essentially of or consist of
non-transitory media. Additionally, within the system the mediators and the
recording media are operably coupled to one another and optionally to one or more

computers or CPUs that store instructions to cause them to carry out their intended
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functions and to communicate through one or more portals over a network to one or
more hosts. Still further, although this embodiment is described in connection with
the use of two mediators, one could implement the system using two sections of the

same mediator rather than two separate mediators.

[00150] The aforementioned system for backing-up data is described in the
context of two mediators. However, more than two mediators could be used to
capture a history of stored files or versions of files. For example, at least three, at
least four, at least five, at least ten mediators, efc., may be used. Additionally, hosts
may have mediators take snapshots at regular intervals, e.g., weekly, monthly,

quarterly or yearly, or irregular intervals, e.g., on-demand.

[00151] According to another method for backing up data, a clone of the non-
cache media may be made. In this method, in a first mediator, one correlates a
plurality of file names with a plurality of locations of data that are stored on a non-
cache storage medium. The first mediator is configured to permit a user who
identifies a specific file name to retrieve a data file from the first non-cache storage
medium that corresponds to the specific file name. Part or the entire specific file may

be stored in a first sector or sector cluster.

[00152] One may make a copy of the plurality of data files (or all data files of a
first non-cache storage medium) to a second non-cache storage medium and a second
mediator. The second mediator is a copy of the first mediator at time T1 and is
operably coupled to the second non-cache storage medium. At time T2, which is after
T1, the user may direct the system to save revisions to a data file that is stored in said
first sector or sector cluster on the first non-cache storage medium. Only new buffer
units (or buffer units that are not actively associated with a hash value) would be
added to the first non-cache storage medium and there would be no writing over of
data on the first non-cache storage medium. Instead a new correlation would be
written on the first mediator. No changes would be made to the second mediator or
second non-cache storage medium. As a user requests a file after T2, he or she
would go through the first mediator and retrieve the most recent stored version of the
file. However, the system administrator would have access to an earlier version,
which would be stored on the second non-cache medium and could retrieve it by

going through the second mediator.
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[00153] This method may be implemented by a system that comprises a first
mediator, a second mediator, a first non-cache storage medium and a second non-
cache storage medium. Fach of the first mediator, the second mediator and the first
and second recording media for storing data files may be stored on separate devices
that comprise, consist essentially of or consist of non-transitory media. In some
embodiments, the most recent file, which is stored in the first non-cache medium, has

the same LLUN that the legacy file has within the second non-cache medium.

[00154] Any of the features of the various embodiments described in this
specification can be used in conjunction with features described in connection with
any other embodiments disclosed unless otherwise specified. Thus, features described
in connection with the various or specific embodiments are not to be construed as not
suitable in connection with other embodiments disclosed herein unless such

exclusivity is explicitly stated or implicit from context.
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Claims
We claim:

1. A method for storing data on a non-cache recording medium, the
method comprising:

i. receiving instructions to write data to a non-cache recording
medium, wherein the instructions comprise a user perceived
logical block address and a user supplied buffer;

ii. dividing the user supplied buffer into user supplied buffer units;

iii. applying a cryptographic hash function to each user supplied
buffer unit, thereby generating a generated hash value for each
user supplied buffer unit;

iv. activating a computer program product that comprises an
algorithm that causes the computer program product to access a
hash value table and to determine whether each generated hash
value is duplicative of a hash value within the hash value table,
wherein the hash value table associates each of a plurality of
stored hash values with a different stored buffer unit, and a true
logical block address; and

A. if the generated hash value is not within the hash value
table, then writing the user supplied buffer unit to a
block in a non-cache recording medium, updating the
hash value table to include a correlation of the user
supplied buffer unit, the generated hash value and a true
logical block address at which the user supplied buffer
unit is stored, and correlating on a mediator the true
logical block address that corresponds to where the user
supplied buffer has been written and the user perceived
logical block address for the user supplied buffer; and

B. if the generated hash value is duplicative of a stored
hash value within the hash value table, querying
whether there is a conflict, wherein a conflict is defined
as the circumstance in which the same hash value is

associated with a stored buffer unit and the user
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supplied buffer unit, and the stored buffer unit and the

stored buffer use and the user supplied buffer unit have

different values, and

a. if there is a conflict, writing the user supplied
buffer unit to a block in the non-cache recording
medium, rendering inactive or deleting an
association within the hash value table between
the stored buffer unit and the stored hash value,
updating the hash value table to include a
correlation of the user supplied buffer unit, the
generated hash value and a true logical block
address at which the user supplied buffer unit is
stored, and writing on the mediator the true
logical block address that corresponds to where
the user supplied buffer unit has been written
and the user perceived logical block address, and
b. if there is no conflict, writing on the mediator

the true logical block address of a buffer unit
stored on the non-cache recording medium that
is the same as the user generated buffer unit and
correlating it with the user perceived logical
block address for the user supplied buffer
without writing the user supplied buffer unit on

the non-cache medium.

2. The method according to claim 1 further comprising repeating (iii) —
(iv) for each of a plurality of user supplied buffer units, wherein
collectively said plurality of user supplied buffer units correspond to a

file.

3. The method according to claim 1, wherein the user supplied buffer

consists of from 512 Bytes to 2MB.
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The method according to claim 1, wherein for a user perceived logical
block address, the mediator correlates the same true logical block

address a plurality of times.

The method according to claim 1, wherein the buffer unit is 512B or

4K in size.

The method according to claim 5, wherein the hash value is 8§ Bytes or

16 Bytes in size.

The method according to claim 1, wherein the user supplied buffer
units are formed by preprocessing, wherein said preprocessing
comprises: (i) receiving a plurality of digital binary signals, wherein
the digital binary signals are organized in a plurality of chunklets,
wherein each chunklet is N bits long, wherein N is an integer number
greater than 1 and wherein the chunklets have an order; (ii) assigning a
marker to each chunklet from a set of X markers to form a set of a
plurality of markers, wherein X is equal to or less than the number of
different combinations of bits within a chunklet, identical subunits are

assigned the same marker; and (iii) using the markers as buffer units.

The method according to claim 1, wherein the user supplied buffer
units are formed by preprocessing, wherein said preprocessing
comprises: (i) receiving a plurality of digital binary signals, wherein
the digital binary signals are organized in a plurality of chunklets,
wherein each chunklet is N bits long, wherein N is an integer number
greater than 1 and wherein the chunklets have an order; (ii) dividing
each chunklet into subunits of a uniform size and assigning a marker to
each subunit from a set of X markers to form a set of a plurality of
markers, wherein X is equal to or less than the number of different
combinations of bits within a subunit, identical subunits are assigned

the same marker; and (iii) using the markers as buffer units.
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The method according to claim 8, wherein at least one marker is

smaller in size than a subunit.

The method according to claim 7, wherein step (ii) comprises

accessing a bit marker table.

The method according to claim 8, wherein step (ii) comprises

accessing a bit marker table.

The method according to claim 7, wherein step (ii) comprises

accessing a frequency converter.

The method according to claim 8, wherein step (ii) comprises

accessing a frequency converter.

A system for storing data, wherein the system comprises:

(a) persistent memory, wherein the persistent memory
stores a hash value table that is configured to associate a
stored buffer unit with a stored hash value and a true
logical block address;

(b) a central processing unit that comprises or is operably
coupled to a computer program product that is stored in
a non-transitory medium, wherein the computer
program product comprises executable code that when
executed, automatically,

i. applies a hash value algorithm to each of
one or more user supplied buffer units to
generate a generated hash value; and

ii. determines whether the generated hash
value is a duplicate of a stored hash
value within the hash value table that is
associated with a stored buffer unit, and
if so, determines whether a conflict

exists, wherein the conflict is defined as
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a hash value being associated with two
different buffer units and if a conflict
exists, updating the hash value table to
cause the hash value within the hash
value table to be associated with the user
supplied buffer unit and not the stored
buffer unit;

(c) a non-cache recording medium, wherein the non-cache
recording medium is configured for block level storage;
and

(d) a mediator, wherein the mediator stores a correlation of
a true logical block address with a user perceived

logical block address.

The system of claim 14, wherein the computer program writes the user
supplied buffer unit to the non-cache recording medium only if:
i. either the generated hash value is not a duplicate of the hash
value within the hash value table; or
ii. the generated hash value is a duplicate of a stored hash value,

and there is a conflict.

The system of claim 14 wherein for a plurality of user files, there are
correlations of user perceived logical block addresses and true logical
block addresses, and within a plurality of correlations for different files
there are one or more of the same true logical block addresses but

different user perceived logical block addresses.

The system of any of claims 14-16 further comprising a retrieval
module, wherein the retrieval module is configured to reconstitute a
data file by accessing the mediator and recombining a plurality of
buffer units in an order dictated by the mediator without accessing a
hash value table and wherein the order dictated by the mediator is
different from the order of the buffer units on the non-cache recording

medium.

43



WO 2014/121109 PCT/US2014/014225

18. A computer program product comprising a non-transitory computer
useable medium including a computer readable program, wherein, the
computer readable program when executed on a computer causes the
computer to implement a method for de-duplicating and managing data
blocks within a file system comprising the method of any of claims 1-

13.
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PATA R LB FE R I — AN ZA 7B R . X e 77k sad R T L () ARBILAE
THRMLE VLB A F 8 G4 iR v L RE BRI, 9 Honl ik il RSB — A8z A4
BLHCRHAT .

[0009] R EE — STt 7 &, AN K BHEE N — P TR R A AE E s S A7 2l sk i b
7715, BTk 774004 - (1) 08 2 RIG 80RO\ B3R Ml A7 a8 1S 0 T, Hp Brid$ia
AAUFE PR E i X e ( “LBA”) FIH PR (user supplied buffer), HiH

5



CN 105190573 A Ww B B 2/92 T

Bk PR i ()t ) 512 AN 4 2MB 35 B 512 AN 2 64K T 2K ; (1) 4%
FIrid F AR 7 22 o4l 23 o P AR 7 2% o B G, R0 0 86 85651 R 508 FH 281 BT Jk FH P AR 97 2
BT AN BTG, AT AE RC— AN AR BGHOIME 5 (111) WO 4E BEM T ELRE 77 7=, B
B EEEUEFTIA THENURE 77 A7 BB 3R IR 2 BT A i BOIME 2 5 5 Brid B8 e
KA BOMEE S, TR S E R 2 N EE TS UE BN HEESHE S AR
FEAE SR 6 LA R L SIE B X He ok A B G s DA R (A) SR i Az eSO ME HEA LT B
RHIVE R P, AT BT id AR Z% o 3 0 5 N B HE S s A7 280 A P IR X8R,
BT TR BB A 2% DA ELFE BT ik FH P (2% 1 B s BT 2B R B A BRI FH P 18 2%
BT T A7 it 1) L S AR X b IR A DGV, FEAE R A48 BB NS BTIR P R R g2 B
CL22 5 N AL B A B () T 3R B0 5232 4 (X Bt bk DA K 1 ik B P 3t 12 2 b ) ok P
EEE X e (B2 A P EREZ AR X Hekbtl ), IFH, B) Wi ATIA A sREIME A S
FITid BB R N A7 6k BB B2 R, 1040 25 10 A2 AR AE i 9, P 98 5 SON IR — B8
(B -5 A7 22 i B e DA R 2 i P A 7 22 v B e AH S I HL BT I8 PR A G B T LA AN R 9 25
B, 1, (a) WRAELEM S, B2 AT K B i FH 7 B B 22 v B e 5 N B BT | e il 22 A7
A TCSE AT A 1 X B, VB B ANTE B0 B B B B BB R P9 BT A7 92 i B o0 5 BTl A7 i
BB 2 6] PR S IBC B 3T P i B A 36 DS 60 45 Bk B P (16 9% 22 v 9 e s BT I A= i B 41 4B
FR R FH 7 AL S 2% i B 7 BT A7 1 320 5208 0 X B ik PR AR DG 1%, FRAE TR v 88 EBNY
FITIR FH P A 97 % v B G V48 5 N TR AT BB R X6 I 1 T 3 T S 3 2 [X e ik DA % i i P UK
I IX Pl DL (b) G RAAEAE S, B 2B AE Fridk oA 88 B 5 NAPAETE AT iR R =
TR RAT BT 1 5 TR B P A2 B2 R G AR [R] 19 2% 1 R G 1) B S A X B A
TS i ik B S8 48 X Bt ik 5 B T ik P A R 52 e %) Jiv 3t FH P (6 e 38 6 [X et kA B
SR, T HEATE TR HE B L2 A7 2303 A 25 N FTId 7 A B G2 i G

[0010]  7EBUR (A) ", 245 AT A6 B 25 o B e, AT B H AR N GV 2 T
FTid 7772 B3R 5 N LA R 5 BTl 38 i BOS AEAE DRI A 7 A I G i B G
[0011] @, F P &I B A T3 b B AL TE LU BT i 5 A8 S0y o e B R 32 R AN 1
FH PR R 2% i B a SR K B T R 2 (BT B P R REZR v ) o IR Se B L, Bk it
9 2% B G T DU IR B2 ML Rk ) R A s o ) (RO R ) BN SRIE R, 1%
6T /N L TT R] AR A BT P AR R G B T, 1 TG 8 TR ML 75K B AT 143 B B ARk B
RGBTV AT IX AR R 43 o DRI, 3 401 ) P (4 2 2 i R T m DA S 24 B ik
EHA BN o 28— N EERR BR8], B B P AR R v DUZ 16K & 2MB, T fEAN 4>
F I PRI TR 512 AN A 4K, N, 512 AN ATER 4K, (Rl 7R — e STty &
HH BITIR 23 #1122 o B T AN KT 20 B 2 R FTIR F P (R RLZR v ) /N 1/4 B
KT 1/16 BANKT 1/640 Qi AEHE N FriR 8E 5% 2 5 AT H B 23 B8 5K, 84 B id i
FIME AT 254 BT ads FH P A 3 22 v B e AN BT AR DS, 1) BT IR A7 25 B 1 BN 2 40
EI 1 FH P (A . 2% i B T T AN A2 BB K (R B0HE 2% b B G, I BT v A28 2 (6 Bk F P AR 9 2%
MR ITI TR B P B hE (B2 AN P B ) 5 TR 2 AN 4 B R R PR N 22 R T
FHH SREK

[0012] AR B 5 V2 10 & oD B AT DAAF A 72— AN B2 AMEE R, 451, 2% b LR 2 B dn 32
o5 X Bt RSO e | o3 BB e A B A R AR R B E B e A R R SRR D K
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NG, SRR, W DA AE SO e BORT B @ A e . i SO ] DA 42 AT AT A QRS () 8 A7
g TEJE BT A5

[0013] R 28 St 7 8, AR B4Rt — P T A B 1 R 50, Ho, Frid 24604 -
(a) 7R AMEAT i 2%, Forp BT IR 7K A A7 28 A7 1 BB 2R, BT IR 50271 {1 2 A T B R A6 A7 i
2 A0 5 A A BB DA R B S i X He bl A DI 5 (b) FR SR AR LT, TR Hp g A
B O 4 B AT B M MR B 2 A A A R R I A A T LR, SR TR T L
F2 7 7= i ALFE T AT RS, BTl vl $ AT ARIS AR 12 AT I B 2T T IR $AE - (1) HEIE A
ERLH T — AN E A PR g2 b B e b RS BT, DM AR B AN A RO IME s A (1)
it 5 I 28 B BB A2 75 D B BUSIAE 3 P 1) 55 07 9% v B G A D BB 1) A7 i B0 A 1
52, H HAnSE, (e 2 BAFE I, HA ph R SURBEIME 2 5 AN A R S BT A 28
156, T L 40 SEAFAE i 5%, 58 58T B ik B9 A 2% LU S BT id 2% 9 10 BT iR B8 4B 5 Bk FH
b B 2% B T AH OB, T AN 5 BT 776 G SR T AH DG IG5 (o) AE Ml A7 2t A i, Hodp
Bl s T 22 A7 48 il S N P C B T X A7 s DA S (d) s, Fop iR A 2347
it FLSLB AR X B bk 5 P B8 B X B bk 1 A O

[0014] R4 EE =SLhti 77 52, A R WS ik — Pt BHLEE 7 77 i, ik v EALRE 7 7 i e 45
AR T LT A5, BT IR A B TR LT A S L SR T R S, R TR
THENL AT SRR P AE TH RN F IS AT B, 2 BUE Bl v SR LR STt A TV A U R AN
s X P 7732, Bk 7 ik SR AR R B 7 E R AR 77 X T k] LS E— ANl Z
Mg

[0015]  fE B & BH (1) 45 P St 77 58, AH DG N 52 ] DA ey 500 A7 i AR 2= IR AR, [RRTE
RZHIHEA, 52015 N EE = E B M Bol A TR Z B 5 AR HEmE A7 2%
WA (NCM) o AH S 48 BB /N & /T 5 25 99 B da 17 B0 176 S o) BE 4y
Bk BAL T TR SE K N 4R ED , 2K FTiR THE AL E M 2IX AN R 2 A B AR, 1]
DA i it b3 i 2 FH %) 7 925 w4 P PR A B /N IR A7 A 25 1) DL S FEA7AEFD / BURE RA5 B
RPN D B [ FE% 77, T SR R Ry . e Ak, 7R — LS T SR, AR B S A4
TR SO AR AR R R o DRI, A R B B AR M7 910 B 08 A i 5 P 7 22 1 )
PEAA . X IE R f /MG E R BUE 5 N FAFAE B0V 52 1, I BLAE A7 5 2 B0 O 1
B 8IS A4 R B 1) B 2 WA B T 58

[o016] P EfiTIR

[0017] B 1 AR A K R St 7 Z I T B ANER kR~ B .

(00181 & 2 R A B 7 VA T A b R B D R R T

[0019] & 3 Rl A BH Szt 77 i T S B ik R~ B

[0020]  KEAVER

[0021] B TEAN S AR IR SE 5 %8, HoRBILE I AR 7 LB o 76 DL R iEdi AR A,
FER T2 BARYET DL AL A R IR 78 0 B . R, BRAE B R S BAE RN e R,
D 3X LE 2075 # AE amB], H HAS REZ A A DT AR 5 Xk B il A & B e

[0022] & X

[0023]  BRAE b0 A A BRREIER, 15 0 N R ARG AE E R A T SO R E
[0024]  ORiE “ERE” 28 kg . Hoar LR AN EUE T i — N EUE . A EUE AT
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LLEH 0 8 1 &,

[0025]  RIE“IXHER” Z38HA e KE N EYE 7 s kR P ol R b, P i
AT RARI A3 XK/ Bl A8 B TG o A0 s it b A X Jen] DU 32 48 [X Pkl kiR
Ao TEATMEHY, HRT 512 AN 2 X HRBIFRHE RN BRI, AR 4096 A5 1E N br i
Rt . FHAh, IEWARSURE B AR N RO 2 7RI, F0E “ XKEOR/N7 F B XK/
it Z e RS ks NIRRT

[0026]  JEiE “ Al JE SPEARRS 7L R B sk S B R ] JE SRR A2 R BRALA B T 2k
BENTTJE PR IE BT AR TE Ja 205 X LM B 8 3hm X AT LL& B AL ARED, Frid sl
A ARG A I B b [ DD 2 21 RAM ( BENLAEBUAEA 28 ) o, IX e 8 shidb Rk WAt B
INEFE 7 B R N B B b 280000 5, 830l nl LA A e 6 30 43 X
46 8 Bhid sk AR, o] DL A AR SR I # A A E R BB B ML FR T .

[0027]  ZOAE “ZErtEon” A48 B A ARG ME BRI RN — R AR St
G AT LA /N AT H R KN o SR, 75— Le szt 75 S v, SR b B o AT DL /NG K/ NI LA
2B R INE RN R

[0028]  ARAF “F5” 248\ LTS .

[0029] ARG “ R GAT a8 7 a2 Te A 1Rk S B (B i SR B8 H T 22 b %) H (0 i
AR AL E . L1 Sl Ar ey (1 iR ra% ) 248 (Flin) S50 EA% O S m &
SR L1 Bl 24743 7] LU SRTE CPU ( Fh g kb B M50 ) 2 URAF BURH (R B50HE R 175 150 T 42
FHARAEHCEEE » L2 S SATdy (2 PRI 4% ) IBH L1 S GAr a0 I H., ik
TE L1 S G A7 i 1 T3 408 R A B SO, T84 (8 1T LAPE BB AR A7 il 48 2 B0 L2 /&
BT R, Sy B, Ll MR At AT b B e . M,
H AT AT DDR DIMM B DRAM o 53 Ahal B A, L2 s 2z (745 A LLa2 PCI2. 0/3. 0 [ —
BBy, TR PC12.0/3.0 FENBIEMR . Rk, L1 B 7280 L2 B A7 28 h AN =
TR AT 2 ] LAAL T F2 AR A0 B 43 o o FE — BB SIE 7 S, 24 SR A K BH 1 7 v, BRSIAE
ROAAET L2 w78 .

[0030]  ARABE“/NE” & TR AT LT T B X BRI — 2 LURE . NEERI KN A R G E
FHH AT LR FEANERAN . B8 &, AN R/ RIEIT CHS 77 R85 H, Bk CHS TR 24 H
JCZ R e HEIX e, firid o e SOFTIR X B AR A 4 bt B A AR T RSk a3 (X . SR, /N4t
KANBLNZ XL (LBA) J&EAFAH . 280005, NG KNI LUE 512B 1K 2K 4K
8K.16K.32K.64K B IMB. 1EA0AS4IEE 38 H R N A P &nHer, 1K = 1024B. /MR PAM
WUFE A S a6 B it A7 B i

[0031]  ARAE “PPR” ZFREFXIAFEIN (B0, ZZrh o ) I T AR BOAE R H IS
fian, @ik s (A ME SRS ) AR R BB

[0032]  “SCAFR” JRAHC T B L RR IR A, X e AH JC 72717 B bR A B R AR I B AT AN K
(SO, T HLA B AT DA PR B2 R B o SO T DU/ N S/ B A AR R /N B
N AN

[0033]  Jiif “ TR R RVEUT EALRUNRE @ SO IR BTl S5 3 e SO BLIX i)
) 44 FR A GRS

[0034]  UAG“SCAF RS2 FE FRAFE R 2 A — 4 SO I GOt & o BRI, SO R S
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J& FH SRS BRAHE RN SCAF 1 e 2500 DA S & B B A 25 B 0 mT =S A L T - —
e R Ge T LL () AR TR g b X RGN B EIEEAR T Unix SXHF RS
A CEE) H R AR 5175 5 Windows FAT16 F1 FAT32 Ui 245 (FAT J&48 U0l )
Windows NTFS ( HAET F30443 ) BAA Apple Mac OSX ( HA$i A HES BY HFS plus) .

[0035]  AHAE “HH R H L A HH) R E 7 s B bR A SR A B ek B SR
SEFRE N E B BR BOTTR R B 4 (LA AR R BT AR ) i 1) B A ] e K R ) B
N ) FIE BT RE T o “HO R B R R R Y B B B 2 Je R R . BTk
SRR (8] B U B T AR BOIME S SO AS BB RN AR SR AN Bl s s Bt . 2 (it ) i
FH MD5 B, By Hi A 128 /N EGiRE, SR, 2448 SHA-1 B, S U4 A 160 AN EEAS. DRI, 75 —1t
SEHE T, MEME R 32 & 512 M EkE

[0036]  ARAE “EAL”VCH 7 FN Rk ds” T LA AT, I Hfi sk Bis DUE A6 B A
R I BIEAAAEFIR R PN RS L SERE R GE . FHLAT DURIE S —Fhak 2 Fp 2 2 i SRy
SRS AR B B0 F BRI o AR ik th, FEAT(0E N / S ( “1/07) AN, B Xt
TN SCRY SR ) S A

[0037]  ARiE “f4E (including) ” 1 “ 4% (comprising) ” AT BRI 77 XA FH, HLEAI
fE R NN “AFEEAR T R,

[0038] 45’5 “LBA” &¥5 “BHIX P Fhb” 8 “ @i X Hthhb”, LBA EL&twhhh %, 3 A
& FOR TR e AAAETE B Le A2 g A (o, A ) A s XL B I RSt . 78 LBA T &,
X Sl B HOR e A, IF B A — M R e b s . 8, S XPOyX 0. HA
A LU AR R AFE R LBA o P BN B B A7l 7 B A2 < P B I8 R [X Bt
BE” o 3T DAAS [F) T B0 SEBRAAAG AL B« R E NOM | SEBRAr i i o7 B n] ARR A “ B si®
X B HhE

[0039] 455 “LUN" 82 % B n 7, H H & RN R oo 87 . LUN 85 R RE
B SAN L=/ X BAFAERE S

[0040]  ARAiE “EHE” &8 v LLAEEE AR B I PE A 5 P O HEUERI— AN s 2 A~ e s
1B (D, Bl A5 e b B8R ) v ENURR P = 5, a0, RS . e nl DAAE Al 7R A AR 3K
P HAE o fE—2esTfi)y i, B EAE T LLETHEANLA / SRS —50 7, Bk ih 5L
A/ B AR S AL B R VR AR AT U DR

[0041]  RiB“HA 287 2380 LA E R AE R s LA A b B 2 /b — AN s 4247
AR A A ) — AN B A BT 5 S A BB T LR T = . BRI, s
AT DA PR LBA 5 LS LBA A B 5CHK . R A 83 m] DU LL L g 1) 1 AE sl 2 A7 28 A iR
BN RS BB S, B a] DORZ) /N BRI R [ K /IN 2T 0. 2% o 7 — 2887 &
W, R R AEAE T o, SR TR H e S 2, HAFAE T AR | B A T e A i .
W 2R AR 2 1R 0 IR ) 2 LB B AL Tl S A 1) S 3 T S B B
PUAEAR AT T AN [ G T8 A (0 A7 B P R BN A7, B AR A4 mT DA AT R4 P b R 2 31 A 3
a5, TR E B A A A SR A X e Th g, BRIt R i — A2 AN Thag. Bbak, i
A3 ] DAALFE AT AL - B 2 B EAh A N I e X P SR B e B LA, TR, TR A B R AT
LB B2 B B W) A SRR T U HES o 78— Sesiti 7 R, RS AT L2 il A7
k.
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[0042]  ARiB“TUEIERIE R T HIEAB/IEBGEE .. THEENRFIEREEARNRT (IEE
L SO B BE BT T s 5 S OB XU B s — A R BIAE JE. s I8 SO SR B A7 L
VFATHIAE B s LLA LUN QoS VM AT WORM. e 2R (1) e Bl At 1 R 45 B B avIaa i
{5 B VAT DA S SCRS SRR P LR R AR

[0043] 45’5 “NCM” &5 dE mrH 2728 Il KA 0o NCM (1) 7 491 A, 455 {E A IR s 4 0 1 24 B
Baso NCM AT LL (1l ) #FC B SRAFA 100TB 75 FELHE . NOM A7 A JAF 25 b 0. 75—
S ST 7 28 R, NOM A7 47 22 18, i 40 22 R A % P R T A A OSBRI e i
B 7 i F e R R 2 T DL SR IEL 5 AR 45 2 1) RAM PP B8 26 . a3t 7] RAM HH 35 5l [ NCM
TRANEAEAF A X AME S, AT CLSE PR 4. 53 A a8 4, NCM AA A RN B X B 1 L
RE ECRE B, BT B AR T DU SR BRIER AR R B A TR AT N2 o AR BB, 47 222 I A0 bl e P
PIFAEREN T 5 ANF 5 10 DN Z RN, 140, 78 NCM_EREAS IX BRI A7 i 2
TR EL 8. 125 MY B, 48 B IR AN LU ARE B mT LS AR A e B 7 VA B8 R 4 g 1) 45 SR
5 NIZE MR IT, AAETEAN B A A L

[0044]  GAE “WHAEMEHAREL” 5 AE “RE” v B, N HERE REVCREN /5L
Rl e B RS 1 B B AR , T RE S 7E B A5 I BUM (S 2 B HAT eI TR E 1. XM E
EFIARTE A B S A LB E0E . R, 528 — 2 B T SRR P AR 22 56
TIRE, WA XAER T ULAE B B B AR B 4 e 2 R B A B R B ROE R
& e 2 A B O 2 42, B (8 B IX e i L & o

[0045]  UiG “ERAE RS AR EEHEAUE A RURM SR BAE R BRI EIEFEEA R
F Microsoft Windows. Linux #1 Mac 0S X.

[0046]  ARAB“H X 7RI AAAEN T (B0, AL IKBhE: ) R N2 A Eoeiig . Fik,
I3 XA DARR ARG 3 X o o0 X R B E AR T GUID 43 X R A Apple 43 X .

[0047]  ARAB“IEFHAT” R4 AR I EA A HHL AT SN, £ A A SN FaT LA
i 0 LT LU RGN EAS 5 o 2200170 5, 12 % A HE (E AN BR T NOM, s B | A 45 L A L 11 5
B  ROM. EEPROM. 3F 55 2K RAM. CD-ROM PA A % L o

[0048]  ARAB“Fp X7 & (B, BEMERERL ) RGBS . BB X AE % 21
B . EH AL S A B X KN A 512 AN (512B) 12048 ANFT5 (2048B) 1 4096
AN (K)o WENEER RN A 4K HARAN B XK /NA 5128, S A REAS /N0 BT 8 A
X (4%1024/512 = 8) . WX HAMIEF B TR A b 3w, PS8 A R — A
FET, 3 H 255 AN A4 b B A0/ 2 B

[0049] GG “ B3 X 7 J& 8 W WL FIAS 5 H OCIAF it 25 B R U AR AL B Y
TH. BMXEELL (Flhn) 78 iSCST ( BB /N THENLR S 1) il LIS 30T i
ITIEME . TEAR IR —Le s 7 S, B X 0] UG T 28 1 bu e 2 B

[0050]  RAE “W4iE” EFRHEEE A REES BT B X B B0 . “WETE il X7 AT — AN B X
NGTE . “HETERFER” PSR — DL B IX .

[0051]  ARIESLHETT %

[0052] K BHARAEH T-K B A7 5 70 e s A7 280 A B 77k T 3T X se )y
T EAURE P 7 b DA Bl B R T X TR I R G i BhAS R B 1) 2% b S it 77 585 A
RN AT DLE I BRAR B 2 R A7 1 IR BOR A SO AT il A 2R 258
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[0053] AR —NSLiti &, A K AR — P TR BE A 7 E SR R A 2t ® A i b
7%, R —Sesiif g b, B B 46 P e SO e X Ee b (LBA) Al 7 (kR
SRR IEAS b P e U AR X Bt bl (LBA) A P (87 22 2EL i, B3 HH P s S 4
X Ptk (LBA) FHF At Rl FH A RS2 v iR/ AT BLJ2 (5l4n ) 512 AN &2
64K, B L 2 5, 0, Sk 2MB. BT ERUC A FT LA (LBA,, 2R ) A5, H x = 1
Zn Hn=HPIRENZMIEE . SRR mER, e AT LU TR SR
KA 5141, JPEG. PDE, WORD SCAR4 . MPEG LA & TXT (Y.

[0054]  FH T T REIEEAN LT DL NN IR BT i mT DIFE A 2R B TC 4R I 2% - 3F
H&Bh CL i F T A& 1/0 v fd AR kB, F P T DIk B #% =04k e (LBA,, Z2
O K& B FH AT DU B s 48 R 5548, BTl AR 55 2 4 B0 A% AL B A% 5. [RIIE,
N A DUR T2 BB on ) /N ik, F P AR5 B SO 2 A0/ 8O0 45 00
[0055] N KFZ& 5ot R /INGS , FERRUCER IR 2 5 > AR5 8 T LUK BT i N AN 431
FREE TR TG o PRI, 2% oA T DR AT A K /S RO RCH T 5 (L G B 6 LA T3] K/ B
BT NOM b A7 B e i K/ 28490 M0 &, P AT DA I AT SO A R ERAS 1024 7715 2%
M DB 46T LBA10.  Gn SRAR & B 1 S it 77 SR 22 ph R e K /N A 512 AN, I8 A 504 T
DIA7 i 7E LBA20 Fl LBA21 4b o {EASvER M, 75— 28 STi 77 2 rh, F P o] DA AL St 46 LBA,
I HH RGO BN B 5 T A LE NV _E SO 2 FRUR T BT id Mookt &b FLAE & 2138 BT X B,
T A5 A5 A7 7E 2 W6 1 25 (B F T BT id SC Ak

[0056]  IXANZ3 AT LAEF XA BN AT « 28001 5 40 SR Bk J7 V205 e B R R
/NA AR BGE ETT, (H A T P AR /N 16K R /NG, T84 7 AR 55w eI /N 22 Ji B AR
2 2R SUINBEIT, IR 25 4 2 R PR SCRAG AN /N LRI 73 DTS KN O 4K 22 PR T
DAL, AR AR — L6735, AHOG N B B (LBA,, 2t ) T ok SCEHR , B0 L P e i s
e XN TR Toe FH 2 7 DARE G B R E A 0 B 1) % 1o B K/ IN B e 48t X A R/
(1 B0, SR A B B4R, 78 M EOPIME SV 3 N (R 22 i B e HP ()RR SR TR 9 FH P A 2%
ML,

[0057]1  FEEHE LLIERAFE 2NBRUR ( BEFE# ER SN ) 2 5 1 0 25 00 e B0{E v i
FREAZ TG, DAEE X BT 22 b B G R T BR— N A BGHOPIME - BT A2 B R B PT BARR
NAERESE . I BFESERTLL (Flin) 2P 5 ERE s 2SR
B PR A7 A A 5 BT SELRR 7 7= i P B I T 3 I e R AR A0k R ) B R AE AN PR T
MD5 B A SR (R TE BB ) . MDA BUPI AL AT SHA-1. MRS bR B8 S8k b i o
RO AT ARR N B AL 36 AN B3 R 7 — s v, BUOIME K/l 64,128 B 256 4L
RFEE 8 AT, B RN T IR AT AME . BT 1/0 Uit P 550 = 5 3 2 R B LR
REEME (A, AH R R BT A R 22 b B e OIS ) B RT RETEME AR X K. Bk
J7iER DU Stk et (“FIFO”) PSR IRENBAIME, I HLAE IEH20 1/0 kS 78 1A ik
FMER BCE TR A 1/0 i Dl ] (LER) DLRESZES R EBER L G, FFI6A
ERUAR S M S0

[0058]  FEEFXFH P A R 2% v B T 3R BUAR BREPIMEL 2 J5 » U IR0 AS [8) B o LA 7 7= b B
[F) — TS HLRR 7 72 i A = A BT I 2B B A AN RIS R o S AN TH SR P 7= i AP B A
Fo BAMERTTLL (Blan) FAeETEK A A iGw IR 2 L2 il 2247 4% i 8 17 5
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M. FEBPIMERN, Z A EE S H 5 NOM b —H A7k 22 v 5.0 A AN R A7 22
BT DL T IR A ik 22 v BT I LS LBA MK AR “AF A IME ” Rk 5@ B IME
SRR X Rr s FH P (R 2 v B e R A T RRSIAEL ( e ml AR ZE U IMEL ) T Bext i
[0059]  EHIME R fe ] Al AR A3 38 i 5 o O A B0 i SR Bk 1 — 2 Ry A 22 o
PTG, 1X U8 CRTME T AE 23t T B0A B 22 58 S5 38 A 0 AR , B4, Z BT EEXE ST Mk
T BN BRI SO AL RS LS AE . B, OME R Sep] v] DL 21, I HoRE 26—
PR ZE B0 5 — RO BEAT X b ZEAE F I, B E R T AAAE T (il ) Ik
S5 L RAM A o DRI, BEOSIMEL R B g BN e b (R Bl w] DAAEAE TR ARt A 2, T
AFAE T AP S rf 5L TR NCM L, B 14 AT DLTE 28 4t A 2l sl Ja i EAT A7 T A - RAM A
HUHHR S R A T H e 7. A2 BRI, 2% RAM A R I AR 2 X6 7 A PEAF i 2
BT

[0060] £ LS Jr S i, ARATI R, EFIR R N, 45 e A B IME S Al — A 22
TEEBNHAT IR G R ITA T IIMER A H S A B E AR QRN , 22 B e N “ A
e HTT . SHME R PN IRE € TOAEAR QIR AR 22 4 #.7g wl DARE 5 N fa) e 2B 5 4%, I HL
FER AT ST B S B0, BOPE S92 BT 1 7 10 Bl 2 v B 7 BROSME R I A 1
AR TR B THEZ 5 ONR N BRI FEIE “ E B RMRE AT T ah b 4T RIK” /&
TR T IR 2 LS A | I B B A A R B T A M AT BB 2R . EBR
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