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(54) Security device and method of operating a security device

(57) The invention relates to a security device (100)
for granting access to a structure (300), particularly a
vehicle or a building, wherein said security device (100)
is configured to receive identification information (id) from
a key device (200) by means of a contactless data con-
nection (dc) and to grant or deny access to said structure
(300) depending on said identification information (id),
characterized in that said security device (100) is further

configured to
- receive (400) from said key device (200) information on
at least one remote parameter of said key device (200),
said remote parameter comprising at least one of a re-
mote environmental parameter (rep) and a remote move-
ment parameter (rmp) of said key device (200), and to
- grant (410) or deny access to said structure (300) de-
pending on said at least one remote parameter.
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Description

[0001] The present invention relates to a security de-
vice for granting access to a structure, particularly a ve-
hicle or a building, wherein said security device is con-
figured to receive identification information from a key
device by means of a contactless (i.e., wireless or the
like) data connection and to grant or deny access to said
structure depending on said identification information.
[0002] The invention further relates to a method of op-
erating such security device. The invention also relates
to a security unit for a security device.
[0003] Prior art security devices of the aforementioned
type are e.g. used to control access to land vehicles such
as cars, wherein the security device checks whether a
key with which a data connection is established provides
proper identification information prior to granting access
to the vehicle. For example, the key may represent a car
key with a wireless interface suitable for exchanging data
with the security device by means of RF (radio frequency)
signals in a per se known manner. After receiving iden-
tification information, which may preferably be encrypted,
from the key, the prior art security device verifies whether
the identification information is correct, e.g. by comparing
to predetermined reference information.
[0004] Disadvantageously, the prior art security devic-
es and keys do not prevent relay-type attacks, where a
transceiver station is provided between the security de-
vice and the key extending a radio range for the contact-
less data connection therebetween. In these cases, an
attacker may initiate a conventional key verification proc-
ess e.g. by actuating a car door handle, which will trigger
a contactless data transmission from the security device
to the car key requesting said identification information
of the car key. Due to the RF range extension by means
of the transceiver station, said contactless data transmis-
sion from the security device will still arrive at the car key,
even if the car owner with the key is comparatively far
away from the car and thus cannot notice the attacker
actuating said car door handle. If the conventional car
key receives the contactless data transmission from the
security device, it will respond, by means of a contactless
data transmission, as usual with the proper identification
information. Again, this response will also undergo RF
range extension due to the transceiver of the attacker,
so that the conventional security device of the car will
properly receive suitable identification information of the
car key and grant access to the car, although the owner
carrying the key is far away.
[0005] In other words, since in this scenario, the secu-
rity device still communicates with the original key device,
the conventional identification processes may still be per-
formed without the security device getting aware of the
fact that a transceiver or relay station is arranged be-
tween the key device and the security device.
[0006] Thus, a proper authentication of a user of the
security device (or its key) may be performed even if the
user with its key device is at a remote location with respect

to the security device.
[0007] Without the aforementioned RF range exten-
sion, the conventional systems may offer an acceptable
degree of security since in view of the limited RF range
of the contactless data connection there is a high prob-
ability that a user carrying the key will notice the presence
of an attacker actuating the door handle as long as the
user with the key is in the nominal RF range of the security
device.
[0008] However, as the aforementioned relay attacks
do only require comparatively few specialized hardware
components such as e.g. RF transceivers with a rather
limited bandwidth, it is highly desirable to be able to pre-
vent the relay-type attacks.

Summary of the invention

[0009] Thus, it is an object of the present invention to
provide an improved security device and an improved
method of operating a security device which avoid the
disadvantages of the prior art, and which in particular
prevent relay-type attacks.
[0010] Regarding the security device of the aforemen-
tioned type, this object is achieved by said security device
being further configured to receive from said key device
information on at least one remote parameter of said key
device, said remote parameter comprising at least one
of a remote environmental parameter and a remote
movement parameter of said key device, and to grant or
deny access to said structure depending on said at least
one remote parameter. I.e., according to an embodiment,
said remote parameter may comprise said remote envi-
ronmental parameter. According to a further embodi-
ment, said remote parameter may comprise said remote
movement parameter. According to further embodi-
ments, said remote parameter may comprise both re-
mote environmental parameter(s) and remote movement
parameter(s).
[0011] According to a preferred embodiment, the data
connection may be a contactless or wireless data con-
nection. According to a further embodiment, the data con-
nection may also be a wired connection. Generally, the
principle according to the embodiments may be applied
independently of the specific type of the data connection,
i.e. independent of a specific implementation of a phys-
ical layer in the sense of the ISO/IEC 7498-1 standard.
[0012] It is to be noted that the attribute "remote" in the
context of parameters will be used herein to denote pa-
rameters associated with the location and/or surround-
ings of the key device, in contrast to the security device,
whereas the attribute "local" in the context of parameters
will be used herein to denote parameters associated with
the location and/or surroundings of the security device.
[0013] Thus, according to the principle of the embod-
iments, in addition to the conventional identification proc-
ess of the prior art devices, at least one parameter ("re-
mote parameter") of the key device is evaluated, e.g. for
plausibility, prior to granting/denying access to the struc-
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ture by means of the security device. Thereby, an in-
creased degree of security is attained.
[0014] For example, according to one embodiment, a
remote movement parameter of the key device may com-
prise data of an acceleration sensor which detects the
acceleration of the key device in one or more spatial di-
mensions. The key device may determine such acceler-
ation data and forward it as remote movement parameter
in the sense of the present embodiment to the security
device, i.e. together with the conventionally transmitted
identification information and/or separated therefrom. In-
stead of only considering the identification received from
the key device, the security device may now additionally
consider the remote movement parameter of the key de-
vice, i.e. according to the present embodiment the accel-
eration data of the key device. For example, if the accel-
eration data of the key device as received by the security
device indicate that no substantial acceleration values
are recorded by the key device, the security device may
conclude that the key device is presently not substantially
moved or accelerated, but may e.g. be placed on a table
top or the like. From this conclusion it may further be
derived that in the present configuration, no manual in-
teraction with the key device such as a manual handling
of the key device has taken place, because this would
have led to some non-vanishing acceleration values re-
lated to the key device. From this analysis, the security
device may advantageously conclude that no authorized
access to the security device or the structure protected
thereby is currently made. Consequently, the security de-
vice may deny access to the structure.
[0015] According to a further embodiment, said secu-
rity device is configured to determine at least one local
parameter of said security device, said local parameter
comprising at least one of a local environmental param-
eter and a local movement parameter. This enables to
even further increase the security of the overall system
since said at least one remote parameter of the key de-
vice received by the security device may e.g. be checked
for plausibility with the at least one local parameter of the
security device.
[0016] I.e., according to an embodiment, said local pa-
rameter may comprise said local environmental param-
eter. According to a further embodiment, said local pa-
rameter may comprise said local movement parameter.
According to further embodiments, said local parameter
may comprise both local environmental parameter(s)
and local movement parameter(s).
[0017] According to a further embodiment, the security
device is configured to compare said at least one local
parameter with said at least one remote parameter, and
to grant or deny access to said structure depending on
the comparison of said at least one local parameter with
said at least one remote parameter. For example, both
the key device and the security device may determine
air pressure information of their respective surroundings
as environmental data in the sense of the present em-
bodiment. By comparing its local air pressure with the air

pressure data received from the key device in the form
of the remote environmental parameter, the security de-
vice may determine whether it is likely that the key device
is positioned close to the security device or not. For in-
stance, if there is a significant difference in the air pres-
sure as determined by the security device as a local air
pressure and the air pressure from the key device, it may
be concluded that there is a non-vanishing altitude dif-
ference between both devices. Such constellation may
e.g. occur when the security device is built in into a land
vehicle such as a car parking in front of a building. The
owner of the car carries a key device according to the
embodiment with him. When the owner of the car enters
the building and moves upwards some levels of the build-
ing the afore-explained altitude difference between the
security device and the key device may be obtained.
From this constellation, it can be concluded that even if
the security device and the key device are currently main-
taining a contactless data connection, no access to the
car is desired at the moment. Insofar, the security device
may deny access to the car. However, if the pressure
difference between the air pressure at the security device
and the air pressure at the key device does not exceed
a predetermined threshold, the security device may con-
clude that the key device, and thus most probably also
the owner of the car, is sufficiently close to the car and
its security device so that access to the car may be grant-
ed.
[0018] According to a further embodiment, said secu-
rity device comprises a sensor device for determining at
least one local environmental parameter, wherein said
sensor device is configured to determine at least one of
the following parameters: air pressure, temperature, hu-
midity, concentration of one or more gases such as e.g.
carbon monoxide or nitrogen dioxide, electric and/or
magnetic and/or electromagnetic signals, acoustic sig-
nals, radioactive radiation.
[0019] According to a further embodiment, said secu-
rity device is configured to determine at least one local
movement parameter of said security device, wherein
said local movement parameter comprises at least one
of: acceleration of said security device, direction of move-
ment of said security device, position of said security de-
vice.
[0020] According to a further embodiment, it is possible
that a single sensor device which may comprise plurality
of different sensors, may be provided to gather one or
more of the aforementioned parameters (environmental
and/or movement).
[0021] According to a further embodiment, one or more
of the aforementioned parameters may be determined
by the security device and by the key device, and a com-
parison based the so determined data may be made, e.g.
by means of the security device upon receiving remote
parameter data of the key device.
[0022] According to a further embodiment, a sensor
device of the security device and/or key device may e.g.
comprise a global positioning system (GPS) receiver
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and/or an inertial navigation system relying on acceler-
ation measurements for determining position and/or ori-
entation of the sensor device or the security device, re-
spectively in space. Also, rotational rate and/or earth
magnetic field sensors may be comprised within such
sensor device according to an embodiment.
[0023] According to a further embodiment, alternative-
ly or additionally to the above-mentioned parameters, ra-
dio signals may be evaluated such as e.g. from base
stations of cellular mobile communications systems
which may e.g. adhere to the well-known GSM (global
system for mobile communications), UMTS (universal
mobile telecommunications system), LTE (long term ev-
olution) or LTE-A (LTE advanced) systems or the like.
Alternatively or additionally, radio signals from wireless
access points such as W-LAN (wireless local area net-
work) access points may be used.
[0024] Alternatively, or in addition, according to a fur-
ther embodiment, triangulation methods as per se known
in the art may be used to determine a position and/or
orientation in space of said security device and/or said
key device. Also according to a further embodiment, typ-
ical movement profiles (i.e., a series of movement meas-
urements over time) may be recorded in advance or in a
training phase of said security device.
[0025] Alternatively or additionally such movement
profiles may e.g. be periodically be recorded during reg-
ular use of the security device or its key device(s). Such
movement profiles may e.g. be used to enable an even
more precise evaluation of whether to grant or deny ac-
cess by means of the security device.
[0026] A further solution to the object of the present
invention is given by a method of operating a security
device according to claim 6. Advantageous embodi-
ments are presented by claims 7, 8.
[0027] Yet another solution to the object of the present
invention is given by a key device according to claim 9
and a method of operating a key device according to
claim 11. Further advantageous embodiments are pre-
sented by the dependent claims.
[0028] A further solution to the object of the present
invention is given by a security unit for a security device
and/or a key device, particularly for a security device ac-
cording to the embodiments and/or for a key device ac-
cording to the embodiments. The security unit may e.g.
be provided in form of an ASIC (application specific in-
tegrated circuit) and/or FPGA (field programmable gate
array) (or a portion of an FPGA) or another type of inte-
grated circuit.

Brief description of the figures

[0029] Further features, aspects and advantages of
the present invention are given in following detailed de-
scription with reference to the drawings in which:

Figure 1 schematically depicts a security device
and a key device according to an em-

bodiment,

Figure 2 schematically depicts an operational
scenario with a relay attack,

Figure 3 schematically depicts a block diagram
of a security device according to an em-
bodiment,

Figure 4a, 4b schematically depict simplified flow
charts of methods according to the em-
bodiments,

Figure 5 schematically depicts a simplified block
diagram of a key device according to
an embodiment,

Figure 6 schematically depicts a simplified flow
chart of a method of operating a key
device according to an embodiment,

Figure 7 schematically depicts a side view of a
further aspect according to the embod-
iments,

Figure 8 schematically depicts a block diagram
of a security unit according to an em-
bodiment,

Figure 9a, 9b schematically depict simplified flow
charts of methods according to the em-
bodiments, and

Figure 10 schematically depicts a block diagram
of a conventional security device en-
hanced with a security unit according to
an embodiment.

Detailed description

[0030] Figure 1 schematically depicts a simplified
block diagram of a security device 100 according to an
embodiment. The security device 100 is e.g. provided for
granting access to a structure 300, which may be a ve-
hicle or a building or the like. For instance, the security
device 100 may be configured to operate together with
a locking mechanism of a door (not shown) of the struc-
ture 300, e.g. to lock or release the locking mechanism
of the door depending on whether access to the structure
300 is to be granted or denied by the security device 100.
The locking mechanism may e.g. comprise an electro-
magnetic actuator (not shown) for this purpose that may
be controlled by the security device 100.
[0031] Also depicted by figure 1 is a key device 200
which may in a per se known manner establish a con-
tactless data connection dc with the security device 100,
e.g. for exchanging identification information id. For ex-
ample, according to an embodiment, the security device
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100 may initiate said contactless data connection dc if a
user actuates a door handle of structure 300. Alterna-
tively or in addition, according to a further embodiment,
said key device 200 may initiate said contactless data
connection dc if a user of the key device presses a button
on the key device 200 or the like.
[0032] As is well-known from conventional security de-
vices and key devices, the security device may check
identification information id received from a key device
200 in the course of the contactless data communication
dc for predetermined features (e.g., comparison with ref-
erence identification information) and may make a deci-
sion on whether to grant or deny access to the structure
300 depending on such evaluation.
[0033] According to an embodiment, the contactless
data connection dc may comprise one or more radio fre-
quency channels of same and/or similar and or different
bandwidth and/or center frequency, which may be estab-
lished by providing corresponding radio frequency trans-
ceivers (not shown) both in the security device 100 and
the key device 200. For example, standardized ad-hoc-
capable radio frequency systems may be used for estab-
lishing the data connection dc. Also, propriety radio fre-
quency communications may be used for this purpose.
Alternatively or additionally to using an RF channel for
the data connection dc, an optical and/or acoustic chan-
nel (e.g., ultrasonic signals) or the like may be used ac-
cording to a further embodiment. Generally, data trans-
missions via said data connection dc may be encrypted
or not encrypted.
[0034] Figure 2 schematically depicts an operational
scenario with components 100, 200 already described
with reference to figure 1. In addition to the figure 1 em-
bodiment, according to figure 2, a relay station 400 is
arranged within the data connection path between the
devices 100, 200. Suppose that an attacker installs the
relay station 400, and that the relay station 400 is capable
of receiving RF signals transmitted from the security de-
vice 100 to the key device 200 and of amplifying such
received signals, thereby extending the radio range of
the RF signal transmissions of the security device 100.
Likewise, the relay station 400 may be configured to am-
plify radio frequency signal transmission received from
the key device 200 in the same way to extend the radio
range of the key device 200. In this context, the working
range of the data connection dc (figure 1) may be ex-
tended to a degree which is highly undesired from a se-
curity point of view. For example, if a user of the structure
300 carries the key device 200 with him and if the user
moves away from the structure 300, usually, it is not to
be supposed that the user of the key device 200 intends
to initiate a data communication dc with the security de-
vice 200, e.g. for accessing the structure 300. However,
if the relay station 400 is present, the data connection dc
(figure 1) between the devices 100, 200 is enhanced by
providing two data connection branches dc1, dc2 in such
a way that a proper RF communication between the de-
vices 100, 200 in the sense of a user identification is still

possible even if the user or its key device 200 is compar-
atively far away from the structure 300 and its security
device 100. Thus, even in the physical absence of the
user and its key device 200 from the security device 100,
a proper identification of the key device 200 can be per-
formed by the security device 100 due to RF range ex-
tension by means of the relay 400 thus enabling to grant
access to structure 300, which may be exploited by the
attacker operating the relay station 400. In other words,
by using the relay station 400 for extending the radio
range of the devices 100, 200, the attacker may initiate
a conventional identification session between devices
100, 200 without the user of the key device 200 becoming
aware of this scenario. In this case, the attacker may gain
access to the structure 300 without any effort of faking
or even decrypting the identification information id in case
of an encrypted transmission between devices 100, 200.
[0035] Rather, the relay station 400 may simply relay
the identification information id, either decrypted or en-
crypted, as it has been sent from the key device 200 to
the security device 100.
[0036] According to the present invention, in order to
prevent attacks as described above with reference to fig-
ure 2, the security device 100 is configured to receive
from the key device 200 information on at least one re-
mote parameter of said key device 200, said remote pa-
rameter comprising at least one of a remote environmen-
tal parameter and a remote movement parameter of said
key device 200, and to grant or deny access to said struc-
ture 300 depending on said at least one remote param-
eter.
[0037] Thus, the security device 100 is enabled to
check specific properties - in addition to the conventional
check of identification information id - of the key device
200 in the context of a radio communication to the key
device 200, whereby a degree of security of the access
procedure can be increased. According to an embodi-
ment, said key device 200 may be configured to deter-
mine at least one of the following parameters as said
remote environmental parameter: air pressure, temper-
ature, humidity, concentration of one or more gases such
as e.g. carbon monoxide or nitrogen dioxide, electric
and/or magnetic and/or electromagnetic signals, acous-
tic signals, radioactive radiation. According to a further
embodiment, the key device 200 may be configured to
detect one or more of the following parameters as remote
movement parameters: acceleration of said key device
200 in one or more dimensions, direction of the move-
ment of said key device, position of said key device.
[0038] One or more of these remote environmental or
movement parameters of the key device 200 may advan-
tageously be provided to the security device 100 accord-
ing to an embodiment, which is configured to receive such
parameter(s) and to take into consideration such param-
eter(s) when determining whether or not to grant access
to the structure 300.
[0039] For example, according to an embodiment,
wherein the key device 200 is configured to determine
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movement parameters comprising at least one acceler-
ation value of the key device 200, upon receiving such
acceleration values, the security device 100 may deter-
mine whether or not the acceleration values exceed a
certain threshold. If the threshold is not exceeded, the
security device 100 may conclude that the key device
100 is substantially not moving and thus not experiencing
a significant acceleration. From this, the security device
100 may further conclude that is very unlikely that an
authorized user of the key device 200 has currently
pressed an actuator such as a button or the like to initiate
the data connection dc with the security device 100. Rath-
er, the situation as depicted in figure 2 may be present,
i.e. a possible relay attack on the system, where a con-
tactless data communication has e.g. been initiated by
the attacker actuating a car door handle or the like. In
this case, the security device 100 may conclude to deny
access to the structure 300 depending on the evaluated
remote parameter(s).
[0040] According to a further embodiment, the security
device 100 may also be configured to determine at least
one local parameter of the security device 100, said local
parameter comprising at least one of a local environmen-
tal parameter and a local movement parameter. Accord-
ing to a further embodiment, the local parameters of the
security device 100 may substantially be the same pa-
rameters as explained above with respect to the key de-
vice 200, i.e. air pressure temperature, humidity, concen-
tration of one or more gases such as e.g. carbon mon-
oxide or nitrogen dioxide, electric and/or magnetic and/or
electromagnetic signals, acoustic signals, radioactive ra-
diation, acceleration of said security device 100, direction
of movement of said security device 100, position of said
security device 100.
[0041] Thus, according to a further embodiment, the
security device 100 may e.g. evaluate basically one or
more parameters as also detected by the key device 200,
and upon receiving such parameters from the key device
200, the security device 100 may advantageously per-
form one or more plausibility checks or comparison of its
local parameters with the remote parameters of the key
device 200 thus e.g. determining whether the key device
200 is comparatively close to the security device 100. In
this situation, it is to be assumed that usually an author-
ized user uses the key device 200 for accessing the struc-
ture 300.
[0042] However, if according to a further embodiment,
a difference between e.g. the local air pressure in the
surroundings of the security device 100 and a remote air
pressure in the surroundings of the key device 200 ex-
ceeds a predetermined threshold, it may be concluded
that the devices 100, 200 are too far away from each
other to allow an authorized access to the structure 300.
[0043] According to an embodiment, any local param-
eter(s) and/or remoter parameter(s) of the devices 100,
200 may be encrypted for transmission over the contact-
less data connection dc.
[0044] According to a further embodiment, the security

device 100 may comprise a sensor device 110 (figure 1)
which may be configured to determine one or more of
the local parameters such as the local environmental pa-
rameters and/or the local movement parameters of the
security device 100.
[0045] Figure 3 schematically depicts a simplified
block diagram of a security device 100 according to an
embodiment. The security device 100 comprises a sen-
sor device 110 for determining one or more local envi-
ronmental parameters lep and/or one or more local
movement parameters Imp. The security device 100 also
comprises a calculating unit 120 such as e.g. a micro-
controller or a digital signal processor or the like. The
functionality of these components 110, 120 and generally
of device 100 may also be integrated into one or more
ASICs (application specific integrated circuit) and/or FP-
GA (field programmable gate array).
[0046] The security device 100 may also comprise an
RF interface 130 comprising e.g. a radio frequency trans-
ceiver which can be used to establish the contactless
data connection dc with the key device 200 (figure 1).
[0047] Figure 4a schematically depicts a simplified
flow chart of a method according to an embodiment. In
a first step 400, the security device 100 (figure 1) receives
from the key device 200 information on at least one re-
mote parameter of the key device 200. Subsequently, in
step 410, the security device 100 grants or denies access
to the structure 300 depending on said at least one re-
mote parameter that has been received from the key de-
vice 200 in step 400. Thus, alternatively to or in addition
to a conventional evaluation of the identification informa-
tion id also received from the key device 200 according
to an embodiment, the security device 100 according to
the embodiment also takes into consideration said at
least one remote parameter received from the key device
200 for determining whether to grant or deny access to
the structure 300.
[0048] Figure 4b schematically depicts a flow chart of
a further method according to an embodiment. In step
500, the security device 100 determines at least one local
parameter of the security device, i.e. at least one local
environmental parameter lep (figure 3) and/or at least
one local movement parameter Imp.
[0049] After that, in step 510 (figure 4b) said security
device 100 compares said at least one local parameter
determined in step 500 with said at least one remote pa-
rameter received from the key device 200, and grants
520 or denies access to the structure 300 (figure 1) de-
pending on the comparison 510 of said at least one pa-
rameter with said at least one remote parameter.
[0050] Figure 5 schematically depicts a simplified
block diagram of a key device 200 according to an em-
bodiment. The key device 200 may comprise a sensor
device 210 which is configured to determine one or more
of the remote parameters 200 such as e.g. remote envi-
ronmental parameters rep and/or remote movement pa-
rameters rep, rmp of the key device 200. The key device
200 may also comprise a calculating unit 220 which is
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configured to process said parameters rep and to trans-
mit said parameters or information derived therefrom via
the radio interface 230 by means of the contactless data
connection dc to the security device 100 (figure 1).
[0051] According to a further embodiment, the calcu-
lating unit 220 may also comprise digital signal process-
ing means which may provide for at least one of the fol-
lowing processes:

filtering and/or fusioning and/or comparison and/or
weighting and/or correlation and/or prediction calcu-
lations related to the parameters rep, rmp. Likewise,
according to an embodiment, the calculating unit 120
of the security device 100 may be configured to per-
form one or more of said aforementioned processes,
either with local parameters lep, Imp and/or remote
parameters rep, rmp. By applying these techniques,
the precision regarding the security device’s deter-
mination as to whether the key device 200 is suffi-
ciently close to the security device 100 or as to a
relay attack being carried out may even further be
increased.

[0052] Figure 6 schematically depicts a simplified flow
chart of a further method according to an embodiment.
In step 600, the key device 200 determines at least one
remote parameter rep, rmp of said key device 200, and
in step 610 the key device 200 transmits, preferably in
encrypted fashion, information on said at least one re-
mote parameter to the security device 100, which may
then evaluate the remote parameter(s) from the key de-
vice 200 in order to form a precise assessment whether
to grant or deny access to the structure 300 based on
the data from the key device 200 and/or on one or more
local parameters lep, Imp evaluated according to the em-
bodiments explained above.
[0053] Figure 7 schematically depicts a further aspect
of the present invention. The security device 100 accord-
ing to the embodiments may e.g. be comprised within a
vehicle, especially land vehicle, particularly car 310. The
key device 200 according to the embodiments may e.g.
be used in form of a car key for operating together with
the security device 100 as explained above.
[0054] According to further embodiments, any of the
aforementioned aspects may be combined with each oth-
er to even further increase the overall security of the de-
vices 100, 200, particularly against relay attacks.
[0055] Figure 8 schematically depicts a block diagram
of a security unit 1000 according to an embodiment. The
security unit 1000 may e.g. be implemented in form of
an ASIC or FPGA (or functional block of an FPGA which
also comprises one or more other functional blocks, e.g.
for conventional purposes) or any other type of integrated
circuit.
[0056] In the following, the operation of the security
unit 1000 is described with reference to the flow charts
of Fig. 9a, 9b. According to an embodiment, the security
unit 1000 is configured to

receive 4000 from a key device 200 (Fig. 1) information
on at least one remote parameter of said key device 200,
said remote parameter comprising at least one of a re-
mote environmental parameter rep and a remote move-
ment parameter rmp of said key device 200, and to
evaluate 4002 said at least one remote parameter of said
key device 200 to obtain parameter evaluation informa-
tion, and to indicate 4004 to a security device 100 whether
to grant or deny access to a structure 300 depending on
said parameter evaluation information.
[0057] According to the present embodiment, various
aspects of the inventive principle are covered by the se-
curity unit 1000, which may e.g. be implemented as an
integrated circuit, i.e. in form of a "security chip" 1000.
As depicted by Fig. 8, the security chip 1000 may e.g.
comprise a calculating unit 1100 for performing the above
mentioned method steps and/or generally controlling an
operation of the security chip 1000.
[0058] According to an embodiment, the security chip
1000 may also be configured to receive at least one of
one or more local environmental parameters lep and/or
one or more local movement parameters Imp, as indicat-
ed in Figure 8 by the dashed double arrow lep, Imp.
Hence, the security chip 1000 may also make further
determinations based on said information rep, rmp and/or
lep, Imp, for determining which output signal I to indicate
to a security device.
[0059] According to an embodiment,
said security unit 1000 is configured to determine 5000
(Fig. 9b) at least one local parameter of said security
device 100, said local parameter comprising at least one
of a local environmental parameter lep and a local move-
ment parameter Imp, and said security unit 1000 is con-
figured to compare 5002 said at least one local parameter
with said at least one remote parameter, and to perform
said step of indicating 4004 depending on the compari-
son 5010 of said at least one local parameter with said
at least one remote parameter.
[0060] According to an embodiment, said step 4000 of
receiving from a key device 200 (Fig. 1) information on
at least one remote parameter of said key device 200
may e.g. comprise receiving said data over a data con-
nection between a control unit or a calculating unit 120
of a security device 100 (also cf. data connection 1000’
of Fig. 10 explained below), which provides said data to
the security chip 1000. According to a further embodi-
ment, it is also possible that the security chip 1000 may
receive the at least one local parameter via such data
connection. The indication I may also be transmitted to
the security device 100 or its calculating unit 120 by
means of such data connection.
[0061] Figure 10 schematically depicts a block dia-
gram of a conventional security device 600, which may
be enhanced by applying the principle according to the
embodiments. The conventional security device 600
comprises a calculating unit 620 such as e.g. a micro-
controller or a digital signal processor or the like, and an
RF interface 630 comprising e.g. a radio frequency trans-
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ceiver which can be used to establish the contactless
data connection dc with a key device 200 (figure 1). I.e.,
components 620, 630 may be conventional components
that may e.g. be comprised in state of the art wireless
identification key systems of cars or the like.
[0062] According to an embodiment, the conventional
security device 600 is enhanced by providing a security
chip 1000 according to the embodiments, which may e.g.
be configured as explained above with reference to Fig.
8. The security chip 1000 is connected to the calculating
unit 620 of the security device 600 by means of a data
connection 1000’, which may e.g. be a serial peripheral
interface (SPI) or another chip-to-chip interface, and
which may be used to provide the security chip 1000 with
local and/or remote parameters of a key device 200
and/or a security device 600 as e.g. received and/or de-
termined by the security device 600.
[0063] Also, according to an embodiment, it is possible
to provide the calculating unit 620 in form of a first func-
tional block of an FPGA (not shown), and to provide the
functionality of the security chip 1000 according to an
embodiment in the form of a second functional block of
the same FPGA, wherein the data connection 1000’ may
e.g. be implemented in form of an on-chip-bus (data bus)
of the FPGA.
[0064] According to an embodiment, the enhanced se-
curity device 600 of Fig. 10 may perform a method similar
to the one explained above with reference to figure 4a.
Firstly, the security device 600 receives from a key device
200 information on at least one remote parameter of the
key device 200. Subsequently, the security device 600
grants or denies access to a structure 300 (figure 1) de-
pending on said at least one remote parameter that has
been received from the key device 200. Thus, alterna-
tively to or in addition to a conventional evaluation of the
identification information id also received from the key
device 200 according to an embodiment, the security de-
vice 600 according to the embodiment also takes into
consideration said at least one remote parameter re-
ceived from the key device 200 for determining whether
to grant or deny access to the structure 300.
[0065] According to one embodiment, for granting or
denying access, the security device 600 may forward
said at least one remote parameter that has been re-
ceived from the key device 200 (or information derived
therefrom) over data connection dc and its transceiver
630 to the security chip 1000, via data connection 1000’.
The security chip 1000 may evaluate said at least one
remote parameter.
[0066] For example, according to one embodiment, a
remote movement parameter of the key device 200 may
comprise data of an acceleration sensor which detects
the acceleration of the key device in one or more spatial
dimensions. The key device may determine such accel-
eration data and forward it as remote movement param-
eter in the sense of the present embodiment to the se-
curity device 600, i.e. together with the conventionally
transmitted identification information and/or separated

therefrom. Upon receipt, the security device 600 may for-
ward said acceleration data of the key 200 to the security
chip 1000 via interface 1000’ for performing e.g. a plau-
sibility check.
[0067] For example, if the acceleration data of the key
device 200 as received by the security device 600 and
the security chip 1000 indicate that no substantial accel-
eration values are recorded by the key device, the secu-
rity chip 1000 may conclude that the key device is pres-
ently not substantially moved or accelerated, but is e.g.
be placed on a table top or the like. From this conclusion
it may further be derived that in the present configuration,
no manual interaction with the key device such as a man-
ual handling of the key device has taken place, because
this would have led to some non-vanishing acceleration
values related to the key device. From this analysis, the
security chip 1000 may advantageously conclude that no
authorized access to the security device 600 or the struc-
ture protected thereby is currently made. Consequently,
the security chip may indicate to the security device 600
or its calculating unit 120 a recommendation I (Fig. 8) to
deny access to the structure.
[0068] The security device 600 may receive said rec-
ommendation I from the security chip 1000 and may now
e.g. additionally consider this recommendation I for de-
ciding whether to grant or deny access. According to an
embodiment, the notification I may comprise a single bi-
nary value ("deny" or "grant"). According to further em-
bodiments, the notification I may comprise a real number
or a percentage or the like, which e.g. represents a con-
fidence level associated with a determination of the se-
curity chip 1000. Optionally, a sensor device 610 may
also be provided at (or in) the security device 600, for
determining at least one or more of local parameters such
as the local environmental parameters and/or local
movement parameters of the security device 600. The
sensor device 610 may be configured to provide its data
lep, lmp to the control unit 620 (which may forward it to
the security chip 1000) and/or directly (not shown) to the
security chip 1000, and the security chip 1000 may e.g.
perform the method according to Fig. 9b to evaluate said
data and for providing an indication I derived therefrom
to the security device 600 or its calculating unit 620.
[0069] The inventive aspect of the security chip 1000
advantageously enables to enhance existing security de-
vices with the inventive functionality that offers increased
security especially with respect to relay attacks.
[0070] According to further embodiments, the devices
100, 200 and/or at least some of their components may
be implemented in form of hardware and/or firmware
and/or software. For example, especially a determination
step evaluating remote parameter(s) may be carried out
by a software program running on a digital signal proc-
essor of the sensor device 100 or the key device 200.
Alternatively or in addition, such functionality may also
be implemented in form of hardware, e.g. in as a function
block of an FPGA or the like.
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Claims

1. Security device (100) for granting access to a struc-
ture (300), particularly a vehicle or a building, where-
in said security device (100) is configured to receive
identification information (id) from a key device (200)
by means of a, preferably contactless, data connec-
tion (dc) and to grant or deny access to said structure
(300) depending on said identification information
(id), characterized in that said security device (100)
is further configured to

- receive (400) from said key device (200) infor-
mation on at least one remote parameter of said
key device (200), said remote parameter com-
prising at least one of a remote environmental
parameter (rep) and a remote movement pa-
rameter (rmp) of said key device (200), and to
- grant (410) or deny access to said structure
(300) depending on said at least one remote pa-
rameter.

2. Security device (100) according to claim 1, wherein
said security device (100) is configured to determine
(500) at least one local parameter of said security
device (100), said local parameter comprising at
least one of a local environmental parameter (lep)
and a local movement parameter (Imp).

3. Security device (100) according to claim 2, wherein
said security device (100) is configured to compare
(510) said at least one local parameter with said at
least one remote parameter, and to grant (520) or
deny access to said structure (300) depending on
the comparison (510) of said at least one local pa-
rameter with said at least one remote parameter.

4. Security device (100) according to one of the pre-
ceding claims, wherein said security device (100)
comprises a sensor device (110) for determining at
least one local environmental parameter (lep),
wherein said sensor device (110) is configured to
determine at least one of the following parameters:
air pressure, temperature, humidity, concentration
of one or more gases such as e.g. carbon monoxide
or nitrogen dioxide, electric and/or magnetic and/or
electromagnetic signals, acoustic signals, radioac-
tive radiation.

5. Security device (100) according to one of the pre-
ceding claims, wherein said security device (100) is
configured to determine at least one local movement
parameter (Imp) of said security device (100), where-
in said local movement parameter (Imp) comprises
at least one of: acceleration of said security device
(100), direction of movement of said security device
(100), position of said security device (100).

6. Method of operating a security device (100) for grant-
ing access to a structure (300), particularly a vehicle
or a building, wherein said security device (100) is
configured to receive identification information (id)
from a key device (200) by means of a, preferably
contactless, data connection (dc) and to grant or de-
ny access to said structure (300) depending on said
identification information (id), characterized in that
said security device (100) receives (400) from said
key device (200) information on at least one remote
parameter of said key device (200), said remote pa-
rameter comprising at least one of a remote environ-
mental parameter (rep) and a remote movement pa-
rameter (rmp) of said key device (200), and grants
(410) or denies access to said structure (300) de-
pending on said at least one remote parameter.

7. Method according to claim 6, wherein said security
device (100) determines (500) at least one local pa-
rameter of said security device (100), said local pa-
rameter comprising at least one of a local environ-
mental parameter (lep) and a local movement pa-
rameter (Imp), and wherein preferably, said security
device (100) compares (510) said at least one local
parameter with said at least one remote parameter,
and grants (520) or denies access to said structure
(300) depending on the comparison (510) of said at
least one local parameter with said at least one re-
mote parameter.

8. Method according to one of the claims 6 to 7, wherein
said security device (100), by means of a sensor
device (110), determines at least one of the following
parameters: air pressure, temperature, humidity,
concentration of one or more gases such as e.g. car-
bon monoxide or nitrogen dioxide, electric and/or
magnetic and/or electromagnetic signals, acoustic
signals, radioactive radiation, wherein preferably
said security device (100) determines at least one
local movement parameter (Imp) of said security de-
vice (100), wherein said local movement parameter
(Imp) comprises at least one of: acceleration of said
security device (100), direction of movement of said
security device (100), position of said security device
(100).

9. Key device (200) for transmitting identification infor-
mation (id) to a security device (100), preferably ac-
cording to one of the claims 1 to 5, wherein said key
device (200) is configured to determine (600) at least
one remote parameter of said key device (200), said
remote parameter comprising at least one of a re-
mote environmental parameter (rep) and a remote
movement parameter (rmp) of said key device (200),
and to transmit (610) information on said at least one
remote parameter to said security device (100).

10. Key device (200) according to claim 9, wherein said
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key device (200) is configured to determine at least
one of the following parameters: air pressure, tem-
perature, humidity, concentration of one or more
gases such as e.g. carbon monoxide or nitrogen di-
oxide, electric and/or magnetic and/or electromag-
netic signals, acoustic signals, radioactive radiation,
acceleration of said key device (200), direction of
movement of said key device (200), position of said
key device (200).

11. Method of operating a key device (200) for transmit-
ting identification information (id) to a security device
(100), preferably according to one of the claims 1 to
5, wherein said key device (200) determines (600)
at least one remote parameter of said key device
(200), said remote parameter comprising at least one
of a remote environmental parameter (rep) and a
remote movement parameter (rmp) of said key de-
vice (200), and transmits (610) information on said
at least one remote parameter to said security device
(100).

12. Method according to claim 11, wherein said key de-
vice (200) determines at least one of the following
parameters: air pressure, temperature, humidity,
concentration of one or more gases such as e.g. car-
bon monoxide or nitrogen dioxide, electric and/or
magnetic and/or electromagnetic signals, acoustic
signals, radioactive radiation, acceleration of said
key device (200), direction of movement of said key
device (200), position of said key device (200).

13. Security unit (1000) for a security device and/or a
key device, particularly for a security device (100)
according to at least one of the claims 1 to 5 and/or
for a key device (200) according to at least one of
the claims 9, 10, wherein said security unit (1000) is
configured to

- receive (4000) from a key device (200) infor-
mation on at least one remote parameter of said
key device (200), said remote parameter com-
prising at least one of a remote environmental
parameter (rep) and a remote movement pa-
rameter (rmp) of said key device (200), to
- evaluate (4002) said at least one remote pa-
rameter of said key device (200) to obtain pa-
rameter evaluation information, and to
- indicate (4004) to a security device (100)
whether to grant or deny access to a structure
(300) depending on said parameter evaluation
information.

14. Security unit (1000) according to claim 13, wherein
said security unit (1000) is configured to determine
(5000) at least one local parameter of said security
device (100), said local parameter comprising at
least one of a local environmental parameter (lep)

and a local movement parameter (Imp), and wherein
said security unit (1000) is configured to compare
(5002) said at least one local parameter with said at
least one remote parameter, and to perform said step
of indicating (4004) depending on the comparison
(5002) of said at least one local parameter with said
at least one remote parameter.

15. Vehicle (310), preferably land vehicle, particularly
car, comprising at least one security device (100)
according to one of the claims 1 to 5.
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