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(57) Abstract: Aspects of the present disclosure relate to a method of performing a pull printing operation. In one example, the method
comprises receiving at a source printer, from a client device, data defining a print job, wherein the source printer comprises a node of a
decentralized distributed network of printers. The method then comprises storing the data in a plurality of printers, wherein the plurality
of printers comprise nodes of the distributed network. The data is retrievable by a destination printer, wherein the destination printer
comprises a node of the distributed network, to print the print job.
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1
DISTRIBUTED PRINTING
BACKGROUND
{0001} In a pull prinfing system, a user's print job is not printed immediately but

service. The user may then trgger the print job at a padicular printer, which pulls the
print job from the server and then prints the print job.

BRIEF DESCRIPTION OF THE DRAWINGS

{0002} Various features of the present disclosure will be apparent from the
detailed description which follows, taken in conjunclion with the accompanying
drawings, which together llustrate, fealures of certain examples, and wherein:
{0003} Figure 1 is a schematic representation of a method of performing a pull
print operation;

{0004} Figure 2 shows a schematic representation of a system according to an
axample;

{0005} Figure 3 shows a schematic represertation of a print device according
to an example; and

{GG086] Figure 4 is a schematic representation of a computer-readable medium
according to an example.

DETAILED DESCRIPTION

{00071 Certain examples described hersin relate {o methods for performing a
pull printing operation. “Printing” may for example be two dimensional printing onto
paper or three dimensional printing, otherwise known as additive manufacture. Pull
printing systems help o avold potential data leaks and 1o save resources, for
example where documents are sent to the wrong printer andfor are not coliected.
However, operating a pull printing server can present significant hardware and
maintenance overheads.

{00DB] in certain comparative systems, the implementation of a dedicated pull
priviiing server 8 avoided by configuring & particdar networked printer to act as a
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pull printing server for other networked printers. However, such a system is
dependent on the dedicated printer and as such is vulnerable {o that printer crashing
or otherwise being removed from the network. The processing, bandwidth and
storage resources of the dedicated printer may also present a bottleneck, especially
in large systems comprising many sites with many different sets of networked
printers.

{0009} in other comparative systems, the implementation of a dedicated server
is avoided by storing a pending pull print job on a user's computer untif the joh is
sslected at a parlicular printer;-on selection the print job is-then transterred 4o print
at that printer. This system though necessitates a continuous connection between
the user's computer and each printer. If this connection is broken, for example if a
user shuts down thelr computer, the job cannot be printed,

{0010} According to aspects of the present disclosure, there is provided a
method for performing a pull printing operation by submitting & print job to a
decentralized distributed network of printers. The print job is stored within the
network such that  may be retreved and printed by a printer of the network. Certain
sxampies described herein thus allow pull printing without a dedicated server and
withowt having a paricular printer or client device acl as a server, as is used in
comparative systems described above. As described in more detall below, this
provides a robust and efficient method for printing across a number of geographically
diverse sites and/or networks. Unlike comparative systems in which a pending print
job is stored on a client device, cerain exampies described herein may do away with
& continuous connection between the client device and the destination printer as the
print job is effectively handed off to the distributed network following submission.
{0011} Figure 1 i5 & schemafic representation of a method 100 of performing a
pull printing operation according to aspects of the present disciosure.

[0012] The method 100 comprises receiving 105 at a source printer 107, from
& clierd device, data defining a print job. In this case, a print job may comptise a
document to be printed along with associated data, for example a number with which
o identify the print job. The document may be in the form of a computer file (eg. a

“.docx” file} or in a print description language. The source printer 107 comprises a
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node of a decentralized distributed network of printers. The printers of the network
may be multi-funclion printers that also have other funclionality, for example
photocopying and scanning. in this case, the term "node” may be used {o describe
a print device whose firmware is suitably configured to implement the example
methods described herein, e.g. that may be selected {o join a given logical nefwork
and o implement the storage and forwarding of print job data as described below.
{0013} The method 100 then comprises storing 110 the data in a plurality 115
of printers, the plurality 115 of printers comprising nodes of the distributed network.
Each printer of the plurality 113 of prinfers may be the same or differant ¥ gach
other and to the source printer 107. The data is refrisvable 120 by a destination
printer 125 fo print the print job. The destination printer 125 also comprises a node
of the distributed netwaork.

{0014} in certain cases, the method 100 may comprise the further operation of
retfrieving the data to print the print job. For example, a user may, at a point in time
following the receipt of the data at the source printer 107, physically access the
destination penter 125 and through a user inferface therein select the print job for
print. This selection may trigger the refrieval of the data from one of the plurality 115
of printers, &.9. a request may be sent from the destination printer 125 to said one
of the plurality 115 of printers over a communication channel of the distributed
netwark. The data may then be downloaded and used to instruct a print operation
an the destination printer 125, The user may then collect a printed oufput from the
destination prirder 125.

{0015] Figure 2 shows a schematic representation of a system in which the
method 100 may be implemented. A print job 205 is transmitted from a client device
210, for example a user's deskiop computer or other computing device, 10 a source
printer 215, The print job 205 may be transmitted 10 the source printer 215 via a
wired or wireless connection. For example, the client device 210 and source printer
215 may both be connecled {o a Local Area Network or Wide Area Network. The
source printer comprises a8 node of a network 220 of printers. Qther printers
comprise other nodes of the network 220, The nodes may be connected by wired or
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examples, the printers are connected {o a physical network, for example a Locat
Area Network (LAN) or Wide Area Network (WAN], and the nebwork 220 is g logical
network configured on fop of the physical network. Such a logical network may also
he configured across multiple interconnected physical networks, e.g. multiple LANs
coupled by a WAN. The network 220 s a decentralized distributed network, such
that there is no parficular "main” or "ceniral” node through which all printerto-printer
connections must pass. In some examples, each node is connecterd directly to each
other node, as shown in Figure 2. In other examples, there may be pairs of nodes
of the network 220 that are not girectly connected. A connection between such a
paic of nodes would be via an intermediary node of the network 220, The network
220 may for example be a distributed hash iable network or another type of
distributed peer-to-peer neltwork. A distributed hash table is a form of decentralized,
distributed system wherein key-value pairs are siored such that any node can
afficiently refrieve the value associated with a given key. Any of the nodes of the
network 228, for example the printer 225, may then act as the destinaion printer.
The destination printer may be the source printer 215.

{00 18] in some examples, as shown i Figure 2, the plurslity of printers
comprises the source printer 215, In other examples, the plurality of printers does
not comprise the source printer 215, For example, the data may be stored in other
printers of the network 220. Similarly, the plurality of printers may or may not
comprise the destination printer.

{0617} The mathod 100 thus allows pull printing without a server and without a
particudar single printer {o act as a servey. As such, pull printing operations may be
carried out without incurring the hardware and maintenance overheads of a server-
based system. This is particularly the case with a large number of inferconnected
networks of printing devices, which would otherwise require a correspondingly large
number of pull printing servers. As no single server is used, the method 100 also
aliows pull printing operations without a single point of fallure. As no single printer of
the netwark 220 acts as the server, the system is robust to a number of printers
leaving or crashing out of the network 220 {(provided that a minimum number of

printers remain in the network; the specific minimum aumber will depend on the
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network configuration). in some examples, a disconnection routine may copy the
data stored on a given printer elsewhere in the network before the printer is
disconnected. The method 100 may comprise storing a complete copy of the data
in & first printer of the plurality of printers and storing a conplete copy of the data in
a second printer of the plurality of printers. In other examples, the data mav be
broken up across the plurality of printers such that sach printer of the plurality stores
only a portion of the data. For example, one such portion could be assigned a main
identifier from which identifiers of the other portions may be derived. The poriions
may thus be merged by the deslination printer. The number of copies of the data
andior the number of printers of the network on which the data is stored may be
defined by a replication parameter. Storing a larger number of coples increases the
total amount of storage space required, but also improves the resilience of the
system to removal of one or more pnnters. Such a replication parameter may be a
system-wide parameter, or may be set separately for 2ach print job.

{0018} in some examples, the method 100 comprises storing the data in the
plurality of printers as encarypted data. For example, when a user selects a print
command, eg. al a client device, the user may be prompted 1o enfer a personal
identification number (PIN) fo encrypt the job. Alternatively or additionally, the user
ray be prompted to enter authentication data suchras Lightwsight Directory Access
a smart card. In certain cases, encryption may cccur transparently based on stored
credentials, such as stored encryption keys. The print job may be converted {o a
stiitable format by & print driver, for example it may be wrapped such that the source
printer recognizes the job as a pull printing job. The print driver may be installed
upon the client device. In some examples, the submitted print job is processed using
standard print pipeline filtering techniques, wherein a document o be printed is
tagged with 8 unique Printer Job Language identifier and length. in this context, a
print pipeline is a series of operations {o convert a pending print job into a format for
processing by a given printer. A pipeline filter of the source printer 215 then detects
fhe tag on receipt and directs the document 1o be stored as a pull print job as

oppased {o being printed immediately. For example, the document may be wrappead
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by special Printer Job Language commands so that it can be transmilted to a
printer's Transmission Control Profocol {TOP) port 2100, which is typically used for
recsiving raw print data.

{0019} The pipaline fiter may retrisve frony an input stream the number of bytes
indicated by the aforementioned length, and store the relrieved data in a dedicated
location of a storage device, for example a hard drive or flash storage, of the source
printer 2156, The dedicated location may be monitored for new documents by a
scheduler program, which then stores the print job in the distributed network for
example using a distributed hash table "pul” command. Such a commang typically
has “key” and "dafa” fields, wherein in the present example the “key" is an identifier
of the print job and the "data” is the print job or data associated with the print job
such as a file or data defined in a print description language. The data may then be
deleted from the dedicated location of the source printer 215 hard drive. In other
axamples, the data is stored in the distributed network immediately upon being
received at the source printer 215.

{0020] The print job may be encrypted, for example using a variant of Advanced
Encryption Standard (AES). The job may also be cryplographicatly signed. An
identifier for the print job may be generaled, for example using a hash of the
encrypted print job. The hash may be converted © a shorler string, for example by
truncation or by further computations, as a long identifier may not be necessary 1o
uniquely identify the print job. The identifier is then stored in the plurality of printers
such that the data may be relrieved responsive {0 & request, comprising the
identifier, submilled to the network from the destination printer. For example, in
gxamples wherein the network is a distributed hash {able network, the identifier and
data may be stored as a corresponding key and value, respectively.

{6621) in one example, the user may be prompted to enter the identifier andfor
decryption data such as the aforementioned PIN or smar card into the destination
printer, following which the destination printer submits the aforementioned request
to retrieve the print job data. Altematively, the user may be prompted 1o authenticate
thelr identity at the destination printer and then prompted o select the identifier from

a list of thelr pending print jobs. For example, the user may authenticate their identity
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with a username and password. As another example, the user may authenticate
their identity with a smart card, Radio Frequency dentification (RFID) tag, nearfield-
communication-equipped smartphone or similar, In some examples, muidtiple such
levels of authentication are used. For example, the user may be prompted to
authenticate their identity af the destination printer, following which the user may be
prompied o enter the aforementioned decryplion data.

{0022} if the data is not retrieved by the destination printer within a predefined
fime interval, such as one week, the methad 100 may comprise deleling the data
from the plurality of printers. For example, the method may comprise recording the
arrival ime of each print job and, based on this, periodically delefing unprinted jobs.
{0023} Figure 3 shows a schematic representation of a print device 300
acoording to an example. The print device comprises a memaory 308, a user interface
310, a network interface 315 and a print confrolter 320. The memory 305, which may
for example be a hard drive or flash memory, is configurad o store print job data
325. The memory may be encrypied, such that print jobs are stored as encrypied
data. The nebtwork interface 31§ is configured {0 couple the print device 300 fo a
network of other print devices, for example the network 220. As described above,
the network may be a distributed hash table network or another form of peer-to-peer
network. in an example, as described ahove the print devices are connected via a
physical network such as a Local Area Network or Wide Area Network. The
connections may be wired, for example via kthemet connections, or wireless, for
example by {EEE 802.11 connections. The distributed hash table network may then
be g logical network that operates on i{op of the physical network, In such an
gxample, the network interface 315 may be a physical network interface for
connecting with the physical network, over which data associated with the logical
network may he transmitted.

{0024} The print controller 320 is configured 1o receive 330 a selection of a print
job via the user interface 310. The user interface 310 may for example comprise a
keyhoard, touchscreen, or other user input device. For example, 8 user gssociated
with the print job, such as the user who submiifted the print job, may select a pull

print option on the user interface 310. The print controller 320 may be configured to
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authenticate the user. This authenticating may comprise determining that the user
is physically located al the print device, For sxample, the authenlicating may
comprise requiring the user to input login credentials or present a smart card o the
user inferface 310. These may then be compared with authentication data stored
within the network of print devices.

[0025] To select the print job, the user may be prompted to enter an identifier
of the print job, for example a3 described above. Alternatively, the user may be
prompted o select the print job from a fist of print jobs associated with that user,
{0026} The print controller 320 15 configured fo determing 335 a peer print
device in the network of other print devices that has a memory sloring data
associated with the print job, wherein the peer print device 15 a printer comprising a
node of the network. The determining 3358 may comprise submitting a query o the
network, for example where the network is a distriibuted hash table network. The
guery may comprise an identifier of the print job as described above, with which to
identify the print job in question. In some examples, the determining 335 comprises
determining whether sald data is stored in the memory 305 of the print device 300,
¥ # is determinad that the memory 305 of the print device 300 does not store the
data, the print controller 320 may submit & search guery {0 the network, via the
network interface 315, o determine said poer print device.

{0027} The prnt controller 320 is configured {o then retrieve 340 said data from
the memory of the peer print device. Where the network is a distributed hash {able
network, the retrieval 340 may comprise submitting a “get” command o the netwark,
via the print interface 315. The "gel” command comprises the identifier of the print
job. The request is then transmitted between nodes of the network until it reaches
said peer print device. in some examples, each node maintains a list of print jobs
stored on neighboring nodes. The assigning of print jobs {0 be stored on each node
may be based on a predictable pattern. The “get” query may thus be “homed in” on
said peer print device as it is transmitted through the network. The dala may then
be fransmitted back between nodes of the network-until it reaches the print device
300, As such, in some examples, the defermining 335 of the peer device storing the

print job data and the retrieval of that data are performed with a single “get” query.
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{0028} The print controfier is configured to, following retrieval 340 of said data,
print 345 the print job on the print device 300 using the relrieved data. This may
comprise sending the print iob to 2 standard print pipeline, The print controlier 320
may be configured to, prior {o printing 345 the print job, authenticate a user
associated with the print job as described above.

{0029} in some examples, the print controller 320 is configured to recsive the
data associated with the print job as sncrypled data, and to degrypt the encrypted
data thereby 10 print the print job. Decrypling the encrypled data may comprise
controfler 320 may also be configured to verify the print job by way of a document
authenticity check. For example, the print job may be cryptographically signed by
the client device that generales the print job, and the print controller 320 may then
verify this signature.

{0030} Figure 4 shows an example of a non-transitory computer-readable
storage medium 400 comprising a set of computer readable instructions 485 which,
when executed by at least one processor 410 assodciated with a first printer, cause
the procassor 410 to perform a method according o examples described herein. As
described below, the method may be a method for configuring the first printer as a
node of a distributed network. The computer readable instructions 405 may be
refrieved from 8 machine-readable media, e.g. any media that can contain, store, or
mainiain programs and data for use by or in connection with an instruction exsculion
svsiem. In this case, machine-readable media ¢an comprise any one of many
physical media such as, for example, electronic, magnetic, oplical, slectromagnetic,
or semiconductor media. More specific examples of suitable machine-readable
media include, but are not limited o, a hard drive, 8 random access memory (RAM),
a read-only memory {(ROM), an erasable programmable read-only memory, or a
poriable disc.

{0031} At block 415, the instructions 405 cause the processor 410 to receive
input data comprising identifying information for a distributed network of printers.
The distributed network of printers may for example be a distributed hash table

natwork as described above. The identifying information may comprise an Internet
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Protocol {1P) address of a printer in the network. In some examples, a user indicates
that the first printer should be added o the distnibuled nefwork, The user may then
be prompted fo enter the identifving information.

{0032} The frst printer may be a standard printer that is not initially configured
to perform methods according to the present disclosure. A firmware update may be
applied to the first printer prior to transmilling the input data fo the first printer,
wherein the firmware update enables the first printer to form a node of a distributed
network. In other examples, such firmware may be pra-installed in the first printer
during manufacture.

{0033] Al block 420 the instructions 405 cause the processor 410 to, based an
the input data, configure the first printer as a node of the distributed network.
Configuring the first printer as a node comprises configuring the first printer fo
receive 425 and siore 430 data defining a print job, for example as described in more
detail above. Configuring the first printer as a node further comprises configuring the
first printer to, responsive 10 user input at a given printer of the distributed network
other than the first printer, transmit 435 the data defining the print job to said given
printer.

{0034} in some examples, a network as described above may be instantiated
by a user performing a bocistrap operation on an initial printer. For example, the
user may input, via a user interface, a command o create a new network. The initial
printer is configured 1o, responsive to such a command, set up a new logical network
with the initial printer as the initial node, and {0 provide identifving information fo the
user, For example, the identifying information may comprise an P address and/or
local name which may be used o add other printers to the network as described
above.

{6035] in some examples, configuration of the initial printer and other printers
as described above may be performed via soffware installed on each printer. in other
examples a management console, for example a software management console
running on a computer connected to the printers, may be used to configure the initial
printer and other printers as described above.
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{00386} The preceding description has been presented o iflustrate and describe
sxamples of the principles described. This descriplion 5 not intended t© be
exhaustive or fo limit these principles fo any precise form disclosad. Many
madifications and variations are possible in light of the above teaching. Htisfo be
understood that any feature described in relation {o any one example may be ussd
alone, or in combination with other fealures described, and may also be used in
combination with any features of any other of the examples, or any combination of
any other of the examples.
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CLAIMS
What is claimed is:
1. A method of performing g pull printing operation, the method comprising:

receiving at a source printer, from a client device, data defining a print job,
wherein the source prinfer comprises a node of a decentralized distnbuted network
of printers; and

storing the data in a plurality of printers, the plurality of printers comprising
nodes of the distributed network;

wherein the dala is relrievable by a destination printer, the destination printer
comprising a node of the distributed nebwork, {o print the print job.

2. A method according fo claim 1, comprising sforing the data in the plurality of
printers as encrypted data.

3. A method according to claim 1, wherein the destination printer is the source
printer.

4, A method according to claim 1, wherein the plurality of printers comprises the
source printer.

&, A method according to claim 1, wherein the plurality of printers conmprises the
destination printer.

8. A method according to claim 1 comprising, if the data is not relrieved by the
destination printer within a predefined time interval, deleting the dala from the

plurality of printers.

7. A methad according o claim 1, comprising sloring a complete copy of the
data in a first printer of the plurality of printers and storing a complete copy of the

datia in a second printer of the plurality of printers.
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8. A methoed according to claim 1, wherein slering the dats comprises:
generating an identifier; and
storing the identifier in the plurality of printers such that the data may be
refrieved responsive to a request, compnsing the identifier, submilted {o the network

from the destination printer.

9. A print device comprising:
g memory to store print iob data;
a user interface;
a network interface to couple the print device to a network of other print
devices;
a print controller to:
receive a selection of a print job via the user interface;
determine a peer print device in the network of ather print devices that
has a memory staring data assodlated with the print job;
retrisve said data from the memory of the peer print device over the
network; and
print the print job on the print device using the retrieved data.

10, Adevice according o claim 8, whereain the print controller is configured to:
receive the data associated with the print job as encrypted dala; and
gdecrypt the encrypied data thereby {0 print the print job.

11, Adevice according to claim 8, wherein the network is a distributed hash table
netwaork.

12. A device according to claim 11, wherein defermining the peer print device
comprises submifling a query to the distributed hash table network, the guery
comprising a hashed identifier of the print job.
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13. A device according to claim 8, wherein the print controfler is configured to,
pricr {0 printing the print job, authenticale a user associated with the print job,

14. A device according o claim 13, wherein authenticating the user comprises

determining that said user is physically located at the print device.

18, A non-ransitory computerreadable storage medium comprising a set of
computer-readable instructions stored thereon which, when executed by atleast one
processor associated with a first printer, cause the af least ong processor o
receive inpul data comprising identifving information for a distributed network
of printers;
based on the input data, configurs the first printer as a node of the distributed
network, wherein configuring the first printer as a node comprises configuring the
first printer to:
receive data defining a print job;
store the data defining the print job; and
responsive o user inpul at a given printer of the distributed network
gther than the first printer, transmit the data defining the print job to said given
printer.
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