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(57) ABSTRACT 

In a communication System using a home gateway device 
and an access Server device, the Security function for the 
home network Side is provided by the acceSS Server device 
on the Service provider Side, So that it becomes possible to 
prevent attacks from the malicious users with respect to the 
home network, without implementing excessive Security 
functions in the home gateway device on the home network 
Side and without requiring professional skills for Setting and 
management to the user of the home gateway device. 
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COMMUNICATION SYSTEM USING HOME 
GATEWAY AND ACCESS SERVER FOR 

PREVENTING ATTACKS TO HOME NETWORK 

BACKGROUND OF THE INVENTION 

0001) 1. Field of the Invention 
0002 The present invention relates to a communication 
System using a home gateway device to be provided at a 
home network and an acceSS Server for controlling accesses 
to the home gateway device. 
0003 2. Description of the Related Art 
0004. In conjunction with the rapid spread of digital 
home electronics, the So called “home network' for con 
necting home electronic devices together is becoming popu 
lar quickly. This is the phenomenon that is not limited to any 
particular fields, as exemplified by the IEEE 1394 for AV 
devices, the Echonet for home electronics, the Ethernet or 
USB for PCs and peripheral devices, etc. 

0005 There is a trend to connect such home networks 
with the Internet and provide the Internet connection func 
tion to the home electronic devices or enable control of the 
home electronic devices from the Internet. To this end, there 
is a need for a device called “home gateway' which is to be 
located between the home network and the public network 
(Internet) as an ingress node of the home network. The home 
gateway is generally equipped with a protocol conversion 
function (the So called gateway function) besides the home 
router function, because many devices that cannot under 
Stand the Internet protocol are expected to be existing on the 
home network. 

0006. Using such a device, it is expected that the remote 
controlling of devices on the home network from the Inter 
net becomes possible. 
0007. In this case, it is also expected that the security will 
become a potential problem. Namely, it is necessary to 
assume the presence of many malicious users (users who are 
likely to commit improper or illegal acts with respect to 
Specific or unspecified communication devices or networks, 
or users who can potentially commit Such improper or illegal 
acts, for example) on the Internet, and it is necessary to 
anticipate potential attacks from Such malicious users. 
0008. In the case of the enterprise network, it has been 
customary to provide a "firewall” as an ingreSS node of the 
enterprise network So as to block the attacks from the 
malicious users there. However, this method presumes the 
existence of a “network manager' of the enterprise network 
who is responsible for the management tasks regarding the 
Security Such as a task of making appropriate Setting regard 
ing the Security and a task of executing repair Software 
(patch program) which is updated and distributed daily. 
0009. In this regard, in the case of the home network, it 
is practically unrealistic to require the existence of a network 
manager who can make appropriate Setting regarding the 
Security with respect to the home gateway in a general user's 
home. Consequently, as far as the home network is con 
cerned, it is impossible to use the general technique for 
preventing attacks from the malicious users by the firewall 
or the like as in the enterprise network where it is possible 
to require the existence of the network manager. 

Jul. 21, 2005 

BRIEF SUMMARY OF THE INVENTION 

0010. It is therefore an object of the present invention to 
provide a communication System using a home gateway 
device and an acceSS Server device which are capable of 
preventing attacks from the malicious users with respect to 
the home network, without implementing excessive Security 
functions in the home gateway and without requiring pro 
fessional skills for Setting and management to the user of the 
home gateway. 

0011. According to one aspect of the present invention 
there is provided a method of communications by making an 
acceSS from a first communication device located outside a 
home network to a Second communication device on the 
home network, the method comprising: transmitting a pre 
Scribed message from the first communication device to an 
acceSS Server device corresponding to a home gateway 
device provided at the home network by Specifying an 
acceSS number/address corresponding to the home gateway 
device; carrying out an authentication procedure for authen 
ticating the first communication device according to a pre 
Scribed authentication method between the access Server 
device and the first communication device upon receiving 
the prescribed message at the access Server device; trans 
ferring the prescribed message through a prescribed access 
network from the acceSS Server device to the home gateway 
device corresponding to the access number/address Specified 
by the prescribed message, when the authentication proce 
dure is Successfully completed; and transferring the pre 
Scribed message from the home gateway device to the 
Second communication device through the home network 
after converting the prescribed message according to a 
protocol Supported by the Second communication device, 
when the prescribed message is received by the home 
gateway device from the acceSS Server device which is 
registered at the home gateway device in advance. 

0012. According to another aspect of the present inven 
tion there is provided a method of communications by 
making an acceSS from a communication device located 
outside a home network to the home network, the method 
comprising: transmitting a prescribed message from the 
communication device to an acceSS Server device corre 
sponding to a home gateway device provided at the home 
network by Specifying an access number/address corre 
sponding to the home gateway device; carrying out an 
authentication procedure for authenticating the communica 
tion device according to a prescribed authentication method 
between the acceSS Server device and the communication 
device upon receiving the prescribed message at the access 
Server device; transferring the prescribed message through a 
prescribed acceSS network from the acceSS Server device to 
the home gateway device corresponding to the access num 
ber/address Specified by the prescribed message, when the 
authentication procedure is Successfully completed; and 
transferring a home page containing information related to 
the home network which is Selected according to the pre 
Scribed message, from the home gateway device to the 
communication device through the the access Server device, 
when the prescribed message is received by the home 
gateway device from the acceSS Server device which is 
registered at the home gateway device in advance. 
0013. According to another aspect of the present inven 
tion there is provided an access Server device for carrying 
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out access control with respect to a home gateway device of 
a registered home network, comprising: a memory unit 
configured to Store an authentication table registering in 
correspondence a first access number to be used in accessing 
the home gateway device which is a target of the acceSS 
control by the access Server device, a Second access number 
to be used in accessing the acceSS Server device at a time of 
transmitting a prescribed message from a first communica 
tion device located outside the registered home network at 
which the home gateway device is provided, to the home 
gateway device or a Second communication device on the 
registered home network, and an authentication method to 
be used in an authentication procedure for authenticating the 
first communication device between the access Server device 
and the first communication device; a first interface unit 
configured to receive the prescribed message from the first 
communication device by using the Second access number; 
a processing unit configured to carry out the authentication 
procedure between the acceSS Server device and the first 
communication device using the authentication method 
obtained by referring to the authentication table according to 
the Second access number used in the prescribed message; 
and a Second interface unit configured to transfer the pre 
Scribed message to the home gateway device through a 
prescribed acceSS network by using the first acceSS number 
obtained by referring to the authentication table according to 
the Second access number used in the prescribed message, 
when the authentication procedure is Successfully com 
pleted. 

0.014. According to another aspect of the present inven 
tion there is provided a home gateway device to be provided 
at a home network, comprising: an interface unit configured 
to relay communications between the home network and a 
prescribed acceSS network, a registration unit configured to 
register an acceSS Server device in charge of access control 
for the home gateway device, with which communications 
are possible through the prescribed acceSS network, and a 
control unit configured to handle accesses from outside the 
home network by permitting only those accesses which are 
made from the acceSS Server device which is registered by 
the registration unit in advance. 
0.015. Other features and advantages of the present inven 
tion will become apparent from the following description 
taken in conjunction with the accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0016 FIG. 1 is a block diagram showing an exemplary 
overall configuration of a communication System according 
to one embodiment of the present invention. 
0017 FIG. 2 is a block diagram showing an exemplary 
internal configuration of a home gateway in the communi 
cation system of FIG. 1. 
0.018 FIG. 3 is a diagram showing an exemplary form of 
a home electronicS control page used in the communication 
system of FIG. 1. 
0.019 FIG. 4 is a block diagram showing an exemplary 
internal configuration of an access Server in the communi 
cation system of FIG. 1. 
0020 FIG. 5 is a flow chart for a registration processing 
to be carried out in the communication system of FIG. 1. 

Jul. 21, 2005 

0021 FIG. 6 is a diagram showing an exemplary form of 
an authentication table used by an acceSS Server in the 
communication system of FIG. 1. 
0022 FIG. 7 is a sequence chart showing one part of a 
processing Sequence for an access from an external to a 
home network side in the communication system of FIG. 1. 
0023 FIG. 8 is a sequence chart showing another part of 
a processing Sequence for an access from an external to a 
home network side in the communication system of FIG. 1. 
0024 FIG. 9 is a sequence chart showing a processing 
Sequence for an acceSS from a home network Side to an 
external in the communication system of FIG. 1. 
0025 FIG. 10 is a sequence chart showing a processing 
Sequence for a home network ccontrol page production in 
the communication system of FIG. 1. 
0026 FIG. 11 is a diagram showing an exemplary form 
of a home electronics database used by an access Server in 
the communication system of FIG. 1. 

DETAILED DESCRIPTION OF THE 
INVENTION 

0027. Referring now to FIG. 1 to FIG. 11, one embodi 
ment of a communication System using a home gateway and 
an access Server according to the present invention will be 
described in detail. 

0028 FIG. 1 shows an exemplary overall configuration 
of a communication System in this embodiment. 
0029. As shown in FIG. 1, a home gateway 2 and various 
digital home electronicS Such as home electronic devices, 
AV devices, PCs, etc. (a lighting instrument 11 and a VTR 
12 are shown as examples in FIG. 1) are connected to a 
home network 1 in the home. The home network 1 can be 
formed in practice by using multiple network technologies 
such as IEEE 1394 and Echonet, for example. Also, the 
devices connected to the home network 1 are not necessarily 
compatible with the Internet protocol. 

0030 The home gateway 2 is connected with an access 
network 3. The access network 3 is a portable telephone 
network, for example. An access Server 4 is connected to the 
acceSS network 3, and the acceSS Server 4 is also connected 
to the Internet 5. 

0031. Note that the access network 3 and/or the home 
network 1 may be operated by a protocol compatible with 
the Internet protocol (IP). Here, the access network 3 and the 
Internet 5 are described as Separate networks for the Sake of 
explanation, but the case where the acceSS network 3 is 
operated by a protocol compatible with the Internet protocol 
(IP) is not to be excluded. 
0032. There are variations regarding which service pro 
vider should be managing the acceSS network 3 and the 
acceSS Server 4. For example, both the access network 3 and 
the acceSS Server 4 can belong to the management by a 
communication Service provider Such as that of portable 
telephones (in which case the communication Service pro 
vider also provides an Internet Service as well). Alterna 
tively, the acceSS network 3 can belong to the management 
by a communication Service provider Such as that of portable 
telephones while the acceSS Server 4 belongs to the man 
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agement by an ISP (Internet Service Provider). Many other 
management forms are also possible. 
0033. The home gateway 2 is a device for connecting the 
home network 1 and the access network 3. The home 
gateway 2 realizes various functions Such as controlling 
various devices (Such as the lighting instrument 11 and the 
VTR 12, for example) connected to the home network 1 in 
the home from outside of the home, and Sending AV contents 
in the home (AV contents recorded by the VTR 12, for 
example) to outside of the home through the access network 
3, for example. 

0034) Note that, in the case of carrying out communica 
tions between a device located outside the home network 1 
(a device connected to the Internet 5, for example) and a 
device on the home network 1, it is preferable to carry out 
packet communications using encryption or digital Signature 
at least between the device located outside the home net 
work 1 and the home gateway 2, and/or between the device 
located outside the home network 1 and the acceSS Server 4, 
and/or between the access Server 4 and the home gateway 2. 
0.035 FIG. 2 shows an exemplary internal configuration 
of the home gateway 2. 
0036) As shown in FIG. 2, the home gateway 2 com 
prises a home network interface 21, a home network auto 
matic configuration recognition unit 22, a home network 
control page production unit 23, a home network control 
page transmission unit 24, an access server protocol pro 
cessing unit 25, an acceSS network interface 26, a protocol 
conversion and home network control unit 27, and a high 
speed AV/MPEG4 conversion unit 28. 
0037. In this home gateway 2, the home network auto 
matic configuration recognition unit 22 that is connected 
with the home network 1 through the home network inter 
face 21 will automatically detects devices connected to the 
home network 1. For example, in the case where the home 
network 1 is the IEEE 1394, the home network automatic 
configuration recognition unit 22 carries out the automatic 
configuration recognition by reading the IEEE 1212 register, 
issuing the AV/C command, carrying out the HAVi registry 
processing, etc. 

0.038. The home network control page production unit 23 
converts the result of this automatic configuration recogni 
tion into a control Screen in a form of a “home page'. In this 
“home page', a control page for home electronics connected 
to the home network 1 will be created in a form shown in 
FIG. 3, for example. 
0.039 The production of this “home page” is carried out 
automatically. To this end, a model control Screen for each 
device can be provided in the home network control page 
production unit 23 in advance Such that this "home page” 
can be produced by combining these model control Screens 
of various devices in accordance with the automatic con 
figuration recognition result, or this "home page” can be 
produced by combing control Screens Sent from various 
devices in accordance with the automatic configuration 
recognition result. 

0040. The home network control page transmission unit 
24 transmits the generated home page for controlling home 
electronics according to a request from the internet 5 Side. A 
home network control page transmission request message 
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with respect to the home gateway 2 that arrives through the 
acceSS network interface 26 is identified by the acceSS Server 
protocol processing unit 25, and the home network control 
page transmission unit 24 transmits the home network 
control page to a device (not shown) on the Internet 5 side 
which issued this request. 
0041. The device on the Internet 5 side makes a control 
request for home electronics connected to the home network 
1, on this control Screen. The protocol conversion and home 
network control unit 27 receives the control request message 
from the device on the Internet 5 and carries out the actual 
control processing. The protocol conversion and home net 
work control unit 27 converts this control request message 
into a protocol command of the home network 1 (an AV/C 
command in the case of the control request for an AV device 
connected to the IEEE 1394, for example), and transmits this 
protocol command to a corresponding device through the 
home network interface 21. 

0042. For example, when this request is an “AV data 
reproduction” request with respect to an AV device (the VTR 
12, for example) connected to the home network 1, the home 
gateway 2 receives the AV data from the corresponding AV 
device, carries out a code conversion processing (Such as a 
processing for conversion from MPEG2 to MPEG4, for 
example) for adapting the AV data to the access network 3 
(which has more Stringent limitations on the transmission 
bandwidth or the like compared with the home network 1) 
at the high speed AV/MPEG4 conversion unit 28, and 
transmits the converted AV data to the access network 3 and 
the Internet 5 through the access network interface 26. 
0043 FIG. 4 shows an exemplary internal configuration 
of the acceSS Server 4. 

0044 As shown in FIG. 4, the access server 4 comprises 
an acceSS network interface 31, a home gateway protocol 
processing unit 32, a first firewall processing unit 33, a home 
gateway control page transmission unit 34, an Internet 
interface 35, and a second firewall processing unit 36. The 
acceSS Server 4 may also have a home electronics database 
37 as will be described below. 

0045. Note that, in this embodiment, the first firewall 
processing unit 33 includes a function for processing HTTP, 
while the Second firewall processing unit 36 includes a 
function for processing a protocol for AV data transfer. It is 
also possible to use various other configurations Such as that 
in which the first firewall processing unit 33 includes a 
function for processing packets from the Internet 5 to a 
direction of the access network 3 and the home network 1, 
while the Second firewall processing unit 36 includes a 
function for processing packets from the home network 1 
and the access network 3 to a direction of the Internet 5, for 
example. it is also possible to use a configuration in which 
these firewall processing units are integrated into one. 
0046. On the Internet 5 side of the access server 4, the 
home gateway control page transmission unit 34 is provided, 
and this home gateway control page transmission unit 34 
carries out the transmission of the control page of the 
(specific) home gateway 2 on behalf of the actual (specific) 
home gateway 2. Also, on the access network 3 Side, the 
home gateway protocol processing unit 32 is provided, and 
this home gateway protocol processing unit 32 carries out a 
protocol processing defined between the home gateway 2 
and the access server 4 as will be described below. 
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0047. Note that this access server 4 can provide services 
with respect to a plurality of home gateways Simultaneously, 
in Such a way that any of the services to be described below 
can be provided simultaneously in parallel (that is, this 
access Server 4 can be a proxy of a plurality of home 
gateways simultaneously). 

0.048 Next, the case where a user Subscribes to a utili 
Zation of a proxy Service for this home gateway, with respect 
to the Service provider (a communication Service provider of 
portable telephones, for example) that is providing that 
Service, as in the case where a user purchased this home 
gateway, for example, will be described. 

0049. In this embodiment, the utilization of the proxy 
Service for the home gateway 2 is to be registered with 
respect to the Service provider. The Service provider pro 
vides the access Server 4 to realize an architecture in which 
general users including this user will access this home 
gateway 2 though this access Server 4 (that is, the access 
Server 4 becomes a proxy of this home gateway 2). This 
architecture is designed Such that the Security function Such 
as the so called “firewall processing” will be provided by the 
Service provider Side by demanding the accesses to this 
home gateway 2 to pass through the acceSS Server 4 of that 
Service provider once. In this way, it becomes possible to 
realize the Security processing Such as the prevention of 
invasions by the malicious userS Such as hackers, without 
requiring the excessive Security function on the home gate 
way 2 side. 
0050 FIG. 5 shows an exemplary processing procedure 
in this case. 

0051 First, the user registers an authentication method 
for authenticating that user (an authentication method for the 
authentication between the access server and that user) at a 
prescribed timing Such as at a time of purchasing the home 
gateway or at a time of notification (Subscription) of the use 
of that home gateway to the service provider (step S1). There 
are various methods that can be used for this individual 
authentication method, Such as a method using password, a 
method based on the fingerprint matching or the cornea 
matching, a method using exchanges of predetermined key 
or signature, a method for judging the user from a Source 
address (telephone number, etc.) in the case of allowing only 
accesses from Specific portable telephones or PCS, etc. 

0.052 Next, the service provider assigns an access num 
ber to be used in making accesses to that home gateway 2 
(step S2). For example, when that user wishes to make 
accesses to the own home gateway 2 from a portable 
telephone, the Service provider assigns a number Such as 
“090-1234-XXXX”, for example, as the access number to be 
used in making accesses to that home gateway 2. Thereafter, 
the user can try to make access to this home gateway 2 by 
inputting this access number “090-1234-XXXX" (in which 
case the authentication will take place first). 
0.053 Note that the exchange of information at the steps 
S1 and S2 can be carried out through the access network 3, 
or through a communication network other than the acceSS 
network 3, or through Some recording medium. 

0054) Next, the content notified as in the above is regis 
tered into an authentication table provided in the first 
firewall processing unit 33 of the access server 4 (step S3). 
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0055 FIG. 6 shows an exemplary form of this authen 
tication table. As shown in FIG. 6, this authentication table 
registers the access number, the individual authentication 
method, the communication method with respect to the 
acceSS number, the authentication content, and the access 
number (address) of the actual home gateway which is a 
target of the proxy Service. It is also possible to use any other 
combinations of the individual authentication methods and 
the communication methods different from those shown in 
FIG. 6 are also possible. 
0056 By referring to this authentication table, it is pos 
Sible to ascertain: (1) the individual authentication method to 
be used in judging whether a user who made access to a 
Specific access number is the Subscribed (or pre-registetered) 
user or not, and the authentication content regarding an 
actual authentication procedure; (2) the communication 
method to be used between the user on the Internet 5 side 
and the access number of this access server 4, and (3) the 
way of making access to the actual home gateway 2 which 
is a target of the proxy Service. 
0057. Note that it is preferable to use a protocol for 
ensuring the security such as SSL, S-HTML, etc., as the 
communication method between the user on the Internet 5 
Side and this access Server 4. It is possible to maintain the 
Secrecy of the communications between the user and the 
acceSS Server 4 by carrying out the packet communications 
using encryption or electronic Signature. 

0058 Also, this access server 4 is registered as the so 
called “proxy server” on the home gateway 2 side (Step S4). 
This registration can be made by various methods, Such as 
a method in which the user makes this registration manually, 
a method in which the service provider or the retail store 
makes this registration on behalf of the user, and a method 
in which the necessary information is recorded on an IC card 
or a memory card and the user makes this registration later 
on by inserting that card into the home gateway 2, for 
example. 

0059. The home gateway 2 handles accesses from the 
Internet 5 side, or from the access network 3 side, or from 
outside of the home network 1 in Such a way that any 
accesses from devices other than the access Server 4 regis 
tered as the proxy server will be refused. In this way, the 
Security Setting of the home gateway 2 can be made 
extremely simple. 

0060. In addition, the communications between this 
home gateway 2 and the acceSS Server 4 are set up to prevent 
attackS Such as pretending, by using the Security protocol 
Such as IPSec, for example. Else, the access Server 4 and the 
home gateway 2 are connected by a dedicated line connec 
tion. In this way, all the accesses to the home gateway 2 are 
required to pass through the access server 4 (which is the 
proxy server of this home gateway 2), So that it becomes 
possible to prevent attackS Such as invasions by the mali 
cious users with respect to the home gateway 2 or the home 
network 1, as long as the Security of the acceSS Server 4 is 
ensured. 

0061 Next, the processing sequence in the case where a 
device on the Internet 5 carries out communications with a 
home electronic device on the home network 1 through the 
acceSS Server 4, the acceSS network 3 and the home gateway 
2 will be described. 
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0.062 Here, the exemplary case of remote controlling the 
home electronic device through the home gateway 2 from a 
portable telephone connected to the Internet 5 (Such as a 
portable telephone having an Internet Service utilization 
function, for example) will be described. 
0063 FIG. 7 and FIG. 8 show an exemplary processing 
Sequence in this case. 
0064. The home gateway 2 transmits a configuration 
inquiry message with respect to the home network 1 side at 
a prescribed timing by the operation of the home network 
automatic configuration recognition unit 22 (Step S11). 
receives a configuration response message from a home 
electronic device or a directory server (not shown) on the 
home network 1 (Step S12), and produces the home network 
control page as shown in FIG. 3 according to that configu 
ration response message (step S13). 
0065 Here, in the case where a home electronic device 
that is not registered in the home gateway 2 in advance is 
detected (the case where a device, Service, Sub-unit or the 
like of unknown type is detected) at the step S13, the control 
page cannot be produced in a usual way. For this reason, it 
is possible to use a configuration in which the home gateway 
2 can acquire information regarding Such a home electronic 
device that is not registered yet by inquiring to the acceSS 
Server 4 in Such a case. 

0.066 FIG. 10 shows an exemplary processing sequence 
for Such a case. 

0067. Here, the access server 4 is assumed to have a 
home electronics database 37 that registers latest home 
electronic devices, their detailed information Such as their 
control methods or attribute information, and data Such as 
control Screens, etc., for example (it is of course also 
possible to Store information regarding all or Some of home 
electronic devices that are not the latest ones, in addition to 
information on the latest home electronic devices). FIG. 11 
shows an exemplary form of the home electronics database 
37. 

0068. When a home electronic device that is not regis 
tered in the home gateway 2 in advance is detected at the 
Step S13, the home gateway 2 transmits an inquiry message 
containing a home gateway ID and information indicating 
that home electronic device that is detected but not regis 
tered (unknown device type, Service type or Sub-unit type, 
for example), to the access server 4 (step S101). 
0069. Upon receiving this inquiry message, the access 
server 4 searches through the home electronics database 37 
for a requested home electronic device (device, Service or 
sub-unit, for example) (step S102). 
0070 Then, the access server 4 returns a response mes 
Sage containing appropriate data (detailed information, con 
trol Screen, etc. of that home electronic device), according to 
a type of that inquiring home gateway 2 (Step S103). 
0071. Upon receiving this response message, the home 
gateway 2 appropriately produces the home network control 
page according to the acquired data Such as detailed infor 
mation, control Screen, etc. of that home electronic device 
(step S105). 
0.072 Note that the home gateway 2 may additionally 
register the acquired data Such as detailed information, 
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control Screen, etc. of that home electronic device into the 
protocol conversion and home network control unit 27 (Step 
S104). 
0073. Now, the user who wishes to control the home 
electronics on the home network 1 Sends an acceSS request 
message from the portable telephone (not shown) through 
the Internet 5 to the access server 4 (step S21). At this point, 
the user is merely making an access to the acceSS number 
(090-1234-XXXX, for example) determined earlier, and 
there is no need for the user to be conscious of the fact that 
the access to the access server 4 is made (the user may rather 
regard this as an attempt to make an access to the desired 
home gateway 2). 
0074. Upon receiving the access request message, the 
acceSS Server 4 checks the authentication method by refer 
ring to the authentication table according to the access 
number used (step S22), and carries out a challenge of the 
authentication with respect to the requesting user (portable 
telephone (step S23). 
0075 Upon receiving this challenge of the authentica 
tion, the portable telephone returns an appropriate response 
(Such as password input or fingerprint input, for example) to 
the access server 4 (step S24). 
0076. Upon receiving this response, the access server 4 
checks the authentication content (step S25). 
0077. If the user is verified as legitimate, the access 
Server 4 checks the corresponding home gateway 2 by 
referring to the authentication table, and makes an initial 
page transmission request to that home gateway 2 through 
the access network 3 (step S26). 
0078. Upon receiving the transmission request message, 
the home gateway 2 transmits the initial page to the access 
server through the access network 3 (step S27). 
0079) Note that the steps S11 to S13 may be carried out 
between the steps S26 and S27 instead. 
0080. The access server 4 transmits the initial page so 
acquired to the portable telephone by pretending that it is 
transmitted by the home gateway control page transmission 
unit 34 of the access server (step S28). At this point, the 
acceSS Server 4 may carry out the necessary conversion of 
the home page description format Such as conversion from 
HTML into C-HTML (Compact HTML, which is a kind of 
Web page description language used by the portable tele 
phones). It is also possible to cache the initial page of the 
home gateway 2 in the access Server 4 in advance. 
0081 Suppose now that the portable telephone sends a 
transmission request message for “home network control 
page” at this point (step S29). Then, the first firewall 
processing unit 33 of the acceSS Server 4 carries out the 
security check (step S30), and if it is found as proper (it is 
verified as a request from the pre-registered user), the first 
firewall processing unit 33 transmits the home network 
control page request message to the home gateway 2 (Step 
S31). 
0082 In response, the home gateway 2 transmits the 
home network control page to the access server 4 (step S32). 
0083. This control page is then sent to the portable 
telephone through the home gateway control page transmis 
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sion unit 34 of the access server 4 (step S33). Note that the 
portable telephone may regard that this control page is sent 
from the access Server 4. 

0084. Here, suppose that the VTR (or VCR) is specified 
as a control target device at the portable telephone, for 
example. Then, its control command (indicating an opera 
tion of pressing an appropriate button on the home network 
control page, for example) is sent to the access server 4 (step 
S34). 
0085. The access server 4 carries out the security check 
again (step S35), and if it is found as proper, the access 
server 4 transmits a command for VTR control (indicating 
an operation of pressing an appropriate button on the home 
network control page, for example) to the home gateway 2 
(step S36). 
0.086 The home gateway 2 converts the received com 
mand into a control command compatible with the home 
network protocol at the protocol conversion and home 
network control unit 27 (step S37), and transmits it to the 
home electronic device such as VTR (step S39). At this 
point, the bandwidth reservation on the home network 1 or 
the like may be made if necessary (step S38). 
0.087 As a result, signals such as high speed video signals 
will be sent from the home electronic device to the home 
gateway 2 (step S40). 

0088. The high speed AV/MPEG4 conversion unit 28 of 
the home gateway 2 converts these high Speed Video signals 
into MPEG4 signals (step S41). In this way, it is possible to 
carry out the data transmission in a form Suitable for the 
access network 3 (by applying the video compression in 
accordance with the limited bandwidth, for example). 
0089. The converted MPEG4 video signals are then sent 
to the access server 4 (step S42). 
0090. At the access server 4, the second firewall process 
ing unit 36 applies the necessary firewall processing (Such as 
NAT processing and IP masquerade processing) (Step S43), 
and the MPEG4 video signals are sent to the portable 
telephone through the Internet 5 (step S44). 
0.091 In this way, the user of the portable telephone can 
control the home electronics of the own home through the 
portable telephone and the Internet 5, and view the AV 
contents in the own home through the portable telephone, for 
example. 

0092. Note that, in the above, the connection from the 
portable telephone to the acceSS Server 4 is described as 
passing through the Internet 5 once, but the case where the 
portable telephone makes a connection to the acceSS Server 
4 through a communication network (which can be the 
access network 3) of the communication Service provider 
who is also providing the Internet Service (without passing 
through the Internet 5), for example, can also be handled 
Similarly. 

0.093 Up to this point, the exemplary case of the access 
from the internet 5 side to the home network 1 side has been 
described. In the following, the exemplary case of the acceSS 
from the home network 1 side to the Internet 5 side will be 
described. 
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0094 FIG. 9 shows an exemplary processing sequence in 
this case. 

0.095 Here, assuming that a PC (not shown) is connected 
to the home network 1 as a home electronic device, the 
exemplary case of making an acceSS from this PC to a 
WWW server (not shown) on the Internet 5 will be 
described. 

0096 First, as already mentioned above, the access server 
4 is registered as the proxy server at the PC (step S51). 
0097. When an access request for the WWW server on 
the Internet 5 is made from the PC, this access request 
message is sent to the acceSS Server 4 which is the proxy 
server (step S52). 
0098. At the access server 4, the proxy processing is 
carried out by the first firewall processing unit 33 (step S54), 
and the acceSS request message is transferred to the actual 
WWW server. Here, this request is transferred as if it is 
requested by this access Server 4. 
0099. In response, the WWW server transmits a response 
message, which is received by the first firewall processing 
unit 33 of the access server 4 (step S55). 
0100. The first firewall processing unit 33 of the access 
Server 4 then carries out the proxy server processing (Such 
as NAT processing, IP masquerade processing, and applica 
tion gateway processing, for example) on that response 
message (step S56), and transfers the resulting response 
message to the PC (step S57). 
0101 These exchanges will be carried out for accesses 
with respect to any WWW servers. 
0102) Note that FIG. 9 shows as if a packet is transmitted 
directly from the PC to the access server 4, but a packet may 
be terminated once at the home gateway 2. Namely, it is also 
possible to use an architecture in which the processing Such 
as application gateway processing, NAT processing and IP 
masquerade processing is carried out at the home gateway 2 
Such that communications will appear to be carried out only 
with the home gateway 2 from a viewpoint of the acceSS 
server 4. In this case, the proxy server registered at the PC 
can be the home gateway 2. 
0103) Also, in the above, it is assumed that the WWW 
Server exists on the Internet 5, but the case of making an 
access to a WWW server existing on a communication 
network (which can be the access network 3) of the com 
munication Service provider who is also providing the 
Internet Service (without passing through the Internet 5), for 
example, can also be handled Similarly. 
0104. It is also possible to allow the user to freely select 
an option for utilizing the proxy Service (by the access server 
4) provided by the service provider or an option in which the 
user carries out the necessary Setting and tasks with respect 
to the home gateway 2 by playing a role of the network 
manager. It is also possible to use both of them in combi 
nation. 

0105. It is also possible to use a configuration in which 
the proxy Service provided by the access Server 4 is utilized 
basically, but a function for enabling the Setting for the 
authentication by a simple procedure that does not require 
the knowledge usually required to the network manager is 
also provided on the home gateway 2 Such that direct 
accesses from the external (Internet) to the home gateway 2 
can be made only from limited devices or users. 
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0106 For example, a password or the like is registered at 
the home gateway 2 and the user enters the correct password 
or the like into a terminal device Such as a portable telephone 
at a time of making an access from the external (or the 
password or the like is registered into the portable terminal 
or the like in advance) Such that the access to the home 
gateway 2 is permitted only to the portable terminal that has 
returned the correct password or the like. 

0107 AS described, according to the present invention, 
the security function (firewall function) for the home net 
work Side is provided by the access Server device on the 
Service provider (Such as communication Service provider) 
Side, So that it becomes possible to prevent attacks from the 
malicious users with respect to the home network, without 
implementing excessive Security functions in the home 
gateway device on the home network Side and without 
requiring professional skills for Setting and management to 
the user of the home gateway device. 

0108. It is to be noted that the above described embodi 
ment according to the present invention may be conve 
niently implemented using a conventional general purpose 
digital computer programmed according to the teachings of 
the present specification, as will be apparent to those skilled 
in the computer art. Appropriate Software coding can readily 
be prepared by skilled programmers based on the teachings 
of the present disclosure, as will be apparent to those skilled 
in the Software art. 

0109. In particular, each of the home gateway and the 
access server of the above described embodiment can be 
conveniently implemented in a form of a Software package. 

0110. Such a Software package can be a computer pro 
gram product which employs a storage medium including 
Stored computer code which is used to program a computer 
to perform the disclosed function and process of the present 
invention. The Storage medium may include, but is not 
limited to, any type of conventional floppy disks, optical 
disks, CD-ROMs, magneto-optical disks, ROMs, RAMs, 
EPROMs, EEPROMs, magnetic or optical cards, or any 
other Suitable media for Storing electronic instructions. 

0111. It is also to be noted that, besides those already 
mentioned above, many modifications and variations of the 
above embodiment may be made without departing from the 
novel and advantageous features of the present invention. 
Accordingly, all Such modifications and variations are 
intended to be included within the Scope of the appended 
claims. 
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1-14. (canceled) 
15. A home gateway device to be provided at a home 

network, comprising: 
an interface unit configured to relay communications 

between the home network and a prescribed access 
network, 

a registration unit configured to register an acceSS Server 
device in charge of acceSS control for the home gateway 
device, with which communications are possible 
through the prescribed access network, and 

a control unit configured to handle accesses from outside 
the home network by permitting only those accesses 
which are made from the acceSS Server device which is 
registered by the registration unit in advance. 

16. The home gateway device of claim 15, further com 
prising a processing unit configured to transfer a prescribed 
message received from the access Server device when an 
access made from the acceSS Server device is permitted, to 
a destination communication device on the home network 
after applying a protocol conversion according to a protocol 
of the home network. 

17. The home gateway device of claim 16, wherein the 
interface unit relayS AV data of a prescribed format received 
from the destination communication device after transfer 
ring the prescribed message to the destination communica 
tion device, to the acceSS Server device, and 

the processing unit applies a prescribed conversion pro 
cessing to the AV data to be relayed by the interface 
unit. 

18. The home gateway device of claim 15, further com 
prising a unit configured to return a home page containing 
contents regarding devices connected to the home network 
in response to a prescribed message received from the access 
Server device when an access made from the acceSS Server 
device is permitted. 

19. The home gateway device of claim 15, further com 
prising: 

an automatic configuration recognition unit configured to 
carry out an automatic configuration recognition with 
respect to the home network, transmitting an inquiry 
message regarding an unknown device or Service when 
the unknown device or Service that is not registered in 
advance is detected on the home network as a result of 
the automatic configuration recognition, and receiving 
a response message containing data regarding the 
unknown device or Service inquired by the inquiry 
message from the access Server device. 

20. The home gateway device of claim 15, further com 
prising a unit configured to apply encryption processing or 
digital Signature processing to communications with the 
acceSS Server device. 


