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Embodiments of the present disclosure may include methods, 
systems, and computer readable media with executable 
instructions. An example method for network virtualization 
can include providing, by a datacenter (100) having physical 
and/or virtual resources, a number of virtual tenant data 
centers (t)atacenters), each tatacenter being isolated from 
other tDatacenters. A tenant virtual local area network 
(T-VLAN) (226, 228, 682) is associated to each of the number 
of tatacenters, and a value of an end-to-end invariant net 
work virtual local area network (VLAN) identification (VID) 
label (T-VID) is associated to a particular TVLAN (226, 228, 
682). A network packet associated with the particular 
T-VLAN (226, 228, 682) is modified at an edge network 
boundary (561) to include the T-VID. The T-VID is config 
ured to have more than 4096 possible values. 
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NETWORKVIRTUALIZATION 

BACKGROUND 

0001. As computing systems decreased in size, and with 
the advent of client-server computing arrangements, and the 
availability of less expensive networking, datacenters no 
longer need be located in a centralized location and/or housed 
within a specialized data center. Infrastructure associated 
with the Internet can be used to provide some portion of 
network resources, such as communications between distrib 
uted resources. 
0002 Cloud computing can provide on-demand access to 
computing system resources via a network, Such as the Inter 
net, and/or provide Software as a service. In previous com 
puting configurations, dedicated datacenter resources, 
including servers and storage resources, may have been allo 
cated to only a single tenant. Data and Software may have 
been contained on the dedicated datacenter resources. With 
the advent of cloud computing, a computing system Such a 
datacenter that can include servers, storage resources, net 
work resources, and/or software, can be provided as needed 
(e.g., datacenter-as-a-service) to multiple tenants. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0003 FIG. 1 illustrates an example datacenter according 
to the present disclosure. 
0004 FIG. 2 illustrates an example network having an 
architecture to support the virtualization of datacenter into 
many independent tatacenters according to the present dis 
closure. 
0005 FIG. 3 illustrates example frame definitions associ 
ated with a multi-tenant datacentercomputing system accord 
ing to the present disclosure. 
0006 FIG. 4 illustrates a backbone-edge bridge for 
T-VLANs according to the present disclosure. 
0007 FIG. 5 illustrates a backbone-edge bridge for a 
vSwitch according to the present disclosure. 
0008 FIG. 6 illustrates a backbone-edge bridge for a 
pSwitch according to the present disclosure. 

DETAILED DESCRIPTION 

0009 Embodiments of the present disclosure may include 
methods, systems, and computer readable media with execut 
able instructions. An example method for network virtualiza 
tion can include providing, by a datacenter having physical 
and/or virtual resources, a number of virtual tenant data 
centers (tDatacenters), each tatacenter being isolated from 
other tDatacenters. A tenant virtual local area network 
(TVLAN) is associated to each of the number of tata 
centers, and a value of an end-to-end invariant network virtual 
local area network (VLAN) identification (VID) label 
(TVID) is associated to a particular TVLAN. A network 
packet associated with the particular TVLAN is modified at 
an edge network boundary to include the T-VID. The T-VID 
is configured to have more than 4096 possible values. 
0010 A physical datacenter (pDatacenter), as used herein, 

is a physical networked computing system for the storage, 
management, and communication of data (e.g., information). 
The pDatacenter can include physical resources such as serv 
ers, network resources (e.g., backbone network fabric, com 
munications connections, 802.1Q compliant network 
devices, etc.), storage resources (e.g., memory), physical 
L4-L7 appliances providing capabilities such as application 
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delivery controllers, load balancing, intrusion prevention, 
and/or other capabilities and/or hardware components. The 
pDatacenter may be located in a centralized installation, or 
have components geographically disbursed. 
0011. A datacenter, as used herein, refers to the physical 
networked computing system (i.e., pIDatacenter) but also can 
include virtual resources such as virtual servers (VServers or 
virtual machines (VMs)), virtual storage, virtual networking, 
software operating systems (OS), virtual L4-L7 network ser 
vices, and/or with applications (e.g., Software). A virtual 
resource indicated with a “w” before the resource, refers to a 
resource established in software. 

0012. The term “datacenter” as used herein, is distin 
guished from a data center (note: two words) in that a data 
center refers to an area (e.g., room, building, campus) within 
which a computing system may be located. Therefore a data 
center may be located within a data center. 
0013 The term “t)atacenter, as used herein, refers to a 
tenant datacenter. That is, a datacenter may be virtualized into 
multiple tdatacenters. The tatacenters may have physical 
and virtual resources (e.g., of the datacenter) that are allo 
cated to a particular tDatacenter, and thus dedicated to a 
particular user (e.g., tenant of the tatacenter). AtDatacenter 
can be isolated from other tDatacenters of the datacenter in 
that the resources (e.g., servers, storage resources, etc.), data, 
and software, allocated to one tatacenter are not available to 
other tDatacenters. That is, a tatacenter is not aware of the 
resources, data, and/or software associated to other tData 
centers, and users of the tatacenter do not have access to the 
resources, data, and/or software associated with other tData 
CenterS. 

0014 More than one t|Datacenter may utilize a resource 
that is shared with another tDatacenter. However, the respec 
tive tatacenters will not be aware that the resource is being 
shared. For example, a physical server may have multiple 
virtual machines (VMs) implemented thereon, with some of 
the multiple VMs being associated with one tatacenter and 
others of the multipleVMs being associated with one or more 
other tDatacenters. Thus, each tatacenter may be aware of 
the physical server and the presence of the VMs associated 
with one particular tDatacenter, but will not be aware of those 
VMs that are associated with the other tDatacenters, or even 
the fact that the physical server is necessarily being shared 
with one or more other tDatacenters. 
0015 Institute of Electrical and Electronics Engineers 
(IEEE) 802.1Q is limited to less than 4096 customer virtual 
local area networks (C-VLANs), primarily attributable to 
unique addressing constraints, which can hinder Scalability of 
the number of VLANs necessary to support a large number 
(i.e., more than 4096) tatacenters (assuming at least one 
VLAN per tDatacenter and that a given VLAN is assigned to 
only one tdatacenterfor isolation reasons). The IEEE 802.1Q 
standard also defines 4096 stacked VLANs (S-VLANs). 
S-VLANs using IEEE 802.1ad (better known as “QinC) 
protocols can identify approximately sixteen million discrete 
VLANs. However, in many datacenter usage models. 
S-VLANs are consumed in the edge to provide multi-channel 
support. Additionally. S-VLANs do not provide MAC virtu 
alization to Support Scaling to large numbers of VMS. 
(0016. The IEEE 802.1Qah Provider Backbone Bridging 
(PBB) standard provides for MAC-in-MAC encapsulation of 
user Ethernet packets for transport on a providers network, 
which may be applied to a datacenter where the provider 
network is the Datacenter Backbone L2 Fabric (DBLF) hav 
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ing user networks configured as VLANs in the edge regions of 
the datacenter. However, IEEE 802.1Q standard VLANs 
require a translation of the 12 bit VLAN identification (VID) 
labeling for VLANs in the edge to the 24bit service identifier 
(e.g., Backbone Service Instance Identifier (I-SID)) in the 
PBB frames. The need for translation does not provide an 
end-to-end unique invariant label corresponding to a particu 
lar VLAN. Furthermore, depending on the particular topol 
ogy of VLANs, the total available end-to-end VLANs avail 
able for some datacenter configurations may still be as few as 
4096. Non-Ethernet native solutions (e.g., virtual private 
LAN service (VPLS), multi-protocol label switching 
(MPLS)) lacks support for adoption in a datacenter in which 
Ethernet is the dominant technology. 
0017. Therefore, according to a previous approach, a data 
center may be virtualized into, for example, 4096 tata 
centers, each tatacenter having a VLAN and using invariant 
labels, to which physical and virtual resources of the data 
center may be allocated and assigned on an as needed basis 
(e.g., datacenter-as-a-service). In a commercial cloud com 
puting environment, 4096 possible tatacenters can signifi 
cantly limit the number of tenants that can use the cloud to 
obtain datacenter-as-a-service. According to one or more 
embodiments of the present disclosure, methods and appara 
tus are provided to virtualize a datacenter into more than 4096 
tDatacenters. 

0018. One or more networks can be implemented on a 
datacenter, such as physical local area networks (PLANS) 
and/or virtual local area networks (VLANs). A particular type 
of VLAN that is associated with a particular tDatacenter is 
referred to herein as a T-VLAN. Packets communicated 
within a datacenter can include an end-to-end invariant VID 
that identifies the packet as being associated with a particular 
VLAN. More specifically, a tenant VID (TVID) can be an 
end-to-end invariant VID that identifies a packet as being 
associated with the particular TVLAN. 
0019. According to one or more embodiments of the 
present disclosure, a datacenter can be virtualized into more 
than 4096 t|Datacenters and provide network isolation by 
provisioning T-VLANs using a TVID that is larger than 
conventional VIDs. According to various embodiments, a 
T-VID having more than 12 bits can be used that can support 
more than 4096 T-VLAN instances on a datacenter. For 
example, a 24 bit TVID can support more than 16 million 
T-VLANs. According to some embodiments, at least one 
T-VLAN can be allocated to each tatacenter. Therefore, 
virtualizing T-VLANs using a 24 bit T-VIDs and allocating 
one TVLAN per tDatacenters, more than 16 million tPata 
centers can be implemented on a datacenter. However, 
embodiments of the present disclosure are not limited to 
having a single TVLAN allocated to a tatacenter. That is, 
one or more T-VLANs may be assigned to each tatacenter 
for network connectivity within a given tdatacenter while 
still enabling virtualization of more than 4096 t|Datacenters 
per datacenter according to embodiments of the present dis 
closure. 

0020 FIG. 1 illustrates an example datacenter according 
to the present disclosure. Embodiments of the present disclo 
sure are not limited to the particular datacenter 100 arrange 
ment and/or component configuration shown in FIG.1, which 
is greatly simplified. Datacenter 100 may include different 
quantities and types of resources (e.g., servers, network 
resources, storage resources) than those shown in FIG. 1. For 
example, a datacenter 100 can include other and/or different 
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computing devices. Datacenter 100 may be a portion of a 
larger computing system that can include client computing 
devices and/or other portions of the datacenter communica 
tively coupled to the network 104 (e.g., Internet). 
0021 FIG. 1 illustrates an Ethernet network architecture 
to enable the further virtualization of datacenter 100 into a 
large number tDatacenters. The tatacenters can be tenant 
context virtualized datacenters. As discussed above a tata 
center appears to a user as a discrete datacenter that is isolated 
from other datacenters. Physical servers (pServers) and/or 
Software-based virtual servers (VServers), storage resources, 
and networking resources from a common underlying data 
center can be allocated to potentially tens of thousands (or 
more) tatacenters. For example, the number of pServers and 
VServers may exceed tens of thousands and the quantity of 
virtual machines (VMs) may exceed hundreds of thousands 
while continuing to use an industry standard IEEE 802.1Q 
datacenter backbone fabric. 
(0022. For simplicity, datacenter 100 illustrated in FIG. 1 
shows servers (e.g., pServer 112) and network resources (e.g., 
backbone network fabric 102, edge routers 106, uplinks 108, 
edge physical Switches 110), and does not show storage 
resources. Storage resources can be communicatively 
coupled to one or more of the servers. Storage resources can 
include physical drives (e.g., hard disk drives, Solid state 
drives) or other physical non-transitory memory devices. 
Physical storage resources can correspond to virtual memory 
allocations that are associated with other physical and virtual 
SOUCS. 

0023. As shown in FIG. 1, datacenter 100 can include a 
backbone network fabric 102 communicatively coupled to a 
network 104 via one or more edge routers 106 and uplinks 
108. A plurality of pServers 112 can be communicatively 
coupled to the backbone network fabric 102 through a num 
ber of edge physical switches (pSwitches) 110. The pServers 
112 can include a physical network interface controller 
(pNIC) 114. One or more VMs 118 can be implemented on a 
pServer 112, the VMs 118 being coupled to a pNIC 114 
through a virtual switch (vSwitch) 116. VMs 118 may be 
configured and/or operated as a VServer. 
0024. The datacenter 100 can include more or fewer edge 
routers 106, uplinks 108, edge pSwitches 110, pServers 112, 
pNICs 114, VMs 118 and/or vSwitches 116than are shown in 
FIG.1. Furthermore, the arrangement and/or configuration of 
the components within the datacenter 100 may be different 
than shown in FIG. 1, and datacenter 100 can further include 
storage resources (not shown) in any compatible arrange 
ment. 

0025. In one example implementation, the pServer 112 
end-nodes can be blade servers (“blades’) in a rack, such as a 
Hewlett-Packard BladeSystem chassis, Ethernet end-nodes 
can be pNICs 114 or virtual network interface controllers 
(VNICs), among other end-node entities. The edge pSwitches 
110 can also be located in rack (e.g., in Switch modules or at 
the top of the rack). 
0026. The backbone network fabric 102 can be a low 
latency, high cross-sectional bandwidth Ethernet network, 
according to one example implementation. The backbone 
network fabric 102 may utilize multipath and/or hash routing 
mechanisms. AS FIG. 1 is a simplified representation of a 
datacenter 100, certain details have been omitted, such as 
those components that may achieve dual redundancy of the 
datacenter fabric 102 for high availability. According to one 
or more examples of the present disclosure, datacenter 100 
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can include thousands of edge pSwitches 110, tens of thou 
sands of pServers 112, and/or hundreds of thousands of VMs 
118, or more. 
0027. A tenant context (an application discussed further 
with respect to FIG.2) may execute directly on a pServer 112, 
or may execute on a VM118 hosted on a hypervisor executing 
on a pServer 112. A hypervisor, also called a virtual machine 
monitor, is a virtualization technique executing on a server to 
provide a platform on which to execute multiple operating 
systems (OSS) concurrently, thereby Supporting multiple 
VMs on a host pServer. A vSwitch 116 may be implemented 
in a hypervisor or within a pNIC 114. 
0028. The uplinks 108 are network appliances that can 
include OSI layer 4-layer 7 (L4-L7) datacenter services 
related to communications with the network 104, including 
security services Such as firewalls and intrusion prevention 
systems (IPS), load balancing, and application delivery con 
troller (ADC) services. Layers L4-L7 refer to a transport 
layer, session layer, presentation layer, and application layer 
respectively. Uplinks 108 connect to one or more networks 
104 (only one network is shown in FIG. 1 for simplicity) 
through an associated edge router 106. Network appliances 
with L4-L7 service may also be present as a datacenter 
resource independent of the uplinks 108. 
0029. According to one or more examples of the present 
disclosure, a datacenter is provided having a multi-tenant 
architecture so that the physical and virtual resources of the 
datacenter can be efficiently and securely shared. A tenant, as 
used herein, refers to a user permitted to share the physical 
and virtual resources of a datacenter. However, the architec 
tures and techniques described by the present disclosure are 
distinguished from a physical segregation of the resources of 
a datacenter corresponding to individual tenants. The net 
work virtualization techniques of the present disclosure are 
not mutually exclusive of, and therefore can Supplement, 
physical segregation approaches. 
0030 Physical and virtual components of datacenter 100 
can be used to implement one or more tenant networks (tnet 
works), such a first thetwork 117 and a second tNetwork 119. 
As shown in FIG. 1, the first tNetwork 117 can be imple 
mented using a portion of VMs 118 and the second tNetwork 
119 can be implemented using another portion of VMs 118. 
More specifically, the first tNetwork 117 can be implemented 
usingaportion of VMs 118 from aparticular pServer 112, and 
the second thetwork 119 can be implemented using another 
portion of VMs 118 from the same pServer 112, in some 
examples. A thetwork can also be implemented using an 
entire particular pServer 112, including all of the VMs 118 
thereof, as shown in FIG. 1. First 117 and second 119 tNet 
works can correspond to a same or different datacenter 100 
tenant, for example. Embodiments of the present disclosure 
are not limited to any particular thetwork configuration. A 
tDatacenter can have one or more thetworks, as is discussed 
further with respect to FIG. 2. 
0031 FIG. 2 illustrates an example network having an 
architecture to support the virtualization of datacenter into 
many independent tatacenters according to the present dis 
closure. In order to support a multi-tenant architecture, a 
datacenter can be virtualized into multiple tdatacenters, 
which may include pServers, VServers, and corresponding 
storage and networking resources. As a virtual creation, a 
tDatacenter can be used to provide a “datacenter-as-a-Ser 
vice.” for example, as a cloud computing service. 
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0032. A tenant context is an application or set of applica 
tions owned by a tenant that executes on a datacenter. Accord 
ing to various examples of the present disclosure, a tata 
center can correspond to a particular tenant context. Each 
tenant context 'sees’ a tatacenter associated with the 
respective tenant context and does not “see those tdata 
centers associated with other tenant contexts. Each tenant 
context can manage physical and virtual datacenter resources 
within its tenant context, such as MAC addresses, VLANs, 
pServers, VServers, etc. A tatacenter corresponding to a 
tenant context can have one or more thetworks, such as are 
shown in FIG. 1. A tenant may have many tenant contexts, 
depending on the scope and Scale oftenant computing needs. 
For example, tenant contexts can include a customer-facing 
web application, an internal financial (e.g., payroll) applica 
tion, a Supply chain management system, and so forth. 
0033 Atl)atacenter associated with a tenant context can 
have at least one physical or virtual server with Supporting 
storage resources and L2 networking. A more complex tata 
center can have upwards of thousands of physical and/or 
virtual servers with Supporting storage resources and L2/L3 
networking and L4-L7 network services. The tdatacenter 
configurations can be created through automated processes 
Such as a datacenter automation tool and its associated 
orchestration tools, which can place and route the tatacenter 
instances in the datacenter. Physical or virtual servers, net 
work resources, storage resources, and/or network services 
can be assigned to a tatacenter to implement the configura 
tions. The t|Datacenter virtualization of the present disclosure 
is distinguished from the physical and/or virtual hardware 
and/or software virtualization of previous approaches at least 
by the use of a T-VID having more than 12 bits. 
0034 FIG. 2 shows a multi-tenant Ethernet L2/L3 net 
work 220 having an architecture to support the virtualization 
of datacenter into many independent tatacenters (e.g., a 
datacenter can be virtualized into multiple tdatacenter 
"slices”) that can be associated with tenant contexts. Layers 
L2/L3 refer to the OSI model data link layer and network 
layer respectively. Network 220 may be architecturally seg 
mented into a backbone network fabric 222 and a number of 
disjoint edge regions, including a first edge region 224-1, ... 
, and an M'' edge region 224-M. An edge region is disjoint if 
a packet has to traverse the backbone to travel between points 
on the disjoint edge region. Otherwise, the edge region is a 
single edge region. 
0035 Network 220 can have a backbone edge bridge 
(BEB) at each boundary, such as MAC BEB 234-1 shown at 
the boundary of edge 1 and MAC BEB 234-M shown at the 
boundary of edge M. The location of the BEB depends on the 
particular network implementation. For example, a BEB may 
be implemented in vSwitches or in adjacent pSwitches. 
Where a BEB may be implemented in vSwitch, edge regions 
can be entirely implemented a virtual networks (vNetworks) 
and thus require no changes to hardware for correct behavior. 
0036 FIG. 2 further shows a C-VLAN 230 having por 
tions virtually located within the backbone network fabric 
222 and extending to the edge regions 224-1 and 224-M of 
network 220 implemented according to the IEEE 802.1Q 
networking standard. Edge regions 224-1 and 224-M repre 
sent edge region and edge region M respectively. Additional 
edge regions are contemplated, but not shown in FIG. 2 for 
simplicity. C-VLAN 230 is labeled as C-VLANX in FIG.2 to 
indicate that it may be one of many C-VLANs created within 
network 220. C-VLAN 230 is shown having a number of 
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C-VLAN end-nodes 238 in each of edge regions 224-1 and 
224-M. C-VLAN end-nodes 238 have unique MAC 
addresses (e.g., MACA, MACB, MAC C, MAC D). 
0037 FIG.2 also shows several TVLANs associated with 
C-VLAN 230, including T-VLANp 226 and TVLANq 228. 
T-VLANs 226 and 228 are shown having a number of 
T-VLAN end-nodes 236 in each of edge pSwitches 224-1 and 
224-M.T-VLAN end-nodes 236 can also have unique virtual 
MAC addresses (e.g., tMAC a, tMAC b, tMAC c, and tMAC 
dassociated with T-VLANp; tMAC e, tMAC f, tMAC g, and 
tMACh associated with T-VLANq). 
0038. As mentioned briefly above, MAC BEB 234-1 
shown at the boundary of edge 1 and MAC BEB 234-M 
shown at the boundary of edge M. Tunnels 232 are shown in 
FIG. 2 for packet forwarding between the backbone network 
fabric 222 and respective ones of the edge regions 224-1 and 
224-M. Although the tunnels are depicted as physical struc 
tures in FIG. 2, it will be appreciated that tunnels 232 can be 
implemented virtually during packet forwarding via packet 
encapsulation techniques. The respective tunnels 232 termi 
nate at MAC BEB, 234-1 and MAC BEB 234-M. 
0039. The backbone network fabric 222 can be a IEEE 
802.1Q compliant network with existing network 220 imple 
mentations. The backbone network fabric 222 can support 
one or more C-VLANs, as well as S-VLANs used for multi 
channel. An IEEE 802.1Q network can be implemented with 
pSwitches that do not comprehend T-VLANs, as is discussed 
further below. The disjoint edge regions 224-1,..., 224-M 
may therefore be between the backbone network fabric 222 
and the NICs of the pServers and/or vServers. 
0040. The multi-tenant datacenter of the present disclo 
sure can provide more than 16 million T-VLANs and/or 4096 
C-VLANs that can be allocated among tdatacenters and Sup 
ported using PBB encapsulation techniques described further 
below. According to examples of the present disclosure, 
T-VLANs that can be associated with a tatacenter and 
assigned to tenant contexts are an evolution from C-VLANs 
of 802.1Q datacenter networks. A datacenter network can be 
virtualized into C-VLANs labeled by a 12 bit customer 
VLAN identification (C-VID) in a C-Tag portion of a frame. 
The C-VID is unique within the datacenter scope. Each of the 
4096 possible C-VLANs is an independent broadcast 
domain. The C-VLANs may be implemented in physical 
pSwitches and/or vSwitches. The corresponding pNICs and/ 
or VNICs can be addressed by the usual 48 bit MAC addresses 
that are unique within the scope of each respective C-VLAN. 
0041. With respect to C-VLANs, packet forwarding can 
use a learning cache to resolve the C-VID and destination 
MAC address (DMAC) to determine the port(s) that a par 
ticular packet is to be sent out. For example, the C-VID and 
DMAC can be looked-up in a table to determine the port(s). If 
the DMAC is for a unicast, then a single port is determined, 
and if the DMAC is for a multi-cast group, then a port list is 
determined. A broadcast MAC can return a port list for all 
ports used by a particular C-VLAN. 
0042. The T-VLANs can have the same semantics as 
C-VLANs except for the larger address space (e.g., 24bits) 
used to label T-VLAN instances. All the mechanisms of VID 
assignment, forwarding, learning/flooding, EVB/virtual Eth 
ernet port aggregator (VERA) that are applicable from the 
IEEE 802.1Q standard with respect to packets having a 
C-VID are applicable to packets having the larger T-VID. 
0043 FIG. 3 illustrates example frame definitions associ 
ated with a multi-tenant datacentercomputing system accord 
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ing to the present disclosure. As previously discussed, a 
T-VID is a unique end-to-end invariant network identification 
label that can have more than 4096 possible values and be 
used to uniquely labela T-VLAN (e.g., as an edge T-VLAN or 
a PBB service instance in the backbone network fabric). That 
is, a T-VID can identify packets that are associated with a 
particular TVLAN. As such, T-VIDs may be used to enforce 
easily verifiable isolation between T-VLANs. 
0044) A network packet can be modified at an edge net 
work boundary to add or remove a T-VID. As used herein, an 
edge network boundary refers to a server-to-network inter 
face, including but not limited to a virtual server to network 
interface. The T-VID added/removed may be based on an 
end-point tMAC address and the particular T-VLAN to which 
the tMAC address corresponds. A packet modified with to 
include a T-VID can then be forwarded based on the T-VID. 

0045. According to various examples, a T-VID may be 
assigned to the packet at virtual switch (vSwitch) ports inter 
facing with virtual network interface controllers (VNICS) of 
VMs or physical switches (pSwitch) ports interfacing with 
physical network interface controllers (pNICs) of pServers. 
Virtual network components, such as vSwitches, VNICs, 
vServers, and VMs can be implemented in software, whereas 
physical network components, such as pServers, pSwitches, 
and pNICs, are implemented in hardware. For example, a 
vSwitch may be implemented in software such as in a Hyper 
V1SO. 

0046 According to a number of embodiments, a BEB can 
encapsulate each T-VLAN as an IEEE 802.1Qah provider 
backbone bridging service instance in a standard PBB frame. 
A change to the standard is that the B.-VLAN Ethertype may 
be globally configured to be a C-VLAN Ethertype (in addi 
tion to the S-VLAN Ethertype specified by the standard). The 
service ID of the frame can be set equal to the T-VID of the 
T-VLAN. In this manner, a 24bit T-VID can be used to enable 
more than 16 million TVLANs to be supported independent 
of topology. The encapsulation function of a frame into an 
IEEE 802.1Qah frame may take place in the vSwitch or in an 
adjacent pSwitch. When the encapsulation function of the 
frame into an IEEE 802.1Qah frame takes place in the 
pSwitch, the virtual Ethernet port aggregator (VEPA) 802. 
1.Qbg mode generalizes straightforwardly. 
0047. The T-VID may be used to filter and enforce isola 
tion at either vNICs or pNICs that is directly verifiable. The 
T-VID may be used to identify packets of a T-VLAN for 
monitoring in transit (i.e., "on the wire'). The unique and 
end-to-end invariant TVID may be encoded in multiple pro 
tocols and their associated frames for the end-to-end transport 
of the information within a datacenter. The T-VID may also be 
used to define forwarding behavior for unicast, multicast, and 
broadcast packets. By including a T-VID, end-node addresses 
(e.g., MAC addresses) need only be unique within the context 
of a particular TVLAN, since the T-VID uniquely identifies 
the T-VLAN. 

0048 One advantage of the Multi-tenant datacenterarchi 
tecture and techniques of the present disclosure is that the 
core Open Systems Interconnection (OSI) layer two (L.2) 
(i.e., data link layer) fabric over which the packets may trans 
ported can be a standard IEEE 802.1Q network using stan 
dard 802.1 Qah encapsulated packets, including packet con 
figurations having the B-Tag replaced with a C-Tag. The 
multi-tenant datacenter architecture and techniques of this 
disclosure also provide a many-to-one ratio of end-node 
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MAC addresses and outer MAC addresses of the encapsula 
tion, which can reduce forwarding table requirements of the 
core 802.1Q network. 
0049 FIG.3 illustrates frames of IEEE 802.1Q packets for 
direct datacenterbackbone communication, as well as frames 
of IEEE 802.1Qah encapsulated T-Tag and T-VLAN header 
for TVLAN packets being tunneled through the backbone 
network (e.g., via tunnels 232 shown in FIG. 2). FIG.3 shows 
an IEEE 802.Qah Frame Format C at 340, having a MAC 
address portion 345, including a destination MAC address 
(DMAC) and a source MAC address (SMAC), followed by an 
optional S-Tag 346, a C-Tag 347, and the Ethertype of the 
payload (ET-X) 354. A Frame Format ID is shown at 342, 
having a MAC address portion 345. including DMAC and 
SMAC, followed by an optional S-Tag 346, and terminating 
with the Ethertype of the payload (ET-X) 354. However, the 
Frame Format D includes a T-Tag 350 in place of the C-Tag 
347 included in Frame Format C. Another Frame Format. D 
version is also shown in FIG.3 at 343, having a MAC address 
portion 345, including DMAC and SMAC, followed by an 
optional S-Tag 346, an optional C-Tag 347, a T-Tag 350, and 
concluding with the Ethertype of the payload (ETX) 354. 
Finally, FIG. 3 shows an IEEE 802.Qah Frame Format Eat 
344, having a MAC address portion 345, including DMAC 
and SMAC, followed by a B-Tag 348, a T-Tag 350, and 
concluding with the Ethertype of the payload (ET-X) 354. 
0050 IEEE 802.1Q compliant frames having the optional 
C-Tag 347 that enables up to 4096 VLANs labeled by a 12 bit 
VID. The optional S-Tag 346, having an additional 12 bit 
VID, may be inserted in a frame in front of the C-Tag (e.g., 
included in Frame Formats C 340 and D343) or the T-Tag 
(included in Frame Format D 342) to enable multi-channel 
Support. A B-Tag is identical to either an S-Tag or a C-Tag 
depending on whether the B-Tag includes an Ethertype ETS 
or ET-C as the ET-B portion. According to various examples, 
a default configuration can be for the B-Tag to have an Ether 
type of a C-Tag. The IEEE 802.1Qah definition is for the 
B-Tag is to have the Ethertype of an S-Tag. 
0051. The C-Tag in the Frame Format D343 is optional. If 

it is present, it enables the packet to be transported over IEEE 
802.1Q bridges without modification provided that the MAC 
addresses have C-VLAN scope. The optional C-Tag also 
enables a PBB C-VLAN tunnel that a given T-VLAN uses to 
be specified at the edge. Frame Formats D enable the bound 
ary between the backbone network fabric (that forwards using 
12 bit VIDs) and the edge networks (that forward using 24 bit 
VIDs) to be located in the vSwitch or the adjacent pSwitch. 
0052. As mentioned above, a T-Tag can be a new tag with 
a new Ethernet type. AT-Tag can have a VID (e.g., T.VID) 
having more than 12 bits (e.g., 24bit VID), which can be used 
to uniquely label more than 4096 VLANs. In some configu 
rations, a T-Tag can be used to uniquely label up to approxi 
mately sixteen million VLANs, or more. The T-VID is unique 
with global datacenter scope, providing network end-to-end 
invariability. The TVID can also have an additional byte that 
includes 4 bits of Priority Code Points (PCP) and drop eligi 
bility (D) that are also carried end-to-end. The 24bit T-VID 
and PCP remain in the frame end-to-end and can be used to 
verify VLAN membership. 
0053. The additional bits of the T-VID enable more than 
4096 VLANs to be defined compared to the 12 bits of a C-Tag 
VID. If all network components could process VIDs having 
more than 12 bits within the T-Tag, increasing the quantity of 
available VLANs would simply be a matter of replacing 
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C-Tags with T-Tags to label the VLANs. However, some 
legacy pSwitches do not have the capability to process a VID 
with more than 12 bits within the T-Tag. Therefore, imple 
menting a datacenter with large scale network virtualization 
Supporting approximately 16 million VLANs, can require 
incompatible pSwitches to be replaced or upgraded. 
0054 Tunneling, which is achieved by encapsulation of a 
packet, allows the T-VID to travel with a packet. However, the 
inclusion of an encapsulation header may cause a packet to 
exceed a standard frame size. This requires network Support 
for 802.3as-2006 Ethernet Frame Expansion (also 802.3- 
2008) envelope frames, which allow encapsulation of 1500 
octets of client data with up to 482 octets of encapsulation 
header and a maximum frame size of 2000 octets. 
0055. The C-VID mapping in the T-VID used to enable 
backbone networks to be presented to end-nodes using a 
T-VLAN structure. Some T-VLANVIDs (4096) are reserved. 
The upper 12 bits can be set to 0x001 and the lower 12 bits can 
be the C-VID of the backbone network VLAN. The t)A and 
the tSA are likewise set directly to the backbone destination 
address (DA) and source address (SA). Embedding of back 
bone VLANs in the T-VLAN structure eliminates an excep 
tion path to handle un-encapsulated packets at the BEG that 
considerably simplifies the control plane. 
0056 T-VLAN forwarding (e.g., T.VID and tdA are 
resolved to port(s) such as by look-up) can be equivalent to 
resolving to port(s) using C-VID and DA (standard backbone 
network forwarding). Thus, with this encapsulation, 4096 
possible C-VLANs can be treated in the edge region just as 
T-VLANs with T-VIDS in the range T.VID address range 0x1 
000 to 0x1FFF. As Such the architecture with C-VLANs in 
the edge is equivalent to an 802.1Qah network. Inclusion of a 
T-Tag within a frame is straightforward to accomplish in 
vSwitches at the edge of the network and for a subset of 
pSwitches adjacent to the pNICs. According to various 
examples, a T-VLAN may have an optional C-Tag associated 
with it in addition to the T-Tag. In the backbone network 
fabric (e.g., 222 shown in FIG. 2), packet forwarding in a 
T-VLAN can resolve port(s) using C-VID and DMAC. In the 
edge regions, port(s) can be resolved using T-VID and 
DMAC. In the backbone network fabric, the T-VLANs tunnel 
in the associated C-VLAN. Forwarding in the edge does not 
depend on the C-VID since a T-VID is unique within an entire 
datacenter scope, not just within a C-VLAN, scope. 
0057 Encapsulation and decapsulation are introduced 
into a PBB 802.1Qah frame at the edge/backbone boundary. 
This network function encapsulates a packet in a MAC frame 
that has the MAC addresses of the BEBs (i.e., backbone MAC 
(B-MAC)) with the tunnel entry/exits, which accomplishes 
that the inner MAC addresses need only be unique within a 
T-VLAN scope since the inner MAC addresses are used for 
forwarding only in the edge regions. MAC addresses within a 
T-VLAN scope are referred to as tMAC addresses. The tMAC 
addresses may be managed entirely within the context of a 
tDatacenter. 

0.058 Finally, if there is a many-to-one relation between a 
tMAC and an encapsulating MAC, the encapsulation mini 
mizes the number of MAC addresses visible in the backbone 
network fabric. Some implementations can result in ratios of 
50:1, or more. Large ratios reduce the number of MAC 
addresses that bridges in the backbone network fabric have to 
manage, facilitating Scaling to hundreds of thousands of 
VMs. Some pSwitch forwarding caches can manage approxi 
mately 64,000 entries. With a 50:1 ratio, encapsulation 
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enables the backbone bridges to support a datacenter with 
approximately 100,000-250,000 VMs in the edges. The 
tMAC addresses have T-VLAN scope and therefore the entire 
MAC address space can be administered from within the 
tDatacenter to which a T-VLAN is assigned. 
0059 FIG. 4 illustrates a backbone-edge bridge for 
T-VLANs according to the present disclosure. FIG. 4 illus 
trates a Backbone-Edge Bridge (BEB) architecture for 
T-VLANs and C-VLANs. PBB was originated to address 
providing a single Ethernet network with diverse geographi 
cal locations on a S metropolitan or larger scale. The basic 
model is that there are a set of users at different locations that 
tunnel through a backbone Ethernet network. There are some 
differences between the original usage model that drove the 
IEEE 802.1Qah definition and the usage model for tData 
CenterS. 

0060. One difference in the original PBB model is that 
backbone VLANs (B-VLANs) act only as tunnels for net 
works and are not presented directly to the end-nodes in the 
edges, in contrast to the C-VLAN 230 shown in FIG.2, which 
extends from the backbone network fabric 222 to edge 
regions 224-1 and 224-M.C-VLANs in the edge regions may 
be configured as a “standard C-VLAN, a tunnel B-VLAN, or 
a hybrid between the two. A “standard C-VLAN provides an 
end-to-end VLAN that traverses the edge and backbone to 
provide a legacy C-VLAN, but does not provide tunnels for 
the T-VLANs, and are not generally assigned to individual 
tDatacenters. C-VLANs that are purely tunnels are not 
exposed in the edge regions. The set of C-VLANs that pro 
vides T-VLAN tunnels needs to be adequate for the backbone 
multi-path model such as Shortest Path Bridging and Hash 
Based Routing. Hybrid C-VLANs are used both as C-VLANs 
and tunnels for T-VLANs. 

0061. The PBB model assumes standard 802.1Q net 
works. Mapping of a network to a I-SID at the E-Component 
of the BEB was based on the physical port and possibly a 
C-Tagor S-Tag in the network packets. The tunnel is deter 
mined by a table in the BEB that maps each I-SID onto a 
B-VID for the tunnel. According to the multi-tenant architec 
ture of the present disclosure, T-VLANs have a 24bit T-Tag 
that maps directly to the I-SID with a change of Ethertype. If 
a C-Tag is present, it may be used to map directly to a B-Tag 
(with its Ethertype changed to an S-VLAN Ethertype if 
required) enabling a B-VLAN tunnel to be specified at the 
edge of the network. Otherwise, a mapping table or other 
mechanism (e.g., a hash) may be used to define the B-Tag that 
specifies the tunnel by which the T-VLAN is transported over 
the datacenter backbone. 

0062 FIG. 4 shows an edge network 460 in communica 
tion with a backbone network fabric 462, with a backbone 
edge boundary 464 therebetween. The edge network 460 can 
include a number of edge bridge T-VLANs 472 and/or edge 
bridge C-VLANs 474. The backbone network fabric 462 can 
include a number of backbone bridge VLANS476, including 
B-VLANS and/or C-VLANs. A number of end-nodes 466 are 
communicatively coupled through an C/T-component 468 to 
the edge bridge T-VLANs 472 and/or edge bridge C-VLANs 
474. The Ca-component 468 at the edge can add or delete 
C-Tags and/or T-Tags. 
0063. The end-nodes 466 communicatively coupled to the 
edge bridge C-VLANs 474 have MAC addresses assigned 
thereto, and the end-nodes 466 communicatively coupled to 
the edge bridge T-VLANs 472 have tMAC addresses 
assigned thereto, as previously discussed. For TVLANs 472 
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tMACs are used for the “inner MAC, which is an end-node 
466 exposed in the edge network 460, and MACs are used for 
the “outer MAC which is an end-node 466 exposed in the 
backbone network. Per IEEE 802.1Qah, a MAC exposed in 
the backbone network can sometimes be referred to as a 
backbone MAC (B-MAC). For C-VLANs 474, which are not 
encapsulated, just MACs are used, 
0064. The backbone-edge boundary 464 can be a BEB 
MAC, functionally similar to MAC BEB 234-1 and MAC 
BEB 234-M shown in FIG. 2. The edge bridge T-VLANs 
472 and/or edge bridge C-VLANs 474 of the edge network 
460 can be in communication with a backbone network fabric 
462 via an encapsulation E-component 470. The encapsula 
tion E-component 470 can encapsulate frame format “D’ 
packets into frame format “E” packets, and can de-encapsu 
lates frame format “E” packets into frame format “D’ pack 
ets. The encapsulation E-component 470 can pass through 
frame format “C” packets unmodified. 
0065. The network components shown in FIG. 4 may be 
implemented in a single device or multiple devices, which 
may be either virtual (i.e., implemented in Software) or physi 
cal. The edge bridges (e.g., 472, 474) may also operate in 
Virtual Ethernet Port Aggregator (VEPA) mode. 
0.066 FIG. 4 illustrates packets in the network. “A” and 
“B” are packets that are presented to/from an end-node 466. 
The packets presented to/from an end-node 466 are 802.1 
packets. End-nodes having tMACs are associated with a 
T-VLAN for a tatacenter, and end-nodes having MACs are 
associated with a C-VLAN. As indicated in FIG.4, end-nodes 
466 having MAC addresses forward frame format “A” pack 
ets. Frame format “A” packets refer to an IEEE 802.1 packet 
at an end-node, and includes informationarranged as follows: 
DA/SA/EType/Payload. End-nodes 466 having tMAC 
addresses forward frame format “B” packets. Frame format 
“B” packets refer to a TVLAN IEEE 802.1 packet at an 
end-node that includes information arranged as follows: tdA/ 
tSA/EType/Payload. 
0067 Edge bridge C-VLANs 474 forward frame format 
“C” packets. Frame format“C” packets refer to a IEEE 802.1 
packet at a backbone that includes information arranged as 
follows: DA/SA/C-TAG/EType/Payload. Edge bridge 
T-VLANs 472 forward frame format “D’ packets. Frame 
format “D’ packets refer to a Frame “D’ packet as discussed 
with respect to FIG. 3 that includes information arranged as 
follows: tdA/tSA/C-TAG/T-TAG/EType/Payload. Backbone 
bridge B-VLANS 476 forward frame format “E” packets. 
Frame format“E” packets refer to a T-VLAN IEEE 802.1Qah 
encapsulated packet that includes information arranged as 
follows: DA/SA/B-TAG/T-TAG/tDA/tSA/EType/Payload. 
Backbone bridge C-VLANS 476 forward frame format “C” 
packets. For frame format “D, a C-Tag is optional, as previ 
ously described. The optional S-Tags for the frame format 
“C” and “D’ are not shown in FIG. 4. 

0068. The backbone edge boundary 464 is an architectural 
boundary defined in the network between the datacenter 
Backbone L2 Fabric (DBLF) and a set of disjoint edge 
regions (e.g., edge network 460). Edge regions are disjoint if, 
and only ifa packet must traverse the DBLF to travel from one 
edge region to another. Forwarding of unicast and/or multi 
cast packets having a frame format 'D' in an edge region is 
qualified by the T-Tag, with port(s) resolved from the T-VID 
and DA, where DA is the MAC address of the destination 
using a standard Ethernet learning bridge. In the DBLF itself, 
forwarding of packets having a frame format'D' is according 
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to the IEEE 802.10 standard based on the C-Tag port(s) being 
resolved using the C-VID and DA. More than 16 million 
VLANs can be provided with MAC addresses being unique 
within datacenter scope. The packets having a frame format 
“D’ of the VLANs in the edge region may be encapsulated 
into PBB packets at the DBLF/Edge region boundary. The 
frame can be restructured such that a T-Tag maps directly to 
the PBB I-SID, and a C-Tag maps to a PBB B-Tag in a 
standard PBB frame. The outer destination and source MAC 
can be determined using standard IEEE 802.1ah mechanisms. 
This ensures that there is always an end-to-end unique invari 
ant label (the T-VID) and that 16 million VLANs can be 
Supported regardless of their topological configuration. 
0069. The PBB virtualizes the VM tMAC addresses to 
physical MAC addresses and this Supports the required scal 
ing of the number of datacenterVMs. Furthermore, the inner 
tMAC addresses are required only to be unique with T-VLAN 
scope. The introduction of the packets with Frame Format. D 
enables the architectural boundary between the DBLF and the 
0070 Edge regions, and the PBB encapsulation, to be 
located either in the vSwitches or in an adjacent pSwitch. In 
the vSwitch implementation, the packets having a frame for 
mat“D’are virtual data structures and the PPB encapsulation 
can be implemented in a vSwitch. For an adjacent pSwitch 
packets having a frame format “D' can be transmitted on the 
wire between the pNIC and the adjacent pSwitch in which the 
PBB encapsulation is preformed by the pSwitch firmware 
and/or hardware. 

(0071. A physical and virtual end-node port 466 can be 
assigned a MAC address within a C-VLAN scope. Therefore, 
packets associated with each include a C-VLAN identifier 
(C-VID) identifying the backbone C-VLAN to which this 
part is assigned, which is a standard 802.1Q bridge function. 
As a packet travels through the C/T-Component 468, C/T- 
Component 468 tags the packet with an appropriate C-VID. 
Forwarding is accomplished by resolving port(s) using the 
C-VID and a destination MAC address (DA), such as by a 
look-up table. Look-up tables can be turned into a single flat 
table by merging the port lists when the tables are combined. 
The DA for unicast message returns a single port on which to 
send the packet out. The CA for multi-cast groups returns a 
port list. A broadcast DA returns the port list for all the ports 
in the broadcast domain of the particular C-VLAN. The table 
can be implemented as a learning bridge. 
0072 End-node ports on a T-VLAN are assigned a tMAC 
address within the T-VLAN scope. The ports are also 
assigned a T-VID identifying the specific T-VLAN to which 
this port is assigned, and optionally assigned a unique C-VID 
identifying the C-VLAN with which the T-VLAN is associ 
ated. If a C-VID is assigned, the corresponding C-VLAN is 
used to define the B-FLAN tunnel through the datacenter 
backbone fabric. AT-VID has global scope and therefore can 
identify the TVLAN uniquely within the datacenter without 
reference to the C-VID. Forwarding in the edge regions is 
done using the T-VID and t|DA to resolve port(s), without 
reference to the C-VID. 
0073. The T-VLAN bridge 472 in the edge region is oper 
ates similarly to the C-VLAN bridge 474, except using 
T-VIDs, which can be 24bits rather than 12 bits. According to 
Some embodiments, a C-VLAN in the edge region may be 
regarded as T-VLAN with a specific range of VIDs. 
0074 The E-Component 470 of the BEG 464 defines the 
boundary between the datacenter backbone network fabric 
462 and the edge network 460. The E-Component 470 is 

Dec. 26, 2013 

responsible for the encapsulation and de-encapsulation of 
T-VLAN packets. Each E-Component 470 is assigned a MAC 
address, referred to as a BEG MAC address. The E-Compo 
nent 470 can be an endpoint of tunnels and the BEG MAC 
address is used for the outer MAC address in frame format E 
packets. The source MAC address (SA) is the MAC address 
of the E-Component 470 in which the encapsulation occurs. 
The DA of the destination BEB for the edge region in which 
in which the port addressed by a t|DA is located is determined 
by the E-Component to construct the encapsulated packet. 
The DA is a MAC address with datacenter scope. The DA can 
be determined by defining a table to resolve the DA using the 
T-VID and the t)A. 
0075 Look-ups in the defined table for destination tPA 
addresses that are unicast return the MAC address of the 
E-Component 470 for the BEB 464 corresponding to the edge 
network 460 in which the end-node 466 with the destination 
MAC address toA is located. The defined table may be a 
learning cache for the unicast MAC addresses. Incoming 
packets can be used to populate table entries using the SA. 
tSA, and TVID in the incoming packets. 
0076 Look-ups in the defined table for a tMAC address of 
a multicast group in a particular TVLAN return a MAC 
address of the multicast group for the associated B-VLAN 
through which the particular TVLAN tunnels. A multicast 
group defined by a returned MAC address contains ports for 
E-Components 470 of the BEBs 464 for all edges with end 
points 466 in the multicast group. A B-VLAN multicast may 
be a Superset of the ports actually required. According to 
some examples, a default can be the broadcast MAC for the 
associated B-VLAN. Multi-casts that arrive at an E-Compo 
nent 470 that do not have end-points for the multi-cast group 
can drop the packets. 
0077. A broadcast MAC may be considered as a special 
case of a multicast MAC. An exact match to define a B-VLAN 
multi-cast MAC for a multicast group that has only the BEB 
464 MAC ports for edge networks 460 in which the particular 
T-VLAN has end-nodes 466. A default can be to map the 
T-VLAN broadcast MAC addresses onto the associated 
B-VLAN broadcast MAC address. Tables for T-VLANs can 
be combined into a single table. 
0078 Sequential flow of packets through the edge net 
works 460 are indicated in FIG. 4 by the circled numerals 
(numbers are enclosed in parenthesis in this text description). 
The circled letters in FIG. 4 correspond to frame format types 
utilized at respective locations, as previously discussed. Out 
bound packet flow (i.e., outbound from end-nodes 466) origi 
nates at an end-node 466. The registers for a port of an 
end-node 466 on a specific C-VLAN with a given C-VID use 
a protocol including a MAC source address (SA). The end 
node 466 presents the port, indicated at (1), a packet having 
frame format “A” addressed to the target DA with the packet 
source address SA. At (2) the C/T-Component 468, using the 
C-VID for which the port has been configured, inserts a C-Tag 
to create a packet having frame format “C” and sends the 
packet to the edge bridge C-VLAN 474. If the port is set for 
guest tagging, the C-Tag may already be present and may not 
need to be added. 

(0079. The edge bridge C-VLAN474 resolves (e.g., looks 
up in a table) port(s) using the C-VID and DA, and forwards 
the packet for the unicast or multicast to these ports, at indi 
cated at (3). If an appropriate entry is not populated in the 
forwarding table, edge bridge C-VLAN 474 floods an 
unknown unicast or multicast message to the corresponding 
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port list in the forwarding table for these messages. Ports on 
the edge bridge C-VLAN 474 are connected to the B-VLAN 
and/or C-VLAN backbone bridges 476 through the encapsu 
lation function 470. The packet having frame format “C” is 
passed transparently through the encapsulation function 470, 
as shown at (7), without modification to a B-VLAN and/or 
C-VLAN backbone bridge 476, as shown at (8). The 
B-VLAN and/or C-VLAN backbone backbone bridge 476 
forwards the packet by resolving port(s) using the C-VID and 
DA, flooding if it does not have an entry in a look-up table for 
the resolved port(s). 
0080 Outbound packet flow for a T-VLAN begins at an 
end-node 466. The end-node 466 registers for a port on a 
specific T-VLAN with a given T-VID and an associated 
C-VID use a protocol including a tMAC source address 
(tSA). As indicated at (4), the end-node presents the port a 
standard 802.1 packet B. The packet is addressed to a target 
tDA with a port address tSA. Outbound packets for a 
T-VLAN have a similar frame format to outbound packets 
having frame format“A” the difference being the scope of the 
tMAC address versus the scope of a MAC address, which is 
not apparent to a particular end node 466. 
0081. As indicated at (5), the C/T-Component 468 uses the 
C-VID and T-VID assigned to the resolved port in its con 
figuration to inserta C-Tag and T-Taginto the packet, creating 
a packet of frame format “D.' If the port is set for guest 
tagging, the C-Tagand T-Tag may already be present and may 
not need to be added. As indicated at (6), the edge bridge 
T-VLAN 472 looks up port(s) (e.g., in a table) using the 
T-VID and t)A to resolve the port(s), and forwards the packet 
for the unicast or multicast to the resolved ports. If aparticular 
entry is not populated in the forwarding table, the edge bridge 
T-VLAN 472 can send an unknown unicast or multicast mes 
sage to the corresponding port list in the forwarding table for 
these messages. 
0082 Packets forwarded to the backbone network fabric 
476 to reach their destination pass through the encapsulation 
function 470, as indicated at (7). If the packet, having frame 
format “D includes a C-Tag, the C-Tag may be used to 
construct a B-Tag with its Ethertype changed to ETS if 
required. If the packet, having frame format “D. does not 
include a C-Tag, then the B-Tag for the tunneling VLAN is 
determined by the E-component 470. Such tunneling can be 
provided by a mapping table for resolving a T-VID into a 
B-VID, or by a hashing of the frame format“0” packet header 
fields to define the B-VID. 
0083. The encapsulation of the packet having a frame for 
mat “D’ into a packet having a frame format “E” utilizes the 
DA. A mapping function resolves the DA from the T-VID and 
tDA, for example, by look-up table. If there is a match, the 
encapsulated packet is constructed, and the packet is for 
warded to the B-VLAN and/or C-VLAN backbone bridge 
476, as shown at (8). If an entry in a look-up table is not 
populated, the packet can be flooded by setting the DA to the 
broadcast MAC for the associated C-VLAN. The B-VLAN 
and/or C-VLAN backbone bridge 476 can forward the packet 
to port(s) resolved using the C-VID and DA, flooding if 
B-VLAN and/or C-VLAN backbone bridge 476 does not 
have a table entry. 
0084. Inbound packets (i.e., inbound to end-nodes 466) 
that originate in the backbone network fabric 462, as indi 
cated at (8), are forwarded by the B-VLAN and/or C-VLAN 
backbone bridge 476 to the E-Component 470, as indicated at 
(7). A packet is inspected to determine whether the packet is 
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a packet having frame format“C” (i.e., indicating association 
with a C-VLAN) or a frame format “E” (i.e., indicating asso 
ciation with a T-VLAN). Packets having a frame format “C” 
are passed through the E-Component 470 unmodified. As the 
packet having a frame format “C” arrives at an edge bridge 
C-VLAN 474, as indicated at (3), a virtual Ethernet bridge 
(VEB) can perform a looks up (e.g., in a table) to resolve pots) 
using the C-VID and DA. 
I0085. If a match entry is not found in the look-up table, the 
packet can be discarded. If a matching table entry is found, the 
packet can be forwarded to the ports in the port list. In addi 
tion, a forwarding table can be checked to determine whether 
an entry is indexed by the source MAC address (SA) of the 
incoming packet for this C-VID. If not, the VEB can learn the 
association and add the port on which it arrived to the port list 
for the row in the look-up table. With respect to a multicast 
response, the ports for multiple incoming packets from a 
multicast group with a particular SA can be added to the port 
list. As the packet is forwarded to the C/T-Component 468, as 
indicated at (2), the C/T-Component 468 strips the C-Tag 
(unless the port is configured for guest tagging) and presents 
the packet to the appropriate end-node 466, as indicated at (1). 
If a port is configured for guest tagging, the packet can be 
passed through the C/T-Component 468 unmodified. 
I0086. With respect to inbound packet flow for a T-VLAN 
packet having frame format “E. the E-Component 470 can 
check whether the DA address on the packet matches the 
E-Component 470 BEB 464 MAC address, or whether the 
packet is a broadcast, unknown unicast, or multicast message. 
If the packet is none of these, the packet can be discarded. The 
E-component may also learn the association of the tSA and 
T-VID to SA of the encapsulating packet and add this to its 
mapping table for use in encapsulating outbound packets. 
Otherwise, the E-Component 470 strips the outer MAC 
header from the packet and converts the packet from a frame 
format “E” packet into a frame format “D’ packet. If the 
T-VLAN is configured to include an optional C-Tag, then a 
B-Tag can be used for the C-Tag (with a change of Ethertype 
from ET-S to ET-C if necessary). As the packet is forwarded 
to the edge bridge T-VLAN 472, as indicated at (6), the edge 
bridge T-VLAN 472 can perform a look-up (e.g., in a for 
warding table) to resolve the pots) using the T-VID and t)A. 
I0087. If a matching table entry is not found, the packet can 
be discarded. If a matching table entry is found, the packet can 
be forwarded to the ports in the port list. The edge bridge 
T-VLAN 472 can also check the forwarding table to see 
whether an entry indexed by the tSA of the incoming packet 
for the packets T-VID exists. If not, the port on which the 
packet arrived can be added to the port list. If a multicast 
response, the ports for multiple incoming packets from the 
multicast group with a particular tSA can be added to the port 
list. As indicated at (5), as the packet reaches the C/T-Com 
ponent 468, the C/T-Component 468 can remove the C-Tag 
and T-Tag from the packet (unless the port is configured for 
guest tagging) and send the to the appropriate end-node 466, 
as indicated at (4). If the port is configured for guest tagging 
the packet can be passed through the C/T-Component 468 
unmodified. 
I0088 FIG. 5 illustrates a backbone-edge bridge for a 
vSwitch according to the present disclosure. A TVLAN 
backbone-edge bridge (BEB) may be implemented in a num 
ber of different elements in the underlying network. For 
example, the BEB may be implemented as a vSwitch resident 
in a hypervisor, in a pNIC, and/or in a pSwitch. FIG. 5 
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illustrates a BEB implemented in a vSwitch. Where a BEB is 
implemented in a pNIC, the ports on the VNICS on the VMs 
are directly mapped onto ports on the pNIC through a hyper 
visor cut-through. Packets having frame format Dare virtual 
packets and do not appear on the wire. 
0089 FIG. 5 shows an edge network 560 in communica 
tion with a backbone network 562, with a backbone edge 
boundary 564 therebetween. The edge network 560 can 
include a number of bridge T-VLANs 572 and/or bridge 
C-VLANs 574. A number of end-nodes 566 are communica 
tively coupled through a C/T-component 568 to the bridge 
T-VLANs 572 and/or bridge C-VLANs 574. The C/T-com 
ponent 568 at the edge can add or delete C-Tags and/or 
T-Tags, FIG. 5 is architecturally and operationally similar to 
the architecture and operation shown and described with 
respect to FIG.4, with the exception of the backbone network 
562 (i.e., a pNIC) in place of the backbone network fabric 
462. The backbone network 562 includes an uplink 580 (in 
contrast to the B-VLAN and/or C-VLAN backbone bridges 
476 of the backbone network fabric 462). FIG. 5 shows a 
boundary between a VM and vSwitch at 561, and a boundary 
between the vSwitch and pNIC at 563. 
0090 Referring to FIG. 5, the BEB MAC 564 can be a 
MAC address of a pNIC channel. Encapsulation and a for 
warding bridge (including a learning cache for encapsulation 
mapping) can be implemented in Software executing on a 
computing device. An IEEE 802.1Qad packet having frame 
format “C” or an IEEE 802.1Qah packet having frame format 
“E” can be presented to the pNIC. Packets having frame 
format “D’ are virtual packets within a vSwitch (a vSwitch 
being implemented within a pNIC 562 as illustrated in FIG. 
1). The pNIC 562 need operate to forward the IEEE 802.1Q 
packets and thus can be T-VLAN unaware. The boundary 
between an edge network 560 and a backbone network fabric 
(not shown in FIG. 5) is through a vSwitch. A backbone 
bridge (e.g., 572, 574) can be implemented in an adjacent 
pSwitch (i.e., adjacent the vSwitch implemented in pNIC 
562) 
0091 A vSwitch implementation of a VEB need not use a 
learning mechanism to populate a look-up table with entries 
to resolve port(s) mappings to C-VID and DA). The entries 
can be set by a control plane for all ports that are local to the 
bridge for the vSwitch and can be determined. Forwarding 
tables can be simplified so that only local ports appear as 
entries. That is, only ports local to a vSwitch-implemented 
VEB appear in the table. If a particular C-VID and DA com 
bination does not match an entry in the table, a packet can be 
sent out the uplink 580. Unknown unicast and multicast mes 
sages are not sent locally, and can be sent out the uplink 580 
for broadcast throughout a particular C-VLAN. Therefore, no 
learning is used to update the local table entries. 
0092. With respect to a T-VLAN, the VEB for T-VLANs 
and C-VLANs can be the same functionality, with the data 
structure of the table changed to accommodate a 24bit T-VID 
instead of a 12 bit C-VID. The encapsulation function 570 
utilizes learning to populate a table that resolves a DA using 
a T-VID and t)A. The SA can be set to the MAC of a virtual 
BEB. 

0093. Where a BEB functionality is implemented in a 
pNIC, the T-VLAN BEB functionality can be implemented in 
the pNIC hardware. The nPorts can be associated with virtual 
functions (VF) implemented at the pNIC-PCIe interface. The 
VFs may be layered on top of SR-IOV that enables port 
queues to be mapped directly into user space. The C/T-Com 
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ponent 568, bridge T-VLANs 572 and/or bridge C-VLANs 
574, and encapsulation E-Component 570 can be functions 
performed by the pNIC internal firmware and/or hardware. 
The BEB function 564 can exist between the edge network 
560 and the backbone network 578. 
(0094. The VNICs on the VMs are directly mapped onto the 
nPorts on the pNIC through a hypervisor cut-through. The 
pNIC implements learning caches. A bridge T-VLANs 572 
and/or bridge C-VLANs 574 can forward packets using the 
T-VID and t|DA to resolve nPort(s). Packets can be forwarded 
by a bridge C-VLANs 574 using the C-VID and DA to resolve 
port(s). ApNIC562 can encapsulate packets for a T-VLAN as 
follows. Registers for each port give the values of the tSA, 
T-VID, SA, and if the T-VLAN packets have a C-Tag, the 
C-VID (i.e., of the C-Tag). If a T-VLAN is configured not to 
have a C-Tag, then a B-VID is determined from a lookup table 
using the T-VID or a hashing mechanism. The outer destina 
tion MAC address can be determined from a learning cache 
look-up using the T-VID and t)A, ApNIC nBEB can present 
a packet having an IEEE 802.1Q frame format “C” for 
C-VLAN ports or a fully encapsulated IEEE 802.1Qah 
T-VLAN packet having frame format “E” on an external link 
to a T-VLAN-unaware pSwitch. 
0.095 FIG. 6 illustrates a backbone-edge bridge for a 
pSwitch according to the present disclosure. FIG. 6 shows an 
edge network 666 in communication with a backbone net 
work fabric 662, having a pSwitch 667 therebetween. The 
pSwitch edges are shown at 690 (first edge) and 692 (second 
edge). A backbone edge boundary (BEB) function 664 is 
located in the pSwitch 667, as shown. The edge network 660 
can include a number of TVLANs 682 (labeled by TVIDs) 
and/or C-VLANs 684. The T-VLANs 682 and/or C-VLANs 
684 are communicatively coupled through an optional 
S-component 668 to one or more bridge T-VLANs 672 and/or 
bridge C-VLANs 674. The S-component 668 at the edge can 
add or delete S-Tags. 
(0096. The BEB function 664 can be implemented in the 
pSwitch 667 (e.g., an adjacent pSwitch). A vSwitch (e.g., 
executed within a pSwitch) can support both C-VLANs and 
T-VLANs. Packets with frame format “C” and “D’ are 
“physical packets transported on the wire between a pNIC 
and an adjacent pSwitch (e.g., pSwitch 667), and Such packet 
transport can also support VERA mode with an appropriately 
enabled adjacent pSwitch. 
(0097. The TVLANs 682 can be implemented in an edge 
vSwitch and pNIC. A packet on T-VLAN 682, as indicated at 
(1), can have a frame format“D’and is sent on the wire to the 
adjacent pSwitch. The packet can pass through the optional 
S-Component 668 for VEPA, as indicated at (2), to a T-VLAN 
bridge 672, as indicated at (3). The a TVLAN bridge 672 in 
the edge forwards the packets to port(s) resolved using the 
T-VID and t)A. Packets forwarded to the backbone network 
fabric 662, as indicated at (5) in order to reach their destina 
tion end-nodes are passed to the encapsulation E-Component 
670, as indicated at (4). The encapsulation E-Component 670 
reformats the packet into a packet having frame format “E” 
and determines the DAMAC address using a learning cache, 
as previously described. Packets of C-VLAN bridge 674 hav 
ing frame format “C” can be passed through the encapsula 
tion E-Component 670 unmodified. 
(0098 Packets inbound to the edge network 666 from the 
backbone network fabric 662 are categorized as to having 
frame format “C” or “E.” Packets having frame format “C.” 
and destined to the C-VLANs 684, are passed through the 
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encapsulation E-Component 670 unmodified. Packets having 
frame format “E” and destined to the T-VLANs 682, are 
de-encapsulated to form a packet having frame format “D. 
and forwarded via the T-VLAN bridge 672. 
0099 Support for a multichannel Virtual Ethernet Port 
Aggregator (VEPA) mode of a vSwitch can be extended to a 
T-VLAN-enabled adjacent switch. A vSwitch/pNIC bound 
ary (e.g., 563 shown in FIG. 5) in VEPA mode emits packets 
having frame format “C” and/or “D” with an S-Tag added by 
an S-Component 668. The S-Component 668 can remove an 
S-Tag from a packet flowing in the opposite direction. A 
packet being processed by an optional S-Component 668, as 
indicated at (2), can be forwarded using the VEPA modifica 
tion of the forwarding edge bridge (e.g., TVLAN bridge 672 
or C-VLAN bridge 674). The size of the VID, whether a 24bit 
T-VID or a 12 bit C-VID, does not affect the semantics of a 
VEPA operation. 
0100 Regarding a BEB function in a pSwitch for legacy 
pSwitches, the BEB function can be implemented in a 
pSwitch, as shown in FIG. 6 at 664. A subset of C-VLANs 
684 in the edge network 666 may be mapped into T-VLANs 
(e.g., 682). That is, in the edge network certain C-VIDs can be 
designated to map to a T-VID in the pSwitch BEB 664, and be 
encapsulated so that the mapped C-VLAN 684 becomes part 
of a given T-VLAN 682, which enables legacy pSwitches and 
networks that comprehend C-VLANs, but are not T-VLAN 
aware, to participate in a T-VLAN-enabled datacenter. 
0101 More specifically, the BEB function 664 can be 
implemented in a pSwitch 667 to enable hardware networks 
and servers that are not T-VLAN enabled to participate in a 
datacenter with tenant contexts. According to some embodi 
ments of the present disclosure, a C-VLAN in the edge may 
be a C-VLAN 684 operating as discussed previously or may 
be mapped into a T-VLAN 682 (referred to hereinafter as a 
tC-VLAN). The E-Component 670 maintains a table of 
which C-VIDs are associated with a C-VLAN 684, which are 
processed as discussed previously. That is, packets including 
a C-VID associated with a C-VLAN 684 are forward to 
port(s) resolved using the C-VID and DA and passed trans 
parently through the encapsulation E-Component 670 with 
out modification. Packets including a C-VID associated with 
a to-VLAN, which is mapped into a T-VLAN 682 have a 
same frame format “C” as unmapped C-VLANs 684 but are 
interpreted in a slightly different manner. 
0102. In a C-VLAN bridge 674, packets can be forwarded 
using a 12 bit VID in the same manner previously described. 
However, tC-VLAN packets are forwarded to the backbone 
network fabric 662 through the encapsulation E-Component 
670. The encapsulation E-Component 670 identifies these 
tC-VLAN packets by looking-up the t0-VIDs in one or more 
tables maintained by the encapsulation E-Component 670, 
which can map a 12 bit to-VID to a 24 bit T-VID. The 
encapsulation E-Component 670 can also have a learning 
cache to determine the DAMAC address using the T-VID and 
tDA. Conversely on the de-encapsulation, the encapsulation 
E-Component 670 uses the one or more look-up tables to map 
a 24 bit T-VID to a 12 bit to C-VID. 
0103 Although specific examples have been illustrated 
and described herein, those of ordinary skill in the art will 
appreciate that an arrangement calculated to achieve the same 
results can be substituted for the specific examples shown. 
This disclosure is intended to cover adaptations or variations 
of one or more examples provided herein. The above descrip 
tion has been made in an illustrative fashion, and not a restric 
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tive one. Combination of the above examples, and other 
examples not specifically described herein will be apparent 
upon reviewing the above description. Therefore, the scope of 
one or more examples of the present disclosure should be 
determined with reference to the appended claims, along with 
the full range of equivalents. 
0104 Throughout the specification and claims, the mean 
ings identified below do not necessarily limit the terms, but 
merely provide illustrative examples for the terms. The mean 
ing of “a,” “an and “the includes plural reference, and the 
meaning of “in” includes “in” and “on.” “Embodiment, as 
used herein, does not necessarily refer to the same embodi 
ment, although it may. 
0105. In the foregoing discussion of the present disclo 
Sure, reference is made to the accompanying drawings that 
form a part hereof, and in which is shown by way of illustra 
tion how examples of the disclosure may be practiced. These 
examples are described in sufficient detail to enable those of 
ordinary skill in the art to practice the embodiments of this 
disclosure, and it is to be understood that other examples may 
be utilized and that process, electrical, and/or structural 
changes may be made without departing from the scope of 
this disclosure. 
0106 Some features are grouped together in a single 
embodiment for the purpose of streamlining the disclosure. 
This method of disclosure is not to be interpreted as reflecting 
an intention that the disclosed examples of the present dis 
closure have to use more features than are expressly recited in 
each claim. Rather, as the following claims reflect, inventive 
Subject matterlies in less than all features of a single disclosed 
embodiment. Thus, the following claims are hereby incorpo 
rated into the Detailed Description, with each claim standing 
on its own as a separate embodiment. 
What is claimed: 
1. A method for network virtualization, comprising: 
providing, by a datacenter (100) having physical and/or 

virtual resources, a number of virtual tenant datacenters 
(tDatacenters), each tatacenter being isolated from 
other tDatacenters, 

associating a tenant virtual local area network (T-VLAN) 
(226, 228, 682) to each of the number oftDatacenters: 

associating a value of an end-to-end invariant network 
virtual local area network (VLAN) identification (VID) 
label (T-VID) to a particular TVLAN (226, 228, 682); 
and 

modifying a network packet associated with the particular 
T-VLAN (226, 228, 682) at an edge network boundary 
(561) to include the TVID, 

wherein the T-VID is configured to have more than 4096 
possible values. 

2. The method of claim 1, further comprising encapsulat 
ing each T-VLAN packet as an IEEE 802.1Qah provider 
backbone bridging service instance in an IEEE 802.1Qah 
compliant frame, wherein the datacenter 100 is segmented 
into a backbone region (102, 222, 462, 562, 662) and a num 
ber of disjoint edge regions (224-1, 224-M, 460, 560, 666) 
with a backbone edge bridge (BEB) (234-1,234-M, 464,564, 
664) at each boundary therebetween 

3. The method of claim 2, further comprising setting a 
service identifier of the IEEE 802.1Qah-compliant frame to 
the T-VID of the particular TVLAN. 

4. The method of claim 2, further comprising determining 
a backbone VID (B-VID) of a backbone virtual local area 
network (B-VLAN) (688) at an edge from a customer VID 
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(C-VID) of an optional customer virtual local area network 
(C-VLAN) tag (347) in the modified network packet associ 
ated with the particular T-VLAN (226, 228, 682). 

5. The method of claim 2, further comprising implement 
ing the BEB (234-1,234-M,464,564. 664) in a virtual switch 
(vSwitch) (116). 

6. The method of claim 2, wherein encapsulating each 
T-VLAN packet includes mapping many tenant media access 
control addresses (tMACs) (236) of the T-VLAN (226, 228, 
682) onto Backbone MAC (B-MAC) addresses, the tMACs 
(236) having T-VLAN (226, 228, 682) scope. 

7. The method of claim 1, wherein associating a T-VLAN 
(226, 228, 682) to each of the number of t|Datacenters 
includes operating the datacenter (100) such that each 
T-VLAN (226, 228, 682) has same semantics as a customer 
VLAN (C-VLAN) (230, 684) except for a larger address 
Space. 

8. The method of claim 1, wherein associating a value of 
T-VID to a particular TVLAN (226, 228, 682) includes pro 
viding a 24-bit TVID. 

9. The method of claim 8, further comprising: 
resolving a destination address (DA) of a packet using the 

24-bit. T-VID: 
encapsulating the packet using the T-VID at a backbone 
edge bridge (BEB) (234-1,234-M,464,564, 664) based 
on the 24-bit T-VID; 

transporting the encapsulated packet from the BEB (234-1. 
234-M, 464, 564, 664) over an IEEE 802.1Q network 
core layer 2 fabric (102,222, 462, 562, 662) to a second 
BEB (234-1, 234-M, 464,564, 664); and 

de-encapsulating the encapsulated packet at the second 
BEB (234-1, 234-M, 464,564, 664); and 

forwarding the de-encapsulated packet from the second 
BEB (234-1, 234-M, 464, 564, 664) based on the 
resolved first DA. 

10. The method of claim 1, wherein modifying the network 
packet associated with the particular T-VLAN (226, 228. 
682) includes addition and/or removal of tags (350) by a 
C/T-component (468,568, 668) at a boundary (561) between 
a virtual machine (VM) (118) and a virtual switch (VSwitch) 
(116), with ports of the vSwitch (116) interfacing with virtual 
network interface controllers (VNICs) of the VM (118). 

11. A network, comprising: 
an edge network including a number of edge bridge 
C-VLANs (474,574, 674) and/or edge bridge T-VLANs 
(472,572, 672) communicatively coupled to an encap 
sulating functionality (470, 570, 670) at a backbone 
edge boundary (BEB) (234-1, 234-M, 464,564, 664); 
and 

a plurality of end-nodes (466, 566) communicatively 
coupled to the number of edge bridge C-VLANs (474, 
574, 674) processing packets having a C-VID and/or 
edge bridge T-VLANs (472,572, 672) processing pack 
ets having a T-VID, a first portion of the plurality of 
end-nodes (466,566) being respectively assigned MAC 
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addresses (238) and a second portion of the plurality of 
end-nodes (466, 566) being respectively assigned 
LMAC addresses (236). 

wherein the T-VID has mare possible values than a C-VID, 
the T-VID has more than 4096 possible values that iden 
tify packets associated with a particular T-VLAN (226, 
228,682), and the encapsulating functionality (470,570, 
670) at the BEB (234-1, 234-M, 464, 564, 664) passes 
packets having the C-VIDunmodified and passes pack 
ets having the T-VID after processing to modify an IEEE 
802.1 packet to a IEEE 802.1Qah encapsulated packet or 
modify an IEEE 802.1Qah encapsulated packet to a 
IEEE 802.1 packet. 

12. The network of claim 11, wherein the BEB (234-1. 
234-M, 464, 564, 664) and the encapsulating functionality 
(470,570, 670) are implemented in a pSwitch (110) between 
the edge network (224-1, 224-M, 460,560, 666) and a back 
bone network fabric (102, 222, 462, 562, 662). 

13. The network of claim 11, wherein the BEB (234-1, 
234-M, 464, 564, 664) and the encapsulating functionality 
(470,570, 670) are implemented in a vSwitch (116) between 
the plurality of end-nodes (466,566) and a backbone network 
fabric (102, 222, 462, 562, 662), wherein the edge network 
(224-1,224-M,460,560, 666) is implemented in the vSwitch 
(116). 

14. A non-transitory computer-readable medium having 
computer-readable instructions stored thereon that, if 
executed by one or more processors, cause the one or more 
processors to: 

associate a tenant virtual local area network (T-VLAN) 
(226, 228, 682) to each of a number of virtual tenant 
datacenters (tDatacenters), each tdatacenter being iso 
lated from other tDatacenters; 

associate a value of an end-to-end invariant network virtual 
local area network (VLAN) identification (VID) label 
(T-VID) to a particular TVLAN (226, 228, 682); and 

modify a network packet associated with the particular 
T-VLAN (226, 228, 682) at an edge network boundary 
(561) to include the T-VID and priority code points bits 
based on an end-point tMAC address (236)correspond 
ing to the particular TVLAN (226, 228, 682), 

wherein the T-VID is configured to have more than 4096 
possible values. 

15. The non-transitory computer-readable medium of 
claim 14, further having computer-readable instructions 
stored thereon that, if executed by one or more processors, 
cause the one or more processors to determine a backbone 
VID (B-VID) of a backbone virtual local area network 
(B-VLAN) (688) at an edge (234-1, 234-M, 464, 564, 664) 
from a customer VID (C-VID) of an optional customer virtual 
local area network (C-VLAN) tag (347) in the modified net 
work packet associated with the particular TVLAN (226, 
228, 682). 


