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A true random number generator comprises a ring oscillator which is triggered to start oscillating in a
first mode of oscillation at an oscillation start time. The first mode of oscillation will eventually collapse to
a second mode of oscillation dependent on thermal noise. A collapse time from the oscillation start time to
the time at which the oscillator collapses to the second mode is measured, and this can be used to determine
a random number. The TRNG can be synthesized entirely using standard digital techniques and is able to

provide high randomness, good throughput and energy efficiency.
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Az EMI % 7R 5 5 2 T 17 8 48 14 80 5 o2 i i -
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Generator with a Metastability-Based Quality Control ;
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measured, and this can be used to determine a random
number. The TRNG can be synthesized entirely using
standard digital techniques and is able to provide high

randomness, good throughput and energy efficiency.
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65nm @ 21#KRO » 0.9V » 28nm » 21§{KRO » 0.9V >
HE4FE 2.80Mb/s 23.16Mb/s

P-valuey?2 EER P-valuey2 EExR

B 0.785562 296/300 0.872947 297/300
FHET R 0.082177 2971300 0.746572 297/300
B 0.462245 294/300 0.955835 296/300
ZEF 0.942895 295/300 0.329332 294/300
RE 0.220931 296/300 0.574903 297/300
ELE 0.329332 296/300 0.81047 298/300
FEfEERE 0.046668 294/300 0.000682 296/300
FFT 0.03013 295/300 0.224821 295/300
FEE BN s B8 * E BE
EBER 0.878107 297/300 0.329332 296/300
BMMEEN 0.487885 297/300 0.304126 295/300
BH 0.935716 98/100 0.719747 99/100
Rt RS PASS* PASS* PASS* PASS*
LS 0.514124 100/100 0.275709 100/100
=237 0.304126 99/100 0.897763 99/100
5] 0.867692 99/100 0.595549 100/100
- *EEE - BREDEESFETEBASSFER148E - SERISETRR - B8, =tk
FiE FHIEBREEER
. = BERg  p-valueyZ £50.001

¥ B OB IR R (& B =R F$291/300 » B H A SEHIEAEEZRE90/100 -
100
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measured, and this can be used to determine a random
number. The TRNG can be synthesized entirely using
standard digital techniques and is able to provide high

randomness, good throughput and energy efficiency.
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S HE AR &
(ARHHEFR/A W7 > FOEELD)

[SHH£58]) (PSyEs0)
EXBETLE 2 7 AHEE LB E £ 25

METHOD OF GENERATING TRUE RANDOM NUMBER AND
TRUE RANDOM NUMBER GENERATOR

[ KGR

[0001]  AF TGN A TElBEE S ZHEH -

[ SeRTHAfT ]

[0002] & ¥ @l % & 4 2% (True random number generator;
TRNG)E R THEI B EE MY Y IR 2 (350 RR M - 25 A
B MRS ) EHELE - RA MFE TRNG i FE YY) B 35
R ATEHE  TlEA 2B G EEBEEA - 01 B %
Bl 8 & 4 2% (Pseudo random number generator; PRNG)F fi ¥f
b - f Bl B AE as o B 2R 0 B L B TE 5T B R DL AR R BE R
MR 28y EZBIEEERNRELEBELEB 2O BHKRET
BEELRATEMNKEEESN SN ZEM - PRNG (k2 HH A
FittEFE Rl B ELERDEER TRNG HL&E - AW » N E
it EMH - TRNG E £ HEEEME (G0 ZER - I PRNG Al
fE & A FE o HY o

[0003] F#t TEERTRANEHER-AKE-ADC §# - kK&
e Pt E) > mRE R HEAM TG TRNG- 281 - BMEL % 5T &
ZBERFEN  FENSERTHLBEBUERES - T2
EREREHARMEAMNY N AE - HELE ZERM YK E

103139795 FH YR A0202 1073151108-0
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[ E] (PUFED
EAEELB T A A E el BE &S
METHOD OF GENERATING TRUE RANDOM NUMBER
AND TRUE RANDOM NUMBER GENERATOR

(3]
—HEEABELASEaRBIPIRES  ZRBIPRESE
M EIREAREEES —IREEANTHARKE - #
BEAmME  F-REEAREHHREZES ZikE#E
A BHRRZFEAREEH EREGHEES ~HEABE
B Z BR R I [ - H It A R B R A AR UR E — BL B - TRNG
Al R R R i ilo 52 & & B > H#% TRNG fE #9 §2 fit
M s B EERE KEEWR -

€39
A true random number generator comprises a ring
oscillator which is triggered to start oscillating in a first
mode of oscillation at an oscillation start time. The first
mode of oscillation will eventually collapse to a second
mode of oscillation dependent on thermal noise. A
collapse time from the oscillation start time to the time at

which the oscillator collapses to the second mode is

103139795 FH YR A0202 1073151108-0
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