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(57) ABSTRACT 
A system comprises premises equipment including premises 
devices located at a premises. The system includes a partner 
device located at the premises and configured to use a 
partner protocol different from a protocol of the premises 
equipment. The system includes a system server configured 
to interact with the premises devices. The system server is 
configured to interact with the partner device via a partner 
proxy corresponding to the partner device. The system 
includes automation rules coupled to the system server. The 
automation rules include actions and triggers for controlling 
interactions between at least one of the partner device and 
the premises devices. The system includes a user interface 
coupled to the system server and configured to interact with 
the premises devices and the partner device. 
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30, 2013. 
0017. This application is a continuation in part applica 
tion of U.S. patent application Ser. No. 14/943,162, filed 
Nov. 17, 2015. 
0018. This application is a continuation in part applica 
tion of U.S. patent application Ser. No. 15/177,915, filed 
Jun. 9, 2016. 

TECHNICAL FIELD 

0019. The embodiments described herein relate generally 
to networking and, more particularly, to premises automa 
tion systems and methods. 

BACKGROUND 

0020. There is a need for systems and methods that 
integrate cloud services and internet-connected devices with 
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a user interface and other components and functions of a 
service provider system. This integration would enable third 
party and/or other connected devices (e.g., Smart door bells, 
door locks, garage door operators, cameras, thermostats, 
lighting systems, lighting devices, etc.), and third party 
services to control or trigger automations in the service 
provider system using components and functions of the 
service provider system. This would enable end-users to 
integrate and use their previously-standalone internet-con 
nected devices with each other as well as with their service 
provider-based service. 

INCORPORATION BY REFERENCE 

0021. Each patent, patent application, and/or publication 
mentioned in this specification is herein incorporated by 
reference in its entirety to the same extent as if each 
individual patent, patent application, and/or publication was 
specifically and individually indicated to be incorporated by 
reference. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0022 FIG. 1 is a block diagram of the Integrated Cloud 
System (ICS) or platform, under an embodiment. 
0023 FIG. 2 is a flow diagram for Service Association, 
under an embodiment. 
0024 FIG. 3 is a flow diagram for Service Disassocia 
tion, under an embodiment. 
0025 FIG. 4 is a flow diagram for Card UI Interactions, 
under an embodiment. 
0026 FIG. 5 is an example rules interface for controlling 
triggers and actions involving third party devices integrated 
in the ICS, under an embodiment. 
0027 FIG. 6 is another example of an actions portion of 
a rules interface for integrated third party devices, under an 
embodiment. 
0028 FIG. 7 is an example of a triggers portion of a rules 
interface for third party services integrated with the ICS, 
under an embodiment. 
0029 FIG. 8 is an example touchscreen display including 
numerous On States, under an embodiment. 
0030 FIG. 9 is an example touchscreen display during 
arming, under an embodiment. 
0031 FIG. 10 is an example touchscreen display includ 
ing numerous Off states, under an embodiment. 
0032 FIG. 11 is an example touchscreen display of a 
rules list, under an embodiment. 
0033 FIG. 12 is an example touchscreen display in 
response to selection of the “Add Rule' icon, under an 
embodiment. 
0034 FIG. 13 is an example touchscreen displayed upon 
selection of the “Weather Event icon, including a list of 
weather events, under an embodiment. 
0035 FIG. 14 is an example touchscreen displayed upon 
selection of the “Reports a temperature' icon, including 
selections for activating low and high temperature selec 
tions, under an embodiment. 
0036 FIG. 15 is an example touchscreen display for 
selecting a temperature limit (lower) for “Reports a tem 
perature” (“choose low), under an embodiment. 
0037 FIG. 16 is an example touchscreen display follow 
ing selection of a temperature limit (lower) for “Reports a 
temperature’, under an embodiment. 
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0038 FIG. 17 is an example touchscreen display for 
selecting a temperature limit (upper) for “Reports a tem 
perature’, under an embodiment. 
0039 FIG. 18 is an example touchscreen display follow 
ing selection of a temperature limit (upper) for “Reports a 
temperature’, under an embodiment. 
0040 FIG. 19 is an example touchscreen display for 
filtering the temperature reporting rule based on time or day, 
under an embodiment. 
0041 FIG. 20 is an example touchscreen display for 
selecting a time after selecting “any day' as a filtering 
parameter for the temperature reporting rule, under an 
embodiment. 
0042 FIG. 21 is an example touchscreen display for 
selecting system state as an event filter for the temperature 
reporting rule, under an embodiment. 
0043 FIG. 22 is an example touchscreen display for 
which two arming types are selected for system state as an 
event filter for the temperature reporting rule, under an 
embodiment. 
0044 FIG. 23 is an example touchscreen display present 
ing available actions for the temperature reporting rule, 
under an embodiment. 
0045 FIG. 24 is an example touchscreen display for 
selecting a type of device to control in response to choosing 
an action to control a device according to a temperature 
reporting rule, under an embodiment. 
0046 FIG. 25 is an example touchscreen display for 
displaying a list of device types corresponding to the 
selected device type to be controlled under the temperature 
reporting rule, under an embodiment. 
0047 FIG. 26 is an example touchscreen display showing 
selection of a particular ceiling fan device (“Patio’) under 
the temperature reporting rule, under an embodiment. 
0048 FIG. 27 is an example touchscreen display showing 
available actions of the selected device for control under the 
temperature reporting rule, under an embodiment. 
0049 FIG. 28 is an example touchscreen display showing 
options for creating a compound rule with additional 
actions, under an embodiment. 
0050 FIG. 29 is an example touchscreen display for 
saving a rule, under an embodiment. 
0051 FIG. 30 is an example touchscreen display of a 
rules list following creation of a new rule, under an embodi 
ment. 

0052 FIG. 31 is an example touchscreen display of a 
rules list, under an embodiment. 
0053 FIG. 32 is an example touchscreen display in 
response to selection of the “Add Rule' icon, under an 
embodiment. 
0054 FIG.33 is an example touchscreen displayed upon 
selection of the "Irrigation' icon, including a list of irriga 
tion events, under an embodiment. 
0055 FIG. 34 is an example touchscreen displayed upon 
selection of the “Switches on' icon, including selections for 
a day for the Switching event, under an embodiment. 
0056 FIG. 35 is an example touchscreen display for 
selecting an “on” time after selecting “any day as a filtering 
parameter for the Switching event, under an embodiment. 
0057 FIG. 36 is an example touchscreen display for 
selecting a time of day as a start time, under an embodiment. 
0058 FIG. 37 is an example touchscreen display follow 
ing selection of a start time for the Switching event rule, 
under an embodiment. 

Apr. 27, 2017 

0059 FIG. 38 is an example touchscreen display for 
selecting a time of day as an end time, under an embodiment. 
0060 FIG. 39 is an example touchscreen display follow 
ing selection of a start time and an end time for the Switching 
event rule, under an embodiment. 
0061 FIG. 40 is an example touchscreen display for 
selecting system state as an event filter for the Switching 
event rule, under an embodiment. 
0062 FIG. 41 is an example touchscreen display present 
ing available actions for the Switching event rule, under an 
embodiment. 
0063 FIG. 42 is an example touchscreen display for 
selecting a type of device to control in response to choosing 
an action for the Switching event rule, under an embodiment. 
0064 FIG. 43 is an example touchscreen display for 
displaying a list of device types corresponding to the 
selected device type (“lights') to be controlled under the 
Switching event rule, under an embodiment. 
0065 FIG. 44 is an example touchscreen display showing 
selection of particular lighting devices (“Porch” and “Living 
Room”) under the switching event rule, under an embodi 
ment. 

0.066 FIG. 45 is an example touchscreen display showing 
available actions of the selected device (“Porch light') for 
control under the Switching event rule, under an embodi 
ment. 

0067 FIG. 46 is an example touchscreen display showing 
available actions of another selected device (“Living Room 
light') for control under the switching event rule, under an 
embodiment. 
0068 FIG. 47 is an example touchscreen display showing 
options for creating a compound rule with additional actions 
under the Switching event rule, under an embodiment. 
0069 FIG. 48 is an example touchscreen display for 
selecting a type of device to control in response to choosing 
an additional control device for a compound Switching event 
rule, under an embodiment. 
0070 FIG. 49 is an example touchscreen display for 
displaying a list of device types corresponding to the 
selected device type (“shades”) to be controlled under the 
compound Switching event rule, under an embodiment. 
0071 FIG.50 is an example touchscreen display showing 
available actions of the selected device (“Living room 
shades') for control under the compound Switching event 
rule, under an embodiment. 
0072 FIG. 51 is an example touchscreen display for 
saving a rule, under an embodiment. 
0073 FIG. 52 is an example touchscreen display of a 
rules list following creation of the new switching event rule, 
under an embodiment. 
(0074 FIG. 53 is a flow diagram for local card develop 
ment and unit testing, under an embodiment. 
0075 FIG. 54 is a flow diagram for card integration 
testing, under an embodiment. 
(0076 FIG. 55 is a flow diagram for card production, 
under an embodiment. 
0077 FIG. 56 is an example card (e.g., thermostat, etc.) 
operating on a Smart phone, under an embodiment. 
0078 FIG. 57 is an example small card (e.g., thermostat, 
etc.), under an embodiment. 
007.9 FIG. 58 is an example card menu, under an 
embodiment. 
0080 FIG. 59 is a block diagram of the integrated secu 
rity system, under an embodiment. 
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0081 FIG. 60 is a block diagram of components of the 
integrated security system, under an embodiment. 
0082 FIG. 61 is a block diagram of the gateway software 
or applications, under an embodiment. 
0083 FIG. 62 is a block diagram of the gateway com 
ponents, under an embodiment. 
0084 FIG. 63 is a block diagram of IP device integration 
with a premise network, under an embodiment. 
0085 FIG. 64 is a block diagram of IP device integration 
with a premise network, under an alternative embodiment. 
I0086 FIG. 65 is a block diagram of a touchscreen, under 
an embodiment. 

0087 FIG. 66 is an example screenshot of a networked 
security touchscreen, under an embodiment. 
0088 FIG. 67 is a block diagram of network or premise 
device integration with a premise network, under an 
embodiment. 

0089 FIG. 68 is a block diagram of network or premise 
device integration with a premise network, under an alter 
native embodiment. 

0090 FIG. 69 is a flow diagram for a method of forming 
a security network including integrated Security system 
components, under an embodiment. 
0091 FIG. 70 is a flow diagram for a method of forming 
a security network including integrated Security system 
components and network devices, under an embodiment. 
0092 FIG. 71 is a flow diagram for installation of an IP 
device into a private network environment, under an 
embodiment. 

0093 FIG. 72 is a block diagram showing communica 
tions among IP devices of the private network environment, 
under an embodiment. 

0094 FIG. 73 is a flow diagram of a method of integrat 
ing an external control and management application system 
with an existing security system, under an embodiment. 
0095 FIG. 74 is a block diagram of an integrated security 
system wirelessly interfacing to proprietary security sys 
tems, under an embodiment. 
0096 FIG. 75 is a flow diagram for wirelessly learning 
the gateway into an existing security system and discovering 
extant sensors, under an embodiment. 
0097 FIG. 76 is a block diagram of a security system in 
which the legacy panel is replaced with a wireless security 
panel wirelessly coupled to a gateway, under an embodi 
ment. 

0098 FIG. 77 is a block diagram of a security system in 
which the legacy panel is replaced with a wireless security 
panel wirelessly coupled to a gateway, and a touchscreen, 
under an alternative embodiment. 

0099 FIG. 78 is a block diagram of a security system in 
which the legacy panel is replaced with a wireless security 
panel connected to a gateway via an Ethernet coupling, 
under another alternative embodiment. 

0100 FIG. 79 is a flow diagram for automatic takeover of 
a security system, under an embodiment. 
0101 FIG.80 is a flow diagram for automatic takeover of 
a security system, under an alternative embodiment. 
0102 FIG. 81 is a general flow diagram for IP video 
control, under an embodiment. 
0103 FIG. 82 is a block diagram showing camera tun 
neling, under an embodiment. 
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DETAILED DESCRIPTION 

0104 Systems and methods comprise premises equip 
ment including premises devices located at a premises. A 
partner device is located at the premises and configured to 
use a partner protocol different from a protocol of the 
premises equipment. A system server is configured to inter 
act with the premises devices and the partner device. A user 
interface is coupled to the system server and configured to 
interact with the premises devices. The user interface 
includes a partner user interface corresponding to the partner 
device. The partner user interface configures the user inter 
face to interact with the partner device. The user interface is 
configured to control interactions between the premises 
devices and the partner device. 
0105 Embodiments also include systems and methods 
comprising premises equipment including premises devices 
located at a premises. The system includes a partner device 
located at the premises and configured to use a partner 
protocol different from a protocol of the premises equip 
ment. The system includes a system server configured to 
interact with the premises devices. The system server is 
configured to interact with the partner device via a partner 
proxy corresponding to the partner device. The system 
includes automation rules coupled to the system server. The 
automation rules include actions and triggers for controlling 
interactions between at least one of the partner device and 
the premises devices. The system includes a user interface 
coupled to the system server and configured to interact with 
the premises devices and the partner device. 
0106 FIG. 1 is a block diagram of the integrated cloud 
system or platform, under an embodiment. The integrated 
cloud system (ICS) of an embodiment comprises cloud 
based components that include a Cloud Integration Service/ 
Server (CIS) coupled to a system server (e.g., “Icontrol 
Server', also referred to herein as the service provider 
server) via an internal event bus. The CIS, system server, 
and event bus are implemented by the service provider in 
data centers of the service provider's customers, but are not 
so limited. 
0107 The system server is coupled to customer-premises 
equipment (CPE) at corresponding Subscriber premises of 
numerous subscribers. The CPE includes one or more of 
security panels, security systems, gateways, hubs, touch 
screens, and Wi-Fi access points that operate as a gateway 
to the system servers and ICS. The CPE is described in detail 
in the Related Applications incorporated by reference 
herein. 
0108. The CIS is coupled to a partner's production server 
(“partner server) via a Cloud Integration Adapter (CIA). 
The partner server interacts with their products/services that 
their users wish to integrate into their ICS platform. The 
Cloud Integration Adapter provides the system server and 
CIS with REST endpoints to call for checking the health of 
the adapter, associating with adapter cloud devices, and 
processing events coming from the CIS. Furthermore, the 
Cloud Integration Adapter is responsible for sending events 
to the CIS as acknowledgement of incoming system events, 
and as an endpoint for Adapter managed cloud device events 
to be reported into the system servers. 
0109. The ICS of an embodiment effects integration of 
cloud services and internet-connected devices with the user 
interface, Rules Engine and other components and functions 
of the service provider system. This integration enables third 
party and/or other connected devices (e.g., Smart door bells 
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(e.g., Doorbot, etc.), door locks, garage door operators (e.g., 
Chamberlain, etc.), cameras (e.g., Dropcam, etc.), thermo 
stats (e.g., Nest, etc.), lighting systems (e.g., Philips Hue, 
etc.), lighting devices, lawn irrigation systems (e.g., Rachio, 
etc.), plant sensors, pet feeders, weather stations, rain sen 
sors, pool controls, air quality sensors, music systems, 
remote controllers, internet user interfaces, connected sys 
tems, connected vehicles, etc.), and third party services (e.g., 
weather forecasting services and applications (e.g., Accu 
weather, etc.), family networking services and applications, 
partner or third party services. Accuweather, MSO digital 
assets such as voicemail, etc.), to control or trigger automa 
tions in the service provider System using the user interface, 
Rules Engine and other components and functions of the 
service provider System. This enables end-users to integrate 
and use their previously-standalone internet-connected 
devices with each other as well as with their service pro 
vider-based service. 

0110. The ICS of an embodiment as described in detail 
herein includes one or more components of the “integrated 
security system described in detail in the Related Applica 
tions, which are incorporated by reference herein. An 
example of the “integrated security system” is available as 
one or more of the numerous systems or platforms available 
from iControl Networks, Inc., Redwood City, Calif. The ICS 
of an embodiment incorporates one or more components of 
the “integrated security system'. The ICS of an embodiment 
is coupled to one or more components of the “integrated 
security system'. The ICS of an embodiment integrates with 
one or more components of the “integrated security system'. 
0111. The system server includes or hosts a partner proxy 
and an integration REST application programming interface 
(API). The integration REST API is coupled to the CIS. The 
partner proxy is coupled to a corresponding partner server, 
and is also coupled to a Card UI (“REST Client'). The 
partner proxy is configured to proxy API calls from the 
Partner's Card UI (REST client) to the Partner Server and 
appends the appropriate OAuth Token for a given user. This 
enables all client UIs to be enabled after a single OAuth 
pairing is completed (i.e., if one user authorizes Partners 
product, all users and clients on the same account will have 
it auto-enabled and populated). This also improves security 
by not storing the user's credentials on the Partner's server 
in the client UI. The Card UI of an example embodiment is 
an HTML5-based user interface card developed by the 
Partner, or service provider, that is embedded into the 
service provider user interface (e.g., mobile app, web por 
tal). 
0112. The ICS of an embodiment includes Cloud Actions 
and Triggers (CAT), which enable third party connected 
devices and services to trigger automations in the service 
provider system, thereby enabling end-users to integrate and 
use their previously-standalone internet connected devices 
with their service provider-based service. 
0113 Devices and services that are hosted outside of the 
automation platform or network are referred to as cloud 
objects and provide numerous use cases when integrated 
with the system of an embodiment. The description that 
follows includes details of aspects of the system including 
but not limited to server infrastructure required to support 
external cloud objects, data format definitions for actions 
and triggers across the event bus, the process of onboarding 
external cloud objects, integration of cloud objects with the 
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CPE rules engine, common OAuth2 Support for Cloud 
Services, and card UI/SDK Support for Cloud Objects. 
0114. The CAT of an embodiment integrates partner 
services into the ICS platform including support for rules on 
the CPE and partner-specific user interfaces based on the 
Card UI. The system of an embodiment includes a web API 
for the CIS for which partners develop Integration Adapters 
(also referred to as “adapters') responsible for the transla 
tion of service provider events and operations into partner 
proprietary calls. Partners also develop Cards with the Card 
SDK in order to get branded partner specific user interfaces. 
The partners of an embodiment host their Integration Adapt 
ers in their environments, however in an alternative embodi 
ment the adapters are hosed by the ICS described herein. 
0115 While the rules engine of an embodiment is 
included and running on CPE, the embodiments herein are 
not so limited. In an alternative embodiment the rules engine 
is included and running on a system server or other com 
ponent of the ICS platform. 
0116. In another alternative embodiment the rules engine 
is distributed between the CPE and ICS platform so that a set 
of rules is included and running on the CPE while another 
set of rules is included and running on the ICS platform. For 
example, rules controlling actions and triggers limited to 
local devices in the premises, and not using any data or 
information from a device or service outside the premises, 
are included and running on the CPE. Likewise, rules 
controlling actions and triggers involving device(s) in the 
premises, and also involving device(s) or service(s) outside 
the premises, are included and running on the CPE. 
0117 The CAT includes but is not limited to use cases 
comprising Service Association, Cloud Object Creation, 
Service Disassociation, Cloud Object Synchronization, Card 
UI Interactions, Rule Authoring, and Rule Execution. Each 
of the use cases is described in detail herein. 

0118 Upon startup, the Partner's Cloud Integration 
Adapter uses username, password and partnerKey to authen 
ticate with the CIS. The username, password and partnerKey 
are provided by the service provider. The Partner's Event 
Callback URL and Health Check URL are defined initially 
as part of the partner onboarding process. The CIS provides 
two URLs for the partner to optionally update the two URLs 
at runtime. 

0119) The Register Event callback URI allows partner to 
update the Event Callback URL at runtime. 

Endpoint fcloud Integration partnerName/eventCallback? 
registerEventCallback?partner Url=partnerUrl 

Description Update the eventCallback URL for a partner 
Method POST 
Header X-login - username of the integration user 

X-password - password of the integration user 
x-partnerKey - unique key issued by Service provider to 
the partner 

URL partnerName: The unique name of the partner provided 
parameters by Service provider partnerUrl: The updated 

Event Callback URL 
Result HTTP response 200 if successful 

0.120. An example payload includes but is not limited to 
the following: 
curl -k-L -v -H “X-login: <username> -H “X-password: 
test” -H “x-partnerKey: key” -X POST 
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"https://<serverd/cloud Integration/icontrol/cloud Integra 
tions/rachiofeventCallback/ 
registerEventCallback?partnerUrl=https://rachio Adapter/ 
updatedEventCallbackUrl” 
0121. The Register Health Check Callback URI allows 
partner to update the Health Check URL at runtime. 

Endpoint fcloudLntegration partnerName/healthCheckCallback? 
registerHealthCheckCallback?partnerHealthCheckUrl= 
partnerHealthCheckUrl 

Description Update healthCheckCallback URL for partner 
Method POST 
Header X-login - username of the integration userx-password - 

password of the integration userx-partnerKey - A unique 
key issued by Service provider to the partner 

URL partnerName: The unique name of the partnerpartner 
parameters HealthCheckUrl: The updated health check URL 
Result HTTP response 200 if successful 

0122) An example payload includes but is not limited to 
the following: 
curl -k -L -v -H “Content-Type: text/xml -H “X-login: 
<username> -H “X-password: test' -H “x-partnerKey: 
key” -X POST 
https://<serverd/cloud Integration/icontrol/cloud Integra 
tions/rachio/healthCheckCallback/registerHealthCheck 
Callback?partnerHealthCheckUrl= https://rachio Adapter/ 
updatedHealthcheckcallback. 
0123 For both the Event Callback Registration and 
Health Check Callback Registration, the CIS responds with 
a HTTP 200 if the POST is accepted. Appropriate HTTP 
error code will be returned for error conditions. 
0.124. The Health Check Callback service implemented 
by the Partner supports HTTP GET operations, and responds 
with HTTP 200 to indicate all systems are functioning 
properly. Any other response will be considered an indica 
tion that the adapter is not available. The CIS of an embodi 
ment periodically checks availability of the Integration 
Adapter, and the periodicity is configurable. 
0.125. The cloud integration user lifecycle of an embodi 
ment embodies the core user experiences from a technical 
viewpoint (i.e., technical use cases). The following user 
lifecycle use cases are described in detail herein: Service 
Association (User Onboarding); Updating new user product 
(s)/service(s) on the Partner's server; Product/Service status 
updates; Controlling user's product(s)/service(s) from the 
service provider platform: User Offboarding of one or more 
product(s)/service(s). 
0126 Service Association (User Onboarding) is initiated 
by the user via a service provider user interface when the 
user selects a Partner device type from the list of devices 
available to pair to the user's Service provider system. FIG. 
2 is a flow diagram for Service Association, under an 
embodiment. Service Association (Partner Onboarding) is 
initiated by a Card UI of an embodiment when the user 
selects a partner from a partner list. The list of all possible 
partners and their custom (partner specific) cards are built 
into each release of the Card UI (they are not dynamically 
downloaded from a server). However the list of enabled 
partners (and related metadata) is dynamically retrieved 
from Service provider server via an API. 
0127. Once the user selects a partner service for associa 

tion, three-legged OAuth2 begins. A browser control is 
created, has its context populated with information identi 
fying the user, and calls Service provider OAUTH Redirect 
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servlet, which in turn opens the OAuth2 landing page URL 
with the required parameters (response type, client id and 
token). This page, served by the partners web server, 
collects the user's ID and password and Successfully authen 
ticates. 

I0128. After the user is authenticated, the partner server 
issues an HTTP302 redirect to the Service provider OAuth 
Callback servlet located in the portal server and includes an 
authorization code as well as the rest of the original browser 
context. The OAuth Callback servlet contacts the partners 
service to exchange the authorization code for an access 
token Which it stores in the database. 

0129. Then, the OAuth Callback servlet will call the 
Associate Account URL provided by the partner. The 
access token for the user account is attached to the request 
as the Authorization header to identify the user. The 
response to the call will include the user's account id in the 
partner System and a list of cloud devices owned by the user. 
After successful account association, HTTP 200 is returned 
to the browser indicating the completion of the service 
association process. 
I0130. The service provider OAUTH callback URL has 
the following format, but is not so limited: https://<serve 
mame>/oauth/oauthPartner/<partnerName>. It is recom 
mended that a service provider deployment registers this 
URL in the partner's system. As an alternate (less secure) 
option, this URL can be passed to the partner system as a 
parameter in the first leg of the OAUTH process. 
I0131 The system of an embodiment includes Cloud 
Object Synchronization as described herein. After a service 
has been associated for a user/account, the system server has 
the list of cloud devices owned by the user. If the user 
adds/removes a device in the partner's system, partner server 
calls the Service provider Cloud Integration Service API to 
inform Service provider regarding the change. Conversely, if 
user removes a cloud device association in Service provider 
Card UI, an event will be sent to the partner's system via the 
Event Callback URL. 
0.132. After completing user authentication, the OAuth 
token for the user account is attached to a request to 
associate the account (Associate Account in FIG. 2). The 
Partner Server's response to the call will include the user's 
Account ID in the Partner's system and a list of cloud 
enabled devices owned by the user in that account. After 
successful account association, HTTP 200 is returned to the 
browser indicating the completion of the service association 
process. After a service has been associated for a user/ 
account, the Service provider server will have the list of 
cloud devices owned by the user. 
0.133 Account association with the CIS is the process by 
which the system server creates the relationship between the 
Service provider user and partner cloud devices. The Cloud 
Integration Service sends, via HTTP POST, a JSON Object 
containing the OAuth Access Token. 
An example Associate Account Request follows but the 
embodiment is not so limited: 

URL The Associate Account URL provided by the partner in 
the Cloud Integration Submission Form. 

Description Get the user's account device info from the partner. 
Method POST 
Header Authorization - Bearer Xxxxx where Xxxxx is the user's 

access token. 
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-continued 

URL customerName: The name of the Service provider server. 
parameters 

0134. When an account association request is received by 
the Cloud Integration Adapter, it responds with a JSON 
message in the following format: 

Associate Account Response 

“virtualDevice.siteId:“acc 1234, 
“virtualDevice.instanceIds: 

“id:“device-inst001", 
“name:“Front Sprinkler 

}, 

“id:“device-inst002, 
“name:"Backyard Sprinkler 

Where: 

0135) 

Field Name Description 

virtualDevice.sited The user ID in the Partner's system. This will 
be the global identifier used by Service 
provider to refer to the Partner's primary user. 

virtualDevice.instanceIds. A list (JSON Array) of devices the Partner or 
user wishes Service provider to interact with. 

id The Device ID in the Partner's system. 
l8le A friendly display name for this device. 

0.136 A HTTP200 is expected along with this data. Error 
codes should include an HTTP 500 for errors, and an HTTP 
401 for improper OAuth token. 
0.137 Updating status of partner product (events) 
involves user's interacting with the Partner's product/ser 
vice through a Partner client (e.g., Partner mobile app) or the 
user may interact with the device locally and change its 
state, mode, or otherwise affect the product/service's status. 
Events received from the Partner's Cloud Integration 
Adapter can be treated as a trigger for a rule in the Service 
provider system (e.g., when the backyard sprinkler system is 
running, lock the pet door). 
An example payload description follows but the embodi 
ment is not so limited: 

Endpoint fcloud Integration partnerName/events submitCloudEvent 
Description Submit partner events to Service provider server. 
Method POST 
Header X-login - username of the integration user.x-password - 

password of the integration user.x-partnerKey - A 
unique key issued by Service provider to the partner 

URL partnerName: The unique name of the 
parameters partner.external Accountd: The user's account 

ID in the partner system. 

0.138 Events originated from the partner system in 
IcEvent(s) JSON format.Example: “icevent’: “meta 
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Data”:{“name':“virtualDevice.siteld'."value” :“acc 
1234”, “name: “virtualDevice.instanceId”, “value': 
“rachio-inst001},{“name':“virtualDevice-provid 
erId’.“value”:“rachio')."mediaType”:“sprinkler/on”, 
“ts”:1409675025053, “value”:“true}} 

Body 

0.139 Fields: 
0140 mediaType: The event mediaTypes defined as 
part of the cloud object definition and approved by 
Service provider. 

0.141 ts: The time when the event happened (in mil 
liseconds). 

0.142 Event Metadata: 
0.143 virtualDevice-providerId: The name of the part 
ner. Also referred to as Integration ID in the Card 
SDK. 

0.144 virtualDevice. sited: The user's account ID in 
the partner system. 

(0145 virtualDevice.instanceId: The device ID in the 
partner system. 

Result HTTP response 200 if successful. 
0146 In controlling a partner product via the rules engine 
(actions) of an embodiment, the CIS uses the partner's Event 
Callback URL to submit action events to partner's system. 
Typically, an action event asks to the partner's system to 
perform a specific function. The partner submits the result of 
the action back to Service provider in the form of an event. 

Payload Description 

0147 

URL The Event Callback URL for the partner 
Description Submit action events to partner server. 
Method POST 
Header Authorization - The value is Bearer Xxxxxx with xXxxxx 

being the user's OAUTH access token...external AccountId: 
The user's account ID in the partner system (to be 
added on Padre release). 

URL None. 
parameters 

0.148 Action events originated from the Service pro 
vider system in IcEvent JSON format. Example event 
sent to Rachio: 

0149) {“icevent": {“ts”:1409675025053,"instan 
celd':"181964.0."mediaType':“virtualDevice/pend 
ing”, “id: “1430834677258”, “instanceName”:“Bed 
room’.“value:null,"context: “metaData':“name: 
“virtualDevice.instanceId’.“value”:“rachio-inst001", 
“name:“virtualDevice.sited'."value”:“acc 1234, 
“name:“virtualDevice-providerId’.“value': 

“rachio'},{“name:“functionMediaType”, “value”: 
“sprinkler/schedulePause'."requestMessageId'. 
“value”:“1430489036}}} 

Body 

O150 
0151 
Sever. 

Fields: 

id: The event ID generated by Service provider 
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0152 mediaType: All action events have virtualDe 
vice/pending as the event media type. The actual 
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-continued 

action is represented as sprinkler/schedulePause in Method POST 
metadata. URL None 

0153 ts: The time when the event happened (in mil- yer { 
liseconds). “icBvent: 

0154 instanceId: The ID of the device in Service { 
provider system. “metaData: 

0.155) Event Metadata: { 
0156 virtualDevice-providerId: The name of the part- name virtualDevice siteli, 
ner. Also referred to as Integration ID in the Card value:rachio-account-id-0001, 
SDK. { 

0157 virtualDevice.siteId: The user's account ID in “name:“virtualDevice.instanceId, 
the partner system. “value:rachio-userinst-0001, 

0158 virtualDevice.instanceId: The device ID in the }, 
partner system. { “name:"virtualDevice-providerId' 

0159) functionMediaType: Identifies the action called “value:“rachio', s 
by Service provider. The list of all possible function }, 
media types are defined at the time of partner onboard- l, 
ing. “id:“1409865500000, 

0160 requestMessageId: The ID of the action request. mediaType virtualDevice remove", 
Partner should used the this ID when sending success/ ROkinance/1810O2.0, 
failure response. “siteId:“1”, 

0.161 Upon receiving the action event, partner should “deviceId:“1002, 
send Success/failure response as event to Service pro- “instanceId:“1810O2.0', 
vider server. 

Action Successful response: 
Event {icFvent:{“metaData”: "name":“virtualDevice.siteId,"value”:“acc 1234},{*name: 
Response “virtualDevice.instanceId,"value:"rachio 

inst001},{*name:“virtualDevice-providerId,"value:"rachio'},{*name:“request 
MessageId",“value”:"1430489036), "mediaType”:“virtualDevice/success”, “ts”:140 
9675025053,"value”:“true}} 
Failure Response: 

“virtualDevice.instanceId."value:rachio 
inst001},{*name:“virtualDevice-providerId,"value:"rachio'},{*name:“request 
MessageId",“value”:"1430489036), "mediaType”:“virtualDevice/failed”, “ts”:14096 
75025053, "errorCode":"500",“value”:“true}} 

0162 Event disposition is determined by the function 
MediaType in the metaData array. In the above example, the 
functionMediaType has the value of device/schedulePause, 
but depending on the function, there may be a parameter or 
value in order to effect the desired control. 
0163 FIG. 3 is a flow diagram for Service Disassocia 

tion, under an embodiment. If the user adds/removes a 
device in the Partner's system, the Partner Server calls the 
CIS API to inform Service provider about the change. A 
Cloud Service can be disassociated from an Service provider 
user through an API invocation on the Service provider 
server. This removes the cloud account and its associated 
Cloud devices from the Service provider server. A SMAP 
message is sent to the CPE to update its Cloud Object 
inventory, and the CIS calls the partner's Event Callback 
URL to inform the Partner that the user has disassociated. 

Payload Description 
(0164 

URL The Event Callback URL for the partner 
Description Notify Partner Server that a user has “deleted' or removed 

one of their partner products from being controlled by the 
Service provider system. 

-continued 

0.165. Event metadata includes but is not limited to: 
virtualDevice-providerId (e.g., name of the partner, also 
referred to as Integration ID in the Card SDK); virtualDe 
vice. sited (e.g., user's account ID in the partner system); 
virtualDevice.instanced (e.g., device ID in the partner sys 
tem). Fields include but are not limited to: mediaType (e.g., 
all remove events will have a mediaType of virtualDevice/ 
remove’), is (e.g., time when the event happened (in milli 
seconds)); instanced (e.g., ID of the device in Service 
provider system); id (e.g., event ID generated by Service 
provider server). 
0166 FIG. 4 is a flow diagram for Card UI Interactions, 
under an embodiment. The Card UIs that interact with the 
Cloud Objects will not depend on data stored in Service 
provider servers. Instead the cards will interact through the 
Partner Proxy Service, which handles authentication and 
logging, to make calls to the partner server. For example, a 
Nest card that needs to show a list of thermostats will get the 
list of thermostats and their metadata indirectly from Nest 
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(through the Partner Proxy Service) instead of leveraging the -continued 
Cloud Object data stored in our database. This is done 
primarily due to the desire to have the Card UI authors, CID XSD 
which are expected to be the partners themselves, use their <xs:element point “point minO O' XS:(cle 8(=Ol (=Oil CCS= 
OW APIs for easier development. Note that it does provide maxOccurs="64 - type="p 
the possibility for the two data sets (the Cloud Objects in our <xs:element name="function' type="function' minOccurs="0" 
database and the list of devices provided by the partners maxOccurs="64 - 
server) to get out of sync if bugs exist in the integrations. </XS:Sequences <XS:attribute name="id' type="xs:string use="required's 
Normally changes should be synchronized as described <XS:attribute name="mediaType' type="XS:token 
above in Cloud Object Synchronization and the two data sets use="optional/> 
should be equivalent. <XS:attribute name="href type="XS:any URI/> 
0167 Cards will be oblivious to authentication with the <XS:attribute name="tags' type="XS:token 

<XS:attribute name='status' type="cloudObjectStatus's 
Partner Server (except for service association where the </xs:complexContent> 
authentication data is stored in our server). Invocations to <xs:complexType 
the Partner Proxy Service cause it to attempt a pass- <xs:complexType name="metaData"> 
through invocation on the Partner Server using the authen- NENSN REE XS8ile l8le=W8Ile e=XS:String 
t1Cat1On credentials stored in the database. If the Partner <xs: attribute name="mediaType' type="XS:token's 
Server responds with a 401 authentication failure, the Part- <xs:complexType 
ner Proxy Service will attempt to refresh the token and <xs:complexType name="point's 

<xs: attribute name="mediaType' type="XS:token use="required 
<xs: attribute name="name type="Xs:string 
<xs: attribute name="href type="XS:any URI/> 

re-attempt the invocation to the Partner Server with the 
updated token as shown in the diagram above. Authentica 
tion credentials are not made available to the Cards, so they <xs: attribute name="value” type="Xs:string 
perform authenticated requests through the Partner Proxy <xs: attribute name="ts' type="Xs:long 
Service. < <xs: attri y age-rea Only type="Xs:boolean use="required's 

0168 The system of an embodiment includes files that Miis, name--inction's 
form the Cloud Integration Metadata. As an example, an <XS:sequences 
embodiment includes Cloud Integration Descriptor (CID) <xs:element name="input' type="input minOccurs="O 
and Rules Template files that make up the Cloud Integration masounded"> 
Metadata that defines a cloud integration. R.name="me iaType' type="XS:token use="required > 
(0169. The CID describes the capabilities of the devices <xs: attribute name="name type="XS:token 
and/or services provided by the Partner Provider Plugin <xs:attribute name="hreft type=xs;anyURI's 
including attributes, actions, events, and their associated <xs: attribute name="description' type="xs:strings 

<xs:complexType 
parameters. This descriptor is used by the server to provide <xs:simpleType name="cloudObjectStatus'> 
REST API access to the capabilities provided by the cloud <xs: restriction base=''xs:token 
service, but is not so limited. <xs:enumeration value="ok? 
0170 An example CID XSD of an embodiment is as <xs:enumeration value="offline' - 

<xs:enumeration value="unknown > 
<xs:enumeration value="missing 
<xs:enumeration value="searchings 
<XS:enumeration value="configuration failure' - 

follows, but the embodiment is not so limited. 

CID XSD <XS:enumeration value="upgrading 
<XS:enumeration value="configuring 

<xs:complexType name="cloudObject's <xs:restriction> 
<xs:complexContent> <xs:simpleType 

<XS:Sequence> 
<xs:element name="name type="xs:token's 
<xs:element name="metaData type="metaData 

minOccurs="O' maxOccurs="64 - 0171 An example CID of an embodiment is as follows, 
but the embodiment is not so limited. 

Example CID 

<Nest id="Nest343234345" mediaType="cloud nest" tags="thermostat" status="ok"> 
<name>My Nest</name> 
<metadata name="manufacturer" mediaType="cloud nest manufacturer" 

value="Nest"> 
<metadata name="model" mediaType="cloud nest model" value="M1"> 
<point name="temperature" mediaType="cloud nest temperature" value="2800" 

ts="2343453.5464557" readOnly="false"/> 
<point name="coolSetpoint" mediaType="cloud nest coolSetpoint" value="2400" 

ts="2343453.5464557" readOnly="false"/> 
<point name="heatSetpoint" mediaType="cloud nest/heatSetpoint" value="2000" 

ts="2343453.5464557" readOnly="false"/> 
<function name="resetSetpoints" mediaType="cloud nest/reset" description="reset 

heat/cool setpoint to factory default"/> 
</Nest> 





US 2017/01 18037 A1 

Rule XML Examples 

<rule ruleID="1002351"> 
<triggerList 

<cloudTriggers 
<description>Cloud Trigger description> 
<category-clouds, category> 
<!-- just points to the global service, not to any 

particular instance --> 
<cloudObjectID AccuWeather--cloudObjectID 
<!-- it is assumed here that when the AccuWeather 

account is connected 
that it is already filtering based on the user's location f 

zipcode --> 
<simpleEval 

<eventName>tornadoWarning.<eventName> 
<simpleEval 

</cloudTriggers 
</triggerList 
<action> 

<actionID>70<factionID> 
<parameters 

<key>lightID-key> 
<value-37812205133.096963, values 

<?parameters 
<parameters 

<key>level-/key> 
<value-100<value 

<?parameters 
<faction> 
<description>Turn on kitchen light when Tornado 

Warning.<description> 
</rule> 

<rule ruleID="1008603"> 
<triggerList 

<ZoneTriggers 
<description>Zone Trigger-description> 
<category-sensors category> 
<ZOneState-open-ZoneStates 
<ZOneID>18<ZOneID> 

</ZoneTriggers 
</triggerList 
<action> 

<actionID-137-3 actionID> 
<parameters 

<key>cloudObjectID-key> 
<value-nest.1<value <!-- device 1 under the nest 

Service associated with this 
account --> 

<?parameters 
<parameters 

<key>cloudActionID-key> 
<value-configureThermostat-values 

<?parameters 
<parameters 

<key>parameters</key> 
<valued "name": "heatSetPoint", "value": "2200", 

"type": "nest temperature" 
}, { "name": "coolSetPoint", "value": "2700" } </values 

<?parameters 
<faction> 
<description>Zone 1 Open Configure Nest Thermostat{description> 

</rule> 

0.175. In order to provide a dynamic list of available 
actions and triggers during rule authoring, templates 
describing the available functionality must be provided with 
the Cloud Integration Metadata. Some examples of trigger 
and action templates (e.g., Rachio Smart Sprinkler Control 
ler trigger and action template. AccuWeather weather ser 
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Vice trigger template, etc.) of an embodiment are as follows, 
but the embodiment is not so limited. 

Example Rule Templates 

(0176) 

<rules-core:triggerTemplates 
xmlins:rules-core="rules-core" 

Xmlins :Xsi="http://www.w3.org/2001/XMLSchema-instance" 
XSi:SchemaLocation="rules-core......../rules-corefsrc; main resources 

rules-core.xsd'> 
<rules-core:triggerTemplate id="203" 
description="{STR.RULES.TEMPLATES.TRIGGER.DESC. 

NSTANCE.RACHIO}" 
cvTriggerType="cloudTrigger" cvCategory="cloud" 

exclude ActionIds="10:11:15:16:17:18:100:101:103:120:121:122:135:: 
36:1371.38:139'> 

<rules-core: inputs> 
<rules-core: input hidden="false" 

description="{STR.RULES.TEMPLATES.TRIGGER. 
TARGETVALUES.DESCRACHIO}" 

name="targetValues" pattern-"eq"> 
<option 

description="{STR.RULES.TEMPLATES.TRIGGER. 
TARGETVALUES.OPTION.DESCRACHIO.ON}" 

value='1' > 
<option 

description="{STR.RULES.TEMPLATES.TRIGGER. 
TARGETVALUES.OPTION.DESCRACHIO.OFF}" 

value="0"> 
</rules-core:input 
<rules-core:input hidden="true" name="type" value="event" 

f> 
<rules-core: input hidden="false" name="instanceIds' fic 
<rules-core:input hidden="true" name="tags" value="rachio" 

f> 
<rules-core:input hidden="true" name="mediaTypes" 

value"sprinklerion" f> 
</rules-core:inputs 

</rules-core:triggerTemplate 
</rules-core:triggerTemplates> 
<rules-core:triggerTemplates 

xmlins:rules-core="rules-core" 
Xmlins:Xsi="http://www.w3.org/2001/XMLSchema-instance" 

XSi:Schema.ocation="rules-core......../rules-corefsrc;main resources 
rules-core.xsd'> 

<rules-core:triggerTemplate id="200" 
description=" (STR.RULES.TEMPLATES.TRIGGER DESC. 

INSTANCE.ACCUWEATHER}" 
cvTriggerType="cloudTrigger" cvCategory="cloud" 

exclude:ActionIds="10:11:15:16:17:18:135:136"> 
<rules-core:inputs 

<rules-core: input hidden="false" 
description="{STR.RULES.TEMPLATES.TRIGGER. 

TARGETVALUES.DESC.ACCUWEATHER}" 
name="targetValues" pattern-"gt 
<option 

description="{STR.RULES.TEMPLATES.TRIGGER. 
TARGETVALUES.OPTION.DESC.ACCUWEATHER 

TEMPERATURE.GT" 
value="temperatureGit' - 

</rules-core:input 
<rules-core:input hidden="true" name="type" value="event" 

f> 
<rules-core: input hidden="false" name="instanceIds' fic 
<rules-core:input hidden="true" name="tags" 

value'accuWeather" > 
<rules-core:input hidden="true"name="mediaTypes" 

value="weatheritemperature" f> 
</rules-core:inputs 

</rules-core:triggerTemplate 
</rules-core:triggerTemplates> 
<rules-core:actionTemplates Xmlins:rules-core="rules-core" 

Xmlins:Xsi="http://www.w3.org/2001/XML Schema-instance" 
XSi:SchemaLocation="rules-core......../rules-corefsrc; main 

resources rules-core.xsd'> 
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-continued 

<xsd:complexContent> 
<xsd:extension base="smap:baseMessage"> 

<XSd:sequences 
<xsd:element name="ruleId" type="xsd:long" minOccurs="0" 

maxOccurs="1"> 
<XSd:annotation> 
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<xsd:documentation>Id of the rule that triggered this action, if 
applicable.<xsd:documentation> 

<xsd:annotation> 
<xsd:element 
<xsd:element name="eventId" type="xsd:string" minOccurs="O" 

maxOccurs="1"> 
<XSd:annotation> 

rule.<xsd:documentation> 
<xsd:annotation> 

<xsd:element 

<xsd:documentation>The id of the event that triggered the 

<xsd:element name="cloudObjectId" type="xsd:token" minOccurs="1" 
maxOccurs="1"> 

<xsd:element name="actionMediaType" type="xsd:token" minOccurs="1" 
maxOccurs="1"> 

<xsd:element name="actionHref" type="xsd:any URI" minOccurs="0" 
maxOccurs="1"> 

<xsd:element name="action Input" type="Smap::input" minOccurs="O" 
maxOccurs="32"> 

<xsd:sequences 
<xsd:extension 

</xsd:complexContent> 
</xsd:complexType 
<xsd:complexType name="input"> 

<xsd:attribute name="name" type="xsd:token" use="required"/> 
<xsd:attribute name="mediaType" type="xsd:token" use="optional"/> 
<xsd:attribute name="value" type="xsd:string" use="required"/> 

</XSd:complexType 

(0178. The ICS of an embodiment effects ICS platform 
integration with third party system and device functionality 
(e.g., Philips Hue lights, Chamberlain garage door openers, 
Nest thermostats, Dropcam cameras. Doorbot doorbell cam 
eras, etc.), as described in detail herein. Using the same 
processes, other server-to-server (cloud) services (e.g., 
Accuweather, MSO digital assets such as voicemail, etc.) are 
also integrated into the ICS platform. FIG. 5 is an example 
rules interface for controlling triggers and actions involving 
third party devices integrated in the CAT, under an embodi 
ment. FIG. 6 is another example of an actions portion of a 
rules interface for integrated third. party devices, under an 
embodiment. FIG. 7 is an example of a triggers portion of a 
rules interface for third party services integrated with the 
CAT, under an embodiment. The rules automation actions 
and triggers of an embodiment include monitor/control 
functionality enabled via proprietary ills, and with cards in 
the Card UI as described herein. 

Cloud Action Triggers (CAT) 

0179 Cloud Actions and Triggers (CAT) of an embodi 
ment enable cloud services and internet-connected devices 
to leverage the user interface, Rules Engine and other 
functions of the service provider system. This allows third 
party devices (e.g., Smart door bells, door locks, garage door 
operators, cameras, thermostats, lighting systems, lighting 
devices, lawn irrigation systems, plant sensors, pet feeders, 
weather stations, rain sensors, pool controls, air quality 
sensors, music systems, remote controllers, internet user 
interfaces, connected systems, connected vehicles, etc.), 
third party services (e.g., weather forecasting services and 
applications, family networking services and applications, 

etc.), and others to trigger automations in the service pro 
vider system using the Rules Engine. This enables end-users 
to integrate and use their previously-standalone internet 
connected devices with their service provider-based service. 
0180. The app icons for security and devices that have 
states are configured to provide at-a-glance status to home 
OWS. 

0181 FIG. 8 is an example touchscreen display including 
numerous On States, under an embodiment. The touchscreen 
On states include, for example, but are not limited to at least 
one door unlocked, at least one light on, and thermostat on, 
cooling mode, current temperature (73 degrees). 
0182 FIG. 9 is an example touchscreen display during 
arming, under an embodiment. 
0183 FIG. 10 is an example touchscreen display includ 
ing numerous Off States, under an embodiment. The touch 
screen Off states include, for example, but are not limited to 
at least one all doors locked, all lights off, and thermostat off. 
0.184 Embodiments include event-based CAT Rules 
comprising a Card UI configured to perform operations 
including but not limited to creating, editing and deleting a 
rule via the REST API, focusing exclusively on trigger 
events that lead to actions (e.g., weather trigger events 
(Accuweather) to invoke actions, irrigation system trigger 
events (Rachio) to invoke actions, etc.). 
0185. As an example, the triggers of an embodiment used 
to drive use case requirements for a weather service inte 
gration include but are not limited to current temperature 
(Celsius, Fahrenheit), current precipitation conditions (Rain 
yes/no. Snow yes/no), daily temperature forecast high (Cel 
sius, Fahrenheit), daily temperature forecast low (Celsius, 
Fahrenheit), daily forecast for precipitations (Rain yes/no. 
Snow yes/no), severe weather alert (Yes/No). Example use 



US 2017/01 18037 A1 

cases of the Accuweather configuration include, but are not 
limited to forecast indicator (e.g., mornings between 6am 
and 7 am, turn on/off light, or change light color to reflect 
daily weather forecast), outdoor temperature controls a 
RelayS+ device. Such as a fan or pet door, turn on a vacation 
home thermostat only within a certain outdoor temperature 
range, get text messages when temperature reaches over/ 
below a certain threshold, and receive severe weather alerts 
over text messages. 
0186 FIGS. 11-30 are example implementations of the 
CAT rules and corresponding device displays involving the 
AccuWeather device application (app), under an embodi 
ment. These example screens, which include mnemonic 
icons and state Summaries to represent the rule names, differ 
from conventional displays presenting a list of lengthy 
sentences, thereby retaining the simplicity of IFTT, but with 
greater detail to differentiate between rules. 
0187 FIG. 11 is an example touchscreen display of a 
rules list, under an embodiment. 
0188 FIG. 12 is an example touchscreen display in 
response to selection of the “Add Rule' icon, under an 
embodiment. 
0189 FIG. 13 is an example touchscreen displayed upon 
selection of the “Weather Event icon, including a list of 
weather events, under an embodiment. 
0.190 FIG. 14 is an example touchscreen displayed upon 
selection of the “Reports a temperature' icon, including 
selections for activating low and high temperature selec 
tions, under an embodiment. This display can support TEMP 
is ABOVE or BELOW settings, rather than range, but is not 
so limited. 
0191 FIG. 15 is an example touchscreen display for 
selecting a temperature limit (lower) for “Reports a tem 
perature” (“choose low), under an embodiment. 
0.192 FIG. 16 is an example touchscreen display follow 
ing selection of a temperature limit (lower) for “Reports a 
temperature’, under an embodiment. 
0193 FIG. 17 is an example touchscreen display for 
selecting a temperature limit (upper) for “Reports a tem 
perature’, under an embodiment. 
0194 FIG. 18 is an example touchscreen display follow 
ing selection of a temperature limit (upper) for “Reports a 
temperature’, under an embodiment. 
(0195 FIG. 19 is an example touchscreen display for 
filtering the temperature reporting rule based on time or day, 
under an embodiment. 
0.196 FIG. 20 is an example touchscreen display for 
selecting a time after selecting “any day' as a filtering 
parameter for the temperature reporting rule, under an 
embodiment. 
0.197 FIG. 21 is an example touchscreen display for 
selecting system state as an event filter for the temperature 
reporting rule, under an embodiment. 
0198 FIG. 22 is an example touchscreen display for 
which two arming types are selected for system state as an 
event filter for the temperature reporting rule, under an 
embodiment. 
0199 FIG. 23 is an example touchscreen display present 
ing available actions for the temperature reporting rule, 
under an embodiment. 
0200 FIG. 24 is an example touchscreen display for 
selecting a type of device to control in response to choosing 
an action to control a device according to a temperature 
reporting rule, under an embodiment. 
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0201 FIG. 25 is an example touchscreen display for 
displaying a list of device types corresponding to the 
selected device type to be controlled under the temperature 
reporting rule, under an embodiment. 
0202 FIG. 26 is an example touchscreen display showing 
selection of a particular ceiling fan device (“Patio’) under 
the temperature reporting rule, under an embodiment. 
0203 FIG. 27 is an example touchscreen display showing 
available actions of the selected device for control under the 
temperature reporting rule, under an embodiment. 
0204 FIG. 28 is an example touchscreen display showing 
options for creating a compound rule with additional 
actions, under an embodiment. 
0205 FIG. 29 is an example touchscreen display for 
saving a rule, under an embodiment. 
0206 FIG. 30 is an example touchscreen display of a 
rules list following creation of a new rule, under an embodi 
ment. 

0207 As another example, the triggers of an embodiment 
are used to drive use case requirements for functions of an 
irrigation system (e.g., Rachio), including controlling irri 
gation On/Off and skipping of a watering schedule based on 
rain/weather. The triggers of an embodiment corresponding 
to the irrigation system include but are not limited to Sleep 
Mode on/off, Temporarily disable all watering schedules, 
Enable/Disable specific watering schedule, Make sure that if 
a schedule was already previously enabled then Rachio 
disables it before enabling a different one Run a specific 
Watering Schedule. Example use cases of the Rachio con 
figuration include, but are not limited to Turn on porch light 
if irrigation system is on, and off when irrigation system is 
off, Sleep/Disable Rachio if temperature dips below a spe 
cific temperature. When home system Armed (Away) the use 
a specific watering schedule. When home system Disarmed 
or Armed (Stay) then use a different watering schedule, 
Notify user when watering schedule is skipped due to rain 
forecast, manually start a watering schedule, run a specific 
watering schedule when conditions met (e.g., temperature is 
above 70 degrees in a specified time period). 
(0208 FIGS. 31-52 are example implementations of the 
CAT rules and corresponding device displays involving the 
Rachio device application (app), under an embodiment. The 
screens described below provide examples for how the CAT 
rules implement a mobile demo using irrigation events. The 
example screens, which include mnemonic icons and state 
Summaries to represent the rule names, differ from conven 
tional displays presenting a list of lengthy sentences, thereby 
retaining the simplicity of IFTT, but with greater detail to 
differentiate between rules. 
0209 FIG. 31 is an example touchscreen display of a 
rules list, under an embodiment. 
0210 FIG. 32 is an example touchscreen display in 
response to selection of the “Add Rule' icon, under an 
embodiment. 
0211 FIG. 33 is an example touchscreen displayed upon 
selection of the "Irrigation' icon, including a list of irriga 
tion events, under an embodiment. 
0212 FIG. 34 is an example touchscreen displayed upon 
selection of the “Switches on icon, including selections for 
a day for the Switching event, under an embodiment. 
0213 FIG. 35 is an example touchscreen display for 
selecting an “on” time after selecting “any day as a filtering 
parameter for the Switching event, under an embodiment. 
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0214 FIG. 36 is an example touchscreen display for 
selecting a time of day as a start time, under an embodiment. 
0215 FIG. 37 is an example touchscreen display follow 
ing selection of a start time for the Switching event rule, 
under an embodiment. 
0216 FIG. 38 is an example touchscreen display for 
selecting a time of day as an end time, under an embodiment. 
0217 FIG. 39 is an example touchscreen display follow 
ing selection of a start time and an end time for the Switching 
event rule, under an embodiment. 
0218 FIG. 40 is an example touchscreen display for 
selecting system state as an event filter for the Switching 
event rule, under an embodiment. 
0219 FIG. 41 is an example touchscreen display present 
ing available actions for the Switching event rule, under an 
embodiment. 
0220 FIG. 42 is an example touchscreen display for 
selecting a type of device to control in response to choosing 
an action for the Switching event rule, under an embodiment. 
0221 FIG. 43 is an example touchscreen display for 
displaying a list of device types corresponding to the 
selected device type (“lights') to be controlled under the 
Switching event rule, under an embodiment. 
0222 FIG. 44 is an example touchscreen display showing 
selection of particular lighting devices (“Porch” and “Living 
Room”) under the switching event rule, under an embodi 
ment. 

0223 FIG. 45 is an example touchscreen display showing 
available actions of the selected device (“Porch light') for 
control under the Switching event rule, under an embodi 
ment. 

0224 FIG. 46 is an example touchscreen display showing 
available actions of another selected device (“Living Room 
light') for control under the switching event rule, under an 
embodiment. 
0225 FIG. 47 is an example touchscreen display showing 
options for creating a compound rule with additional actions 
under the Switching event rule, under an embodiment. 
0226 FIG. 48 is an example touchscreen display for 
selecting a type of device to control in response to choosing 
an additional control device for a compound Switching event 
rule, under an embodiment. 
0227 FIG. 49 is an example touchscreen display for 
displaying a list of device types corresponding to the 
selected device type (“shades”) to be controlled under the 
compound Switching event rule, under an embodiment. 
0228 FIG.50 is an example touchscreen display showing 
available actions of the selected device (“Living room 
shades') for control under the compound Switching event 
rule, under an embodiment. 
0229 FIG. 51 is an example touchscreen display for 
saving a rule, under an embodiment. 
0230 FIG. 52 is an example touchscreen display of a 
rules list following creation of the new switching event rule, 
under an embodiment. 

Card UI 

0231. The ICS of an embodiment includes a Card UI, as 
described in detail herein. The Card UI of an embodiment 
provides a clean, simple and easily navigable interface with 
UI elements grouped into a card-like configuration. This 
framework can then be customized by MSOs and augmented 
by third-party vendors with their own cards. The Card UI 
includes a software development kit (SDK) that enables 
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third-party developers to integrate additional features into 
the application infrastructure. The third-party cards integrate 
into the existing Card UI framework, thus allowing devel 
opers to generate and add new functionality into one or more 
of the smartphone, tablet and subscriber portal. The SDK 
also provides a sandbox for the service providers IP and the 
cards run in the sandbox to protect that apps and users, and 
not expose the developer to critical IP elements of the 
application (e.g., source code, etc.). 
0232 FIG. 53 is a flow diagram for local card develop 
ment and unit testing, under an embodiment. FIG. 54 is a 
flow diagram for card integration testing, under an embodi 
ment. FIG.55 is a flow diagram for card production, under 
an embodiment. FIG. 56 is an example card (e.g., thermo 
stat, etc.) operating on a Smartphone, under an embodiment. 
FIG. 57 is an example small card (e.g., thermostat, etc.), 
under an embodiment. FIG. 58 is an example card menu, 
under an embodiment. 
0233. In a desktop browser, the sandbox is an iframe so 
that the “sandboxed’ attribute on the iframe provides for 
extra isolation, which is implemented on all Supported 
browsers. The main app provides a limited API to the 
sandbox via the PostMessage function, and the cards of an 
embodiment are served from a different origin than the main 
app to prevent unrestricted access to the service provider 
server via shared cookies. 
0234 Regarding cards operating on a Smartphone, each 
multiple-system operator (MSO) has limited control over the 
positioning and sizing of the third party cards. On a Smart 
phone, the card is displayed full screen, except for a header 
provided and branded by the core app in the main webView. 
Native code sizes the card webview and layers it over the 
app's main webview. Tablet builds include an option to show 
“Small mode” cards in a popup. A mini card on a view acts 
like a button that will trigger the popup. Alternatively if the 
card prefers “large mode”, it can occupy the whole tablet 
screen (except the header). 
0235. The cards of an embodiment will not control their 
size, so they manage the various different sizes used by the 
wide range of mobile devices, but the embodiment is not so 
limited. An embodiment includes different size modes, for 
example, a Small mode (e.g., the size of a card or a phone 
screen, and a large mode (e.g., the full size of a tablet Screen 
or full content window). All cards support small mode as this 
is the only mode on a phone. As part of their packaging the 
developer can indicate whether they prefer large mode. See 
below for some examples of how these will appear. 
0236 When displayed or presented in a smartphone, the 
cards of an embodiment appear “full screen” (apart from a 
header above it), and appear “full screen” on a tablet device 
and/or a browser if the card is configured to prefer large 
mode. The cards of an embodiment are displayed in a popup 
format on a tablet device if the cards are configured to not 
prefer the large mode. 
0237. The cards are alternatively displayed via a browser 
as mixed in with other cards in a single view if the cards are 
configured so as to not prefer the large mode. As an 
alternative to a full screen display, the cards may be dis 
played as mixed in with other cards in a single view on 
Smartphones, and used instead of popups on tablet devices, 
but the embodiment is not so limited. 
0238. The Card UI Manage Views code is extended to 
enable users to add third-party cards to views. The Card 
packaging indicates to the Card UI what type of device it 
controls (if any), and whether it controls one or more of 
those devices. When controlling a single device, Card UI 
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Manage Views code stores that association and informs the 
Card as to which device ID it is associated when it starts. 
0239. The SDK of an embodiment includes or exposes 
APIs (e.g., javascript) that enable the developer to interact 
with the service provider devices at the premises. One such 
API, for example, is as follows: 

getDevices (lights: true); // —> “1234”, “5678; list of deviceIds for lights 
getDeviceState (“1234); // {type: “light, on: true, dim Level: 50 
setDeviceState (“1234, on: true); // Switch a light on 
if Register for light and thermostat state updates 
if Command failures or device troubles will also be sent to this function 
registerForUpdates ({lights: true, thermostats: true, myStateUpdateFunction); 
fi register for state updates for 2 devices 
registerForUpdates (deviceIds: “1234”, “5678, myStateUpdateFunction); 

0240 Additional API examples of an embodiment 
include but are not limited to the following: 

0241 a. App lifetime: Events deviceready, pause, 
resume; informs card about app status; deviceready is 
simulated by the Card UI for browsers. 

0242 b. Card lifetime: Activate, deactivate; activate 
has a parameter for the device ID if the card is dealing 
with a single home device. 

0243 c. Preference storage: enables card developers to 
store user preferences or external server credentials; 
stored in the same location as for the rest of the app 
(e.g., keychain for IOS, encrypted file for Android, 
obfuscated localStore for browser, etc.). 
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0248 cards.dk.partnerProxyCall(path, callback, 
method, parameters) 

0249 path: the endpoint of the external API, given 
either as an absolute or relative URL 

(0250 callback: function(success, data){ } 

0251 success: returns true if the request completed 
Successfully, else false 

0252 data: a JSON object containing either the 
response wrapped in a response 

0253 object (on success) or detail of the error on 
failure. 
(0254 method: (optional) one of GET, PUT, POST, 
DELETE. Defaults to GET. 

0255 parameters: (optional) a URL encoded string 
of any parameters to include. 

0256 Makes an authenticated call to the external server 
specified. 
(0257 For example: 

cardsdk-partnerProxyCall(“/1/public/device/dc345 cfs-aff7-4654-b8ce-4161d0445593/even 
t", apicallCallback, “GET, 
“startTime%3D14148.18000000%26endTime%3D1415739608103) 
function apicallCallback(Success, data) 

if success) || Success of the partner proxy API call 

war myRes = data.response; 
if my Res.statusCode == 200) || Success of my external server API call 

var someData = myRes.content; if Body of the external server 
response 

0244 d. Device APIs: For mobile devices, access to 
APIs including Device (hardware model, OS, unique 
app specific device ID), Network-information (offline/ 
cellular/Wi-Fi), Globalization (locale+date/currency 
display functions). 

0245 e. Title update: Card uses this to update title bar 
appropriately for this card. 

0246 The SDK of an embodiment enables developer 
access to the browser DOM APIs so that numerous frame 
works are available (e.g. jquery, backbone, etc). The SDK 
enables developers to manage their own access to external 
servers direct from their cards code, and to have full access 
via XHR, controlled by a whitelist on mobile apps. 
0247 External server APIs needing authentication are 
routed through the partner proxy API. Developers first 
register for OAuth onboarding with the service provider and, 
once onboarded and the OAuth process completed, the 
partner proxy API is available to the card. This API auto 
matically appends an access token to the request, makes the 
call to the external server, and returns the raw response. An 
example of this partner proxy API is as follows: 

A data object on Success: 

"response": 
{ 

"headers": 
{"Date":"Thu, 13 Nov 2014 23:22:11 GMT", 
{"Content-Length":"50", 
{"Connection": "keep-alive", 
{"Content-Type": "applicationVison", 
{"Server": "Apache-CoyoteV1.1". 

5fob1 f324c7e\"", 
"statusCode": 200, 
"contentType": "applicationVison", 
"contentEncoding": "UTF-8" 

And on failure: "error”: 
0258. The app of an embodiment controls the lifetime of 
cards and, as Such, creates a card when it needs to be 

Some error message” 
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displayed, and destroys a card at any time when it is not 
displayed (e.g., depending on how many cards are in use and 
any memory pressure). When a user wishes to view a card 
again, the app re-creates the card transparently, and in time 
for any slide transition to display Smoothly. 
0259. A card indicates in its packaging whether it needs 
to be running constantly when the app runs (e.g., long-lived 
third party server connection, need to be alerted to device 
status changes immediately upon occurrence, etc.). The app 
handles status updates from the server and updates its own 
internal memory model with the new status, which it shares 
with cards when needed. Whenever a card is started or 
restarted, the app feeds it the latest state of its associated 
device or devices, so there is generally no need for a card to 
be running continuously. 
0260. An embodiment includes a stub environment for 
testing and debugging a card. The stub environment enables 
developers to build, test and debug their cards in a self 
contained environment, without access to service provider 
app source code and, as such, does not require a service 
provider server or account. Instead, the APIs described 
herein are simulated using local javascript only, making it 
trivial to simulate new features in the stub environment 
without waiting for those features to appear in the service 
provider apps or server. 
0261 For mobile apps, the stub environment is based 
around Cordova (AKA Phonegap). Developers use the base 
SDK javascript files, mix in their card files, and build, 
package and sign their own mobile apps for testing using 
Cordova and IOS/Android tools, but the embodiment is not 
so limited. The app includes one or more dummy cards, and 
the developer's own card or cards so that developers can test 
card behavior on a wide range of mobile devices. Cards of 
an embodiment are debugged using “Web Inspector' (pro 
vided with IOS and Android dev tools) but are not so limited. 
0262 An embodiment provides the stub environment as 
HTML/JS/CSS files. Developers can include their card files, 
and run these locally on their development machine, or 
upload to a web server of their choice, and debugging is via 
the Web Inspector in their browser. The stub environment is 
configured with a JSON file that specifies the devices of the 
stub system, their initial states, and also allows state changes 
or troubles to be simulated after fixed periods of time (e.g., 
can request a stub system with 6 lights, 3 thermostats, 2 
water sensors, and request a water sensor trip or trouble 1 
minute after startup). 
0263. The system of an embodiment includes a Card 
Portal comprising a web site that enables developers to do 
one or more of create a developer account, download the 
Card SDK, register a card and its ID (e.g., com.mycompany. 
myfirstcard), upload a card (see later for packaging details), 
perform basic automatic validation of the card and package, 
run a card in the service provider app, and request review 
and certification of a card by the service provider. 
0264. The Card Portal of an embodiment is written in 
node.js, but is not so limited. After testing the debugging in 
the Stub Environment, the card is then tested inside the 
service provider app within the service provider system. To 
do so, the developer installs the service provider branded 
app from the app store. In “settings” of the service provider 
app, the developer selects a checkbox indicating they are a 
developer and, in response, the app prompts for the user's 
developer account and password, validates the user at the 
Card Portal, downloads a list of the user's Cards, displays 
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the list of cards so that the user checks each one they want 
to have loaded at startup, and downloads the cards in 
background. 

0265. Once downloaded, the developer is presented a 
message (e.g., “New cards have been downloaded. Restart 
the app to use them”). During a Subsequent app start, it 
automatically checks for updated cards, downloads them in 
the background, and then prompts the user/developer as 
before to restart. Unlike the stub environment, the developer 
will not have debug access inside the service provider app, 
but will receive log statements (e.g., route any log state 
ments from their app to the regular device logs (Xcode/adb/ 
browser console), but the embodiment is not so limited. 
0266 Cards of an embodiment are uploaded to the Card 
Portal as a Zip file that includes the HTML, CSS, JS, and 
resource files. A card.json file is also to be included with the 
cards, which has details of the corresponding card behavior 
as described herein. The card.json file includes an object 
with the following properties: id (id of third party card); 
integraionld (id for the partner integration with the iControl 
server this will enable developers to develop multiple cards 
with one partner integration); version (three point version 
string of the form “Kint.<int>.<int>''); name (display name 
of card); deviceType (e.g., other, info, irrigation, doors, 
thermostats, lights, cameras, dryContact, motion, co, water, 
etc.); appStateTypes (array of all device types for which a 
card would like to receive the state); deviceImg (filename of 
the image to be displayed in the onboarding section of the 
app); preferLargeMode (a card is loaded either full screen or 
inside a pop-up on tablet and Smartphone, this flag enables 
“always full screen’ if true); startFile (filename of the 
HTML file to load on card startup); runInBackground (if 
true, the app will try to keep the card in memory after a user 
navigates away from it, but card may be destroyed at any 
time). 
0267 Once the developer has tested their card in the 
service provider app, they use the Card Portal to request card 
certification by the service provider. Considerations for 
certification include that the card performs reliably and 
satisfactorily, does not damage performance or UX of the 
service provider app when integrated, use of external servers 
is appropriate, and card works correctly across range of 
phones, tablets and browsers. A version of a card is initially 
certified by the service provider, and newly updated versions 
may undergo further review. Alternatively, trusted develop 
ers might be allowed to provide updates to their already 
certified cards without any further review. 
0268. The app build system is extended to pull certain 
certified cards from the Card Portal and include them in the 
MSO app and smartphone builds. Each MSO can have its 
own choice of cards, card versions and card languages, but 
the embodiment is not so limited. Alternatively, the Card 
Portal may be extended to distribute cards dynamically to 
real users, instead of baking the cards into an app. 
0269 Branding and internationalization of cards is 
enabled for third party developers wishing to project their 
own brand on their card, or use existing HTML5 code in 
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their card. Furthermore, MSOs wishing to build their own 
cards have access to select JS and CSS files as part of the 
SDK that implement basic widgets, spinners and styles used 
throughout the mobile apps. 
0270 Card developers are able to extend their card IDs to 
identify particular variants that the app build system can 
pick up, for example: 
(0271 // Developer registers this card ID: 

0272 com.superlights.multicolor 
0273 Example individual MSO and/or language variants 
0274 com.superlights.multicolor.comcast 
0275 com.superlights.multicolorrogers.fr 
0276 com.superlights.multicolorrogers.en 
0277 com.superlights.multicolor.fr 

0278. The card packaging parameters of an embodiment 
(in card.json) include Card ID (e.g., com.mycompany.my 
firstcard), Card Version (e.g., 1.2.15), Server Whitelist (e.g., 
https://myserver.com, https://myotherserver.com), Prefers 
large mode (If true, card prefers “full screen” on tablet and 
smartphone, Runs all the time (If true, app should not kill 
card to save resources), Name of startup file (e.g., index. 
html), Device types (e.g., “lights”, “thermostats”), and 
Single device (If true, card controls a single device). 
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https://qacluster-converge.icontrol.com/rest/icontrol/sites/ 
291/generateTokenForCloudObjectOnboarding? 
providerName-nest 
(0285 Expand source 
f/ 200: returns this 

0286 <some token 
0287 // 409: return this 

0288 The account is not provisioned for the operation. 
0289. The OAuth login configuration is persisted in the 
database, thereby eliminating any need to pass it down to the 
mobile app or cards. The oauthRedirect API is used to 
onboard, and the server sends the appropriate requests to 
start the on boarding process. 
https://qacluster-converge.icontrol.com/oauth/oauthRedi 
rect/nest'?token-some token // nothing returned here but 
we wait for a redirect 
0290. Within the app, the request is redirected to/cui/ 
onboardingcompleted.html, which calls postMessage to 
inform the app know the onboarding was completed (seen 
below). 

Expand Source 

0291 

<!-- Onboarding Complete --> 

<script type="text avaScript"> 
var query Params = location.search.slice(1).split('&").map(function(a) return a split('='); 
}); 
var partnerId= (query Params.filter(function(a) { return aO == "partner")O || | I)|1|| 

var accountId= (query Params.filter(function(a) return aO == "accountId")O || II)[1] 
. 
s 

window.opener && window.opener-postMessage(partnerId--' onboardingcomplete", 
"*"); // We should be in a popup window, so send the parent window a message 
<scripts 
<head> 

0279. Once certified, cards are onboarded by the service 
provider. The description of the onboarding process that 
follows is presented in the context of an example in which 
partner devices (partners) include a third party service (e.g., 
accuWeather), a thermostat (e.g., Nest), and a sprinkler 
control system (e.g., Rachio), but the embodiment is not so 
limited. 

0280 A list of available (within ICS) cloud partners is 
generated using the partnerNames API of the Card SDK to 
retrieve a comma-delimited list of partners. 
https://qacluster-converge.icontrol.com/rest/icontrol/sites/ 
291/partnerNames 
0281 Expand source 

// returns this 

0282 accuWeathernestrachio 
(0283 An embodiment calls the cloudObjectByProvider 
API to get details or instances for a cloud partner. If this API 
returns a list of device instances, then the partner has already 
been on-boarded. 

0284. A token is then generated to pass to the OAuth 
onboarding API, as a security measure, but the embodiment 
is not so limited. 

0292. Once the “nest onboardingcomplete' postMessage 
is called (e.g., Nest thermostat), the app can then display the 
card. 

Integrated Security System 

0293. The ICS of an embodiment includes one or more 
components of an “integrated security system' as described 
in detail herein. An example of the “integrated security 
system’ is available as one or more of the numerous systems 
or platforms available from iControl Networks, Inc., Red 
wood City, Calif. The ICS of an embodiment is coupled to, 
incorporates, and/or integrates with one or more components 
of the “integrated security system'. 
0294 As but one example, an integrated security system 
is described herein that integrates broadband and mobile 
access and control with conventional security systems and 
premise devices to provide a tri-mode security network 
(broadband, cellular/GSM, POTS access) that enables users 
to remotely stay connected to their premises. The integrated 
security system, while delivering remote premise monitor 
ing and control functionality to conventional monitored 
premise protection, complements existing premise protec 
tion equipment. The integrated security system integrates 
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into the premise network and couples wirelessly with the 
conventional security panel, enabling broadband access to 
premise security systems. Automation devices (cameras, 
lamp modules, thermostats, etc.) can be added, enabling 
users to remotely see live video and/or pictures and control 
home devices via their personal web portal or webpage, 
mobile phone, and/or other remote client device. Users can 
also receive notifications via email or text message when 
happenings occur, or do not occur, in their home. 
0295. In accordance with the embodiments described 
herein, a wireless system (e.g., radio frequency (RF)) is 
provided that enables a security provider or consumer to 
extend the capabilities of an existing RF-capable security 
system or a non-RF-capable security system that has been 
upgraded to Support RF capabilities. The system includes an 
RF-capable Gateway device (physically located within RF 
range of the RF-capable security system) and associated 
Software operating on the Gateway device. The system also 
includes a web server, application server, and remote data 
base providing a persistent store for information related to 
the system. 
0296. The security systems of an embodiment, referred to 
herein as the iControl security system or integrated security 
system, extend the value of traditional home security by 
adding broadband access and the advantages of remote 
home monitoring and home control through the formation of 
a security network including components of the integrated 
security system integrated with a conventional premise 
security system and a premise local area network (LAN). 
With the integrated security system, conventional home 
security sensors, cameras, touchscreen keypads, lighting 
controls, and/or Internet Protocol (IP) devices in the home 
(or business) become connected devices that are accessible 
anywhere in the world from a web browser, mobile phone or 
through content-enabled touchscreens. The integrated Secu 
rity system experience allows security operators to both 
extend the value proposition of their monitored security 
systems and reach new consumers that include broadband 
users interested in staying connected to their family, home 
and property when they are away from home. 
0297. The integrated security system of an embodiment 
includes security servers (also referred to herein as iConnect 
servers or security network servers) and an iHub gateway 
(also referred to herein as the gateway, the iHub, or the iHub 
client) that couples or integrates into a home network (e.g., 
LAN) and communicates directly with the home security 
panel, in both wired and wireless installations. The security 
system of an embodiment automatically discovers the Secu 
rity system components (e.g., sensors, etc.) belonging to the 
security system and connected to a control panel of the 
security system and provides consumers with full two-way 
access via web and mobile portals. The gateway Supports 
various wireless protocols and can interconnect with a wide 
range of control panels offered by security system providers. 
Service providers and users can then extend the systems 
capabilities with the additional IP cameras, lighting modules 
or security devices such as interactive touchscreen keypads. 
The integrated security system adds an enhanced value to 
these security systems by enabling consumers to stay con 
nected through email and SMS alerts, photo push, event 
based video capture and rule-based monitoring and notifi 
cations. This solution extends the reach of home security to 
households with broadband access. 
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0298. The integrated security system builds upon the 
foundation afforded by traditional security systems by lay 
ering broadband and mobile access, IP cameras, interactive 
touchscreens, and an open approach to home automation on 
top of traditional security system configurations. The inte 
grated security system is easily installed and managed by the 
security operator, and simplifies the traditional Security 
installation process, as described below. 
0299 The integrated security system provides an open 
systems solution to the home security market. As such, the 
foundation of the integrated security system customer prem 
ises equipment (CPE) approach has been to abstract devices, 
and allows applications to manipulate and manage multiple 
devices from any vendor. The integrated security system 
DeviceConnect technology that enables this capability Sup 
ports protocols, devices, and panels from GE Security and 
Honeywell, as well as consumer devices using Z-Wave, IP 
cameras (e.g., Ethernet, wifi. and Homeplug), and IP touch 
screens. The DeviceConnect is a device abstraction layer 
that enables any device or protocol layer to interoperate with 
integrated security system components. This architecture 
enables the addition of new devices Supporting any of these 
interfaces, as well as add entirely new protocols. 
(0300. The benefit of DeviceConnect is that it provides 
supplier flexibility. The same consistent touchscreen, web, 
and mobile user experience operate unchanged on whatever 
security equipment selected by a security system provider, 
with the system provider's choice of IP cameras, backend 
data center and central station Software. 
0301 The integrated security system provides a complete 
system that integrates or layers on top of a conventional host 
security system available from a security system provider. 
The security system provider therefore can select different 
components or configurations to offer (e.g., CDMA, GPRS, 
no cellular, etc.) as well as have iControl modify the 
integrated security system configuration for the system 
provider's specific needs (e.g., change the functionality of 
the web or mobile portal, add a GE or Honeywell-compat 
ible TouchScreen, etc.). 
0302) The integrated security system integrates with the 
security system provider infrastructure for central station 
reporting directly via Broadband and GPRS alarm transmis 
sions. Traditional dial-up reporting is supported via the 
standard panel connectivity. Additionally, the integrated 
security system provides interfaces for advanced function 
ality to the CMS, including enhanced alarm events, system 
installation optimizations, system test verification, video 
verification, 2-way voice over IP and GSM. 
0303. The integrated security system is an IP centric 
system that includes broadband connectivity so that the 
gateway augments the existing security system with broad 
band and GPRS connectivity. If broadband is down or 
unavailable GPRS may be used, for example. The integrated 
security system Supports GPRS connectivity using an 
optional wireless package that includes a GPRS modem in 
the gateway. The integrated security system treats the GPRS 
connection as a higher cost though flexible option for data 
transfers. In an embodiment the GPRS connection is only 
used to route alarm events (e.g., for cost), however the 
gateway can be configured (e.g., through the iConnect server 
interface) to act as a primary channel and pass any or all 
events over GPRS. Consequently, the integrated security 
system does not interfere with the current plain old tele 
phone service (POTS) security panel interface. Alarm events 
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can still be routed through POTS; however the gateway also 
allows such events to be routed through a broadband or 
GPRS connection as well. The integrated security system 
provides a web application interface to the CSR tool suite as 
well as XML web services interfaces for programmatic 
integration between the security system provider's existing 
call center products. The integrated security system 
includes, for example, APIs that allow the security system 
provider to integrate components of the integrated security 
system into a custom call center interface. The APIs include 
XML web service APIs for integration of existing security 
system provider call center applications with the integrated 
security system service. All functionality available in the 
CSR Web application is provided with these API sets. The 
Java and XML-based APIs of the integrated security system 
Support provisioning, billing, system administration, CSR, 
central station, portal user interfaces, and content manage 
ment functions, to name a few. The integrated security 
system can provide a customized interface to the security 
system provider's billing system, or alternatively can pro 
vide security system developers with APIs and support in the 
integration effort. 
0304. The integrated security system provides or includes 
business component interfaces for provisioning, administra 
tion, and customer care to name a few. Standard templates 
and examples are provided with a defined customer profes 
sional services engagement to help integrate OSS/BSS sys 
tems of a Service Provider with the integrated security 
system. 
0305 The integrated security system components support 
and allow for the integration of customer account creation 
and deletion with a security system. The iConnect APIs 
provides access to the provisioning and account manage 
ment system in iConnect and provide full Support for 
account creation, provisioning, and deletion. Depending on 
the requirements of the security system provider, the iCon 
nect APIs can be used to completely customize any aspect of 
the integrated security system backend operational system. 
0306 The integrated security system includes a gateway 
that Supports the following standards-based interfaces, to 
name a few: Ethernet IP communications via Ethernet ports 
on the gateway, and standard XML/TCP/IP protocols and 
ports are employed over secured SSL sessions; USB 2.0 via 
ports on the gateway: 802.11b/g/n IP communications; 
GSM/GPRS RF WAN communications: COMA 1xRTT RF 
WAN communications (optional, can also support EVDO 
and 3G technologies). 
0307 The gateway supports the following proprietary 
interfaces, to name a few: interfaces including Dialog RF 
network (319.5 MHz) and RS485 Superbus 2000 wired 
interface; RF mesh network (908 MHz); and interfaces 
including RF network (345 MHz) and RS485/RS232bus 
wired interfaces. 
0308 Regarding security for the IP communications 
(e.g., authentication, authorization, encryption, anti-spoof 
ing, etc), the integrated Security system uses SSL to encrypt 
all IP traffic, using server and client-certificates for authen 
tication, as well as authentication in the data sent over the 
SSL-encrypted channel. For encryption, integrated security 
system issues public/private key pairs at the time?place of 
manufacture, and certificates are not stored in any online 
storage in an embodiment. 
0309 The integrated security system does not need any 
special rules at the customer premise and/or at the security 

Apr. 27, 2017 

system provider central station because the integrated Secu 
rity system makes outgoing connections using TCP over the 
standard HTTP and HTTPS ports. Provided outbound TCP 
connections are allowed then no special requirements on the 
firewalls are necessary. 
0310 FIG. 59 is a block diagram of the integrated secu 
rity system 100, under an embodiment. The integrated 
security system 100 of an embodiment includes the gateway 
102 and the security servers 104 coupled to the conventional 
home security system 110. At a customer's home or busi 
ness, the gateway 102 connects and manages the diverse 
variety of home security and self-monitoring devices. The 
gateway 102 communicates with the iConnect Servers 104 
located in the service provider's data center 106 (or hosted 
in integrated security system data center), with the commu 
nication taking place via a communication network 108 or 
other network (e.g., cellular network, internet, etc.). These 
servers 104 manage the system integrations necessary to 
deliver the integrated system service described herein. The 
combination of the gateway 102 and the iConnect servers 
104 enable a wide variety of remote client devices 120 (e.g., 
PCs, mobile phones and PDAs) allowing users to remotely 
stay in touch with their home, business and family. In 
addition, the technology allows home security and self 
monitoring information, as well as relevant third party 
content Such as traffic and weather, to be presented in 
intuitive ways within the home. Such as on advanced touch 
screen keypads. 
0311. The integrated security system service (also 
referred to as iControl service) can be managed by a service 
provider via browser-based Maintenance and Service Man 
agement applications that are provided with the iConnect 
Servers. Or, if desired, the service can be more tightly 
integrated with existing OSS/BSS and service delivery sys 
tems via the iConnect web services-based XML APIs. 
0312 The integrated security system service can also 
coordinate the sending of alarms to the home security 
Central Monitoring Station (CMS) 199. Alarms are passed 
to the CMS 199 using standard protocols such as Contact ID 
or SIA and can be generated from the home security panel 
location as well as by iConnect server 104 conditions (such 
as lack of communications with the integrated security 
system). In addition, the link between the security servers 
104 and CMS 199 provides tighter integration between 
home security and self-monitoring devices and the gateway 
102. Such integration enables advanced security capabilities 
such as the ability for CMS personnel to view photos taken 
at the time a burglary alarm was triggered. For maximum 
security, the gateway 102 and iConnect servers 104 Support 
the use of a mobile network (both GPRS and CDMA options 
are available) as a backup to the primary broadband con 
nection. 
0313 The integrated security system service is delivered 
by hosted servers running software components that com 
municate with a variety of client types while interacting with 
other systems. FIG. 60 is a block diagram of components of 
the integrated security system 100, under an embodiment. 
Following is a more detailed description of the components. 
0314. The iConnect servers 104 Support a diverse collec 
tion of clients 120 ranging from mobile devices, to PCs, to 
in-home security devices, to a service providers internal 
systems. Most clients 120 are used by end-users, but there 
are also a number of clients 120 that are used to operate the 
service. 








































































