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(57) Abstract: An example non-transitory computer readable storage
medium comprises instructions that when executed cause a processor
of an electronic device to: in response to detecting a malware scan trig-
ger associated with a file, determine a combined risk score associated
with the file based on metadata of the file and a source of the malware
scan trigger, where the source includes a file access interceptor, a file
write observer, and a file indexer; determine a scan priority based on
the combined risk score; and perform a malware scan on the file based
on the scan priority.
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MALWARE SCANS

BACKGROUND
0001} Computer executable instructions that are specifically designed to
cause damage {0 a computing device or steal data / information from a

computing device are referred to as malware or virus.

BRIEF DESCRIPTION OF THE DRAWINGS

jo002] Some examples of the present application are described with respect
to the following figures:

{0003 FIG. 1 illustrates a functional block of an electronic device to scan for
malware based on a scan pricrity of a file, according to an example;

j0004] FIG. 2 ilustrates a method of scanning for malware based on a scan

priority of a file, according to an example;

{0005] FIG. 3 illustrates an electronic device o scan for malware based on a
scan priority of a file, according {6 another exampie;

j0006] FIG. 4 illustrates an electronic device to scan for malware basedon a
scan priority of a file, according to another example; and

{0007) FIG. & illustrates an electronic device o scan for malware based on a

scan priority of a file, according to another example.

DETAILED DESCRIPTION

{0008] Antivirus application may be installed on a computing device to detect
and protect against malware. An antivirus application may include a malware
scamner to perform malware scans. To scan a file thoroughly for malware may
take a significant amount of time, which can be detrimental to user experience.
Examples described herein provide an approach to enable a computing device to

perform a malware scan on a file based on a scan priority. The scan priority may
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determine a scan depth and a number of scans that is suitable for the file. Thus,
the impact on user experience due to malware scans may be reduced.

{0009} In an example, a non-transitory computer readable siorage medium
may include instructions that when executed cause a processor of an electronic
device o in response o delecting a malware scan trigger associated with a file,
determine a combined rigk score associated with the file based on metadata of
the file and a source of the malware scan trigger, where the source includes a file
access interceptor, a file write observer, and a file indexer; determine a scan
priority based on the combined risk score; and perform a malware scan on the
file based on the scan priority.

{0010] in another example, a non-transitory computer readable storage
medium may include instructions that when executed cause a processor of an
electronic device {07 in response to detecting a malware scan trigger associated
with a file, determine a scan priority asscciated with the file based on metadata of
the file; determine a scan depth and a number of scans based on the scan
priority; and perform a set of malware scans on the file based on the scan depth
and the number of scans.

jo11] in another example, a non-transitory computer readable storage
meditum may mnclude instructions that when executed cause a processor of an
electronic device to: in response {o detecting a malware scan trigger associated
with a file, determine a scan priority associated with the file based on metadata of
the file; determine user activity information, wherein the user activity information
indicates if a user actively interacting with the elecironic device; and determine f
a malware scan of the file is to be delayed based on the scan priority and the
user activity mformation.

{0012} Tumning to FIG. 1, FIG. 1 dlustrates a functional block of an electronic
device 100 to scan for malware based on a scan priority of a file, according fo an
example. Electronic device 100 may be, for example, a lapiop computer, a
deskiop computer, an all-in-one system, a tablet computing device, 8 mobile phone,
an electronic book reader, a wearable computing device {e.g., a smart waich), or

any other electronic device suitable to perform mahlware scan on a file.

-
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{06013 Electronic device 100 may inciude a file access interceptor 102, a file
write observer 104, a file indexer 106, a prionity calculator 108, a malware scan
qusue 110, a file metadata provider 114, a user activity detector 116, and a
behaviorat detection engine 118, File access interceptor 102, file write observer
104, file indexer 108, priorty calculator 108, malware scan queue 110, file
metadata provider 114, user aclivily detector 118, and behavioral detection
engine 118 may each be implemented using processor executable instructions,
hardware devices {g.g., semiconductor-based microprocessors, integrated
circuils, field-programmable gate arrays, application-specific integrated circuits,

chipsets), or a combination thereof.

{0014] Malware Scan Trigger Generation

j0015] During operation, priority calculator 108 may detect a malware scan
trigger 120 associated with a file 122. Malware scan trigger 120 may be
generated when an atlempt 1o access file 122 or an attempt {o add file 122 {o
electronic device 100 is detected. In some examples, file 122 may be stored in a
memory (not shown in FIG. 1) of electronic device 100. An application 124
executing in electronic device 100 may access file 122. When application 124
attempts to read file 122, file access interceptor 102 may intercept a read
command associated with file 122 from application 124. In response to detecting
the read command, file access interceptor 102 may generate malwarse scan
frigger 120 and transmit mabware scan trigger 120 to priority calculator 108.
When application 124 attempts o write to hile 122, file wrile observer 104 may
intercept a write command associated with file 122 from application 124. In
response to detecting the write command, file write observer 104 may generate
matware scan trigger 120 and transmit malware scan trigger 120 to priority
calculator 108.

{00116} in some examples, file 122 may be stored in an external storage
device {not shown in FIG. 1), such as a flash memory storage device. When the
external storage device is conneacied to electronic device 100, file indexer may

index file 122 for electronic device 100. in response o attempting o index file
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122, file indexer may generate malware scan trigger 120 and transmit malware

scan trigger to priofity calculator 108.

0017} Scan Priority Determination

j0018] in response to detecting malware scan trigger 120, priority calculator
108 may determine a scan priority associated with file 122, Priority calculator
108 may compute a combined risk score to determing the scan priority. The
combined risk score may be a numerical value that is determined based on a sst
of risk scores. In some examples, priority calculator 108 may determine the
combined risk score based on an access risk score, a base risk score, a
metadata risk score, a scan age risk score, or a combination thereof.

0019 Access Risk Score
[0020] The access risk score may be determined based on a risk profie of an

entity that attempts {o access file 122. For example, behavioral detection engine
118 may generate a risk profile for application 124. The risk profile may indicate
if application 124 is normal, suspicious, or malicious application. “Normal” may
indicate that application 124 has a low likelihood of being a piece of malware
application. "Suspicious” may indicate that application 124 has a medium
fikelihood (e.g., 509%) of being a piece of malware application. "Malicious” may
indicate that application 124 has a high likelthood of being a piece of malware
application. Behavioral detection engine 118 may generate a similar risk profile
for an external storage device if file 122 18 introduced to electronic device 100 via
the external storage device.

{00211 When the risk profile is normai, priority calculator 108 may assign a
first value to the access risk score. When the risk profile is suspicious, priority
calculator 108 may assign a second value 1o the access risk score that is higher
than the first value. When the risk profile is malicious, priority calculator 108 may
assign third value to the access risk score that is higher than the second value.

{00221 Base Risk Score
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{0623] The base risk score may be determined based on the source of
malware scan trigger 120. In some examples, the source of malware scan
trigger 120 may be the entity that generates malware scan frigger 120, such as
file access interceptor 102, file write observer 104, and file indexer 106. When
the source is file access interceptor 102, the base risk score may have a first
value as assigned by priority calculator 108. When the source is file write
observer 104, the base risk score may have a second value that is higher than
the first value. When the source is file indexer 106, the base risk score may have
a third value that is higher than the second value. The base risk score of each
source may be amranged to reflect the potential risk of malwars exposure

associated with each source.

0024} Metadata Risk Score
j025] The metadata risk score may be determined based on metadata 126

associated with file 122. Metadala 126 may include any information related file
122 besides content of file 122. Priority calculator 108 may receive metadata
126 from metadata provider 114, In some examples, metadata 126 may include
a first type of metadata corresponding to acquisition information of file 122. The
acquisition information may describe where file 122 s acquired from, how file 122
fs acquired, or a combination thereof.

0026} in some examples, the acquisition information may describe a
webpage that file 122 was downloaded from. The acquisition information may
also describe how a user navigated {o the webpage to download file 122 (8.g.,
whether the user searched from file 122 on a search engine or the user clicked
on a fink in an email to get file 122). Thus, priority calculator 108 may determine
a value of metadata risk score based on how risky the webpage is and how risky
the manner in which the user downioaded file 122. i the webpage is high risk
{e.g., an internet forum or a social network site) and the user downloaded file 122
from a link in the webpage, metadata risk score may have a first value. {f the
webpage is low risk {.g., hosted on company intranet) and the user specifically

searched for file 122, metadata risk score may have a second value different
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from the first value. In some examples, the second value may be jower than the
first value. In some examples, the second value may be higher than the first
valie.

10027} In some examples, file 122 may be received as an email altachment.
Thus, the acquisition information may describe the source of the email. Priority
calculator 108 may determine a value of the metadata risk score based on the
acquisition information. For example, priority calculator 108 may assign a first
value to the metadata risk score if the email came from a first-time sender (i.e.,
high risk}). Priornity calculator 108 may assign a second value to the metadata risk
score if the email came from a trusted source (i.e., low risk). Further, priority
calculator 108 may further determine the value of the metadata risk score using
routing information of the email, such as if the email passed the Domain Keys
Identified Mail (DKIM) check {i.e., low risk if the email pass the DKIM check, high
risk if the email did not pass the DKIM check).

{0028] in some examples, file 122 may be created by an application stored in
electronic device 100. Thus, the acquisition information may include the type
and/or identity of the application. Prionty calculator 108 may determine the value
of the metadata risk score using the acquisition information. For example, priority
calculator 108 may assign a first value to the metadata nsk score if the
application is a file sharing application (i.e., high risk). Priority calculator 108 may
assign a second value 1o the metadatla risk score if the application is a deskiop
publishing application {i.e., low risk).

j0029] In some examples, metadata 126 may also include a second type of
metadata corresponding to a security parameter of file 122. The security
parameter may be digital signature information embedded in file 122, Priority
calculator 108 may determine the value of the metadata risk score using the
digital signature information. For example, prionity calculator 108 may assign a
first value to the metadata risk score if file 122 is not signed with a digital
signature or is sighed with an invalid digital signature (i.e., high risk). Prionty
calculator 108 may assign a second value o the metadata risk score if file 122 is

signed with a valid digital signature from a frusted source (i.e., low risk}, such as
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an operating system provider. Thus, priority calculator 108 may determine the
value of the metadata risk using the first type of metadata, the second type of
metadata, or a combination thereof. Although one file metadata provider 114 s
shown in FiG. 1, it should be undersiood that g plurality of file metadata providers
may be used. Each distinct file metadata provider may provide a distinct type of

metadata to priority calculator.

{0030} Scan Age Risk Score
0031} The scan age risk score may be determinad based on a length of time

and the number of malware definition updates since a previous scan of file 122
{i.e., the last time file 122 was scanned for malware). For example, if file 122 is
not on a recent scan list {indicating that file 122 was not scan in the latest
malware scan} and there has been a malware definition update since the last
time file 122 was scanned for malware {i.e., high risk}, priority calculator 108 may
assign a first value to the scan age risk score. if file 122 is not on the recent
scan list {indicating that file 122 was not scanned in the latest batch of files
scanned for malware) and there has been an update {0 the malware definition
since the last time file 122 was scanned for malware (i.e., high risk), priority
calculator 108 may assign a first value to the scan age risk score. if file 122 s on
the recent scan list and there has not been a malware definition update since the
tast time file 122 was scanned for malware {1.e., low risk), priority calculator 108
may assign a second value to the scan age risk score. In some examples,
malware scanner 112 may provide the recent scan list, information on malware
definition update, or a combination thereof to priority calculator 108, In some
examples, an operating system of electronic device 100 (not shown in FIG. 1)
may provide the recent scan list, information on malware definition update, or a
combination thereof {o priority calculator 108.

{0032} Combined Risk Score

{0033} Priority calculator 108 may determine a value of the combined risk

score based on the access risk score, the base risk score, the metadata risk
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score, the scan age risk score, or a combination thereof. The values of the
access risk score, the base risk score, the metadata risk score, and the scan age
risk score may sach be weighted to compute the value of the combined risk
score. The weight of each of the scores may be different to reflect the level of
risk the particular score represents. In some examples, the value of the
combined risk score may be a sum of the weighted values of the access risk
score, the base risk score, the metadata risk score, the scan age nisk score, or
the combination thereof. In some examples, the weights may also be adjustable.
The weights may be adjustable manually by a user of electronic device 100, via &
central management console, derived using machine learning based on historical
data for previously known malicious files, etc.

j003:4] Based on the value of the combined risk score, priority calculator 108
may delermine a scan priority for file 122. For example, when the value of the
combined risk score is within a first range {e.g., between 10 and 15), the scan
priority may be a first scan priority. The first scan priority may represent high risk
of malware exposwre. For example, file 122 may have a high risk of malware
exposure when file 122 has not been scanned yet and is being launched as 3
process. As another example, file 122 may have a high risk when file 122 is not
scanned yet and is being ioaded by another process for which section sync s
created. As another example, file 122 may have a high risk when file 122 has
been modified by a process that is flagged as suspicious or malicious.

{00351 When the value of the combined risk score is within a second range
{e.q., between 5 and ©), the scan priority may be a second scan priority. The
second scan priority may represent medium risk of malware exposure As an
example, file 122 may have a medium risk of malware exposure when file 122 s
newly written by a process in electronic device 100 and is not being accessed by
any process so far.

{0036] When the value of the combined risk score is within a third range (e.qg.,
between 1 and 4), the scan priority may be a third scan priority. The third scan

priority may represent low risk of malwars exposure As an example, file 122 may
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have a low risk of malware exposure when file 122 is a headerless file, such as a

text file, a database file, or log file, that is frequently updated by an application.

0037} Malware Sean Queue

0038] Malware scan queue 110 may store 2 list of files for malware scans by
malware scanner 112. The list may be sorted by scan priority. When a fileis o
be scanned by malware scanner 112, such as file 122, the file may be removed
from malware scan queue 110 {0 be scanned by malware scanner 112,

j0039] In some examples, malware scan gueue 110 may remove a file for
scanning based on user activity information provided by user activity detector
116 and a scan priority of the file. As described in more detail below, the user
activity information may indicate if a user is actively inferacting with electronic
device 100. When the scan priority is the first priority (i.e., high risk} or the
second priority {i.e., medium risk), malware scan queue 110 may remove the file
for scanning regardiess of the content of the user activily information. When the
scan priornty is the third priority {i.e., low risk}, malware scan queue 110 may
remove the file for scanning only when the user activity information indicates that
the user is not actively interacting with electronic device 100; malware scan
queue 110 may delay a malware scan of the file by keeping the file in malware
scan gueue 110 until the user activity information indicates that the useris no

tonger actively interacting with electronic device 100

[0040] Malware Scanner

{0041} Malware scanner 112 may perform a set of malware scans on a file
based on a scan priority of the file. In some examples, priority calculator 108
may determine a scan depth and a number of scans based on the scan priority.
A scan depth may indicate how many levels of embedded / nested formats {0
scan for malware, how many malware detection rules to apply, how many forms
of malicious behavior analysis to apply, other parameters associated with a

malware scan, or a combination thersof.
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[0042] When the scan priority is the first scan priority, prionty calculator 108
may determine that the file, such as file 122, may be scanned immediately
without delay by malware scanner 112 at a first scan depth. At the first scan
depth, malware scanner 112 may use fewer detection rules {e.g., avoid scanning
a word processing document with detection rules for malicious executable binary
code) and may skip certain forms of analysis for malicious behavior {e.g., running
executable code inside a sandbox environment in a virtual machine). Priority
calculator 108 may also place the file in malware scan qusue 110 for a second
malware scan at a second scan depth at a subsequent time. Thus, malware
scanner 112 may perform malware scan on the file twice, a first time at the first
scan depth and a second time at the second scan depth, which is more thorough
or in depth than the first scan depth.

0043} When the scan priority is the second scan priority or the third scan
priofity, priority calculator 108 may place the file in malware scan queus 110 for
scanning. Malware scanner 112 may perform malware scan on the file at the
second scan depth. Thus, in some examples, when the scan priority is the
second scan priority or the third scan prionity, a single malware scan may be
performed. In some examples, malware scanner 112 perform malware scan as a
hackground task that has a lower input/output and/or processor priority than

other user tasks executing on electronic device 100

00444} User Activity Detector

[0045] User activity detector 116 monitor aspects of electronic device 100 to
determing if a user is actively interacting with electronic device 100. User activity
detector 116 may generate user activity information and provide the user activily
information to malware scan queue 110 o determine a timing of malware scan
as described above. The user activity information may be any information that
indicates if electronic device 100 is actively used by a user.

{0{46] in some examples, the user activily information may include power
source information of electronic device 100 that indicates whether electronic

device 100 is powered by a battery or an alternate current (AC) adapter. Battery

10
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power is a finite resource and i a user has disconnected electronic device 100
from a power source {e.g., the AC adapter) then the user does not expect
electronic device 100 to drain the baltery power unnecessarily, therefore if
electronic device 100 is on batlery power then electronic device 100 may be
considerad o be actively used by the user. If electronic device 100 is connected
to the AC adapter, then the power source information may be ignored as the
power source information alone may not be sufficient {o indicate if the electronic
device 100 is actively used by the user.

0047} in some examples, the user activity information may include a status of
a security mechanism of electronic device 100. The security mechanism may
include a lock screen, a physical device lock, or any other device or processor
executable instructions that block access o electronic device 100 {e.g., by
disabling input devices of electronic device 100) or reduce functionalities of
electronic device 100 (e.g., by disabling an input/output port of electronic device
100} without an entry of a password, biometrics, or other authentication
measures. If the status of the security mechanism is active, then electronic
device 100 may be considered {0 not be actively used by the user. i the status
of the security mechanism is inactive, then electronic device 100 may be
considered {o be actively used by the user.

{0048] in some examples, the user activily information may include a window
size displaying content of a foreground application that is executing on slectronic
device 100. A foreground application may be an application that is designated by
an opsrating system of electronic device 100 as aclive {e.g., after being selected
by a user of glectronic device 100). If the window size of the foreground
application i1s maximized, then electronic device 100 may be considered fo be
actively used by the user. If the window size is not maximized, then elecironic
device 100 may be considered to not be actively used by the user.

{0049] in some examples, the user activity information may include a status of
an input device of electronic device 100. The input device may be a keyboard, a
touchscreen, a microphone, g touchpad, or any other device that is suitable fo

receive an input from a user. If the status of the input device is active, then

il
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electronic device 100 may be considered 1o be aclively used by the user. if the
status of the input device is inactive, then electronic device 100 may be
considered o not be actively used by the user. An input device may be
considered active if the input device has received an input within a time window
{e.qg., T minude). An input device may be considersd inactive if the input device
has not received an input within the time window.

{0030] Thus, the user activity information may include the power source
information, the status of a security mechanism, the window size, the status of an
input device, or a combination thereof.

j0051] FIG. 2 illustrates a method 200 of scanning for malware based on a
scan priority of a file, according to an example. Method 200 may be
implemented by electronic device 100 of FIG. 1.

0052} Method 200 may include receiving a malware scan trigger, at step
202. For example, priority calculator 108 may receive malware scan trigger 120
from file access interceptor 102. Method 200 may also include determining a
combined risk score, at step 204. For example, priority calculator 108 may
determine a combined risk score based on the access risk score, the base risk
score, the metadata risk score, the scan age risk score, or a combination thereof.
j0053] Method 200 may further include determining a scan priority, at step
206, For example, priorily calculator 108 may determine the scan priority based
on the combined risk score. Method 200 may further include performing a
malware scan based on the scan priority, at step 208. For exampie, malware
scanner 112 may perform a malware scan on file 122 based on the scan priority.
{0054) FIG. 3 illustrates an electronic device 300 {o scan for malware based
on a scan priority of a file, according to another example. Electronic device 300
may implement electronic device 100 of FIG. 1. Electronic device 300 may
include a processor 302 and a computerreadable storage medium 304,

JO055) Processor 302 may be a ceniral processing unit (CPU), a
semiconductor-based microprocessor, an integrated circuit (e.g.. a
field-programmabile gate array, an application-specific integrated circuit), andior

other hardware devices suitable for retrieval and execution of instructions stored

12
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in a computer-readable storage medium. Computer-readable storage medium
304 may be any electronic, magnetic, optical, or other physical storage device
that contains or stores executable instructions. Thus, computer-readable storage
medium 304 may be, for example, Random Access Memory (RAM), an
flectrically Erasable Programmable Read-Only Memory (EEPROM), a storage
device, an optical disg, efc. In some examples, computer-readable storage
medium 304 may be a non-transifory storage medium, where the term “non-
fransitory” does not encompass transitory propagating signals. Computer-
readable storage medium 304 may be encoded with a series of processor
executable instructions 306, 308, and 310.

{0056} Combined risk score determining instructions 306 may determine a
combined risk score of a file. For example, referring to FIG. 1, priority calculator
108 may determine a value of the combined risk score based on the access risk
score, the base risk score, the metadata risk score, the scan age risk score, or &
combination thereof., Scan priority delermining instructions 308 may determine a
scan priority based on the combined risk score. For example, referring to FIG. 1,
priority calculator 108 may determine a scan priority associaled with file 122
based on a combined risk score. Malware scanning instructions 310 may
perform a malware scan on the file based on the scan prionity. For example,
referring to FIG. 1, malware scanner 112 may perform a malware scan on file
122 based on the scan prnonty associated with file 122,

{00571 FIG. 4 illustrates an electronic device 400 to scan for malware based
on a scan priority of a file, according to another example. Electronic device 400
may implement electronic device 100 of FIG. 1. Electronic device 400 may
include a processor 402 and a computer-readable storage medium 404,
Processor 402 may be similar fo processor 302 of FIG. 3. Computer-readable
storage medium 404 may be similar to computer-readable storage medium 304
of FIG. 3. Computer-readable storage medium 404 may be encoded with
instructions 406, 408, and 410C.

{0038] Scan prionty determining instructions 406 may determine a scan

priority based on the combined risk score. For example, referring to FIG. 1,
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priority calculator 108 may determine a scan priority associated with file 122
based on a combined risk score. Scan parameter determining instructions 408
may determine a scan depth and a number of scans based on the scan priority.
For example, referting to FIG. 1, when the scan priority is the first scan priority,
priority calculator 108 may determine that the file, such as file 122, may be
scanned immediately without delay by malware scanner 112 at a first scan depth.
Priority calculator 108 may also place the file in malware scan queue 110 fora
second malware scan at a second scan depth at a subseqguent time. When the
scan priority is the second scan priority or the third scan priority, priority
calculator 108 may place the file in malware scan queue 110 for scanning.
Malware scanning instructions 410 may perform a set of malware scans on a file
based on the scan parameters. For example, referring to FIG. 1, when the scan
priority is the first priority, the set of malware scans may include a plurality of
malware scans: a first scan at a first scan depth and a second subsequent scan
at a second scan depth. When the scan priority is the second or third priority, the
set of malware scans may include just a single scan at the second scan depth.
j0059] FIG. 5 illusirates an electronic device 500 to scan for malware based
on a scan priority of a file, according to another example. Electronic device 500
may nclude a processor 502 and a computer-readable storage medium 504,
Procassor 502 may be similar to processor 302 of FIG. 3. Computer-readable
storage medium 504 may be similar to computer-readable storage medium 304
of FIG. 3. Compuler-readable storage medium 504 may be encoded with
instructions 506, 508, and 510.

{0060) Scan priority determining instructions 506 may determine a scan
priority based on the combined risk score. For example, referring to FIG. 1,
priority calculator 108 may determine a scan priority associated with file 122
based on a combined risk score. User activity information determining
instructions 508 may determine user activity information. For example, referring
to FIG. 1, user activity detector 116 may generate user activity information and
provide the user activity information to malware scan queue 110 to determine a

fiming of malware scan. Malware scan timing instructions 510 may determine if 3

i4
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malware scan of a file is {0 be delayed based on the scan priority and the user
activity information. For example, referring to FIG. 1, when the scan priority is
the third prionty {i.e., low risk), malware scan queue 110 may remove the file for
scanmning only when the user activity information indicates that the user is not
actively interacting with electronic device 100; malware scan queue 110 may
delay a malware scan of the file by keeping the file in malware scan queue 110
untd the user activity information indicates that the user is no longer actively
interacting with electronic device 100.

0061} The use of "comprising”, "including” or "having” are synonymous and
variations thereof herein are meant to be inclusive or open-endead and do not
exclude additional unrecited elements or method steps.
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Claims

What is claimed is:

1. A non-fransitory computer-readable storage medium comprising
instructions that when executed cause a processor of an electronic device to:

in response to detecting a malware scan trigger associated with a file,
determine a combined risk score associated with the file based on
metadata of the file and a source of the malware scan trigger,
wherein the source includes a file access interceptor, a file write
observer, and a file indexer;

determine a scan priority based on the combined risk score; and

perform a malware scan on the file based on the scan priority.

2. The non-transitory computer-readable storage medium of claim 1,
where in the scan priorty includes a first scan prionily, a second scan prionity, and
a third scan priority.

3. The non-transitory computer-readable storage medium of claim 1,
wherein the instructions when executed further cause the processor o
determine a base risk score based on the source of the malware scan
trigger;
determine a mefadata risk score based on the metadata;
determine a scan age nisk score based on a previous scan of the file; and
determine a combined risk score based on the base risk score, the

metadata risk score, and the scan age risk score.

4. The non-fransitory computer-readable storage medium of claim 3,
wherein the base risk score has a first weight, the metadata risk score has a

second weight, and the scan age risk score has a third weight.

16
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5. The non-transitory computer-readable storage medium of claim 1,
wherein the metadata includes a first type of metadata and a second type of
metadata, wherein the instructions when executed further cause the processor
He

determine an access risk score based on an entity that attempts {0 access

the file;

determine a base risk score based on the source of the malware scan

trigger,

determine a first metadata risk score based on the first type of metadata;

determine a second metadata risk score based on the second type of

metadata;

determing a scan age risk score based on a previous scan of the file; and

determine g combined risk score based on the access risk score, the hase

risk score, the first metadata risk score, the sacond metadata risk
score, the scan age risk score, or a combination thereof.

6. The non-transitory computer-readable storage medium of claim 5,
wherein the first metadata risk score is determined based on acquisition
information of the file, and wherein the second metadata risk score is determined

based on a security parameter of the file.

7. A non-transitory computer-readable siorage medium comprising

instructions that when executed cause a processor of an electronic devics to:

m response to detecting a malware scan trigger associated with a file,
determine a scan priority associated with the file based on
metadata of the file;

determine a scan depth and a number of scans based on the scan priority;
and

perform a set of malware scans on the file based on the scan depth and
the number of scans.
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8. The non-transitory computer-readable storage medium of claim 7,
wherein the instructions when executed cause the processor to:

when the scan priority is a first scan priority:

perform a first malware scan on the file having a first scan depth; and

perform a second malware scan on the file having a second scan depth,
wherein the second scan depth is higher than the first scan depth,
and wherein the second malware scan is subsequent {o the first
malware scan; and

when the scan priority is a second scan priority that is lower than the first
scan priority, perform a malware scan on the file having the second
scan depth.

3. The non-transitory computer-readable storage medium of claim 7,
wherein metadata includes a first type of metadata and a second type of
metadata, and wherein the first type of metadata includes an application that
generated or received the file, and wherein the second type of metadata includes
digital signature information embedded in the file.

16. A non-transitory computer-readable storage medium comprising
instructions that when executed cause a processor of an electronic device to:

in response to detecting a malware scan trigger associated with a file,
determine a scan priority associated with the file based on
metadata of the file;

determine user activity information, wherein the user activity information
indicates if a user aclively interacting with the electronic device; and

determing if a malware scan of the file 1s {o be delayed based on the scan

priority and the user activity information.
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11. The non-transitory computer-readable storage medium of claim 10,
wherein the user activity information includes power source information that
indicates whether the electronic device is powered by a battery or an altemnate

current (AC) adapter.

12. The non-transitory computer-readable storage medium of claim 10,
wherein the user activity information includes a window size displaying content of

a foreground application.

13. The non-fransitory computer-readable storage medium of claim 10,

wherein the user activity information includes a status of a lock screen.

14. The non-transifory computer-readable storage medium of claim 10,
wherein the user aclivity information includes a status of an input device of the

electronic device.

15. The non-fransitory computer-readable storage medium of claim 10,
wherein the instructions when executed further cause the processor {o:

when the scan priority is a first scan priority, perform the malware scan
without delay; and

when the scan pricrity is not the first scan priority and the user activity
information indicates that the user is aclively interacting with the
electronic device, delay the malware scan until the user activity
information indicates that the user is no longer actively interacting
with the electronic device.
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