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implementations further relate to methods and systems for requesting service
authorization.
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Service Authorization using Auxiliary Device

CROSS REFERENCE TO RELATED PATENT APPLICATIONS

This application claims priority to Chinese Patent Application No. 201410150396.8,
filed on April 15, 2014, entitled “A Method and a System for Service Authorization and

Requesting Service Authorization,” which is hereby incorporated by reference in its entirety.

TECHNICAL FIELD

Implementations of the present disclosure relate to the field of computer technology,

and more particularly to methods and systems for service authorization.

BACKGROUND

Under conventional technologies, internet-based service authorization (e.g., remote
payment authorization) typically includes the following operations. For example, a user
terminal device gets user information including a user account name and password, and
submits the information to a server terminal device for verification. The service terminal
device then validates the user information, and then authorizes a service permission if
validation is successful. After the user terminal device obtains service authorization, the
user terminal device may access service data.

However, implementations of the conventional technologies may require, for
example, that a user manually enter the account name and password into the user terminal

device. This results in poor user experience and low efficiency of the authorization process.

SUMMARY
This Summary is provided to introduce a selection of concepts in a simplified form
that are further described below in the Detailed Description. This Summary is not intended
to identify all key features or essential features of the claimed subject matter, noris it
intended to be used alone as an aid in determining the scope of the claimed subject matter.
Implementations of the present disclosure relate to a method for service

authorization. The method may include receiving, by a server terminal device, user
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authentication information stored on an auxiliary device for user authentication associated
with a user terminal device. The server terminal device may further determine whether the
user terminal device meets an authorization condition based on the user authentication
information.

Implementations of the present disclosure further relate to a method for requesting
authorization. The method may include receiving, by an auxiliary device for user
authentication, an auxiliary authentication request from a user terminal device. The
auxiliary device for user authentication may obtain user authentication information and
transmit the user authentication information to a server terminal device such that the server
terminal device determines, based on the user authentication information, whether the user
terminal device meets an authentication condition.

Implementations of the present disclosure further relate to another method for
requesting authorization. The method may include providing, by a user terminal device, an
auxiliary authentication request to an auxiliary device for user authentication such that the
auxiliary device for user authentication transmits user authentication information to a server
terminal device for further service authorization.

Implementations of the present disclosure further relate to yet another method for
requesting authorization. The method may include receiving, by a user terminal device, user
authentication information from an auxiliary device for user authentication associated with
the user terminal device. The terminal device may transmit the user authentication
information to a server terminal device such that the server terminal device determines
whether the user terminal device meets authorization condition.

Implementations of the present disclosure further relate to a system for service
authorization. The system may include one or more processors, and memory to maintain a
plurality of components executable by the one or more processors. The plurality of
components may include an information receiving module configured to receive user
authentication information stored on an auxiliary device for user authentication associated
with a user terminal device, and a determining module configured to determine whether the
user terminal device meets an authorization condition based on the user authentication

information.
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Implementations of the present disclosure further relate to another system for
service authorization. The system may include one or more processors, and memory to
maintain a plurality of components executable by the one or more processors. The plurality
of components may include a request obtaining module configured to receiving from a user
terminal device an auxiliary authentication request, an information obtaining module
configured to obtain user authentication information from the auxiliary device for user
authentication, and a transmitting module configured to transmit the user authentication
information to a server terminal device such that the server terminal device determines,
based on the user authentication information, whether the user terminal device meets a
authentication condition.

Implementations of the present disclosure further relate to yet another system for
service authorization. The system may include one or more processors, and memory to
maintain a plurality of components executable by the one or more processors. The plurality
of components may include a request providing module configured to provide an auxiliary
authentication request to an auxiliary device for user authentication such that the auxiliary
device for user authentication transmits user authentication information to a server terminal
device for further service authorization.

Implementations of the present disclosure further relate to yet another system for
service authorization. The system may include one or more processors, and memory to
maintain a plurality of components executable by the one or more processors. The plurality
of components may include an information receiving module configured to receive user
authentication information from an auxiliary device for user authentication associated with
a user terminal device, and a transmitting module configured to transmit the user
authentication information to a server terminal such that the server terminal determines
whether the user terminal device meets authorization condition.

An auxiliary device for user authentication may store the user authentication
information such that the user terminal device and/or an auxiliary device for user
authentication may transmit user identification information to the server terminal device for

the service authorization. This makes the authorization process efficiently.
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BRIEF DESCRIPTION OF THE DRAWINGS

The Detailed Description is described with reference to the accompanying figures.

The use of the same reference numbers in different figures indicates similar or identical
items.

FIG. 1 is a flow chart of an illustrative process for service authorization.

FIG. 2 is a flow chart of an illustrative process for requesting service authorization.

FIG. 3 is another flow chart of an illustrative process for requesting service
authorization.

FIG. 4 is a schematic diagram of exemplary computing environment for service
authorization.

FIG. 5 is a schematic diagram of an illustrative process for service authorization.

FIG. 6 is another schematic diagram of an illustrative process for service authorization.

FIGS. 7-11 are schematic diagrams of illustrative computing architectures that enable

service authorization.

DETAILED DESCRIPTION

The following accompanying drawings and detailed description of the technical
solutions provided by various implementations of the present disclosure. Obviously, the
described implementations are merely part of implementations of the present disclosure,
but not all implementations. Based on the implementations in the present disclosure, all the
other implementations made by those of ordinary skill without creative efforts are within
the scope of protection of the present disclosure.

FIG. 1 is a flow chart of an illustrative process for service authorization. At 102, a
server terminal device may receive user authentication information stored on an auxiliary
device for user authentication associated with a user terminal device. The user
authentication information may include a user name, a user account name, and/or a related
password, and may further contain other information that uniquely indicates and/or
identifies a user.

The auxiliary device for user authentication may include mobile phones, desktop

computers, laptops or tablet PCs, and other devices. The user authentication information
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may be obtained by and stored on the auxiliary device for user authentication in various
ways. For example, the server terminal device may transmit the user identification
information to the auxiliary device for user authentication directly or via the user terminal
device after the auxiliary device for user authentication and/or the user terminal device
successfully registers to the server terminal device. In some implementations, a user may
directly enter user authentication information to the auxiliary device for user authentication.
In some implementations, during the service authorization, the user authentication
information may be transmitted by the auxiliary device for user authentication to the server
terminal device directly or via the user terminal device.

At 104, the server terminal device may determine whether the user terminal device
meets an authentication condition based on the received user authentication information.
In some instances, the server terminal device may authorize a service permission to the user
terminal device such as to allow the user terminal device to use user identify information of
the user terminal device, for example, to perform transactions related to user accounts
and/or access to contact information associated with a service.

In some implementations, the service authorization may be implemented using time-
based dynamic passwords. In these instances, the user authentication information may
include user verification information and user identification information (e.g., a user account
name and password). The verification information may be obtained by using auxiliary device
for user authentication to encrypt first time information and random information stored on
the auxiliary device for user authentication. The first time information may include a system
local time when the auxiliary device for user authentication receives an auxiliary
authentication request. The random information may be provided by the serve terminal
device to the auxiliary device for user authentication after the user identification
information provided by the auxiliary device for user authentication is verified. The auxiliary
authentication request may trigger the auxiliary device for user authentication to provide
the user authentication information to the server terminal device such that the server
terminal device may determine whether the user terminal device meets the conditions of

authorization based on the received user authentication information.
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In some implementations, the server terminal device may locate and/or identify
auxiliary information provided by the auxiliary device for user authentication based on the
saved user identity mapping between user identification information and the random
information. The auxiliary information may include the user identification information and
the mapped random information.

In some implementations, the user identification information may be verified when
the auxiliary device for user authentication registers to the server terminal device. If the
verification is successful, a mapping relationship may be established. The mapped random
information may be randomly generated by the server terminal device.

For example, an auxiliary device authentication account named "apple" and having a
password "12345" may be used as registered user identity information with respect to the
server terminal device. The server terminal device may generate random information, such
as a random string: A, and a mapping relationship among A, "apple "and "12345."
Accordingly, when an auxiliary equipment transmits an "apple" and "12345" as the user
authentication information to the server terminal device, the server terminal device may
determine that the "apple" and "12345" are mapped to the random string A.

In some implementations, the server terminal device may encrypt second time
information and related random information to obtain registration information. The second
time information may include a system local time when the server terminal device receives
the user identification information.

The encryption algorithm may include a cryptographic hash function, such as may be
the Secure Hash Algorithm (SHA). The encryption algorithm and encryption algorithm may
be implemented to generate verification information.

In some implementations, the server terminal device may determine whether the
registration information and verification information of the user authentication information
match. When the verification information and registration information match, the server
terminal device may determine that verification information meets the authorization
condition. When the verification information and the registration information do not match,
the server terminal device may determine the verification information does not meet the

authorization condition.



10

15

20

25

WO 2015/160711 PCT/US2015/025586

In some implementations, asymmetric keys may be implemented for the service
authorization. For example, the user authentication information may include the
verification information and user identification information. The auxiliary device for user
authentication may encrypt an authentication label to obtain the verification information.
The server terminal device may provide a private key to the user authentication information
after the user identification information is verified. After receiving the auxiliary
authentication request, the server terminal device may transmit the authentication label to
the user terminal device, which may then transmit the authentication label to the auxiliary
device for user authentication.

In some implementations, the server terminal device may further determine, based
on the received user authentication information, whether the user terminal device meet the
authentication condition in various ways. For example, the server terminal device may find
and/or determine user identity information corresponding to the user authentication
information associated with an auxiliary device that transmits the authentication public key
to the server terminal device.

The server terminal device may obtain information to be certified to use the public
key to decrypt a verification authentication token. The server terminal device may
determine whether the information to be certified and the user identification information
corresponding to the stored authentication label match. If the information to be certified
and the authentication label match, the server terminal device may determine that the
verification information meet the authorization condition.

If the information to be certified and the authentication label do not match, the
server terminal device may determine that the verification information does not meet the
authorization condition;

In some implementations, prior to receiving the user authentication information, the
server terminal device may receive the user authentication request. Based on the user
authentication request, the server terminal device may generate a service serial number and
a mapping relationship between the service serial number and the user authentication

request. The server terminal device may transmit the service serial number and the
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mapping relationship to the user terminal device. In these instances, the user
authentication request may include the identifier information of a user terminal device.

Based on user authentication information, the server terminal devices may receive
the service serial number and the user authentication request. Using the identifier
information of a user terminal device, the server terminal device may determine whether
the user terminal device meets the conditions. In these instances, when the user
authentication information is transmitted by the auxiliary device for user authentication to
the service terminal device, the server terminal device may receive the service serial
number provided by the auxiliary device for user authentication. The user authentication
information is obtained by the user terminal device provided by the user authentication
information and the user authentication information is transmitted to the server terminal
device; the received service serial number of the service may be transmitted by the user
terminal device.

In some implementations, information exchange between the user terminal device
and auxiliary device for user authentication may implement various techniques such as
sound waves, Bluetooth, wireless fidelity (Wi-Fi), Near-field wireless communications (NFC),
two-dimensional code image, and other techniques.

An auxiliary device for user authentication may store the user authentication
information such that the user terminal device and/or an auxiliary device for user
authentication may transmit user identification information to the server terminal device.
This makes the authorization process efficiently.

Operations described above may be implemented by one or more devices. For
example, when the auxiliary device for user authentication uses account information (e.g.,
"apple" and the password "12345") to register to the server terminal device. The server
terminal device may generate random information, such as a random string (e.g., A), and
establish a mapping relationship among A, "apple" and "12345",

FIG. 2 is a flow chart of an illustrative process for requesting service authorization. At
202, the user authentication may obtain an identity authentication request from the use

terminal device. The auxiliary authentication request may be obtained via a variety of ways.
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For example, the auxiliary authentication request may be received via a broadcast of the
user terminal device and/or by scanning two-dimensional code image.

At 204, the user terminal device may obtain the user identification information from
the auxiliary device for user authentication in response to the identity authentication
request.

At 206, the user terminal device may transmit the user authentication information to
the server terminal device such that the server terminal device may determine whether the
authentication condition is met based on the user authentication information.

The user terminal device may transmit the user authentication information to the
server terminal device. In some instances, the auxiliary device for user authentication may
transmit the user authentication information to the server terminal device directly.

An auxiliary device for user authentication may store user authentication information
such that the user terminal device and/or an auxiliary device for user authentication may
transmit the user identification information to the server terminal device. This makes the
authorization process efficiently.

Operations described above may be implemented by one or more devices. For
example, when the auxiliary device for user authentication uses account information (e.g.,
"apple" and the password "12345") to register to the server terminal device. The server
terminal device may generate random information, such as a random string (e.g., A), and
establish a mapping relationship among A, "apple" and "12345",

FIG. 3 is another flow chart of an illustrative process for requesting service
authorization. The user terminal device may transmit the auxiliary authentication request to
the auxiliary device for user authentication such that the auxiliary device for user
authentication may transmit the user authentication information to the server terminal
device. In these instances, the auxiliary authentication request may include the service
serial number that is obtained by the user terminal device and provided by the auxiliary
device for user authentication.

At 302, the user terminal device may receive the user authentication information
provided by the auxiliary device for user authentication associated with the user terminal

device.
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At 304, the user terminal device may transmit the user authentication information to
the server terminal device such that the server terminal device may determine whether the
authentication condition is met based on the user authentication information.

In some embodiments, the user terminal device and the auxiliary device for user
authentication may exchange information in various ways, such as sound waves, Bluetooth,
Wi-Fi, NFC or two-dimensional code image and other techniques. Operations described
above may be implemented by one or more devices.

FIG. 4 is a schematic diagram of exemplary computing environment for service
authorization. As illustrated in FIG. 4, an auxiliary device for user authentication 402 (e.g., a
mobile device) may be utilized for the service authorization. Using a dynamic password
technology, the auxiliary device for user authentication 402 may implement authorization
mechanisms with respect to a user terminal device 404 and a server terminal device 406.
The mechanism does not require a user to initiate a user authentication request by entering
account information (e.g., an account name and password), thereby increasing the efficiency
of the authorization process and improving user experience.

The auxiliary device for user authentication 402 and/or the user terminal device 404
may include an auxiliary device processor, memory, network interfaces, signal transceiver
devices such as mobile phones, tablet PCs, laptop, or desktop computers. In some
implementations, the server terminal device 406 may be a network-terminal server. In
particular, information exchange between independent authentication tools and the user
terminal device 404 may implement various techniques, such as sound waves, Bluetooth,
Wi-Fi, NFC or two-dimensional code image technology. Considering the cost, the auxiliary
device for user authentication 402 and the user terminal device 404 may exchange
information by implementing sound waves as a carrier.

FIG. 5 is a schematic diagram of an illustrative process for service authorization. At
502, the auxiliary device for user authentication 402 may request enabling an auxiliary
authentication function. For example, the auxiliary device for user authentication 402 may,
in the user's control, log on the server terminal device 406 via an auxiliary authentication
client application associated with the auxiliary device for user authentication 402. The

auxiliary device for user authentication 402 may then transmit a request for enabling the
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auxiliary authentication function. The request may include a user account and password,
which are provided by a user.

In some implementations, a user may use a mobile device as the auxiliary device for
user authentication 402 to transmit the request for enabling the auxiliary authentication
function. In these instances, the server terminal device 406 may provide account payment
services to the user.

504, after the auxiliary authentication function is enabled, the server terminal device
406 may generate a random number seed, which may be stored locally on the server
terminal device 406 and /or the auxiliary device for user authentication 402.

For example, after the server terminal device 406 verifies the user account name and
password, the server terminal device 406 may associate a state aid identification with the
auxiliary device for user authentication 402. The identification may indicate that the
auxiliary authentication function is enabled.

In some implementations, the server terminal device 406 may generate a globally
unique random number seed (e.g., 16 bytes) binding to a user account, and distribute to the
auxiliary device for user authentication 402 for encryption and storage. Accordingly, the
auxiliary device for user authentication 402 may encrypt the random number seed and the
user account, which are stored locally for user authentication

The user account and the random number seed may be encrypted and stored on the
auxiliary device for user authentication 402 and/or the server terminal device 406.

In some implementations, the user authentication may be implemented using a
mobile phone as the auxiliary device for user authentication 402. For example, after
receiving a random number seed W, the mobile device can be used to store the random
number seed W and account information entered by a user. The mobile device may further
encrypt the account information and the random number seed W such that the random
number seed W may be obtained based on the user account information.

At 506, the user terminal device 404 may request service authorization. An
additional user terminal device may be used to facilitate the service authorization request

associated with the auxiliary device for user authentication 402.
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Supposing that the user terminal device 404 is installed on a client terminal for
service authorization for directing users to the service, and the client terminal may provide
"auxiliary authentication" and "non-auxiliary authentication" as options. When the user
selects the "auxiliary authentication” option, the user terminal device 404 may generate a
service authorization request and transmit the service authorization request to the server
terminal device 406. When the user selects the "non-auxiliary authentication" option, the
user terminal device 404 may request the user to enter account information to log on the
server terminal device 406 and to provide the account information to the server terminal
device 406.

In some implementations, the user can use a laptop as the user terminal device 404.
The laptop may access to a page showing an account payment service. For instances, the
laptop may transmit the service authorization request to the server terminal device 406 if
"auxiliary authentication™ option is selected.

At 508, after receiving the service authorization request sent by the user terminal
device 404, the server terminal device 406 may receive a certified service serial number and
store the certified service serial number as well as a corresponding authentication record.

In some implementations, after receiving a service authorization request, the server
terminal device 406 may generate a unique serial number for the service authorization. The
server terminal device 406 may store the serial number locally, and transmit the certified
service serial number to the user terminal device 404.

The server terminal device 406 may store the identity authentication record and the
service serial number together. In some implementations, the service authorization request
may include an identifier of the user terminal device 404 and/or an identifier of the service
authorization. For example, the identifier of the user terminal device 404 and/or the
identifier of the service authorization may be obtained from the service authorization
request.

At 510, the user terminal device 404 may broadcast the received certification service
serial number. For example, the laptop may receive a service serial number X from the

server terminal device 406. The serial number may be used to authenticate the service
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carried on the service serial number X using Wi-Fi signals such that the serial number of the
X authentication service may be broadcasted.

At 512, after receiving the certified service serial number, the auxiliary device for
user authentication 402 may record a system local time and may generate an authentication
token based on the recorded time and a stored random number seed. The authentication
identification token may include verification information.

In some implementations, the auxiliary device for user authentication 402 may
implement a secure hash algorithm (e.g., SHA-2). In these instances, the stored random
number seed and the recorded time may be encrypted to generate an encrypted string as
the authentication token for the user authentication.

For example, a mobile device may be used as the auxiliary device for user
authentication 402. The auxiliary device for user authentication 402 may receive the
certified service serial number X, and then gather information about the system local time,
for example TO. The mobile device may implement SHA-2 to encrypt TO and a random
number W stored on the mobile device to generate an encrypted string (e.g., U0) as the
authentication token.

At 514, the server terminal device 406 may receive, from the auxiliary device for user
authentication 402, the user authentication token, the received service serial number, and
the stored account information. For example, the mobile device may transmit
authentication token UQ, the received service serial number X and the account information
to the server terminal device 406.

At 516, if the server terminal device 406 determines that the auxiliary authentication
function is enabled, the operation of process 500 goes to operation 518. If the server
terminal device 406 determines that the auxiliary authentication function is not enabled,
process 500 terminates the authentication process.

In some implementations, the server terminal device 406 may determine that the
transmitted authentication token is bound to an identifier indicating that the auxiliary
authentication function is enabled. Then, the operation of process 500 goes to operation
518. If the server terminal device 406 may determine that the transmitted token is not

bound to the identifier, process 500 terminates the authentication process.
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At 518, based on the received account information, the server terminal device 406
may find the random number seed corresponding to the account information stored and
collected in accordance with the random number seed and the system local time
information to generate a verification authentication token. The server terminal device 406
may further determine and verify that the verification authentication token matches an
identification authentication token. If the verification authentication token matches the
identification authentication token, the operation of process 500 goes to operation 520. If
the verification authentication token does not match the identification authentication token,
the server terminal device 406 may inform the auxiliary device for user authentication 402
that the verification authentication token does not match the identification authentication
token and may terminate the authentication process. The identification authentication
token may include the registration information.

In some implementations, the server terminal device 406 may use the Secure Hash
Algorithm (e.g., SHA-2) to perform cryptographic hash calculation on the random number
seed and the current system time information to generate an encrypted string as the
verification authentication token.

In some implementations, the system local time information for generating the
identification authentication token (i.e., first time information) and the system local time to
generate the verification authentication token (i.e., second time information) may not be the
same. For example, the first time information may include time 10:52:30, and the second
time information may include time 10:52:35. In such a case, when the verification
authentication token is generated, the server terminal device 406 may determine a length of
time delay transmission of the second time information and/or previously obtained statistic
records. The server terminal device 406 may further determine a plurality of time points,
and then generate verification authentication tokens based on the plurality of timing points.
For example, if the length of the transmission delay time is 10 seconds and the second time
is 10:52:35, the server terminal device 406 may select the 10 time points, namely 10:52:34,
10:52:33, 10:00 52 minutes and 32 seconds, 10:52:31, 10:52:30, etc. The server terminal
device 406 may use the Secure Hash Algorithm (e.g., SHA-2) to perform encrypted hash

calculation on the 10 time points to generate 10 verification authentication tokens. Further,
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the server terminal device 406 may verify these 10 tokens. If at least one of the 10 tokens
matches the identification authentication token, the server terminal device 406 may
determine that the verification authentication token matches the identification
authentication token provided by the auxiliary device for user authentication 402. If none of
the 10 token matches the identification authentication token, the server terminal device 406
may determine that the verification authentication token does not match the identification
authentication token provided by the auxiliary device for user authentication 402

For example, the server terminal device 406 may determine whether the verification
authentication token U1 and the identification authentication token U0 match based on the
account information provided by the auxiliary device for user authentication 402. The server
terminal device 406 may determine the random number seed W and the system time
information T1 to generate verification authentication token U1. If U1 and U0 do not match,
the server terminal may inform the auxiliary device for user authentication 402 (e.g., the
mobile device) that the authentication failed and terminate the authentication process.

At 520, the server terminal device 406 may, based on the received certified service
serial number, find the appropriate identity authentication record and obtain an identifier of
the user terminal device 404. The server terminal device 406 may further authorize a service
permission corresponding to the user identification information provided by the auxiliary
device for user authentication 402. The server terminal device 406 may then inform the
user terminal device 404 that the authorization is successful. In some implementations, if
the identity authentication record contains a pending authorization service identifier, the
service terminal device 406 may authorize a service permission corresponding to the
pending authorization service identifier.

In some implementations, the server terminal device 406 may find the appropriate
authentication records based on the received certified service serial number X. The server
terminal device 406 may obtain authentication record IP addresses as an identified of a
laptop, and then authorize a permission of the service to the laptop associated with the IP
address.

At 522, after receiving the notification message that the authorization is successful,

the server terminal device 406 may stop the broadcast of the service serial number, and
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provide a notification to users that the authorization is successful. For example, the server
terminal device 406 may stop the broadcast of the service serial number, and display on a
web page that the authorization is successful.

FIG. 6 is another schematic diagram of an illustrative process for service
authorization based on asymmetric encryption. At 602, an authentication auxiliary device
may subscribe an auxiliary authentication function. For example, the auxiliary device for
user authentication 402 may, in the user's control, log on the server terminal device 406 via
an auxiliary authentication client application associated with the auxiliary device for user
authentication 402. The auxiliary device for user authentication 402 may then transmit the
request for enabling the auxiliary authentication function to the server terminal device 406.
The request may include a user account and password, which are provided by a user.

At 604, the server terminal device 406 may enable the auxiliary authentication
function, and create a pair of asymmetric private keys. The server terminal device 406 may
transmit the private keys to the auxiliary device for user authentication 402 for storage,
while storing the public keys corresponding to the private keys locally on the server terminal
device 406.

In some implementations, the server terminal device 406 may store the account
information and the public keys while the auxiliary device for user authentication 402 store
the corresponding private keys and the account information.

At 606, the user terminal device 404 may request the service authorization.
Additional one or more user terminal devices may be used to facilitate the service
authorization request associated with the auxiliary device for user authentication 402.

Suppose that the user terminal device 404 is installed on a client terminal for service
authorization for directing users to the application, and the client may provide "auxiliary
authentication” and "non-auxiliary authentication™ as options. When the user selects the
"auxiliary authentication" option, the user terminal device 404 may generate the service
authorization request and transmit the service authorization request to the server terminal
device 406. When the user selects the "non-auxiliary authentication" option, the user

terminal device 404 may request the user to enter account information to log on the server
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terminal device 406 and to transmit the account information to the server terminal device
406.

At 608, after receiving the service authorization request sent by the user terminal
device 404, the server terminal device 406 may verify the service serial number and transmit
a certified service serial number and/or store the certified service serial number as well as a
corresponding authentication record.

In some implementations, after receiving the service authorization request, the
server terminal device 406 may generate a unique serial number for the service
authorization. The server terminal device 406 may store the serial number locally, and
transmit the certified service serial number to the user terminal device 404.

The server terminal device 406 may store the identity authentication record and the
service serial number together. For example, the service authorization request may include
an identifier of the user terminal device 404 and/or an identifier of the service authorization.
The identifier of the user terminal device 404 and/or the identifier of the service
authorization may be obtained from the service authorization request.

At 610, the user terminal device 404 may broadcast the received certification service
serial number, which may be displayed via a two-dimensional code image.

At 612, the auxiliary device for user authentication 402 may scan the two-
dimensional code image to obtain the service serial number and the authentication label.

At 614, the auxiliary device for user authentication 402 may obtain the
authentication label and sign the authentication label based on the stored private keys. The
signed authentication label may be transmitted to the server terminal device 406 along with
the stored account information.

At 616, if the server terminal device 406 determines that the auxiliary authentication
function is enabled, the operation of process 600 goes to operation 618. If the server
terminal device 406 may determine that the auxiliary authentication function is not enabled,
the server terminal device 406 may inform the auxiliary device for user authentication 402
that the auxiliary authentication function is not enabled and then may terminate the

authentication process.
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In some embodiments, the server terminal device 406 may determine a transmitted
token is bound to an identifier indicating that the auxiliary authentication function is
enabled. Ifitis found that the token is bound to the identifier, the operation of process 600
goes to operation 618. If it is found that the token is not bound to the identifier, the service
terminal device may terminate the authentication process.

At 618, based on the received account information, the server terminal device 406
may find the public key corresponding to the account information. The server terminal
device 406 may receive the certified service serial number and find the authentication label
corresponding to the certified service serial number. Further, the server terminal device 406
may decrypt the signed authentication label using the public keys. If the information to be
certified derived from the public keys matches the stored authentication label derived from
the user authentication information provided by the auxiliary device for user authentication
402, the operation of process 600 goes to operation 620. If the information to be certified
derived from the public keys does not match the stored authentication label derived from
the user authentication information provided by the auxiliary device for user authentication
402, the server terminal device 406 may inform the auxiliary device for user authentication
402 that the authentication fails and may terminate the authentication process.

At 620, the server terminal device 406 may, based on the received certified service
serial number, find the appropriate identity authentication record and obtain an identifier of
the user terminal device 404. The server terminal device 406 may further authorize a
service permission corresponding to the user identification information provided by the
auxiliary device for user authentication 402. The server terminal device 406 may then
inform the user terminal device 404 that the authorization is successful.

In some implementations, if the identity authentication record contains a pending
authorization service identifier, the server terminal device 406 may authorize a service
permission corresponding to the pending authorization service identifier.

At 622, after receiving a notification message that the authorization is successful, the
server terminal device 406 may stop the broadcast of the service serial number, and provide
a notification to users that the authorization is successful. For example, the server terminal

device 406 may stop displaying the two-dimensional code image.
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FIGS. 7-11 are schematic diagrams of illustrative computing architectures that enable
service authorization. FIGS. 7 and 8 are diagrams of a computing device 700. The
computing device 700 may be a user device or a server for a multiple location login control.
In one exemplary configuration, the computing device 700 includes one or more processors
702, input/output interfaces 704, network interface 706, and memory 708.

The memory 708 may include computer-readable media in the form of volatile
memory, such as random-access memory (RAM) and/or non-volatile memory, such as read
only memory (ROM) or flash RAM. The memory 708 is an example of computer-readable
media.

Computer-readable media includes volatile and non-volatile, removable and non-
removable media implemented in any method or technology for storage of information such
as computer readable instructions, data structures, program modules, or other data.
Examples of computer storage media include, but are not limited to, phase change memory
(PRAM), static random-access memory (SRAM), dynamic random-access memory (DRAM),
other types of random-access memory (RAM), read-only memory (ROM), electrically
erasable programmable read-only memory (EEPROM), flash memory or other memory
technology, compact disk read-only memory (CD-ROM), digital versatile disks (DVD) or other
optical storage, magnetic cassettes, magnetic tape, magnetic disk storage or other magnetic
storage devices, or any other non-transmission medium that may be used to store
information for access by a computing device. As defined herein, computer-readable media
does not include transitory media such as modulated data signals and carrier waves.

Turning to the memory 708 in more detail, the memory 708 may include an
information receiving module 710 and a determining module 712. The information receiving
module 710 is configured to receive and store user identification information from the
auxiliary device for user authentication 402. The determining module 712 is configured to
receive the user identification information and determine whether the user terminal device
404 meets the authentication condition.

In some embodiments, the memory 708 may further include a request receiving
module (not shown) and a mapping module (not shown). Before the information receiving

module 710 receives user authentication information, the request receiving module may
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receive the user authentication request. The user authentication request may include the
identifier information of a user terminal device 404.

The mapping module is configured to generate the service serial number based on
the user authentication request, and to establish the mapping relationship between the user
authentication request and the service serial number. The mapping module may transmit
the mapping relationship to the user terminal device 404.

The determining module 712 may determine, based on the identifier information of
a user terminal device 404, whether the user terminal device 404 having the identifier
information meet the authentication condition. The user authentication information may be
sent by the auxiliary device for user authentication 402 directly or via the user terminal
device 404.

In some implementations, as illustrated in FIG. 8, the computing device 700 may
include a signal receiving device 802 and a processing device 804. The signal receiving
device 802 may store the user authentication information of the auxiliary device for user
authentication 402 associated with the user terminal device 404. The processing device 82
may receive the user authentication information and determine whether the user terminal
device 404 meets the authentication condition.

An auxiliary device for user authentication 402 may store user authentication
information such that the user terminal device 404 and/or an auxiliary device for user
authentication 402 may transmit user identification information to the server terminal
device 406. This makes the authorization process more efficiently.

FIGS. 9 and 10 are diagrams of a computing device 900. The computing device 900
may be a user device or a server for a multiple location login control. In one exemplary
configuration, the computing device 900 includes one or more processors 902, input/output
interfaces 904, network interface 906, and memory 908.

The memory 908 may include computer-readable media in the form of volatile
memory, such as random-access memory (RAM) and/or non-volatile memory, such as read
only memory (ROM) or flash RAM. The memory 908 is an example of computer-readable

media.
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Computer-readable media includes volatile and non-volatile, removable and non-
removable media implemented in any method or technology for storage of information such
as computer readable instructions, data structures, program modules, or other data.
Examples of computer storage media include, but are not limited to, phase change memory
(PRAM), static random-access memory (SRAM), dynamic random-access memory (DRAM),
other types of random-access memory (RAM), read-only memory (ROM), electrically
erasable programmable read-only memory (EEPROM), flash memory or other memory
technology, compact disk read-only memory (CD-ROM), digital versatile disks (DVD) or other
optical storage, magnetic cassettes, magnetic tape, magnetic disk storage or other magnetic
storage devices, or any other non-transmission medium that may be used to store
information for access by a computing device. As defined herein, computer-readable media
does not include transitory media such as modulated data signals and carrier waves.

Turning to the memory 908 in more detail, the memory 908 may include a request
obtaining module 910, an information obtaining module 912, and a transmitting module 914.
The request obtaining module 910 is configured to receive the auxiliary authentication
request of the user terminal device 404. The information obtaining module 912 is
configured to obtain the user authentication information from the local device for
authentication. The transmitting module 916 is configured to transmit the user
authentication information to the server terminal device 406 such that the server terminal
device 406 may determine whether the user terminal device 404 meets the authentication
condition.

In some implementations, as illustrated in FIG. 10, the computing device 900 may
include a storing device 1002, an information retrieving device 1004, and a transmitting
device 1006. The storing device 1002 may store the user authentication information. The
information retrieving device 1004 may retrieve the user authentication information after
receiving the auxiliary authentication request from the auxiliary device for user
authentication 402 associated with the user terminal device 404. The transmitting device
1006 may transmit the user authentication information to the server terminal device 406
such that the server terminal device 406 may determine, based on the user authentication

information, whether the user terminal device 404 meets the authentication condition.
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FIG. 11 is a diagram of a computing device 1100. The computing device 1100 may be
a user device or a server for a multiple location login control. In one exemplary
configuration, the computing device 1100 includes one or more processors 1102,
input/output interfaces 1104, network interface 1106, and memory 1108.

The memory 1108 may include computer-readable media in the form of volatile
memory, such as random-access memory (RAM) and/or non-volatile memory, such as read
only memory (ROM) or flash RAM. The memory 1108 is an example of computer-readable
media.

Computer-readable media includes volatile and non-volatile, removable and non-
removable media implemented in any method or technology for storage of information such
as computer readable instructions, data structures, program modules, or other data.
Examples of computer storage media include, but are not limited to, phase change memory
(PRAM), static random-access memory (SRAM), dynamic random-access memory (DRAM),
other types of random-access memory (RAM), read-only memory (ROM), electrically
erasable programmable read-only memory (EEPROM), flash memory or other memory
technology, compact disk read-only memory (CD-ROM), digital versatile disks (DVD) or other
optical storage, magnetic cassettes, magnetic tape, magnetic disk storage or other magnetic
storage devices, or any other non-transmission medium that may be used to store
information for access by a computing device. As defined herein, computer-readable media
does not include transitory media such as modulated data signals and carrier waves.

Turning to the memory 1108 in more detail, the memory 1108 may include an
information obtaining module 1110 and a transmitting module 1112. The information
obtaining module 111 is configured to obtain the user authentication information from the
auxiliary device for user authentication 402 associated with the authentication device. The
transmitting module 112 is configured to transmit the user authentication information to
the user terminal device 404 such that the server terminal device 406 may determine, based
on the user authentication information, whether the authentication device meets the
authentication condition.

In some implementations, the memory 1108 may include provisioning module (not

shown) configured to transmit the auxiliary authentication request to the auxiliary device for
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user authentication 402 such that the auxiliary device for user authentication 402 may
transmit the user authentication information to the server terminal device 406.

In some implementations, the computing device 1100 may further include
information previsioning device (not shown). The information previsioning device may
provide the user authentication information associated with the auxiliary device for user
authentication 402 such that the auxiliary device for user authentication 402 may transmit
the user authentication information to the server terminal device 406.

In some implementations, the computing device 1100 may include an information
retrieving device (not shown) and a signal transmitting device (not shown). The information
retrieving device may transmit the user authentication information to the user terminal
device 404 such that the server terminal device 406 may determine, based on the user
authentication information, whether the authentication device meets the authentication
condition.

The implementations are merely for illustrating the present disclosure and are not
intended to limit the scope of the present disclosure. It should be understood for persons in
the technical field that certain modifications and improvements may be made and should be
considered under the protection of the present disclosure without departing from the

principles of the present disclosure.
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CLAIMS
What is claimed is:
1. A method for service authorization, the method comprising:
receiving, by one or more processors of a server terminal device, user
authentication information that is stored on an auxiliary device for user authentication
associated with a user terminal device; and
determining whether the user terminal device meets an authorization condition

based on the user authentication information.

2. The method of claim 1, further comprising:
receiving a request for user authentication prior to receiving the user authentication
information, the user authentication request including identifier information of the user
terminal device;
generating a service serial number based on the user authentication request, the
service serial number having a mapping relationship with the user authentication request;
wherein the determining whether the user terminal device meets the authorization
condition comprises:
determining the service serial number corresponding to the user
authentication request;
identifying the user terminal device based on the identifier information of
the user terminal device;
determining whether the user terminal device meets the authorization

condition.

3. The method of claim 1, wherein the user authentication information comprises
verification information and user identification information, wherein the verification
information comprises encrypted information based on first time information and random
information stored on the auxiliary device for user authentication, the first time information
including local time information when receiving an auxiliary authentication request from the

user terminal device, and the random information including information transmitted by the
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server terminal device to the auxiliary device for user authentication after verification of the

user identification information.

4. The method of claim 3, wherein the determining whether the user terminal device
meets the authorization condition comprises:

determining the random information using the user identification information
associated with the authentication information based on a mapping relationship between
the user identification information and the random information,

obtaining registration information by encrypting second time information and the
random information using an encryption algorithm, the second time information comprising
local time information when receiving the user authentication information;

determining whether the verification information matches the registration
information;

determining that the user terminal device meets the authorization condition in
response to a determination that the verification information matches the registration
information; and

determining that the user terminal device does not meet the authorization condition
in response to a determination that the verification information does not match the

registration information.

5. The method of claim 1, wherein the user authentication information comprises
verification information and user identification information, the verification information
including information obtained by signing an authentication label using a private key, the
method further comprising:

transmitting the private key to the user terminal device after verification of the user
identification information; and

transmitting the authentication label to the auxiliary device for user authentication

via the user terminal device after receiving a request for user authentication.
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6. The method of claim 5, wherein the determining whether the user terminal device
meets the authorization condition comprises:

identifying the user identification information corresponding to a public key;

decrypting the verification information using the public key to obtain information to
be certified;

determining whether the information to be certified matches the authentication
label based on the user authentication information;

determining that the user terminal device meets authorization conditions in
response to a determination that the information to be certified matches the authentication
label; and

determining that the user terminal device does not meet authorization conditions in
response to a determination that the information to be certified does not match the

authentication label.

7. The method of claim 1, wherein the user authentication information is provided

by the auxiliary device for user authentication to the server terminal device.
8. The method of claim 1, wherein the user authentication information is obtained
from the user terminal device or the auxiliary device for user authentication and

transmitted by the user terminal device to the server terminal device.

9. The method of claim 1, wherein the auxiliary device for user authentication

comprises at least one of a mobile phone, a desktop computer, a laptop, or a tablet.

10. The method of claim 1, wherein the auxiliary device for user authentication and

user terminal device exchange information using sound waves.

11. The method of claim 1, wherein the user authentication information comprises a

user name and a password.
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12. A method for requesting authorization, the method comprising:

receiving, by one or more processors of an auxiliary device for user authentication,
an auxiliary authentication request from a user terminal device associated with the auxiliary
device for user authentication;

obtaining user authentication information that is stored on the auxiliary device for
user authentication; and

transmitting the user authentication information to a server terminal device such
that the server terminal device determines, based on the user authentication information,

whether the user terminal device meets a authentication condition.

13. The method of claim 12, wherein the user authentication information that is
stored on the auxiliary device for user authentication is transmitted directly to the server

terminal device.

14. The method of claim 12, wherein the user authentication information is
transmitted from the auxiliary device for user authentication to the server terminal device

via the user terminal device.

15. A system for service authorization, the system comprising:
one or more processors; and
memory to maintain a plurality of components executable by the one or more
processors, the plurality of components comprising:

an information receiving module configured to receive user authentication
information that is stored on an auxiliary device for user authentication associated
with a user terminal device, and

a determining module configured to determine whether the user terminal
device meets an authorization condition based on the user authentication

information.
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16. The system of claim 15, wherein the plurality of components further comprise:

a request receiving module configured to receive a request for user authentication
prior to receiving the user authentication information, the user authentication request
including identifier information of the user terminal device; and

a mapping module configured to generate a service serial number based on the user
authentication request, the service serial number having a mapping relationship with the
user authentication request, wherein the determining module is further configured to:

determine the service serial number corresponding to the user
authentication request based on the user authentication information;

identify the user terminal device based on the identifier information of the
user terminal device; and

determine whether the user terminal device meets the authorization

condition.

17. The system of claim 15, wherein the user authentication information is provided

by the auxiliary device for user authentication to a server terminal device of the system.
18. The system of claim 15, wherein the user authentication information is obtained
from the user terminal device from the auxiliary device for user authentication and

transmitted by the user terminal device to a server terminal device of the system.

19. The system of claim 15, wherein the auxiliary device for user authentication

comprises at least one of a mobile phone, a desktop computer, a laptop, or a tablet.

20. The system of claim 15, wherein the auxiliary device for user authentication and

user terminal device exchange information by implementing sound waves.

28



WO 2015/160711

PCT/US2015/025586

1/11

Receive user authentication information
102

Determine whether the user terminal device meets
authorization condition based on user authentication
information
104

FIG. 1

’/—100



WO 2015/160711

2/11

PCT/US2015/025586

Receive auxiliary authentication request
202

Y

Obtain user authentication information
204

Transmit user authentication information
206

FIG. 2



WO 2015/160711 PCT/US2015/025586

3/11

Receive user authentication information from auxiliary device
for user authentication
302

Transmit user authentication information to server terminal
device
304

FIG. 3



WO 2015/160711 PCT/US2015/025586

4/11

406
402

Service terminal device

Auxiliary device for user
authentication

404

User terminal device

FIG. 4



WO 2015/160711

Auxiliary device for
user authentication
402

5/11

User terminal device
404

PCT/US2015/025586

-

[ Service terminal ]

device 406

\

502

[Request enable auxiliary authentication function )

———>>|

Generate random number of seed 504

—

-

Broadcast service
serial number 510

Request service
authorization 506

g

—
]

Receive service
serial number 508

|

Generate authentication
token 512

)

Receive information 514

authentication
function
enabled
516

enerate

matching

token
518

—

Inform success of
authorization 520

}

[

number 522

Stop broadcasting service serial ]

FIG. 5

500



WO 2015/160711

Subscribe auxiliary
device for user
authentication 402

PCT/US2015/025586
6/11 )~ 600
. . Service terminal
User terminal device 404 ] [ device 406 ]

Enable auxiliary authentication function 602

Enable auxiliary authentication function and
transmit private key 604

—

Request service
authorization 606

g

“—

Verify service serial
number 608

[ Display two dimensio

nal code image 610 )

Obtain service serial
number and
authentication label 612

Obtain information 614

Auxiliary
authentication
function
enabled
616

ublic key
corresponds to
account
information
618

|

Inform success of
authorization 620

J

|

image 622

Stop displaying two dimensional code ]

FIG. 6




PCT/US2015/025586

WO 2015/160711

7111

L "Dl

90/
aoeLIaU|
yIoMIaN

q

70/
sooBLIoU|
IndinO/Andu|

(s)10ss900.1d

¢07

q

|

4

\.

[49]
3|npow

duluiwiaieg

1

\.

0LL
3|hpow
EVTNEREY
uonREeW.IOoJU|

80/ AOWSI

00/ ©3IABJ bunndwo)




PCT/US2015/025586

WO 2015/160711

8/11

708
90IAP

3duissasoud

3 Dl

-

208
90IAP

EVTNEREY
|leusis




PCT/US2015/025586

WO 2015/160711

9/11

6 Dl

906
aoeLIaU|
yIoMIaN

q

706 206
ssoepeU| (s)40sso001d
INdinO/ANdu|

q |

4

¥16
a|npow

dunywsuedy

.
4 - 4 —
¢l6 Ol6
3|hpow 3|hpow
3uiuieyqo 3uiuieygo
uolew.Joju| 15onbay
. .
806 AOWSA




PCT/US2015/025586

WO 2015/160711

10/11

OT 'Ol

-
9001
3IA3P
dunywsuedy
\.
4 N\ 4
001
IINSP ¢001
3uinalial 32IA3P 3Ul403S
uonew.ou|
\. y, \.




PCT/US2015/025586

WO 2015/160711

11/11

1T 5l

90l 1l
aoeLIaU|
yIoMIaN

q

¥0L1
seoeaU|

IndinO/Andu|

(s)10ss900.1d

cOLl

q

|

4

f f OLLlL
clil s|npow
3|hpow
3uiuieyqo
dunywsued

uonewJoul

\ \
801 | AIOWsN

001 | ®3lA8(Qg bundwoyd




INTERNATIONAL SEARCH REPORT International applicauon No.
PCT/US 15125586

A. CLASSIFICATION OF SUBJECT MATTER
IPC(8) - GOBF 7/04 (2015.01)
CPC - GO&F 21/31 .
According to International Patent Classification (IPC) or 10 both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
IPC(B): GO6F 7/04 (2015.01)
CPC: GO6F 21/31

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched
IPC(8): GO6F 7/04 (2015.01); CPC: GO6F 21/31; HOAL 63/08; HO4L 63/083; HO4L 9/32; HOAL 63/0861; USPC: 726/2; 726/7 (keyword

limited; terms below)

Electronic data base consulted during the intemational search (name of data base and, where practicable, search terms used) '
PatBase; Google(Web); Search terms used: service authorization auxiliary device server terminal user serial number public private key
sound

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropnate, of the relevant passages Relevant to claim No

X US 2010/0100928 A1 (Gasparini et al.) 22 April 2010 (22.04.2010). entire document especially 1,3,4,7-9 11-15,17, 19
- abstract; Fig. 1; para (0002}, (0007], (0029), (0041), (0057)-(0064) | —ecemmmemmemm e e
Y 2,5 6,10, 16,18, 20

Y US 2004/0078573 A1 (Matsuyama) 22 April 2004 (22.04.2004), entire document especially para | 2, 5, 6, 16

(0036]-[004 1), (0044), (0045], [0051), (0055)-[0062), (0078]), (0133)

Y . US 2007/0204149 A1 (Balfanz et al.) 30 August 2007 (30.08.2007), entire document especially | 10, 20
para (0033), (0034], (0036)

Y US 2014/0068741 A1 (Brown et al.) 06 March 2014 (06.03.2014), entire document especially 18
para [0008)-{0011], (0013]

I:I Further documents are listed tn the continuation of Box C. D

*  Special categories of cited documents: “T" later document published after the international filing date or priority

“A"  document defining the general state of the an which is not considered date and not in conflict with the apﬁllqanon but cited to understand
(o be of particular relevance the principle or theory underlying the invention

“E" earlier application or patent but published on or afier the international  “x™ document of particular relevance. the claimed invention cannot be
filing date considered novel or cannot be considered to involve an inventive

“L"  document which may throw doubts on pronity claim(s) or which is step when the document is taken alone

g"edlaljor:ansgﬁ'g; ;hec[')f\_:gljl)cmnon date of another citation or other “Y" document of panticulas relevance, the claimed invention cannot be

pec pe considered 1o involve an inventive step when the document is

“O"  document referring to an oral disclosure, use, exhibiuon or other combined with one or more other such documents, such combination
means being obvious 10 a person skilled in the an

“P"  document published prior to the international filing date but later than .. . !
the priority date claimed & document member of the same patent family

Daie of the actual completion of the international search Date of mailing of the intemational search report
16 June 2015 (16.06.2015) 2 4 J U L 20-'5
Name and mailing address of the ISA/US Authonized officer:
Mail Stop PCT, Attn: ISA/US, Commissioner for Patents Lee W. Young
P.O. Box 1450, Alexandria, Virginia 22313-1450
o PCT Helpdesk: 571-272-4300
Facsimile No.  571-273-8300 PCT OSP: 571-272.7774

Form PCT/1ISA/210 (second sheet) (January 2015)



	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - claims
	Page 26 - claims
	Page 27 - claims
	Page 28 - claims
	Page 29 - claims
	Page 30 - drawings
	Page 31 - drawings
	Page 32 - drawings
	Page 33 - drawings
	Page 34 - drawings
	Page 35 - drawings
	Page 36 - drawings
	Page 37 - drawings
	Page 38 - drawings
	Page 39 - drawings
	Page 40 - drawings
	Page 41 - wo-search-report

