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(57) ABSTRACT 

Systems and methods are provided for Securely communi 
cating a print job to a printer, the Systems and methods 
pausing the print job in a print queue on a client computer, 
obtaining first authentication information regarding a user at 
the client computer, obtaining Second authentication infor 
mation regarding a user at a release Station adjacent the 
printer, communicating the Second authentication informa 
tion from the release Station to the client computer, and 
releasing the print job from the print queue if the Second 
authentication information matches the first authentication 
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METHODS AND APPARATUS FOR SECURE 
PRINTING 

BACKGROUND 

0001. In a typical networked printing system, numerous 
computer WorkStations are coupled via a computer network 
to one or more print output devices, Such as printers, 
plotters, copiers, facsimile machines and other similar print 
output devices (referred to herein as “networked printers”). 
To print a document on a networked printer, a user of one of 
the computer WorkStations typically Selects a print command 
from within an application program, Such as a word proces 
Sor, spreadsheet, page layout application or other similar 
program, and Selects one of the networked printers for 
printing the document. In most cases, Such shared networked 
printing Systems are extremely useful and efficient for print 
ing a wide array of documents. 
0002 To facilitate ease of use, networked printers are 
often located in a central area that each user may access, 
Such as a mail room, copy room, Supply room or other 
common area. In Some instances, however, a user may wish 
to print a Sensitive document that is not Suitable for Such 
public acceSS. For example, a user may wish to print a 
document that includes perSonnel information, health 
records, financial Statements or other Sensitive information. 
Unfortunately, previously known shared networked printing 
Systems typically do not permit Secure printing. As a result, 
a user of Such a System who prints a Sensitive document 
typically must send the print job to a networked printer and 
then rush to the device to retrieve the printed document. If 
the networked printer is not located near the user, the user is 
distracted on the way to the networked printer, or Someone 
else is already at the networked printer when the print job is 
Sent, the Sensitive document may be viewed by unauthorized 
people. 
0003. One previously known printing system that seeks 
to address this problem is illustrated in FIG. 1. System 10 
includes client device 12, which is coupled via network 14 
to release station 16 and printer 18. Client device 12 may be 
a computer WorkStation, Such as a desktop computer, that 
includes document 20. Network 14 may be a computer 
network, Such as a local area network. Release Station 16 
may be included as part of printer 18, or may be a separate 
device that is located near printer 18. To print document 20, 
client computer 12 may include an application program (not 
shown) that converts document 20 to an encrypted print 
Stream, and then sends the encrypted print Stream along with 
authentication information to release Station 16 via network 
14. For example, the authentication information may be a 
user-Supplied password. 
0004. On receipt, release station 16 stores the encrypted 
print Stream and authentication information on hard disk 
drive (“HDD”) 22 included in printer 18. To obtain a 
printout of document 20, the user then goes to release Station 
16 and enters the authentication information. For example, 
the user may enter the password on a keypad (not shown) 
coupled to release Station 16. If the authentication informa 
tion provided by the user matches the authentication infor 
mation stored in HDD 22, release station 16 then decrypts 
the encrypted print Stream and sends the print job to printer 
18. 

0005. Unfortunately, printing system 10 has numerous 
disadvantages that undermine the Security and applicability 
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of Such Systems. First, because client computer 12 Sends the 
encrypted print Stream to release Station 16 before authen 
tication occurs, the encrypted print Stream may be inter 
cepted, and the Security of the System may be compromised. 
For example, a computer hacker may replace printer 18 with 
a "rogue' printer (i.e., a printer other than printer 18), which 
may then be used to obtain unauthorized access to document 
20. Even though the user may subsequently discover that 
printer 18 was replaced by the rogue printer (e.g., when the 
user attempts to authenticate the print job at the printer), the 
print job will have already been communicated to the rogue 
printer, and it therefore may be impossible to prevent the 
unauthorized access. 

0006 Second, because a print job remains on HDD 22 
until it is printed, the user may be unable to delete the print 
job from the hard drive without printing the print job. Thus, 
if a user decides not to print the job, the encrypted print 
Stream may nevertheless remain on HDD 22. AS a result, a 
computer hacker may be able to retrieve the encrypted print 
job from the hard drive, and obtain unauthorized access to 
document 20. Third, because system 10 requires that printer 
18 include a hard disk drive, the system may not work with 
a large number of printers that do not include a hard drive. 
AS a result, System 10 has limited applicability. 

0007 Referring now to FIG. 2, another previously 
known Secure printing System is described. System 10' is 
similar to system 10, but also includes server 24 that is 
coupled to client device 12 via network 14 and to release 
station 16" via network 14'. Networks 14 and 14" may be the 
same network (e.g., a local area network), or may be distinct 
networks (e.g., network 14 may be a local area network and 
network 14" may be the Internet). Server 24 includes HDD 
26. Release station 16' may be included as part of printer 18, 
or may be a separate device that is located near printer 18'. 
Unlike printer 18 in system 10, printer 18' need not have a 
hard disk drive. To print document 20, client computer 12 
may include an application program (not shown) that con 
verts document 20 to a print Stream, and then Sends the print 
Stream along with authentication information to Server 24 
via network 14. For example, the authentication information 
may be a user name and password. 

0008. On receipt, server 24 stores the print stream and 
authentication information on HDD 26. To obtain a printout 
of document 20, the user then goes to release Station 16' and 
enters the authentication information. For example, the user 
may enter the password on a keypad (not shown) coupled to 
release Station 16', which may communicate the authentica 
tion information to server 24. If the authentication informa 
tion provided by the user matches the authentication infor 
mation stored in HDD 26, server 24 will then send the print 
stream to release station 16', which then forwards the print 
job to printer 18. 

0009. Unfortunately, printing system 10' also has numer 
ous disadvantages that undermine the Security and applica 
bility of the System. First, during communication of the print 
Stream from client 12 to Server 24, the print Stream may be 
intercepted, and the Security of the System may be compro 
mised. Although it may be possible to encrypt the print 
Stream prior to transmission to Server 24, the encrypted print 
job nevertheless will reside on HDD 26 prior to release. As 
a result, a computer hacker may be able to retrieve the print 
job from the hard drive, and obtain unauthorized access to 
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document 20. Second, system 10' requires the addition and 
maintenance of Server 24, which adds to System cost and 
complexity. 

0010. In view of the forgoing, it would be desirable to 
provide methods and apparatus for Secure networked print 
ing. 

0011. It further would be desirable to provide methods 
and apparatus that wait to Send a print job from a client 
device to a networked printer until after authentication 
information is provided at or near the printer. 
0012. It additionally would be desirable to provide meth 
ods and apparatus that allow a Secure print job to be 
managed from a client device before the print job is Sent to 
a networked printer. 
0013. It moreover would be desirable to provide methods 
and apparatus for Secure document printing that do not 
require a printer with a hard disk drive. 
0.014. It also would be desirable to provide methods and 
apparatus for Secure document printing that do not require 
that the print job be stored on a hard disk drive away from 
the client device. 

SUMMARY 

0.015. In view of the foregoing, it is an object of this 
invention to provide methods and apparatus for Secure 
networked printing. 
0016. It further is an object of this invention to provide 
methods and apparatus that wait to Send a print job from a 
client device to a networked printer until after authentication 
information is provided at or near the printer. 
0.017. It additionally is an object of this invention to 
provide methods and apparatus that allow a Secure print job 
to be managed from a client device before the print job is 
Sent to a networked printer. 
0.018. It moreover is an object of this invention to provide 
methods and apparatus for Secure document printing that do 
not require a printer with a hard disk drive. 
0019. It also is an object of this invention to provide 
methods and apparatus for Secure document printing that do 
not require that the print job be Stored on a hard disk drive 
away from the client device. 
0020. These and other objects of this invention are 
accomplished by providing Systems and methods that 
Securely communicate a print job to a printer, the Systems 
and methods pausing the print job in a print queue on a client 
computer, obtaining first authentication information regard 
ing a user at the client computer, obtaining Second authen 
tication information regarding a user at a release Station 
adjacent the printer, communicating the Second authentica 
tion information from the release Station to the client com 
puter, and releasing the print job from the print queue if the 
Second authentication information matches the first authen 
tication information. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0021. The above-mentioned objects and features of the 
present invention can be more clearly understood from the 
following detailed description considered in conjunction 
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with the following drawings, in which the same reference 
numerals denote the same elements throughout, and in 
which: 

0022 FIG. 1 is a block diagram of a previously known 
printing System; 
0023 FIG. 2 is a block diagram of another previously 
known printing System; 
0024 FIG. 3 is a block diagram of an exemplary printing 
System in accordance with this invention; 
0025 FIG. 4 is a flow diagram of an exemplary method 
in accordance with this invention; 
0026 FIG. 5 is a diagram of an exemplary database for 
use with methods and apparatus in accordance with this 
invention; and 
0027 FIG. 6 is a diagram of another exemplary database 
for use with methods and apparatus in accordance with this 
invention. 

DETAILED DESCRIPTION 

0028 Referring to FIG. 3, an exemplary printing system 
in accordance with this invention is described. Printing 
system 30 includes client computer 32 coupled via network 
34 to release station 36. Client computer 32 may be a 
personal computer, desktop computer, laptop computer, 
handheld computer, computer WorkStation, personal digital 
assistant, cellular telephone, or other Similar computer 
device. Client computer 32 includes document 20, print 
queue 42, Sender application 44, ID interface 46 and 
memory 48. Network 34 may be a local area network, wide 
area network, public network, wireleSS network, the Internet, 
or other similar network or combination thereof. Network 34 
may be a single network, or may be multiple interconnected 
networks. 

0029 Release station 36 is coupled to printer 38, and 
includes memory 50, ID interface 52 and receiver applica 
tion 54. Release station 36 may be implemented in a 
Standalone device coupled to printer 38, or may be included 
as part of printer 38 or other device coupled to printer 38 
(e.g., a printer controller, Such as a Fiery(E), Splash", or 
EDOXOR) controller manufactured by Electronics for Imag 
ing, Inc., Foster City, Calif., U.S.A., or other similar printer 
controller). 
0030 Printer 38 may be any conventional printer, copier, 
plotter, facsimile machine or other Similar print output 
device that may receive a print Stream describing a print job, 
and provide a printed output of the print job. Printer 38 may 
be an inkjet printer, a laser printer, a black-and-white printer, 
color printer, pen plotter, offset preSS, thermal diffusion 
printer, dye Sublimation printer or any other Similar print 
output device. The print Stream may include a bitmap 
representation of the print job, or may include a description 
of the print job in a page description language (“PDL), Such 
as a PCL, PostScript, PDF or other similar PDL. 
0031 Referring now to FIGS. 3 and 4, an exemplary 
Secure printing method 60 in accordance with this invention 
is described. In particular, beginning at Step 62, a user 
Submits a document to print queue 42 for Secure printing. 
For example, a user of client computer 32 may select a print 
command from within an application program (not shown), 
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Such as a word processor, spreadsheet, page layout applica 
tion or other Similar program, and Select printer 38 for 
Securely printing document 20. The application may call a 
printer driver (not shown), which converts document 20 to 
a PDL and provides the print job to print queue 42. The 
application or the printer driver also may alert Sender 
application 44 that the print job is a Secure print job. 
0.032 Referring again to FIG. 4, at step 64, sender 
application 44 pauses the print job in print queue 42. For 
example, if client computer 32 is a computer device running 
a Microsoft(R) Windows(R operating system, sender applica 
tion 44 may implement a Script that pauses the print job in 
print queue 42. Persons of ordinary skill in the art will 
understand that other similar technique may be used to pause 
the print job in print queue 42. 
0.033 Next, at step 66, sender application 44 obtains user 
identification information and first authentication informa 
tion. Exemplary user identification information may include 
a user name, account number, email address, or other similar 
information that may be used to uniquely identify a user. 
Exemplary first authentication information may include a 
password, personal identification number (“PIN”), finger 
print, retinal profile, Voice print, DNA profile, or any other 
Similar information that may be used to uniquely authenti 
cate a user. Sender application 44 may obtain user identifi 
cation information and first authentication information by 
prompting a user to provide the information via ID interface 
46, which may include a touch Screen, keyboard, monitor, 
mouse, display, card reader, Voice recorder, biometric input 
device (e.g., electronic fingerprint reader, retinal Scanner, 
DNA profiler or other similar biometric device), or other 
Similar interface for providing user identification informa 
tion and first authentication information. 

0034. In particular, ID interface 46 may include a display 
and keyboard, and a user may provide a user name and 
password via the keyboard. Alternatively, ID interface 46 
may include a touch Screen display, and a user may provide 
an account number and password via the display. ID inter 
face 46 alternatively may include a magnetic card reader, 
and a user may Swipe a card that includes an email address 
and a password magnetically encoded in the card. Persons of 
ordinary skill in the art will understand that ID interface 46 
may include any Similar interface for providing user iden 
tification information and first authentication information. 

0.035 Persons of ordinary skill in the art also will under 
Stand that Sender application 44 alternatively may obtain 
user identification information and first authentication infor 
mation by retrieving the information from a network regis 
try, database, domain controller, Smart card or other similar 
Source of user identification information and first authenti 
cation information. Such alternative Sources of user identi 
fication information and first authentication information 
may be included on client computer 32, or may be included 
on Some other network device (not shown). 
0.036 Referring again to FIG. 4, at step 68, sender 
application 44 creates a first message including the user 
identification information obtained at Step 66, plus client 
computer identification information. The client computer 
identification information may include a network Internet 
Protocol ("IP") address, email address, computer name or 
other similar information that uniquely identifies client 
computer 32. For example, if the user identification infor 
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mation is "johnGXyZ.com,” and the client computer iden 
tification information is IP address "127.44.0.132, an 
exemplary first message may be: 

0037 john(axyZ.com, 127.44.0.132 

0038 Persons of ordinary skill in the art will understand 
that alternative formats may be used for the first message. 
0039 Next, at step 70 sender application 44 saves in 
memory 48 the user identification information and first 
authentication information obtained at Step 66 (unless the 
information already is Stored in a network registry, database, 
domain controller, Smart card, or other Similar Source of user 
identification information and first authentication informa 
tion). Memory 48 may be any conventional memory, Such as 
a hard disk, floppy disk, optical disk, random acceSS memory 
(“RAM”) or other similar memory. Memory 48 may include 
a first database that includes multiple records, wherein each 
record associates the user identification information and first 
authentication information of a corresponding first message. 
An example of such a first database is illustrated in FIG. 5, 
in which first database 100 includes multiple records 102, 
wherein each record includes user identification information 
(e.g., johnGXyZ.com) and first authentication information 
(e.g., GerOnlmo56) of a corresponding first message. 
0040. Referring again to FIG. 4, at step 72, sender 
application 44 sends the first message to release Station 36, 
which stores the received first message in memory 50, which 
may be any conventional memory, Such as a hard disk, 
floppy disk, optical disk, RAM or other similar memory. For 
example, memory 50 may include a Second database that 
includes multiple records, wherein each record Specifies the 
user identification information and associated client identi 
fication information of each first message received from 
Sender application 44. An example of Such a Second database 
is illustrated in FIG. 6, in which second database 110 
includes multiple records 112, wherein each record includes 
the user identification information (e.g., johnGXyZ.com) and 
computer identification information (e.g., 127.44.0.132) of a 
corresponding received first message. 
0041 Referring again to FIG. 4, at step 74, release 
Station 36 prompts the user to provide user identification 
information and Second authentication information. For 
example, referring again to FIG. 3, release Station 36 may 
include ID interface 52, which may be used to provide user 
identification and Second authentication information. ID 
interface 52 may include a touch Screen, keyboard, monitor, 
mouse, display, card reader, Voice recorder, biometric input 
device, or other Similar interface for providing information 
identifying and authenticating the identity of the user. For 
example, ID interface 52 may include a display and key 
board, and a user may provide a username and password Via 
the keyboard. Alternatively, ID interface 52 may include a 
touch Screen display, and a user may provide an account 
number and password via the display. ID interface 52 
alternatively may include a magnetic card reader, and a user 
may Swipe a card that includes an email address and a 
password magnetically encoded in the card. Persons of 
ordinary skill in the art will understand that ID interface 52 
may include any similar interface for providing user iden 
tification and Second authentication information. 

0042 Referring again to FIG. 4, at step 76, release 
Station 36 determines if there are any Secure print jobS for 
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the user. In particular, receiver application 54 may determine 
if the user identification information provided to ID interface 
52 matches user identification information of any first mes 
Sages Stored in memory 50. For example, receiver applica 
tion 54 may search for records in second database 70 that 
have matching user identification information (e.g., 
“john(axyZ.com'). If there are no matches, at step 78 
receiver application 54 may inform the user that no Secure 
print jobs are waiting to be printed. 

0.043) If, however, there is a match, at step 80 receiver 
application 54 retrieves the client computer identification 
information (e.g., 127.44.0.132) from the record of the 
matching first message. Next, at Step 82, receiver application 
54 creates a Second message including the user identification 
information and Second authentication information received 
from the user at step 74. For example, if the user identifi 
cation information is "johnGXyZ.com” and the received 
Second authentication information is “GerOnlmo56,” an 
exemplary Second message may be: 

0044) johnGDXyZ.com, GerOnlmo56 

0.045 Persons of ordinary skill in the art will understand 
that alternative formats may be used for the Second message. 
0.046 Referring again to FIG. 4, at step 84, receiver 
application 54 Sends the Second message to client computer 
32 using the computer identification information retrieved at 
Step 80. For example, if the matching first message includes 
the IP address of client computer 32 (e.g., 127.44.0.132), 
receiver application 52 sends the user identification infor 
mation and the Second authentication information to client 
computer 32 using the matching IP address. 
0047 Next, at step 86, sender application 44 searches 

first database 60 for a record that includes user identification 
information that matches the user identification information 
included in the Second message. At Step 88, Sender appli 
cation 44 retrieves the first authentication information 
included in the matching record, and then determines if the 
Second authentication information received in the Second 
message at Step 84 matches the first authentication informa 
tion. If there is no match, at step 90 sender application 44 
may send an error message to receiver application 52, which 
may inform the user that they are not authorized to print the 
Secure print job. In addition, Sender application 44 may 
notify the user (e.g., via an email message or other similar 
communication) that an unauthorized attempt was made to 
retrieve the Secure print job. If, however, the Second authen 
tication information matches the first authentication infor 
mation, at Step 92 Sender application 44 releases the print job 
from the print queue and Sends the print job to release Station 
36 via network 34. For added security, sender application 44 
may encrypt the print job prior to Sending the job to release 
station 36. At step 94, receiver application 54 may decrypt 
the print job (if necessary), and then send the decrypted print 
job to printer 38 for printing. 

0.048 Persons of ordinary skill in the art will understand 
that Sender application 44 may be implemented using as a 
Standalone application program running on client computer 
32. Alternatively, Sender application 44 may be implemented 
as a customized version of one or more application programs 
that are commonly used to communicate print jobs to a 
conventional print output device. For example, in a 
MicroSoft Windows operating System environment, a port 
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monitor controls communications between the client device 
and the designated printer. Alternatively, in UNIX and Apple 
Macintosh operating System environments, backend pro 
grams are used to Send print data to the designated printer. 
The functions of sender application 44 described above may 
be implemented by creating a custom port monitor or 
backend program that may be used to encrypt print jobs and 
Send Secure print jobs to printer 38 in accordance with this 
invention. 

0049. The foregoing merely illustrates the principles of 
this invention, and various modifications can be made by 
perSons of ordinary skill in the art without departing from 
the Scope and Spirit of this invention. 

1. A System for Securely communicating a print job to a 
print output device, the System comprising: 

a client computer comprising the print job, a Sender 
application and a print queue, the Sender application 
adapted to receive first authentication information 
regarding a user, and pause the print job in the print 
queue, and 

a release Station coupled to the client computer and to the 
print output device, the release Station comprising a 
receiver application adapted to receive Second authen 
tication information regarding the user and communi 
cate the Second authentication information to the Sender 
application, wherein the Sender application is further 
adapted to release the print job from the print queue if 
the Second authentication information matches the first 
authentication information. 

2. The System of claim 1, wherein the print job comprises 
an encrypted print job. 

3. The system of claim 1, wherein the print job comprises 
a page description language. 

4. The System of claim 1, wherein the Sender application 
comprises a port monitor. 

5. The System of claim 1, wherein the Sender application 
comprises a backend program. 

6. The system of claim 1, wherein the first authentication 
information comprises a password. 

7. The system of claim 1, wherein the first authentication 
information comprises a personal identification number. 

8. The system of claim 1, wherein the first authentication 
information comprises a fingerprint. 

9. The system of claim 1, wherein the first authentication 
information comprises a retinal Scan. 

10. The system of claim 1, wherein the first authentication 
information comprises a DNA sample. 

11. The system of claim 1, wherein the first authentication 
information comprises a voice print. 

12. The system of claim 1, wherein the client computer 
further comprises a user interface, and the Sender application 
is further adapted to receive the first authentication infor 
mation from the user interface. 

13. The system of claim 1, wherein the release station 
comprises a Standalone device. 

14. The system of claim 1, wherein the print output device 
comprises the release Station. 

15. The system of claim 1, wherein the release station 
further comprises a user interface, and the receiver applica 
tion is further adapted to receive the Second authentication 
information from the user interface. 
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16. The system of claim 1, wherein the second authenti 
cation information comprises a password. 

17. The system of claim 1, wherein the second authenti 
cation information comprises a personal identification num 
ber. 

18. The system of claim 1, wherein the second authenti 
cation information comprises a fingerprint. 

19. The system of claim 1, wherein the second authenti 
cation information comprises a retinal Scan. 

20. The system of claim 1, wherein the second authenti 
cation information comprises a DNA sample. 

21. The system of claim 1, wherein the second authenti 
cation information comprises a voice print. 

22. The System of claim 1, wherein the print output device 
comprises a printer. 

23. The system of claim 1, wherein the print output device 
comprises a copier. 

24. A method for Securely communicating a print job to a 
print output device, the method comprising: 

pausing the print job in a print queue on a client computer; 
obtaining first authentication information regarding a user 

at the client computer; 
obtaining Second authentication information regarding a 

user at a release Station adjacent the print output device; 
communicating the Second authentication information 

from the release Station to the client computer; 
releasing the print job from the print queue if the Second 

authentication information matches the first authenti 
cation information. 

25. The method of claim 24, wherein the print job 
comprises an encrypted print job. 

26. The method of claim 24, wherein the print job 
comprises a page description language. 
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27. The method of claim 24, wherein the first authenti 
cation information comprises a password. 

28. The method of claim 24, wherein the first authenti 
cation information comprises a personal identification num 
ber. 

29. The method of claim 24, wherein the first authenti 
cation information comprises a fingerprint. 

30. The method of claim 24, wherein the first authenti 
cation information comprises a retinal Scan. 

31. The method of claim 24, wherein the first authenti 
cation information comprises a DNA sample. 

32. The method of claim 24, wherein the first authenti 
cation information comprises a voice print. 

33. The method of claim 24, further comprising receiving 
the first authentication information from a user interface. 

34. The method of claim 24, further comprising receiving 
the Second authentication information from a user interface. 

35. The method of claim 24, wherein the second authen 
tication information comprises a password. 

36. The method of claim 24, wherein the second authen 
tication information comprises a personal identification 
number. 

37. The method of claim 24, wherein the second authen 
tication information comprises a fingerprint. 

38. The method of claim 24, wherein the second authen 
tication information comprises a retinal Scan. 

39. The method of claim 24, wherein the second authen 
tication information comprises a DNA sample. 

40. The method of claim 24, wherein the second authen 
tication information comprises a voice print. 

41. The method of claim 24, wherein the print output 
device comprises a printer. 

42. The method of claim 24, wherein the print output 
device comprises a copier. 
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