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SYSTEM AND METHOD FOR ENTITY RECOGNITION

BACKGROUND
Field
[0001] This disclosure is generally related to the field of image recognition. More
specifically, this disclosure is related to a system and method for determining whether the entity

is a physical entity based on captured images of an entity.

Related Art

[0002] The proliferation of e-commerce and smartphones can allow users to conduct
various types of business, such as opening a financial account or a mobile phone account, over
their smartphones. Moreover, many financial institutions (e.g., banks) also allow their customers
to conduct banking business, such as depositing checks, over their smartphones. Many of these
business activities require a user to capture, using a camera installed on the smartphone, images
of an original document, such as a government-issued identification (ID) card, a passport, or a
check.

[0003] However, there remains the concern of fraud. For example, when required to
prove his identity, instead of the real government-issued ID, a user may use the smartphone to
capture the image of an electronic or paper copy of the government-issued ID. Such an
electronic or paper copy can be illegally obtained (i.e., the user does not own the original ID) or
have been edited (e.g., using photo-editing software). Similarly, when depositing a check, a
fraudulent user may capture the image of an electronic or paper copy of the check, because he is
not the real owner of the check.

[0004] In addition, many security-monitoring systems rely on captured images or video
streams of an environment to detect abnormality or security risks. However, an adversary may
use a counterfeit of a physical object or entity to deceive the security-monitoring system.
Similarly, many services or applications may use facial-recognition techniques to authenticate
legitimate users and to allow access. For example, a user-authentication system can capture a
live image of the user's face and authenticate the user based on the captured image. There is also
the possibility of fraud, because an attacker may use a two-dimensional (2D) image or 3-

dimentional (3D) model of the user's face to gain access.
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[0005] To prevent fraud, many service providers (e.g., financial service providers or
security companies) have to rely on manual processes to verify the authenticity of the entity
within the captured images (i.e., whether they are images of the real physical entity). Such
manual processes can be costly and inefficient, often resulting in long waiting times for users

using the services.

SUMMARY

[0006] Embodiments described herein provide a system for facilitating entity recognition.
During operation, a camera associated with a computing device captures at least a first image of a
to-be-recognized entity under a first imaging condition. The system adjusts the first imaging
condition to achieve a second imaging condition, and the camera captures at least a second image
of the to-be-recognized entity under the second imaging condition. The system determines
whether the to-be-recognized entity is a physical entity based on the captured first and second
images and the first and second imaging conditions.

[0007] In a variation on this embodiment, the system further extracts image features from
the first and second images.

[0008] In a further variation, extracting image features from a respective image further
comprises extracting a smaller image area containing the to-be-recognized entity and extracting
one or more target recognition regions from the smaller image area.

[0009] In a further variation, the image features comprise one or more of: red-green-blue
(RGB) values, grayscale values, and a size of the to-be-recognized entity appearing in the image.

[0010] In a variation on this embodiment, adjusting the first imaging condition comprises
one or more of: adjusting a setting of the computing device, adjusting a setting of the camera,
adjusting a posture of at least a portion of the to-be-recognized entity, adjusting a distance
between the camera and the to-be-recognized entity, and adjusting a relative direction between
the camera and the to-be-recognized entity.

[0011] In a further variation, adjusting the setting of the computing device comprises
configuring a display of the computing device such that the display emits light with a
predetermined intensity and color pattern, thereby achieving a desired illumination condition.

[0012] In a variation on this embodiment, determining whether the to-be-recognized

entity is a physical entity comprises applying a machine-learning technique.

BRIEF DESCRIPTION OF THE FIGURES
[0013] FIG. 1 shows an exemplary computing environment, according to one

embodiment.
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[0014] FIG. 2A shows an image-capturing setup.

[0015] FIG. 2B shows a different image-capturing setup.

[0016] FIG. 3 presents a flowchart illustrating an exemplary process for recognizing an
entity, according to one embodiment.

[0017] FIG. 4 presents a flowchart illustrating an exemplary process for recognizing an
entity, according to one embodiment.

[0018] FIG. 5 shows the operation principle of inferring the physical size of an entity,
according to one embodiment.

[0019] FIG. 6 presents a flowchart illustrating an exemplary process for recognizing an
entity, according to one embodiment.

[0020] FIG. 7 presents a flowchart illustrating an exemplary process for recognizing an
entity, according to one embodiment.

[0021] FIG. 8 presents a flowchart illustrating an exemplary process for recognizing an
entity, according to one embodiment.

[0022] FIG. 9 presents a flowchart illustrating an exemplary process for recognizing an
entity, according to one embodiment.

[0023] FIG. 10 presents a flowchart illustrating an exemplary liveness-detection process,
according to one embodiment.

[0024] FIG. 11 illustrates an exemplary computer system that facilitates an entity-
recognition system, according to one embodiment.

[0025] FIG. 12 illustrates an exemplary apparatus that facilitates an entity-recognition
system, according to one embodiment.

[0026] In the figures, like reference numerals refer to the same figure elements.

DETAILED DESCRIPTION

[0027] The following description is presented to enable any person skilled in the art to
make and use the embodiments, and is provided in the context of a particular application and its
requirements. Various modifications to the disclosed embodiments will be readily apparent to
those skilled in the art, and the general principles defined herein may be applied to other
embodiments and applications without departing from the spirit and scope of the present
disclosure. Thus, the embodiments described herein are not limited to the embodiments shown,
but are to be accorded the widest scope consistent with the principles and features disclosed

herein.

Overview
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[0028] The embodiments described herein solve the technical problem of image-based
entity recognition. More specifically, the novel entity-recognition solution can also be used for
liveness detection, especially face liveness detection. During operation, a camera associated with
a computing device (e.g., a mobile device) can capture a video of a human face. More
specifically, while capturing the video, the computing device can also configure a light projector
(e.g., the display of the computing device) to project light of a predetermined pattern (e.g., color,
angle, and/or on-off frequency) onto the human face. Moreover, the camera can also change its
direction and distance while capturing the video; and the computing device can also prompt the
user to perform certain actions (e.g., opening his mouth or blinking his eyes) while the video is
being captured. The entity-recognition system can then perform entity recognition or liveness
detection based on the captured video. Because real human faces and human faces on a screen or
photo have different light-reflection properties, or they can have different sizes or depths, the
entity-recognition system can detect liveness or recognize entities based on comparisons of faces
captured under different illumination conditions or at different angles/distances.

[0029] Entities typically can have specific compositions or forms, which are often
associated with the environmental factors of the environment they are in. The compositions can
include both physical and chemical compositions, and the forms can include the shapes and
phases displayed by the entities. The same entity may exhibit different forms when exposed to
different environmental factors, whereas different entities may exhibit different forms when
exposed to the same environmental factors. Even when two different entities may exhibit similar
forms when exposed to a particular set of environmental factors, they most likely will exhibit
different forms when the environmental factors change. Hence, by carefully controlling the
environmental factors to which an entity is exposed, an entity-recognition system can distinguish
different entities. For example, a 3D model made of a particular material may exhibit one type of
color or texture under visible light and a different type of color or texture under ultraviolet light,
whereas a 3D model of the same shape but made of a different material may exhibit a similar
color or texture under different lighting conditions.

[0030] To-be-recognized entities can include physical and non-physical entities. In this
disclosure, physical entities can include artifacts, users (include users’ faces), plants or animals,
etc. Non-physical entities can include imitated or forged copies of physical entities, which can
appear similar to the physical entities. For example, if a physical entity is a user (e.g., the user’s
face), its corresponding non-physical entity can include a photo or video of the user.

[0031] The imaging condition can indicate the environment where a to-be-recognized

entity is, the formation or posture of the to-be-recognized entity, the operating status and settings
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of the image-capturing device, and the way the image-capturing device captures images of the to-
be-recognized entity.

[0032] The image-capturing device can include a camera installed onto or coupled to a
computing device, such as a webcam. Images used for entity recognition can include images
(e.g., video images or pictures) of the to-be-recognized entity captured by the image-capturing
device. In some embodiments, entity-recognition may be based on features of the images, and
the features can include one or more of: color features, texture features, shape features, or spatial
relationship features, etc.

[0033] Because a physical entity and its imitated or forged copy (also referred to as the
corresponding non-physical entity), although similar, are two different entities, they can have
different compositions and forms. As a result, under a certain imaging condition (e.g., when they
are placed in an environment with target environmental factors or when the image-capturing
device is capturing the images in a certain way), the physical entity and its corresponding non-
physical entity can have different compositions or forms associated with such an imaging
condition. Consequently, features of images captured under such an imaging condition for the
physical entity and its corresponding non-physical entity can be different. Therefore, to
distinguish between a physical entity and its corresponding non-physical entity, one can capture
images (e.g., video images) of an entity under various imaging conditions and extract features
from the captured images corresponding to the different imaging conditions. These extracted
features can reflect the forms of the entity under the different imaging conditions. Therefore, an
automated system can use the features to distinguish between physical entities and their
corresponding non-physical entities, obviating the need for manual labor or experiences, thus
significantly enhancing the accuracy and reliability of the entity-recognition process.

[0034] Embodiments of the present invention can be implemented as a client or a plug-in.
A computing device can download the client or plug-in from a remote server and install such a
client or plug-in. By running the client or plug-in, the computing device can perform the
physical-entity recognition or authentication method. It is also possible for the program or plug-
in to reside on the remote server, and the computing device can access the server to obtain the
physical-entity recognition or authentication service.

[0035] The computing device for physical-entity recognition and authentication can
include, but is not limited to: a smartphone, smartwatch, virtual-reality (VR) equipment, tablet
computer, laptop computer, in-vehicle computer, desk top computer, set-top boxes, smart TV,
wearable device, surveillance device, security-inspection device, etc. Such a computing device
can include a camera for capturing images, can be coupled to a camera via a network in order to

obtain captured images, or can receive images from other devices. The computing device can
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communicate with a remote server to obtain a client, plug-in, physical-entity recognition service,
etc.

[0036] The client can include at least an application. The application can run on the
computing device to perform the task of physical-entity recognition. The plug-in can be included

in an application running on the computing device.

Physical-Entity Recognition

[0037] FIG. 1 shows an exemplary computing environment, according to one
embodiment. Computing environment can include a user device 102, a network 104, and a
server 106. A user 110 can use user device 102 to access an entity-recognition service.
Examples of user device 102 can include, but are not limited to, a desktop, a laptop, a tablet, a
smartphone, and a wearable device (e.g., a smartwatch). In some embodiments, user device 102
can either include or couple to a camera (not shown in FIG. 1), which can be used for capturing
images of the to-be-recognized entity. In some embodiments, the entity-recognition service can
be provided by user device 102. In further embodiments, the entity-recognition service can be
provided by server 106, and user device 102 can couple to server 106 via network 104, which can
be a local area network (LAN) or a wide area network (WAN) (e.g., the Internet).

[0038] In some embodiments, in order to recognize an entity or determine whether the
entity is physical or non-physical, still or video images of the entity are captured. FIG. 2A shows
an image-capturing setup. In FIG. 2A, a user 202 attempts to access a service via computing
device (e.g., a tablet computer) 204. Such a service uses facial-recognition techniques for user
authentication. To do so, user 202 can arrange a camera associated with computing device 204
such that his face can be in parallel to the camera. In situations where the camera is an internal
camera of computing device 204, arranging the camera can involve arranging computing device
204. A video or multiple still images of user 202 can be captured by the camera.

[0039] FIG. 2B shows a different image-capturing setup. In FIG. 2B, a user attempts to
access a service via computing device (e.g., a tablet computer) 206. To spoof the face-
recognition application running on computing device 206, the user places a screen 208 (e.g., a
computer screen) that displays an image of a real user in front of a camera associated with
computing device 206. The user can then operate the camera in such a way that the camera
captures images that only include the real user’s face displayed on screen 208.

[0040] Traditional face-recognition approaches may not be able to distinguish between
situations shown in FIG. 2A and FIG. 2B. To solve this problem, embodiments of the present

invention rely on images captured under well-controlled imaging conditions to distinguish
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between a physical entity (e.g., the scenario shown in FIG. 2A) and a non-physical entity (e.g.,
the scenario shown in FIG. 2B).

[0041] FIG. 3 illustrates an exemplary process for recognizing an entity, according to one
embodiment. During operation, a camera associated with a computing device is arranged in
such a way that it is ready to capture images of a to-be-recognized entity (operation 302). For
example, for facial-recognition-based user authentication, a user may arrange a camera (e.g., an
internal camera of a tablet computer or a webcam coupled to a laptop or desktop computer) in
such a way that the camera can be ready to capture images of the user's face. Similarly, a
fraudulent user trying to spoof the facial-recognition system may arrange the camera and a paper
or electronic copy of the real user's face (e.g., a photograph of the real user's face or a computer
screen displaying the real user's face) in such a way that the camera is ready to capture images of
the displayed face of the real user.

[0042] Subsequently, the system adjusts at least one imaging condition (operation 304).
Such adjustment may be performed manually by the user or may be an automated process. Note
that, because entities typically can exhibit compositions or forms associated with imaging
conditions, adjusting imaging conditions can be useful in recognizing entities, especially in
distinguishing between physical entities and their counterfeits. The composition or form of a to-
be-recognized entity associated with an imaging condition can often be reflected by features
extracted from images captured under such an imaging condition. Hence, for accurate
recognition of entities, the system can capture images of the to-be-recognized entity under
different imaging conditions and compare those images. For example, when a lighting condition
changes (e.g., when intensity or color of the light changes), image features of a physical entity
(e.g., areal human's face) and its corresponding non-physical entity (e.g., an electronic copy of
the human's face) can experience different changes. Therefore, it is possible to distinguish
between the physical and non-physical entities by capturing their images under different lighting
conditions.

[0043] In addition to intensity and color of the light, changing the lighting condition can
also include changing the angle, range, or on-off frequency of the light. In addition to visible
light, infrared, X-ray, or ultraviolet light can also be used to illuminate the to-be-recognized
entity. In addition to lighting or illumination conditions, imaging conditions can also include
temperature or humidity conditions. Sometimes changes in the lighting condition may also lead
to changes in the temperature condition. In some embodiments, changing the imaging conditions
may also include applying sound waves of different frequencies or intensities. Changing the
imaging conditions can also include changing the operating status or parameters of the image-

capturing device, such as the aperture size, the shutter speed, the resolution, the focal length, etc.
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Alternatively, changing the imaging conditions may involve changing the way the image-
capturing device captures the images. For example, the image-capturing device can capture
images using ultrasound or thermal waves, or it can capture images while the to-be-recognized
entity changes its posture or formation (e.g., rotating around an axis).

[0044] The image-capturing device can capture images (e.g., video or still images) of the
to-be-recognized entity under multiple imaging conditions (operation 306). Capturing images
under different imaging conditions allows the system to identify the characteristics of the to-be-
recognized object that are specific to the different imaging conditions. Note that high-quality
images can allow the system to identify the characteristics of the to-be-recognized entity, thus
leading to a more accurate entity-recognition result. In some embodiments, to mitigate the effect
of poor image qualities leading to reduced image-recognition accuracy or reliability, the system
may configure the image-capturing device in such a way that at least one image is taken under
each imaging condition. For example, the camera can capture a still image under each imaging
condition, or the camera can record a video while the imaging conditions are changing. If a
video is recorded, the system can extract at least one frame that corresponds to each imaging
condition. The captured still images or extracted video frames can then be used for entity-
recognition.

[0045] The system can then extract features from the captured still images or video
frames (operation 308). Features extracted from images captured under a particular imaging
condition can reflect the form of the to-be-recognized entity specific to that particular imaging
condition. For example, image features of a to-be-recognized entity specific to an imaging
condition can include color, texture, or reflection properties. In some embodiments, the system
can obtain a set of image features for each imaging condition.

[0046] Because physical and non-physical entities can have different characteristics
under various imaging conditions, when the imaging condition changes, the forms exhibited by a
physical entity and its corresponding non-physical entity can experience different changes. On
the other hand, image features under different imaging conditions reflect the characteristics of an
entity under those imaging conditions, and one can determine the characteristics of an entity
based on its image features under the various imaging conditions. Therefore, it is possible to
recognize whether an entity is physical based on image features of the entity associated with the
various imaging conditions. For example, if the characteristics of a to-be-recognized entity under
a number of imaging conditions are similar to those of a physical entity under the same imaging
conditions, one can conclude that, as the imaging conditions change, the form of the to-be-
recognized entity changes in a way similar to that of the physical entity. Consequently, the to-be-

recognized entity can be recognized as the physical entity. In contrast, if the characteristics of
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the to-be-recognized entity under the various imaging conditions are different from those of the
physical entity, the to-be-recognized entity can be recognized as a non-physical entity.

[0047] In some embodiments, the system can capture, beforehand, images of known
physical entities under a number of imaging conditions, and extract and store image features
specific to each known physical entity and imaging condition. The stored image features
associated with known physical entities and predetermined imaging conditions can later be used
as references for recognition of to-be-recognized entities. For example, the system can capture
images of human faces under various imaging conditions (e.g., with or without flash), and extract
and store image features of the human faces for each imaging condition. The stored image
features can later be used to compare to image features of a to-be-recognized face in order to
determine whether the to-be-recognized face is a face of a real human.

[0048] In some embodiments, subsequent to extracting image features associated with a
number of imaging conditions, the system can compare the extracted image features to stored
image features of a known physical entity (operation 310) and determine if a similarity level
between the extracted image features and the stored image features exceeds a predetermined
threshold (e.g., 75% or 80%) (operation 312). If so, the system determines that the to-be-
recognized entity is a physical entity (operation 314). If not, the system determines that the to-
be-recognized entity is a non-physical entity (operation 316). Note that, in the event of
comparisons being made among images captured under multiple imaging conditions, estimating
the similarity level can include an aggregation process where comparison of image features is
done for each imaging condition and the comparison results can be aggregated for all imaging
conditions. This way, even though a non-physical entity may appear similar to a physical entity
in a certain imaging condition, the difference in image features in other imaging conditions can
result in the aggregated similarity level being less than the threshold.

[0049] In the case of a to-be-recognized entity being a face, varying the imaging
conditions can include varying the illumination conditions, or varying the relative direction
and/or distance between the image-capturing device and the to-be-recognized entity. Note that
the illumination conditions include wavelength, intensity, and direction of the light. For
example, while capturing images of the face (which can be the face of real human or a face
displayed on a computer screen), the system can adjust the illumination conditions by shining
light of a particular wavelength and intensity on the face. Because the human skin and a
computer screen can have different reflection properties, their images under the different
illumination conditions can appear different. Moreover, different portions of a real human's face
reflect light differently (e.g., some facial features may reflect light better than others), whereas a

computer screen reflects light more uniformly. Hence, by comparing image features of different
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portions of the face, the system can also determine whether the face is a real human face or a face
displayed on a computer screen.

[0050] Because there are significant differences in light-reflection properties between the
inside of a human's mouth and other parts of a human's face, to facilitate recognition of a human
face, in some embodiments, the system can prompt the user to open his mouth while an image-
capturing device captures images of his face. Note that, although instructing users to perform
certain actions has been used in liveness detection, such approaches cannot prevent fraudulent
users from spoofing the system by using an animated 3D model of a human face. On the other
hand, in embodiments of the present invention, the system not only requests the user to perform
certain actions (e.g., opening his mouth or blinking his eyes) but also adjusts illumination
conditions while the user is performing those actions, and captures images of the user's face
under the various illumination conditions. Those captured images can then be used for more
accurate liveness detection, because the system can determine if the captured images are of a
physical or non-physical entity.

[0051] FIG. 4 illustrates an exemplary process for recognizing an entity, according to one
embodiment. During operation, the system receives a request to recognize an entity (operation
402). In some embodiments, the to-be-recognized entity may be characterized. Based on the
characterization of the to-be-recognized entity, the system can determine a set of desired imaging
conditions (operation 404). In other words, the system can determine what kind of imaging
condition is most likely to create images that can reflect the true properties of the to-be-
recognized entities. As discussed previously, it is well-known that fraudulent users may use
faces displayed on a screen to imitate human faces; and the faces on the screen will appear
different from human faces under certain lighting conditions (e.g., when a strong flash is used
when images are taken or when lights of different colors illuminate different portions of the face).
Therefore, to distinguish between a real face and a face on screen, the system may determine that
the desired imaging conditions can include various illumination conditions. On the other hand, if
different portions of a to-be-recognized entity have different thermal capacities, meaning that the
different portions may rise to different temperatures when heated, the system can determine that
the desired imaging conditions can include temperature conditions. Alternatively, if the to-be-
recognized entity reacts to a magnetic or electrical field, the desired imaging condition may
include magnetic or electrical field strength and distribution.

[0052] Subsequently, the system adjusts current imaging conditions to achieve desired
imaging conditions (operation 406). In some embodiments, the system can be equipped with
various sensors (e.g., light sensors, temperature sensors, humidity sensors, pressure sensors, etc.)

that can measure various environmental factors to which the to-be-recognized entity is exposed.
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If the measured environmental factors differ from what is required by the desired imaging
conditions, the system can adjust the environmental factors until the desired imaging conditions
are achieved. In some embodiments, adjusting the environmental factors can involve controlling
various environmental control modules (e.g., a lighting system, a sound system, a heater, a
cooling module, etc.). In some embodiments, if multiple desired imaging conditions (e.g.,
multiple temperature conditions) exist, the system can configure the environmental control
modules in such a way that the multiple desired imaging conditions can be achieved sequentially
while images or videos of the to-be-recognized object are captured.

[0053] Physical entities and their corresponding non-physical entities can exhibit
different forms under different lighting conditions, when the distance and/or direction to the
image-capturing device are different, or when the image-capturing device has different settings.
For example, a physical entity can be a statue, and its corresponding non-physical entity can be
images of the statue displayed on a computer screen. The physical entity is three-dimensional,
whereas the non-physical entity is two-dimensional. Moreover, the physical and non-physical
entities are made of two different materials. Hence, under different illumination conditions or
when their distances to the image-capturing device are different, the physical and non-physical
entities may exhibit different forms. In some embodiments, the desired imaging conditions may
include one or more of: a desired illumination condition, the relative direction between the to-be-
recognized entity and the image-capturing device, the relative distance between the to-be-
recognized entity and the image-capturing device, and a desired setting of the image-capturing
device. More specifically, the desired illumination condition can include one or more of: the
angle, wavelength, and intensity of the light.

[0054] In some embodiments, in order to quickly and accurately adjust the imaging
conditions, the system may adjust the equipment settings of the image-capturing device. For
example, the system can control the flash, display, or other light-emission components on the
image-capturing device in order to adjust the illumination conditions, including the light intensity,
color, and angle. Moreover, the system can use an automated motion system (e.g., motor-driven
propellers or wheels, conveyors, robotic arms, or a combination thereof) to move the light-
capturing device in various directions (e.g., up and down, left and right, in and out, etc.) or
according to a predetermined trajectory in order to change the relative distance and/or direction
between the image-capturing device and the to-be-recognized entity. Alternatively, the system
can prompt the user (e.g., text or audio prompts) to manually adjust the position of the image-
capturing device. For example, if the image-capturing device is the camera on a smartphone, the

system may prompt the user to move the smartphone in order to adjust the position of the camera.
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[0055] Most images essentially are formed by light reflected off the to-be-recognized
entity. Hence, to enhance the characteristics of the to-be-recognized entity under desired
imaging conditions and to increase recognition accuracy, in some embodiments, the desired
imaging conditions can also include a condition for ensuring that the captured image includes a
special reflective region on the to-be-recognized entity. More particularly, the special reflective
region can be a region on the to-be-recognized entity that is more reflective than other regions.
For example, a region with a smoother surface can be considered a special reflective region. If
the to-be-recognized entity is a human face, the special reflective region can be the inside of the
mouth or the eyeballs. In such a scenario, achieving the desired imaging conditions can include
prompting the user to open his mouth or eyes.

[0056] The system can capture at least an image under each desired imaging condition
(operation 408). In some embodiments, operations 406 and 408 can be interwoven. In other
words, the system may achieve a first imaging condition and take one or more images under the
first imaging condition. The system can then adjust the imaging condition to achieve a second
imaging condition and take one or more images under the second imaging condition. These
operations can be repeated until all desired imaging conditions have been achieved and images
have been captured for each desired imaging condition.

[0057] The system can associate the image or images captured under each imaging
condition with that particular imaging condition (operation 410). This operation can prevent an
image captured under one imaging condition from being wrongfully associated with a different
imaging condition and, hence, can enhance the accuracy and reliability of the entity recognition.
In some embodiments, the system can create a label for each image immediately after the image
is captured, with the label indicating the imaging condition. Alternatively, the system can
separately store images captured under different imaging conditions; or the system can keep a
record of the correlation relationship between captured images and imaging conditions, thus
enabling correct association between an image and its corresponding imaging condition.

[0058] In some embodiments, the system may record the time each image is captured and
then associate the image with an imaging condition based on the recorded time. For example, the
system can record the association between the imaging conditions and the times when those
imaging conditions are in effect. Therefore, based on the capture time of an image, the system
can correctly associate an image and the imaging condition under which the image was captured.
In the event where the imaging conditions include at least one of: the relative direction and the
relative distance between the image-capturing device and the to-be-recognized entity, the system

can determine such imaging conditions using one or more motion sensors (e.g., accelerometers or
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gyroscopes) installed on the image-capturing device. Alternatively, such imaging conditions can
be obtained via manual measurement.

[0059] Subsequently, the system can extract, from each captured image, a smaller area
containing or corresponding to the to-be-recognized entity (operation 412). In addition to the to-
be-recognized entity, a captured image can often include other entities or objects that can be part
of the background, and these background entities can often interfere with the entity-recognition
process. To simplify the entity-recognition process, the system can reduce the captured image to
a smaller image area that contains only or mostly the to-be-recognized entity. The system can
either label or crop such a reduced image area. In some embodiments, the system can apply a
previously trained machine-learning model (e.g., a deep-learning neural network) on captured
images to identify a portion of the image that contains only or mostly the to-be-recognized entity.
For example, if the to-be-recognized entity is a human face, the machine-learning model can be
trained using images containing human faces in order to detect human faces. The system can
then label or crop detected human faces from captured images.

[0060] The system can further extract, from the reduced image area that contains only or
mostly the to-be-recognized entity, one or more target-recognition regions or points (operation
414). Some entities may include certain special features that can distinguish them from other
entities. For example, facial features (e.g., eyes or mouth) can be used to distinguish a human
face from other types of entity. Similarly, leaves or pedals of a plant or antlers of an animal are
also special features that can be used to distinguish the plant or animal from other types of entity.
Hence, by concentrating entity-recognition efforts on those special features, the system can
further increase the efficiency and accuracy of entity recognition.

[0061] In some embodiments, the system can predetermine what kind of special features
should be included in the extracted target-recognition regions. For example, if the to-be-
recognized entity is a human, the target-recognition regions can include the human face, or they
can include one or more of: the mouth region, the nostril region, regions adjacent to the nose
ridge, eyes, cheeks, and the inside of the mouth. In further embodiments, the system can apply a
previously trained machine-learning model to identify and extract the target-recognition regions
from the originally captured or previously reduced image. The system can label or crop the
image to obtain the target-recognition regions that may contain only or mostly the special
features that can distinguish the to-be-recognized entity from other entities. Training of the
machine-learning model can involve using images of known physical entities with labeled target-
recognition regions. Note that, in some embodiments, the machine-learning model can directly
extract target-recognition regions from original images without the need to reduce those images.

In other words, operation 412 can be optional.
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[0062] Subsequent to extracting the target-recognition regions, the system can extract
image features from the target-recognition regions corresponding to the imaging conditions
(operation 416) and determine whether the to-be-recognized entity is a physical entity based on
the extracted image features and their corresponding imaging conditions (operation 418).

[0063] The color, brightness, or texture of the to-be-recognized entity appearing in
captured images can often indicate the reflection property of an entity, and such a reflection
property of a physical entity can often be different from that of a non-physical entity, especially
under certain illumination conditions. More specifically, the color, brightness, or texture of the
to-be-recognized entity in an image captured under a particular imaging condition reflects the
entity’s reflection property under such imaging condition. Therefore, if the imaging condition
includes an illumination condition and the relative distance and/or direction of the image-
capturing device, the extracted image features can include the color values, the grayscale values,
or both. More specifically, the color values can include the RGB values. For example, under
strong illumination (e.g., when the camera’s flash is turned on), images captured of a computer
screen often include bright spots, which indicate the reflection property of a screen, not a human
face.

[0064] Moreover, although a physical entity and its counterfeit may appear similar, such
a similarity can be limited. In many scenarios, a physical entity and its counterfeit may present
different forms when viewed from different angles. For example, a physical entity and a 2D
image of the physical entity displayed on a screen may appear similar when viewed from the
front. However, one cannot obtain a side image of the 2D image displayed on the screen. In
some embodiments, if the imaging condition includes the relative direction between the image-
capturing device and the to-be-recognized entity, the extracted image features can include the
orientation or attitude angle of the to-be-recognized entity appearing in the image. More
specifically, the attitude angle can include pitch and roll angles. In some embodiments, the
system can apply a previously trained machine-learning model to recognize the attitude angle of
a to-be-recognized entity in a captured image. Training of the machine-learning model can
involve using images of known physical entities having different attitude angles. Moreover, the
system can obtain the attitude angle of the to-be-recognized entity in the image based on other
factors, such as the distribution of recognizable special features of the entity. For example, if the
to-be-recognized entity is a human face, the distribution of facial features or a triangle formed by
the eyes and nose can be used to infer the attitude angle of the face. In some embodiments, the
system can also determine the physical size of the to-be-recognized entity by changing the
distance between the image-capturing device and the entity and capturing images under different

distances.
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[0065] Similar to the example shown in FIG. 3, in some embodiments, the system may
determine whether a to-be-recognized entity is a physical entity by comparing extracted image
features with stored image features of reference images. More particularly, for each imaging
condition, the system may compare image features extracted from images captured under the
imaging condition with previously stored image features of a physical entity specific to the
imaging condition. Depending on the imaging condition, the previously stored image features
can include one or more of: the attitude angle, size of the entity in the image, color values, and
grayscale values. If the image features extracted from the captured images are similar to those of
the previously stored image features of a physical entity under the same imaging condition, the
system can determine that the to-be-recognized entity is a physical entity; otherwise, the system
can determine that the to-be-recognized entity is a non-physical entity. Note that, because a
physical entity and its counterfeit may have similar features under certain imaging conditions but
not all imaging conditions, the comparison of the image features needs to be performed for each
and every imaging condition. As long as a difference in image features is detected for one
imaging condition, the system can determine that the to-be-recognized entity is a non-physical
entity. For example, a real human face and a human face on a screen may appear similar if their
images are taken under normal lighting conditions (e.g., sunlight or room light). However, they
can appear very different when their images are taken under strong directional light (e.g., under
strong flashes). Hence, to determine whether a face is a real human face or a face displayed on a
screen, the system needs to compare images captured under a set of different illumination
conditions with stored images of a real human face under the same set of illumination conditions.

[0066] Alternatively, in some embodiments, a previously trained machine-learning model
(e.g., a support vector machine (SVM) or a deep-learning neural network) can determine, based
on the extracted image features and their corresponding imaging conditions, whether a to-be-
recognized entity is a physical entity. The machine-learning model can be trained using images
of known physical entities and non-physical entities captured under a set of known imaging
conditions. More specifically, the system can extract image features from those images and use
the extracted image features to train the machine-learning model. Note that, as discussed
previously, extracting image features can also involve usage of a different machine-learning
model, which can be trained using the same sample images.

[0067] As discussed previously, by adjusting the distance between the image-capturing
device and the to-be-recognized entity and capturing images for each distance, the system can
infer the size of the to-be-recognized entity. The inferred size can be used to determine whether
the to-be-recognized entity is a physical entity because the physical entity and its counterfeit

often have different sizes. For example, a real human face and a face displayed on a computer
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screen can have different sizes and a car model and a real car can have different sizes. The
ability to infer sizes (including sizes in different dimensions) can enhance the entity-recognition
accuracy of the system.

[0068] Most image-capturing devices rely on the pinhole imaging principle for image
capturing: the ratio between the width or length of an entity and its imaging width or length (i.e.,
its width or length appearing in an image) can be proportional to the ratio between the imaging
distance (i.e., the distance between the entity and the image-capturing device) and the image-
capturing device's focal length. The image-capturing device's focal length is known. Hence, by
adjusting the imaging distance and by measuring the imaging width or length, one can infer the
width or length of the entity. FIG. 5 shows the operation principle of inferring the physical size
of an entity, according to one embodiment. In FIG. 5, the to-be-recognized entity can be a face
502 and the image-capturing device can be a camera equipped on a smartphone. The size (e.g.,
the height) of the face can be denoted L, and the focal length of the camera (i.e., the distance
between camera lens 504 and imaging plane 506) can be denoted f. When the distance between
the smartphone and the face is D, the imaging size of the face is S, as shown in the top drawing
of FIG. 5. The proportional relationship among the different variables can be written as: L/D =
S/f. On the other hand, when the imaging distance increases by AD, the imaging size of the face
becomes ', as shown in the bottom drawing of FIG. 5. The proportional relationship among the
different variables can then be written as: L/(D + AD) = S'/f. Therefore, based on these two
proportional relationships, one can deduce L = S'AD / [(1-S/S)f]. This means that when the
image-capturing device has a fixed focal length, one can deduce the size of an entity by varying
its distance to the image-capturing device. Considering the measurement uncertainties, in some
embodiments, the system can compare the inferred size of a to-be-recognized entity with the true
size of a known physical entity. If the difference between the inferred size and the true size is
within a predetermined range (i.e., less than 10% of the true size), the system can determine that
the size of the to-be-recognized entity is similar to the true size of the physical entity. Such
information can be helpful in determining whether the to-be-recognized entity is a physical entity.
On the other hand, if the size difference exceeds the predetermined range (i.e., more than 10% of
the true size), the system can determine that the size of the to-be-recognized entity is different
from the true size of the physical entity and, hence, the to-be-recognized entity is less likely to be
a physical entity.

[0069] Instead of inferring the size of a to-be-recognized entity, in some embodiments,
the system can predict the imaging size of a physical entity based on the ratio between the
imaging distance and the focal length. The system can then compare the imaging size of the to-

be-recognized entity and the predicted imaging size in order to determine whether the to-be-
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recognized entity is a physical entity. In such a scenario, the imaging size of the to-be-
recognized entity can be part of extracted image features. Other types of extracted image
features can include one or more of: color values, grayscale values, and attitude angles. In
addition to the imaging size, the system can also predict other types of image features of a
physical entity under various imaging conditions, and then compare image features extracted
from images of a to-be-recognized entity captured under the same imaging conditions to the
predicted image features in order to determine whether the to-be-recognized entity is a physical
entity.

[0070] FIG. 6 illustrates an exemplary process for recognizing an entity, according to one
embodiment. During operation, the system can capture images of a to-be-recognized entity
under a set of predetermined imaging conditions (operation 602). The images can include still
images or videos. The system can then extract, from captured images, image features
corresponding to the set of predetermined imaging conditions (operation 604). More specifically,
the system can extract image features corresponding to each predetermined imaging condition.
For each predetermined imaging condition, the system can compare the extracted image features
with the predicted image features of a corresponding physical entity (operation 606) and
determines whether the to-be-recognized entity is a physical entity based on the comparison
outcome (operation 608). If, for each and every predetermined imaging condition, the extracted
image features (e.g., one or more of: color values, grayscale values, attitude angles, and imaging
size) are similar to the predicted image features, the system can determine that the to-be-
recognized entity is a physical entity. On the other hand, if a mismatch is detected under any
imaging condition, the system can determine that the to-be-recognized entity is a non-physical
entity.

[0071] In some embodiments, instead of comparing image features extracted from
captured images to stored or predicted image features, the system can track the changes in image
features when the imaging condition changes. Because the forms of a physical entity and its
counterfeit may experience different changes when the imaging condition changes, detecting or
tracking the changes in the image features can facilitate entity recognition.

[0072] FIG. 7 illustrates an exemplary process for recognizing an entity, according to one
embodiment. During operation, the system can capture images of a to-be-recognized entity
under a set of predetermined imaging conditions (operation 702) and extract, from captured
images, image features corresponding to the set of predetermined imaging conditions (operation
704). Subsequently, the system can obtain changes in at least two consecutive imaging
conditions and changes in image features of images captured under the consecutive imaging

conditions (operation 706). For example, changes in imaging conditions can include changes in
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intensity of light projected onto the to-be-recognized entity during image capturing, and changes
in image features can include changes in brightness of certain special reflective regions of the
images of the to-be-recognized entity. Based on changes in imaging conditions and changes in
image features, the system can determine target attributes of the to-be-recognized entity
(operation 708) and determines whether the to-be-recognized entity is a physical entity based on
the target attributes (operation 710). Note that the target attributes are physical attributes of the
to-be-recognized entity and are independent of imaging conditions.

[0073] A physical entity and its counterfeit can exhibit different forms under different
imaging conditions. The different forms can be indicated by the different image features.
Moreover, as the imaging conditions change, they can experience different changes in their forms,
reflected by different amounts of changes in their image features. By tracking the changes in the
image features, one can identify one or more target attributes of the to-be-recognized entity, and
those target attributes can indicate the special characteristics of a to-be-recognized entity. For
example, features of an image of a to-be-recognized entity can include the imaging size of the to-
be-recognized entity, and a target attribute of the to-be-recognized entity can be its physical size.
As discussed previously, by changing the imaging distance, the system can determine the
physical size (which can be a target attribute) of the to-be-recognized entity based on the imaging
size and the change in the imaging size (which can be part of the image features).

[0074] In addition to physical size, attributes that can be used for recognizing an entity
can include, but are not limited to: surface texture, color, color values, grayscale values,
reflection properties, existence or location of special reflective regions, etc. Depending on the
imaging conditions and available image features, the system can determine certain target
attributes. For example, if the imaging conditions include illumination conditions and available
image features include color values, the target attributes can include surface texture and color of
the to-be-recognized entity. Similarly, if the imaging conditions include prompting the user to
adjust his posture to making facial movements to show a special reflective region (e.g.,
prompting the user to open his mouth) and the available image features include the color values
of the special reflective region, the target attributes can then include the existence or location of
such a special reflective region.

[0075] FIG. 8 illustrates an exemplary process for recognizing an entity, according to one
embodiment. During operation, the system can capture one or more images of a to-be-
recognized entity under an initial imaging condition (operation 802). This initial imaging
condition can be the natural condition that the to-be-recognized entity is in. Subsequently, the
system can adjust the imaging condition to achieve a target imaging condition (operation 804).

Adjusting the imaging condition can involve adjusting the illumination condition, adjusting the
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position and/or distance of the image-capturing device, or adjusting the posture of the to-be-
recognized entity. In the event of the entity being a face, adjusting the posture can involve
prompting the user to perform certain facial movements (e.g., opening eyes or mouth).
Subsequent to adjusting the imaging condition, the system can capture additional images under
the target imaging condition (operation 806). The system can then determine, based on images
captured before and after the adjustment to the imaging condition, whether the to-be-recognized
entity is a physical entity (operation 808).

[0076] In some embodiments, the system can extract relevant features from images
captured before and after the adjustment to the imaging conditions and apply a machine-learning
classifier (i.e., a SVM or a deep-learning neural network) on the extracted features in order to
determine whether the to-be-recognized entity is a physical entity. In such a scenario, the
machine-learning classifier has been previously trained using image features of known physical
entities associated with known imaging conditions. Alternatively, the system may apply the
machine-learning classifier directly on images captured before and after the adjustment to the
imaging condition. Such a classifier can be trained using images of known physical entities
captured under known imaging conditions.

[0077] FIG. 9 illustrates an exemplary process for recognizing an entity, according to one
embodiment. During operation, the system can capture a first image of a to-be-recognized entity
under an initial imaging condition (operation 902). The initial imaging condition can include the
current illumination condition and the current relative direction and/or distance between the to-
be-recognized entity and the image-capturing device. Subsequently, the system can adjust the
position of the image-capturing device and change the illumination condition (operation 904). In
some embodiments, the system can adjust the position of the image-capturing device
automatically. For example, the system can use certain automated mechanisms, such as robotic
arms or conveyors, to move the image-capturing device to a desired new location. More
specifically, the system may move the image-capturing device left and right, up and down, in and
out, or in a circular motion. Alternatively, the system may prompt the user to manually move the
image-capturing device. For example, if the image-capturing device is the camera equipped on a
smartphone, the system may prompt the user using audio or text signals to adjust the position of
the smartphone. The user can move the smartphone left and right, up and down, in and out, or in
a circular motion. Similarly, the system may adjust the illumination condition automatically or
prompt the user to do so manually. Using the smartphone as an example, the system may
automatically turn on the flash of the smartphone or prompt the user to turn on the flash manually.
Alternatively, the system may use the smartphone display as a light source and automatically

adjust the intensity, color, or both of light emitted by the display. In further embodiments, the
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system may configure the display of the smartphone to display a pattern (e.g., by adjusting the
light intensity and/or color of different regions on the display). Such a pattern can be used to
illuminate the to-be-recognized entity during image capturing. In some embodiments, the
smartphone may pre-store a number of display patterns. During operation, depending on the
position of the smartphone relative to the to-be-recognized entity (e.g., the face of the user), the
smartphone may display different patterns. In other words, the illumination condition can be
associated with the relative position of the image-capturing device.

[0078] Subsequently, the system can capture a second image of the to-be-recognized
entity (operation 906). The system can then determine whether the to-be-recognized entity is a
physical entity based on the captured first and second images (operation 908). As discussed
previously, the system can apply a machine-learning classifier directly on first and second images
or on image features extracted from the first and second images.

[0079] As discussed previously, a physical entity and its counterfeit can have different
forms under different imaging conditions, thus exhibiting different characteristics. The system
can adjust the imaging condition and capture first and second images before and after the
adjustment to the imaging condition. Image features extracted from the first and second images
can reflect the forms of the to-be-recognized entity before and after the adjustment of the
imaging condition. Hence, by comparing forms of the to-be-recognized entity before and after
the adjustment to the imaging condition to the forms of the physical entity before and after the
adjustment to the imaging condition, respectively, the system can determine whether the to-be-
recognized entity is a physical entity. If the forms match for both before and after the adjustment
to the imaging condition, the system can determine that the to-be-recognized entity is a physical
entity. Otherwise, the system can determine that the to-be-recognized entity is a non-physical

entity.

Liveness Detection

[0080] The physical-entity recognition ability provided by embodiments of the present
invention can also be used for liveness detection, which can be part of a user-authentication
process. For example, many user-authentication systems rely on face-recognition technology to
recognize a user's face in order to authenticate a user. More specifically, when a user attempts to
access a remote service via his smartphone, the system may configure the camera equipped on
the smartphone to capture a live image of the user's face in order to authenticate the user.
However, a fraudulent user may spoof such a user-authentication system using 2D or 3D models
of the real user. By detecting the liveness of the face, the authentication system can prevent such

fraud.
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[0081] FIG. 10 shows an exemplary liveness-detection process, according to one
embodiment. During operation, a system can receive a liveness-detection request (operation
1002). Note that liveness detection can be a sub-operation in a user-authentication process. For
example, a user may wish to access, via a client device (e.g., a smartphone), a service provided
by a server. To authenticate the user, the system needs to perform liveness-detection on the user.
In response to the liveness-detection request, the system can configure a camera associated with
the client device to capture one or more images of the user (operation 1004). In the event of the
client device being a smartphone equipped with a front-facing camera, the system may configure
the smartphone in such a way that the front-facing camera captures one or more images of the
user, more particularly the user's face. The system may also need to prompt the user, via audio or
text signals, to place the smartphone at an appropriate location such that the camera on the
smartphone can capture images of the user's face. In one embodiment, the system may configure
the smartphone to start capturing a video of the user's face.

[0082] While the video of the user's face is being captured, the system can adjust the
imaging conditions by adjusting various settings of the client device (operation 1006). For
example, the system can adjust the brightness of at least a portion of the display of the
smartphone in order to adjust the illumination condition. Moreover, the system can adjust the
color or color pattern displayed by the display of the smartphone. In some embodiments, the
brightness or color pattern of the smartphone display can be adjusted in a time-varying fashion.
For example, the brightness of the display can change periodically or the displayed color or color
pattern can vary with time. Alternatively, the system can configure the flash or flashlight of the
smartphone. For example, the system can continuously turn on the flashlight or turn it on and off
periodically. When illumination conditions change with time, the system records the
illumination condition for each time instant. In other words, the system can record the brightness,
color, or color pattern of the display and the on-off condition of the flash for each time instant.

[0083] In addition to adjusting the illumination conditions, the system may prompt the
user, via audio or text signals, to adjust the position of the camera and/or the client device
(operation 1008). Note that when the camera is built into the client device (e.g., a smartphone),
movements of the client device can result in concurrent movements of the camera. When the
client device moves, the display of the client device moves accordingly. Because the display has
been configured to provide lighting, the illumination direction changes as the position of the
display changes. For example, when the user moves the smartphone (e.g., up and down, left and
right, in and out, or in a circular motion), the light projected by the smartphone display may
illuminate the user’s face from different angles, thus creating different illumination conditions.

In some embodiments, as the user moves the smartphone, the system can record, via various
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motion sensors equipped on the smartphone (e.g., accelerometer or gyroscope) positions and/or
orientations of the smartphone at each time instant. Such information can be used during
subsequent image-processing operations.

[0084] Moreover, the system can also prompt the user, via audio or text signals, to
perform certain facial movements (e.g., opening mouth or blinking eyes) (operation 1010).
Prompting the user to open the mouth or blink the eyes allows the system to capture images
containing the inside of the mouth or the eyeballs. Because the inside of the mouth or the
eyeballs can have significantly different reflection properties compared to other portions of the
face, images containing such facial features can facilitate the system to determine whether the
user’s face is genuine. Moreover, these images can be captured under various illumination
conditions. The variation of reflection of the inside of the mouth or eyeballs under different
illumination conditions can further facilitate the system in determining whether the user’s face is
genuine.

[0085] Note that operations 1004-1010 can be performed simultaneously, meaning that as
the camera is capturing images (e.g., video images) of the user, the light projected by the display
can change intensity, color, distance, and direction. Moreover, the user can perform certain
facial movements while the camera is capturing images and while the lighting conditions change.
The system records the lighting conditions and prompts to the user as a function of time. In some
embodiments, the camera can capture images for a predetermined time (e.g., a few seconds).

[0086] The system can then extract features relevant for liveness detection from the
captured images (operation 1012). More specifically, the system can detect and track the user's
face from each image (or each frame within the captured video), and locate key facial features or
face landmarks on the user's face. The system can then define a number of image blocks on the
face, which can include the whole face, lips, the mouth cavity, areas adjacent to the nose ridge,
nostrils, eyes, cheeks, etc. Each image block can include a number of pixels. In some
embodiments, extracting the features can involve calculating, for each image, the RGB values or
grayscale values of the individual image block. Based on the detected facial features (e.g., the
relative distance and/or direction among the facial features), the system can calculate the attitude
angle of the face in each image. Moreover, the system can associate each image, thus the face in
each image, with a corresponding imaging condition, such as the position of the smartphone
display and the light intensity and/or color pattern of the display. More specifically, each image
can be timestamped when it is captured, and the system can determine the instant imaging
condition based on the timestamp.

[0087] Subsequently, the system can determine liveness based on the extracted features

(operation 1014). In other words, the system can determine, based on features of images
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captured in various imaging conditions, whether the face in these images is from a real human.
In some embodiments, determining liveness can involve applying a machine-learning classifier
(e.g., a SVM or a deep-learning neural network) on the extracted features. More specifically, the
system can compare features extracted from images taken at various times to predicted image
features of a human face. Because image or images taken at a particular time correspond to a
particular imaging condition, the system can use predicted image features corresponding to such
imaging conditions for comparison. The predicated image features associated with an imaging
condition are features extracted from images of known human faces taken under that imaging
condition. In other words, given an imaging condition, the system can predict the image features
of a physical entity, such as a human face. In some embodiments, after extracting image features
(e.g., the RGB or grayscale values of one or more previously defined image blocks on the face,
the attitude angle of the face, and/or the image size of the face) from a particular image taken
under an imaging condition (e.g., the lighting condition provided by the display or flash, the
position of the smartphone, etc.), the system can determine whether the extracted image features
match the predicted image features corresponding to the same imaging condition. If so, the
system can determine that the to-be-recognized face is the face of a real human. Because the
RGB or grayscale values of the captured images can reflect the reflection properties of the to-be-
recognized face, if the RGB or grayscale values match the predicted values, the system can
determine that the surface reflection properties of the to-be-recognized face are similar to those
of real human skin. Moreover, the system can calculate the physical size of the face based on
images of the face captured at different distances. Hence, by comparing the calculated physical
size to the size of a real face, the system can also determine whether the to-be-recognized face is
a real human face. In contrast, a face displayed on a computer screen is most likely to have
different reflection properties and size than a real human face.

[0088] After confirming that the face in the captured images is a real human face, the
system can authenticate the user using known face-recognition techniques. In some
embodiments, the liveness-detection process shown in FIG. 10 can be performed solely by the
client machine. Alternatively, the client machine may transmit the captured images and their
corresponding imaging conditions to a server, which then processes the images to determine

whether the to-be-recognized entity is a physical entity.

Exemplary Computer System and A pparatus

[0089] FIG. 11 illustrates an exemplary computer system that facilitates an entity-
recognition system, according to one embodiment. Computer system 1100 includes a processor

1102, a memory 1104, and a storage device 1106. Computer system 1100 can be coupled to a
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display device 1110, a keyboard 1112, a pointing device 1114, and a camera 1116, and can also
be coupled via one or more network interfaces to network 1108. Storage device 1106 can store
an operating system 1118, and an entity-recognition system 1120.

[0090] Entity-recognition system 1120 can include instructions, which when executed by
computer system 1100 can cause computer system 1100 to perform methods and/or processes
described in this disclosure. Specifically, entity-recognition system 1120 can include instructions
for displaying a user interface (user-interface module 1122). Through the user interface, entity-
recognition system 1120 can prompt the user to perform various actions for adjusting imaging
conditions. Entity-recognition system 1120 can also include instructions for controlling the
camera to capture images of the to-be-recognized entity (camera-control module 1124) and
instructions for adjusting imaging conditions (imaging-condition-adjusting module 1126).
Furthermore, entity-recognition system 1120 can include instructions for processing the captured
images (image-processing module 1128) and instructions for recognizing the to-be-recognized
entity (entity-recognition module 1130). Image-processing module 1128 can perform various
image-processing operations such as feature extraction. More specifically, image-processing
module 1128 and entity-recognition module 1130 can also include one or more machine-learning
modules.

[0091] FIG. 12 illustrates an exemplary apparatus that facilitates an entity-recognition
system, according to one embodiment. Apparatus 1200 can comprise a plurality of units or
apparatuses that may communicate with one another via a wired, wireless, quantum light, or
electrical communication channel. Apparatus 1200 may be realized using one or more integrated
circuits, and may include fewer or more units or apparatuses than those shown in FIG. 12.
Further, apparatus 1200 may be integrated in a computer system, or realized as a separate device
that is capable of communicating with other computer systems and/or devices. Specifically,
apparatus 1200 can comprise units 1202-1210, which perform functions or operations similar to
modules 1122-1130 of computer system 1100 of FIG. 11, including: a user-interface unit 1202, a
camera-control unit 1204, an imaging-condition-adjusting unit 1206, an image-processing unit
1208, and an entity-recognition unit 1210. Apparatus 1200 can further include a communication
unit 1212.

[0092] The data structures and code described in this detailed description are typically
stored on a computer-readable storage medium, which may be any device or medium that can
store code and/or data for use by a computer system. The computer-readable storage medium
includes, but is not limited to, volatile memory, non-volatile memory, magnetic and optical

storage devices such as disk drives, magnetic tape, CDs (compact discs), DVDs (digital versatile
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discs or digital video discs), or other media capable of storing computer-readable media now
known or later developed.

[0093] The methods and processes described in the detailed description section can be
embodied as code and/or data, which can be stored in a computer-readable storage medium as
described above. When a computer system reads and executes the code and/or data stored on the
computer-readable storage medium, the computer system performs the methods and processes
embodied as data structures and code and stored within the computer-readable storage medium.

[0094] Furthermore, the methods and processes described above can be included in
hardware modules. For example, the hardware modules can include, but are not limited to,
application-specific integrated circuit (ASIC) chips, field-programmable gate arrays (FPGAs),
and other programmable-logic devices now known or later developed. When the hardware
modules are activated, the hardware modules perform the methods and processes included within
the hardware modules.

[0095] The foregoing embodiments described herein have been presented for purposes of
illustration and description only. They are not intended to be exhaustive or to limit the
embodiments described herein to the forms disclosed. Accordingly, many modifications and
variations will be apparent to practitioners skilled in the art. Additionally, the above disclosure is
not intended to limit the embodiments described herein. The scope of the embodiments

described herein is defined by the appended claims.
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What Is Claimed Is:

1. A computer-implemented method for entity recognition, the method comprising:

capturing, by a camera associated with a computing device, at least a first image of a to-
be-recognized entity under a first imaging condition;

adjusting the first imaging condition to achieve a second imaging condition;

capturing at least a second image of the to-be-recognized entity under the second imaging
condition; and

determining whether the to-be-recognized entity is a physical entity based on the captured

first and second images and the first and second imaging conditions.

2. The method of claim 1, further comprising extracting image features from the first

and second images.

3. The method of claim 2, wherein extracting image features from a respective image
further comprises:
extracting a smaller image area containing the to-be-recognized entity; and

extracting one or more target recognition regions from the smaller image area.

4. The method of claim 2, wherein the image features comprise one or more of:
red-green-blue (RGB) values;
grayscale values; and

a size of the to-be-recognized entity appearing in the image.

5. The method of claim 1, wherein adjusting the first imaging condition comprises
one or more of:

adjusting a setting of the computing device;

adjusting a setting of the camera;

adjusting a posture of at least a portion of the to-be-recognized entity;

adjusting a distance between the camera and the to-be-recognized entity; and

adjusting a relative direction between the camera and the to-be-recognized entity.

6. The method of claim 5, wherein adjusting the setting of the computing device

comprises configuring a display of the computing device such that the display emits light with a
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predetermined intensity and color pattern, thereby achieving a desired illumination condition.

7. The method of claim 1, wherein determining whether the to-be-recognized entity

is a physical entity comprises applying a machine-learning technique.

8. A computer-implemented method for liveness detection of a user, the method
comprising:

in response to receiving, by a computing device, a request for detecting liveness of the
user, capturing, by a camera associated with the computing device, at least a first image of the
user under a first imaging condition;

adjusting a setting of the computing device to achieve a second imaging condition;

capturing at least a second image of the user under the second imaging condition; and

determining liveness of the user based on the captured first and second images and the

first and second imaging conditions.

9. The method of claim 8, wherein adjusting a setting of the computing device
comprises configuring a display of the computing device such that the display emits light with a

predetermined intensity and color pattern, thereby achieving a desired illumination condition.

10. The method of claim 8, further comprising:

prompting the user to adjust positions of the computing device;

recording the positions of the computing device based on readings of one or more sensors
equipped on the computing device; and

associating the positions of the computing device with images of the user captured by the

camera.

11.  The method of claim 10, wherein the camera is equipped on the computing
device, wherein adjusting the positions of the computing device comprises adjusting distances
between the camera and the user, and wherein the method further comprises estimating a
physical size of the user’s face based on the distances between the camera and the user and size

of the user’s face appearing in captured images.

12. The method of claim 8, further comprising:
prompting the user to move at least one facial feature; and
capturing images of the user before and after the user moves the at least one facial

feature.
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13. The method of claim 8, wherein determining liveness of the user comprises
applying a machine-learning technique.
14. A computer system, comprising:

a processor; and
a storage device coupled to the processor and storing instructions, which when executed
by the processor cause the processor to perform a method for entity recognition, the method
comprising:
capturing, by a camera associated with a computing device, at least
a first image of a to-be-recognized entity under a first imaging condition;
adjusting the first imaging condition to achieve a second imaging
condition;
capturing at least a second image of the to-be-recognized entity
under the second imaging condition; and
determining whether the to-be-recognized entity is a physical
entity based on the captured first and second images and the first and

second imaging conditions.

15. The computer system of claim 14, wherein the method further comprises

extracting image features from the first and second images.

16. The computer system of claim 15, wherein extracting image features from a
respective image further comprises:
extracting a smaller image area containing the to-be-recognized entity; and

extracting one or more target recognition regions from the smaller image area.

17. The computer system of claim 15, wherein the image features comprise one or
more of:

red-green-blue (RGB) values;

grayscale values; and

a size of the to-be-recognized entity appearing in the image.

18. The computer system of claim 14, wherein adjusting the first imaging condition
comprises one or more of:

adjusting a setting of the computing device;
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adjusting a setting of the camera;
adjusting a posture of at least a portion of the to-be-recognized entity;
adjusting a distance between the camera and the to-be-recognized entity; and

adjusting a relative direction between the camera and the to-be-recognized entity.

19. The computer system of claim 18, wherein adjusting the setting of the computing
device comprises configuring a display of the computing device such that the display emits light
with a predetermined intensity and color pattern, thereby achieving a desired illumination

condition.

20. The computer system of claim 14, wherein determining whether the to-be-

recognized entity is a physical entity comprises applying a machine-learning technique.



PCT/US2018/052063

WO 2019/067310

g0l
HOALES

¥oL
HAHOALIAN

000

-
» -
. 0
. o
*, .
N B
(N \\s
. o
®, 0
s, ’
LN \\\
) R
® 0
s, 4
S \\\
. Pid
®, Q
(N -
N
(Y2

Z01
AOIAZA YIS

L

.

”



WO 2019/067310

202

o 206

N

& e

PCT/US2018/052063

FIG. 2B

FIG. 2A



WO 2019/067310 PCT/US2018/052063

START

ARRANGE CAMERA
202

ABDJUST AT LEAST ONE IMAGING CONDITION
S04

CAPTURE IMAGES UNDER MULTIPLE IMAGING
CONDITIONS
306

EXTRACT FEATURES FROM CAPTURED IMAGES
308

COMPARE EXTRACTED FEATURES WITH STORED
FEATURES OF REFERENCE IMAGES

310

SIMILARITY EXCEEDS THRESHOLD 7

YES NO
4 Y
ENTITY IS PHYSICAL ENTITY IS NOT PHYSICAL
314 316

END



WO 2019/067310 PCT/US2018/052063

START

RECEIVE REQUEST
402

DETERMINE DESIRED IMAGING CONDITIONS
404

ADJUST CURRENT IMAGING CONDITIONS TO
ACHIEVE DESIRED IMAGING CONDITIONS
406

CAPTURE AT LEAST ONE IMAGE UNDER EACH
IMAGING CONDITION
408

ASSCCIATE IMAGES WITH IMAGING CONDITIONS
410

EXTRACT SMALLER IMAGE AREA
412

EXTRACT TARGET-RECOGNITION REGIONS
414

EXTRACT IMAGE FEATURES
418

DETERMINE WHETHER TO-BE-RECOGNIZED
ENTITY 1S A PHYSICAL ENTITY
418

FIG. 4



WO 2019/067310 PCT/US2018/052063

D+al) e L
- [ t
TR e,
Nty _
ooy o,
7| e o b oo o s s o cn s om o o 0 s i By o e s e o St
L o g, .
P -
LA




PCT/US2018/052063

WO 2019/067310

A E

OV
ALLING TYOISAH v STALLLNG
JHZINDQOIY-34-0OL Y3HLI3HAM ININGZL30

807
ALLLND G3Z2INDODTY
-48-01 40 S3LNdLLY 13DVE INIWMZELE]

201
SIHNLY3H JDYAL
ONY SNOLLIONOD ONIDVIA NI SZDNVYHD NIViZO

¥0L
SHAMNLYEL FOVIN LOVELXE

207
SIOVINT FUNLdVO

LHYLS

808
ALLINZ TYOISAHd ¥ ST ALLLNG
Q4ZINSOOZY-38-0O1 JddHLIHM ININHZ L3

909
SZENLYId JOVINE A3 L0105 d
HLIA SEMNLYZd 3DV Q3 LOVHIXE FHVdINOD

02
SZANLYEL GOVINIE LDV LXE

208
SADYIAN JHNL4VYO

ER=A AR



PCT/US2018/052063

WO 2019/067310

6 "Old

806
SHOYIW ONOOES ONY
LS4 NO J3svd ALILLND TVOISAHG V S ALLLNG
CGEZINSOO-38-0OL WaEHLIHM BNIWNGE 130

906
FOVINT ANODES FuNLdyD

¥08
NOLLIGNGD NOLLYNIAINTI ZONVHD ONY
ADIADG ONRHNLAYD-3OVINTE 40O NOLLISOd Lsniray

206
NOLLIONOD
ONIDOVINIE TYLLINE MZONN ZOVIA LS4 JHN1d4Y0

JMVLS

8 Oid

308
ALIUNZ TVOISAHA V SF ALLLNG
GEZINDODHY-48-0L H3HLIHA ININWGE L3

908
NOILLIGNGD ONIDVIA
LHOHYE HIANM SZOVAL TYNCLLIGAY ddnldvd

08
NOILIGNGCD DNIDVIN L30dVL
¥ AAZHIY OL NOILLIGNGO ONIDVYRE LSniady

208
NOILIGNGO
DNIOVINT TVIELING HE0NM SEDVING JHNLdVY0

BR= LA




WO 2019/067310 PCT/US2018/052063

START

RECEIVE LIVENESS-DETECTION REQUEST
1602

CONFIGURE CAMERA ASSOCIATED WITH CLIENT
DEVICE TO CAPTURE IMAGES
1004

ADJUST SETTINGS OF CLIENT DEVICE TO ADJUST
IMAGING CONDITIONS
1006

PROMPT USER TO CHANGE CAMERA POSITION
1008

PROMPT USER TO PERFORM FACIAL MOVEMENTS
1010

EXTRACT FEATURES FROM IMAGES
1612

DETERMINE LIVENESS BASED ON EXTRACTED
FEATURES
1014

FIG. 10



WO 2019/067310

NETWORK
1108

PCT/US2018/052063

OPERATING SYSTEM
1118

J

ENTITY-RECOGNITION
SYSTEM
1120

COMPUTER SYSTEM 14100

[ USER-INTERFACE MODULE
1122

1124

CAMERA CONTROL MC}DULE]

IMAGING-CONDITION-
ADJUSTING MODULE
1126

IMAGE-PROCESSING
MODULE
1128

ENTITY-RECCOGNITION
MODULE
1130

|
|
]

1114

/
( /
FROCESSOR
1102 ] \
N STORAGE
r DEVICE
MEMORY 1108
1184 \
\ —
\
\
N
\ \
\
\ \
\
D On
/ CAMERA
1116
KEYROARD \__POINTING
1412 DEVICE



WO 2019/067310 PCT/US2018/052063

ENTITY-RECOGNITION APPARATUS

1200
USER-INTERFACE URNIT IMAGE-PROCESSING UNIT
1202 1208
CAMERA-CONTROL UNIT ENTITY-RECOGNITION UNIT
1204 1210

IMAGING-CONDITION-
ADRJUSTING UNIT
1208

COMMUNICATION UNIT
1242

FIG. 12



INTERNATIONAL SEARCH REPORT

International application No.
PCT/US 18/52063

A. CLASSIFICATION OF SUBJECT MATTER
IPC(8) - GO6F 21/00 (2018.01)
CPC

- GO6F 21/32, HO4W 12/06, HO4L 63/0861, HO4W 12/00, GOGF 21/30

According to International Patent Classification (IPC) or to both national classification and IPC

B.  FIELDS SEARCHED

See Search History Document

Minimum documentation searched (classification system followed by classification symbols)

See Search History Document

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

See Search History Document

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category*

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

58; col. 20, In 12-20)

X US 9,607,138 B1 (Amazon Technologies, Inc.) 28 March 2017 (28.03.2017) entire
document(especially col. 5, In 34-40 and 55-67; col. 6, In 9-14; col. 14, In 20-34; col. 19, In 55-

A US 2016/0063235 A1 (Tussy) 03 March 2016 (03.03.2016) entire document

1-20

1-20

D Further documents are listed in the continuation of Box C.

D See patent family annex.

* Special categories of cited documents:

“A” document defining the general state of the art which is not considered
to be of particular relevance

“E” earlier application or patent but published on or after the international
filing date

“L” document which may throw doubts on priority claim(s) or which is
cited to establish the publication date of another citation or other
special reason (as specified)

“Q” document referring to an oral disclosure, use, exhibition or other
means

“P” document published prior to the international filing date but later than

the priority date claimed

“T” later document published after the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

“X” document of particular relevance; the claimed invention cannot be
considered novel or cannot be considered to involve an inventive
step when the document is taken alone

“Y” document of particular relevance; the claimed invention cannot be
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
being obvious to a person skilled in the art

“&” document member of the same patent family

Date of the actual completion of the international search

26 November 2018

Date of mailing of the international search report

TODEC 2018

Name and mailing address of the ISA/US

Mail Stop PCT, Attn: ISA/US, Commissioner for Patents
P.O. Box 1450, Alexandria, Virginia 22313-1450

Facsimile No. 571-273-8300

Authorized officer:
Lee W. Young

PCT Helpdesk: 571-272-4300
PCT OSP: §71-272-7774

Form PCT/ISA/210 (second sheet) (January 2015)




	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - claims
	Page 28 - claims
	Page 29 - claims
	Page 30 - claims
	Page 31 - drawings
	Page 32 - drawings
	Page 33 - drawings
	Page 34 - drawings
	Page 35 - drawings
	Page 36 - drawings
	Page 37 - drawings
	Page 38 - drawings
	Page 39 - drawings
	Page 40 - drawings
	Page 41 - wo-search-report

