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DATA GATHERING TO ENABLE THE OPTIMIZATION OF DISTRIBUTED WI-FI
NETWORKS

CROSS-REFERENCE TO RELATED APPLICATION(S)

[0001] The present patent/application claims priority to U.S. Provisional Patent Application
No. 62/310,589, filed March 18, 2016, and entitled “DATA GATHERING TO ENABLE THE
OPTIMIZATION OF DISTRIBUTED WI-FI NETWORKS,” the contents of which are
incorporated by reference.

FIELD OF THE DISCLOSURE

[0002] The present disclosure generally relates to wireless networking systems and methods.
More particularly, the present disclosure relates to data gathering to enable the optimization of

distributed Wi-F1 networks.
BACKGROUND OF THE DISCLOSURE

[0003] Wi-Fi networks (i.e., Wireless Local Area Networks (WLAN) based on the IEEE
802.11 standards) have become ubiquitous. People use them in their homes, at work, and in
public spaces such as schools, cafes, even parks. Wi-Fi provides great convenience by
eliminating wires and allowing for mobility. The applications that consumers run over Wi-Fi is
continually expanding. Today people use Wi-Fi to carry all sorts of media, including video
traffic, audio traffic, telephone calls, video conferencing, online gaming, and security camera
video. Often traditional data services are also simultaneously in use, such as web browsing, file
upload/download, disk drive backups, and any number of mobile device applications. In fact,
Wi-Fi has become the primary connection between user devices and the Internet in the home or
other locations. The vast majority of connected devices use Wi-Fi for their primary network
connectivity.

[0004] Despite Wi-Fi’s popularity and ubiquity, many consumers still experience difficulties
with Wi-Fi. The challenges of supplying real-time media applications, like those listed above,
put increasing demands on the throughput, latency, jitter, and robustness of Wi-Fi. Studies have
shown that broadband access to the Internet through service providers is up 99.9% of the time at
high data rates. However, despite the Internet arriving reliably and fast to the edge of
consumer’s homes, simply distributing the connection across the home via Wi-Fi is much less
reliable leading to poor user experience.

[0005] Several issues prevent conventional Wi-Fi systems from performing well, including

1) interference, ii) congestion, and iii) coverage. For interference, with the growth of Wi-Fi has
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come the growth of interference between different Wi-Fi networks which overlap. When two
networks within range of each other carry high levels of traffic, they interfere with each other,
reducing the throughput that either network can achieve. For congestion, within a single Wi-Fi
network, there may be several communications sessions running. When several demanding
applications are running, such as high definition video streams, the network can become
saturated, leaving insufficient capacity to support the video streams.

[0006] For coverage, Wi-Fi signals attenuate with distance and when traveling through walls
and other objects. In many environments, such as residences, reliable Wi-Fi service cannot be
obtained in all rooms. Even if a basic connection can be obtained in all rooms, many of those
locations will have poor performance due to a weak Wi-Fi signal. Various objects in a residence
such as walls, doors, mirrors, people, and general clutter all interfere and attenuate Wi-Fi signals
leading to slower data rates.

[0007] Two general approaches have been tried to improve the performance of conventional
Wi-Fi systems. The first approach is to simply build more powerful single access points, in an
attempt to cover a location with stronger signal strengths, thereby providing more complete
coverage and higher data rates at a given location. However, this approach is limited by both
regulatory limits on the allowed transmit power, and by the fundamental laws of nature. The
difficulty of making such a powerful access point, whether by increasing the power, or
increasing the number of transmit and receive antennas, grows exponentially with the achieved
improvement. Practical improvements using these techniques lie in the range of 6 to 12dB.
However, a single additional wall can attenuate by 12dB. Therefore, despite the huge difficulty
and expense to gain 12dB of link budget, the resulting system may not be able to transmit
through even one additional wall. Any coverage holes that may have existed will still be
present, devices that suffer poor throughput will still achieve relatively poor throughput, and the
overall system capacity will be only modestly improved. In addition, this approach does nothing
to improve the situation with interference and congestion. In fact, by increasing the transmit
power, the amount of interference between networks actually goes up.

[0008] A second approach is to use repeaters or a mesh of Wi-Fi devices to repeat the Wi-Fi
data throughout a location. This approach is a fundamentally better approach to achieving better
coverage. By placing even a single repeater node in the center of a house, the distance that a
single Wi-Fi transmission must traverse can be cut in half, halving also the number of walls that
each hop of the Wi-Fi signal must traverse. This can make a change in the link budget of 40dB
or more, a huge change compared to the 6 to 12dB type improvements that can be obtained by
enhancing a single access point as described above. Mesh networks have similar properties as

systems using Wi-Fi repeaters. A fully interconnected mesh adds the ability for all the repeaters
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to be able to communicate with each other, opening the possibility of packets being delivered
via multiple hops following an arbitrary pathway through the network.

[0009] State of the art mesh or repeaters systems still have many limitations. Because the
systems depend on localized control, they configure themselves to use the same frequency for all
the backhaul communication between the repeaters or mesh nodes. This creates a severe system
capacity problem. Consider a system that requires three hops through the network to get its
packet to the destination. Since all three hops are on the same frequency channel, and because
only one Wi-Fi radio can transmit at a time on a given channel among devices that are in range
(where range is determined by the long range of the lowest supported data rate), only one hop
can be active at a time. Therefore, for this example, delivering a packet via three hops would
consume three times the airtime on the one channel as delivering the packet directly. In the first
hop, when the packet is moving from the Wi-Fi gateway to the first mesh node, all the other
links in the house would need to stay silent. Similarly, as the packet is later sent from the first
mesh node to a second mesh node, no other Wi-Fi devices in the home could transmit. Finally,
the same would be true as the packet is moved from the second mesh node to the final
destination. In all, the use of three hop repeating has reduced the network capacity by a factor of
three. And, as with the case of a single access point, the repeater or mesh approach does nothing
to help with the problems of interference or congestion. As before, the technique actually
increases interference, as a single packet transmission becomes three separate transmissions,

taking a total of 3x the airtime, generating 3x the interference to neighboring Wi-Fi networks.

BRIEF SUMMARY OF THE DISCLOSURE

[0010] In an exemplary embodiment, a method for gathering data by an access point in a
Wi-Fi system for optimization includes periodically or based on command from a cloud-based
system performing one or more of i) obtaining on-channel scanning data while operating on a
home channel and ii) switching off the home channel and obtaining off-channel scanning data
for one or more off-channels; and providing measurement data based on one or more of the on-
channel scanning data and the off-channel scanning data to the cloud-based system for use in the
optimization of the Wi-Fi system, wherein the measurement data includes one or more of raw
data and processed data. When the measurement data is the processed data, the method can
further include determining a division of time that the home channel is divided based on a
combination of direct measurements and computations based on the direct measurements. When
measurement data is the processed data, the method can further include determining delays of
packets over the Wi-Fi system through one of direct measurements and statistics of delay at the

access point. The measurement data can include a plurality of Received Signal Strength
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Indicators (RSSI), achievable data rates, capacity, load, error rates, delays, interference, and
fractions of time spent transmitting and receiving.

[0011] The switching off can be determined based on a load of the access point. The
method can further include notifying other access points in the Wi-Fi system of the switching
off. The access point can be lightly loaded compared to at least one additional access point in
the Wi-Fi system, and wherein the access point can be configured to perform the obtaining off-
channel scanning data for the at least one additional access point. The access point for the off-
channel scanning data can send probe requests for a particular Service Set Identifier (SSID) to
measure signal strengths to a particular neighbor to reduce the number of probe responses
received. The access point for the off-channel scanning data can send frames that spoof another
in-network Basic Service Set Identifier (BSSID) to elicit responses from neighboring access
points and clients. The method can further include receiving configuration data from the cloud-
based system based on the optimization, wherein the providing measurement data is performed
over a statistics channel, and the receiving configuration data is performed over a configuration
channel different from the statistics channel. The one or more of the on-channel scanning data
and the off-channel scanning data can be obtained at different channel bandwidths. The method
can further include causing Wi-Fi client devices to move to other access points prior to the
switching off.

[0012] In a further exemplary embodiment, an access point in a Wi-Fi system configured to
gather data for optimization includes a plurality of radios communicating on the Wi-Fi system;
and a processor communicatively coupled to the plurality of radios and configured to:
periodically or based on command from a cloud-based system cause the one or more radios to
one or more of 1) obtain on-channel scanning data while operating on a home channel and ii)
switch off the home channel and obtain off-channel scanning data for one or more off-channels;
and provide measurement data based on the on-channel scanning data and the off-channel
scanning data to the cloud-based system for use in the optimization of the distributed Wi-Fi
system, wherein the measurement data includes one or more of raw data and processed data..
The processor can be further configured to notify other access points in the Wi-Fi system of the
switching off. The access point can be lightly loaded compared to at least one additional access
point in the Wi-Fi system, and wherein the access point can be configured to obtain the off-
channel scanning data for the at least one additional access point. The access point for the off-
channel scanning data can send probe requests for a particular Service Set Identifier (SSID) to
measure signal strengths to a particular neighbor to reduce the number of probe responses
received. The access point for the off-channel scanning data can send frames that spoof another

in-network Basic Service Set Identifier (BSSID) to elicit responses from neighboring access
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points and clients. The processor can be further configured to receive configuration data from
the cloud-based system based on the optimization, wherein the measurement data is provided
over a statistics channel, and the receiving configuration data is provided over a configuration
channel different from the statistics channel. The processor can be further configured cause Wi-
Fi client devices to move to other access points prior to the switching off.

[0013] In a further exemplary embodiment, a cloud-based system configured to obtain data
from a Wi-Fi system for optimization includes a network interface communicatively coupled to
the Wi-Fi system including a plurality of access points communicatively coupled to one another
and at least one access point communicatively coupled to a gateway providing external
communication to the cloud-based system; one or more processors communicatively coupled to
the network interface; and memory storing instructions that, when executed, cause the one or
more processors to receive periodically or based on command from the cloud-based system one
or more of 1) on-channel scanning data while an access point is operating on a home channel and
i1) off-channel scanning data for one or more off-channels where the access point switches off
the home channel; and analyze measurement data based on the on-channel scanning data and the
off-channel scanning data for use in the optimization of the Wi-Fi system, wherein the
measurement data includes one or more of raw data and processed data, and wherein the

measurement data is analyzed from the plurality of access points.
BRIEF DESCRIPTION OF THE DRAWINGS

[0014] The present disclosure is illustrated and described herein with reference to the
various drawings, in which like reference numbers are used to denote like system
components/method steps, as appropriate, and in which:

[0015] FIG. 1 is a network diagram of a distributed Wi-Fi system with cloud-based control;
[0016] FIG. 2 is a network diagram of differences in operation of the distributed Wi-Fi
system of FIG. 1 relative to a conventional single access point system, a Wi-Fi mesh network,
and a Wi-Fi repeater system;

[0017] FIG. 3 is a flowchart of a configuration and optimization process for the distributed
Wi-Fi system of FIG. 1;

[0018] FIG. 4 is a block diagram of inputs and outputs to an optimization as part of the
configuration and optimization process of FIG. 3;

[0019] FIG. 5 is a block diagram of functional components of the access point in the
distributed Wi-Fi system of FIG. 1;

[0020] FIG. 6 is a block diagram of functional components of a server, a Wi-Fi client

device, or a user device which may be used with the distributed Wi-Fi system of FIG. 1;
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[0021] FIG. 7 is a flowchart of a data gathering process by an access point in the distributed
Wi-Fi system of FIG. 1;
[0022] FIG. 8 is a graph of fractions of time-related to a channel, such as the home channel;
and
[0023] FIG. 9 is a network diagram of a network with an access point in the distributed Wi-
Fi system of FIG. 1 communicating with a configuration service and a statistics service in the
cloud.

DETAILED DESCRIPTION OF THE DISCLOSURE

[0024] Again, in various exemplary embodiments, the present disclosure relates to data
gathering systems and methods to enable the optimization of distributed Wi-Fi networks. It is
an objective of the systems and methods to provide a Wi-Fi network with superior performance
relative to Wi-Fi networks with a single AP, with repeaters, or with multiple mesh nodes. The
systems and methods include a distributed Wi-Fi system with a plurality of access points (nodes)
which are self-optimizing based on cloud-based control. This self-optimization adapts the
topology and configuration of the plurality of access points in real-time based on the operating
environment. The plurality of access points communicate with one another via backhaul links
and to Wi-Fi1 client devices via client links, and the each of the backhaul links and each of the
client links may use different channels based on the optimization, thereby avoiding the
aforementioned limitations in Wi-Fi mesh or repeater systems. In an exemplary aspect, the
distributed Wi-Fi system includes a relatively large number of access points (relative to
conventional deployments including Wi-Fi mesh or repeater systems). For example, the large
number of access points can be 6 to 12 or more in a typical residence. With a large number of
access points, the distance between any two access points is small, on a similar scale as the
distance between an access point and Wi-Fi client device. Accordingly, signal strength is
maintained avoiding coverage issues, and with the optimization of the topology and
configuration, congestion and interference are minimized. Thus, the distributed Wi-Fi system
addresses all three of the aforementioned limitations in conventional Wi-Fi systems.

Distributed Wi-Fi system

[0025] Referring to FIG. 1, in an exemplary embodiment, a network diagram illustrates a
distributed Wi-Fi system 10 with cloud-based 12 control. The distributed Wi-Fi system 10 can
operate in accordance with the IEEE 802.11 protocols and variations thereof. The distributed
Wi-Fi system 10 includes a plurality of access points 14 (labeled as access points 14A — 14H)
which can be distributed throughout a location, such as a residence, office, or the like. That is,
the distributed Wi-Fi system 10 contemplates operation in any physical location where it is

inefficient or impractical to service with a single access point, repeaters, or a mesh system. As
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described herein, the distributed Wi-Fi system 10 can be referred to as a network, a system, a
Wi-Fi network, a Wi-Fi system, a cloud-based system, etc. The access points 14 can be referred
to as nodes, access points, Wi-Fi nodes, Wi-Fi access points, etc. The objective of the access
points 14 is to provide network connectivity to Wi-Fi client devices 16 (labeled as Wi-Fi client
devices 16A — 16E). The Wi-Fi client devices 16 can be referred to as client devices, user
devices, clients, Wi-Fi clients, Wi-F1 devices, etc.

[0026] In a typical residential deployment, the distributed Wi-Fi system 10 can include
between 3 to 12 access points or more in a home. A large number of access points 14 (which
can also be referred to as nodes in the distributed Wi-Fi system 10) ensures that the distance
between any access point 14 is always small, as is the distance to any Wi-Fi client device 16
needing Wi-Fi service. That is, an objective of the distributed Wi-Fi system 10 is for distances
between the access points 14 to be of similar size as distances between the Wi-Fi client devices
16 and the associated access point 14. Such small distances ensure that every comer of a
consumer’s home is well covered by Wi-Fi signals. It also ensures that any given hop in the
distributed Wi-Fi system 10 is short and goes through few walls. This results in very strong
signal strengths for each hop in the distributed Wi-Fi system 10, allowing the use of high data
rates, and providing robust operation. Note, those skilled in the art will recognize the Wi-Fi
client devices 16 can be mobile devices, tablets, computers, consumer electronics, home
entertainment devices, televisions, or any network-enabled device. For external network
connectivity, one or more of the access points 14 can be connected to a modem/router 18 which
can be a cable modem, Digital Subscriber Loop (DSL) modem, or any device providing external
network connectivity to the physical location associated with the distributed Wi-Fi system 10.
[0027] While providing excellent coverage, a large number of access points 14 (nodes)
presents a coordination problem. Getting all the access points 14 configured correctly and
communicating efficiently requires centralized control. This control is preferably done on
servers 20 that can be reached across the Internet (the cloud 12) and accessed remotely such as
through an application (*app”) running on a user device 22. The running of the distributed Wi-
Fi system 10, therefore, becomes what is commonly known as a “cloud service.” The servers 20
are configured to receive measurement data, to analyze the measurement data, and to configure
the access points 14 in the distributed Wi-Fi system 10 based thereon, through the cloud 12. The
servers 20 can also be configured to determine which access point 14 each of the Wi-Fi client
devices 16 connect (associate) with. That is, in an exemplary aspect, the distributed Wi-Fi
system 10 includes cloud-based control (with a cloud-based controller or cloud service) to
optimize, configure, and monitor the operation of the access points 14 and the Wi-Fi client

devices 16. This cloud-based control is contrasted with a conventional operation which relies on
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local configuration such as by logging in locally to an access point. In the distributed Wi-Fi
system 10, the control and optimization does not require local login to the access point 14, but
rather the user device 22 (or a local Wi-Fi client device 16) communicating with the servers 20
in the cloud 12, such as via a disparate network (a different network than the distributed Wi-Fi
system 10) (e.g., LTE, another Wi-Fi network, etc.).

[0028] The access points 14 can include both wireless links and wired links for connectivity.
In the example of FIG. 1, the access point 14A has an exemplary gigabit Ethernet (GbE) wired
connection to the modem/router 18. Optionally, the access point 14B also has a wired
connection to the modem/router 18, such as for redundancy or load balancing. Also, the access
points 14A, 14B can have a wireless connection to the modem/router 18. The access points 14
can have wireless links for client connectivity (referred to as a client link) and for backhaul
(referred to as a backhaul link). The distributed Wi-Fi system 10 differs from a conventional
Wi-Fi mesh network in that the client links and the backhaul links do not necessarily share the
same Wi-Fi channel, thereby reducing interference. That is, the access points 14 can support at
least two Wi-Fi wireless channels — which can be used flexibly to serve either the client link or
the backhaul link and may have at least one wired port for connectivity to the modem/router 18,
or for connection to other devices. In the distributed Wi-Fi system 10, only a small subset of the
access points 14 require direct connectivity to the modem/router 18 with the non-connected
access points 14 communicating with the modem/router 18 through the backhaul links back to
the connected access points 14.

Distributed Wi-Fi system compared to conventional Wi-Fi systems

[0029] Referring to FIG. 2, in an exemplary embodiment, a network diagram illustrates
differences in operation of the distributed Wi-Fi system 10 relative to a conventional single
access point system 30, a Wi-Fi mesh network 32, and a Wi-Fi repeater network 33. The single
access point system 30 relies on a single, high-powered access point 34 which may be centrally
located to serve all Wi-Fi client devices 16 in a location (e.g., house). Again, as described
herein, in a typical residence, the single access point system 30 can have several walls, floors,
etc. between the access point 34 and the Wi-Fi client devices 16. Plus, the single access point
system 30 operates on a single channel, leading to potential interference from neighboring
systems. The Wi-Fi mesh network 32 solves some of the issues with the single access point
system 30 by having multiple mesh nodes 36 which distribute the Wi-Fi coverage. Specifically,
the Wi-Fi mesh network 32 operates based on the mesh nodes 36 being fully interconnected with
one another, sharing a channel such as a channel X between each of the mesh nodes 36 and the
Wi-Fi client device 16. That is, the Wi-Fi mesh network 32 is a fully interconnected grid,

sharing the same channel, and allowing multiple different paths between the mesh nodes 36 and
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the Wi-Fi client device 16. However, since the Wi-Fi mesh network 32 uses the same backhaul
channel, every hop between source points divides the network capacity by the number of hops
taken to deliver the data. For example, if it takes three hops to stream a video to a Wi-Fi client
device 16, the Wi-Fi mesh network 32 is left with only 1/3 the capacity. The Wi-Fi repeater
network 33 includes the access point 34 coupled wirelessly to a Wi-Fi repeater 38. The Wi-Fi
repeater network 33 is a star topology where there is at most one Wi-Fi repeater 38 between the
access point 14 and the Wi-Fi client device 16. From a channel perspective, the access point 34
can communicate to the Wi-Fi repeater 38 on a first channel, Ch. X, and the Wi-Fi repeater 38
can communicate to the Wi-Fi client device 16 on a second channel, Ch. Y.

[0030] The distributed Wi-Fi system 10 solves the problem with the Wi-Fi mesh network 32
of requiring the same channel for all connections by using a different channel or band for the
various hops (note, some hops may use the same channel/band, but it is not required), to prevent
slowing down the Wi-Fi speed. For example, the distributed Wi-Fi system 10 can use different
channels/bands between access points 14 and between the Wi-Fi client device 16 (e.g., Chs. X,
Y. Z, A), and, also, the distributed Wi-Fi system 10 does not necessarily use every access point
14, based on configuration and optimization by the cloud 12. The distributed Wi-Fi system 10
solves the problems of the single access point system 30 by providing multiple access points 14.
The distributed Wi-Fi system 10 is not constrained to a star topology as in the Wi-Fi repeater
network 33 which at most allows two wireless hops between the Wi-Fi client device 16 and a
gateway. Also, the distributed Wi-Fi system 10 forms a tree topology where there is one path
between the Wi-Fi client device 16 and the gateway, but which allows for multiple wireless hops
unlike the Wi-Fi repeater network 33.

[0031] Wi-Fi is a shared, simplex protocol meaning only one conversation between two
devices can occur in the network at any given time, and if one device is talking the others need
to be listening. By using different Wi-Fi channels, multiple simultaneous conversations can
happen simultaneously in the distributed Wi-Fi system 10. By selecting different Wi-Fi
channels between the access points 14, interference and congestion are avoided. The server 20
through the cloud 12 automatically configures the access points 14 in an optimized channel hop
solution. The distributed Wi-Fi system 10 can choose routes and channels to support the ever-
changing needs of consumers and their Wi-Fi client devices 16. The distributed Wi-Fi system
10 approach is to ensure Wi-Fi signals do not need to travel far — either for backhaul or client
connectivity.  Accordingly, the Wi-Fi signals remain strong and avoid interference by
communicating on the same channel as in the Wi-Fi mesh network 32 or with Wi-Fi repeaters.
In an exemplary aspect, the servers 20 in the cloud 12 are configured to optimize channel

selection for the best user experience.
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Configuration and optimization process for the distributed Wi-Fi system

[0032] Referring to FIG. 3, in an exemplary embodiment, a flowchart illustrates a
configuration and optimization process 50 for the distributed Wi-Fi system 10. Specifically, the
configuration and optimization process 50 includes various steps 51 — 58 to enable efficient
operation of the distributed Wi-Fi system 10. These steps 51 — 58 may be performed in a
different order and may be repeated on an ongoing basis, allowing the distributed Wi-Fi system
10 to adapt to changing conditions. First, each of the access points 14 are plugged in and
onboarded (step 51). In the distributed Wi-Fi system 10, only a subset of the access points 14
are wired to the modem/router 18 (or optionally with a wireless connection to the modem/router
18), and those access points 14 without wired connectivity have to be onboarded to connect to
the cloud 12. The onboarding step 51 ensures a newly installed access point 14 connects to the
distributed Wi-Fi system 10 so that the access point can receive commands and provide data to
the servers 20. The onboarding step 51 can include configuring the access point with the correct
Service Set Identifier (SSID) (network ID) and associated security keys. In an exemplary
embodiment, the onboarding step 51 is performed with Bluetooth or equivalent connectivity
between the access point 14 and a user device 22 allowing a user to provide the SSID, security
keys, etc. Once onboarded, the access point 14 can initiate communication over the distributed
Wi-Fi system 10 to the servers 20 for configuration.

[0033] Second, the access points 14 obtain measurements and gather information to enable
optimization of the networking settings (step 52). The information gathered can include signal
strengths and supportable data rates between all nodes as well as between all nodes and all Wi-
Fi client devices 16. Specifically, the measurement step 52 is performed by each access point 14
to gather data. Various additional measurements can be performed such as measuring an
amount of interference, loads (throughputs) required by different applications operating over the
distributed Wi-Fi system 10, etc. Third, the measurements and gathered information from the
measurement step 52 is provided to the servers 20 in the cloud 12 (step 53). The steps 51 — 53
are performed on location at the distributed Wi-Fi system 10.

[0034] These measurements in steps 52, 53 could include traffic load required by each
client, the data rate that can be maintained between each of the nodes and from each of the nodes
to each of the clients, the packet error rates in the links between the nodes and between the
nodes and the clients, and the like. In addition, the nodes make measurements of the
interference levels affecting the network. This includes interference from other cloud controlled
distributed Wi-Fi systems (“in-network interferers™), and interference coming from devices that
are not part of the controllable network (“out-of-network interferers). It is important to make a

distinction between these types of interferers. In-network interferers can be controlled by the
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cloud system, and therefore can be included in a large optimization over all in-network systems.
Out of network interferers cannot be controlled from the cloud, and therefore their interference
cannot be moved to another channel or otherwise changed. The system must adapt to them,
rather than changing them. These out-of-network interferers include Wi-Fi networks that are not
cloud controlled and non-Wi-Fi devices that transmit in the frequencies used by Wi-Fi such as
Bluetooth devices, baby monitors, cordless phones, etc.

[0035] Another important input is the delay of packets traversing the network. These delays
could be derived from direct measurements, time stamping packets as they arrive into the Wi-Fi
network at the gateway, and measuring the elapsed time as they depart at the final node.
However, such measurement would require some degree of time synchronization between the
nodes. Another approach would be to measure the statistics of delay going through each node
individually. The average total delay through the network and the distribution of the delays
given some assumptions could then be calculated based on the delay statistics through each node
individually. Delay can then become a parameter to be minimized in the optimization. It is also
useful for the optimization to know the time that each node spends transmitting and receiving.
Together with the amount of information transmitted or received, this can be used to determine
the average data rate the various links are sustaining.

[0036] Fourth, the servers 20 in the cloud 12 use the measurements to perform an
optimization algorithm for the distributed Wi-Fi system 10 (step 54). The optimization
algorithm outputs the best parameters for the network operation. These include the selection of
the channels on which each node should operate for the client links and the backhaul links, the
bandwidth on each of these channels that the node should use, the topology of connection
between the nodes and the routes for packets through that topology from any source to any
destination in the network, the appropriate node for each client to attach to, the band on which
each client should attach, etc.

[0037] Specifically, the optimization uses the measurements from the nodes as inputs to an
objective function which is maximized. A capacity for each link can be derived by examining
the amount of data that has been moved (the load), and the amount of time that the medium is
busy due to interference. This can also be derived by taking a ratio of the data moved across the
link to the fraction of the time that the transmitting queue was busy. This capacity represents the
hypothetical throughput that could be achieved if the link was loaded to saturation and was
moving as much data as it possibly could.

[0038] Fifth, an output of the optimization is used to configure the distributed Wi-Fi system
10 (step 55). The nodes and client devices need to be configured from the cloud based on the

output of the optimization. Specific techniques are used to make the configuration fast, and to
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minimize the disruption to a network that is already operating. The outputs of the optimization
are the operational parameters for the distributed Wi-Fi system 10. This includes the frequency
channels on which each of the nodes is operating, and the bandwidth of the channel to be used.
The 802.11ac standard allows for channel bandwidths of 20, 40, 80, and 160MHz. The selection
of the bandwidth to use is a tradeoff between supporting higher data rates (wide channel
bandwidth), and having a larger number of different non-interfering channels to use in the
distributed Wi-Fi system 10.  The optimization tries to use the lowest possible channel
bandwidth for each link that will support the load required by the various user’s applications.
By using the narrowest sufficient throughput channels, the maximum number of non-interfering
channels are left over for other links within the distributed Wi-Fi system 10.

[0039] The optimization generates the outputs from the inputs as described above by
maximizing an objective function. There are many different possible objective functions. One
objective could be to maximize the total throughput provided to all the clients. This goal has the
disadvantage that the maximum total throughput might be achieved by starving some clients
completely, in order to improve the performance of clients that are already doing well. Another
objective could be to enhance as much as possible the performance of the client in the network
in the worst situation (maximize the minimum throughput to a client). This goal helps promote
fairness but might trade a very large amount of total capacity for an incremental improvement at
the worst client. A preferred approach considers the load desired by each client in a network,
and maximizing the excess capacity for that load ratio. The optimization can improve the
capacity, as well as shift the capacity between the two APs. The desired optimization is the one
that maximizes the excess capacity in the direction of the ratio of the loads. This represents
giving the distributed Wi-Fi system 10 the most margin to carry the desired loads, making their
performance more robust, lower latency, and lower jitter. This strict optimization can be further
enhanced by providing a softer optimization function that weighs assigning capacities with a
varying scale. A high utility value would be placed on getting the throughput to be higher than
the required load. Providing throughput to a client or node above the required load would still
be considered a benefit, but would be weighted much less heavily than getting all the
clients/nodes to the load they are requiring. Such a soft weighted optimization function allows
for a more beneficial tradeoff of excess performance between devices.

[0040] Another set of optimization outputs defines the topology of the distributed Wi-Fi
system 10, meaning which nodes connect to which other nodes. The actual route through the
distributed Wi-Fi system 10 between two clients or the client and the Internet gateway
(modem/router 18) is also an output of the optimization. Again, the optimization attempts to

choose the best tradeoff in the route. Generally, traversing more hops makes each hop shorter
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range, higher data rate, and more robust. However, more hops add more latency, more jitter,
and depending on the channel frequency assignments, takes more capacity away from the rest of
the system.

[0041] Sixth, learning algorithms can be applied to cloud-stored data for determining trends
and patterns (step 56). Note, the servers 20 can store the measurements from the nodes, results
from the optimizations, and subsequent measurements after associated optimizations. With this
data, trends and patterns can be determined and analyzed for various purposes. Because
reconfiguring a network takes time and is always at least partially disruptive to active
communication, it is beneficial to configure the network for peak load, before that peak load
arrives. By learning from the historical data that has already been captured, it is possible to
predict the usage and interference that will occur at a future time. Other uses of learning on the
captured data include identifying bugs and discovering bugs in the behavior of client devices.
Once bugs in the behavior of client devices are discovered, it may be possible to work around
those bugs using tools and commands from the infrastructure side of the network.

[0042] Seventh, the performance of the network can be assessed and reported to the user or
to a service provider whose services are running over Wi-Fi (step 57). Eighth, an application
(such as a mobile app operating on the user device 22) can provide a user visibility into the
network operation (step 58). This would include the display of network activity and
performance metrics. The mobile app can be used to convey information to the user, make
measurements, and allow the user to control certain aspects of Wi-Fi the network operation. The
mobile app also communicates to the internet over the cellular system to assist in onboarding the
nodes when they are first being set up. The mobile phone app, utilizing the cellular system, also
provides a way for the Wi-Fi network to communicate with the internet and cloud when the
user’s normal internet connection is not functioning. This cellular based connection can be used
to signal status, notify the service provider and other users, and can even be used to carry data
from the home to the intemmet during the time that the user’s normal internet connection is
malfunctioning,

[0043] The configuration and optimization process 50 is described herein with reference to
the distributed Wi-Fi system 10 as an exemplary embodiment. Those skilled in the art will
recognize the configuration and optimization process 50 can operate with any type of multiple
node Wi-Fi system (i.e., a distributed Wi-Fi network or Wi-Fi system) including the Wi-Fi mesh
network 32, the Wi-Fi repeater network 33, etc. For example, cloud-based control can also be
implemented in the Wi-Fi mesh network 32, the Wi-Fi repeater network 33, etc. and the various
systems and methods described herein can operate as well here for cloud-based control and

optimization. Also, the terminology “distributed Wi-Fi network™ or “Wi-Fi system” can also
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apply to the Wi-Fi mesh network 32, the Wi-Fi repeater network 33, etc. whereas the distributed
Wi-Fi system 10 is a specific embodiment of a distributed Wi-Fi network. That is the
distributed Wi-Fi system 10 is similar to the Wi-Fi mesh network 32, the Wi-Fi repeater network
33, etc. in that it does support multiple nodes, but it does have the aforementioned distinctions to
overcome limitations associated with each.

Optimization

[0044] Referring to FIG. 3, in an exemplary embodiment, a block diagram illustrates inputs
60 and outputs 62 to an optimization 70. The inputs 60 can include, for example, traffic load
required by each client, signal strengths between nodes and between access points 14 (nodes)
and Wi-fi client devices 16, data rate for each possible link in the network, packet error rates on
each link, strength and load on in-network interferers, and strength and load on out-of-network
interferers. Again, these inputs are based on measurements and data gathered by the plurality of
access points 14 and communicated to the servers 20 in the cloud 12. The servers 20 are
configured to implement the optimization 70. The outputs of the optimization 70 include, for
example, channel and bandwidth (BW) selection, routes and topology, Request to Send/Clear to
Send (RTS/CTS) settings, Transmitter (TX) power, clear channel assessment thresholds, client
association steering, and band steering.

Access point

[0045] Referring to FIG. 5, in an exemplary embodiment, a block diagram illustrates
functional components of the access point 14 in the distributed Wi-Fi system 10. The access
point 14 includes a physical form factor 100 which contains a processor 102, a plurality of
radios 104, a local interface 106, a data store 108, a network interface 110, and power 112. It
should be appreciated by those of ordinary skill in the art that FIG. 5 depicts the access point 14
in an oversimplified manner, and a practical embodiment may include additional components
and suitably configured processing logic to support features described herein or known or
conventional operating features that are not described in detail herein.

[0046] In an exemplary embodiment, the form factor 100 is a compact physical
implementation where the access point 14 directly plugs into an electrical socket and is
physically supported by the electrical plug connection to the electrical socket. This compact
physical implementation is ideal for a large number of access points 14 distributed throughout a
residence. The processor 102 is a hardware device for executing software instructions. The
processor 102 can be any custom made or commercially available processor, a central
processing unit (CPU), an auxiliary processor among several processors associated with the
mobile device 300, a semiconductor-based microprocessor (in the form of a microchip or chip

set), or generally any device for executing software instructions. When the access point 14 is in
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operation, the processor 102 is configured to execute software stored within memory or the data
store 108, to communicate data to and from the memory or the data store 108, and to generally
control operations of the access point 14 pursuant to the software instructions. In an exemplary
embodiment, the processor 102 may include a mobile-optimized processor such as optimized for
power consumption and mobile applications.

[0047] The radios 104 enable wireless communication in the distributed Wi-Fi system 10.
The radios 104 can operate according to the IEEE 802.11 standard. The radios 104 include
address, control, and/or data connections to enable appropriate communications on the
distributed Wi-Fi system 10. As described herein, the access point 14 includes a plurality of
radios to support different links, i.e., backhaul links and client links. The optimization 70
determines the configuration of the radios 104 such as bandwidth, channels, topology, etc. In
an exemplary embodiment, the access points 14 support dual band operation simultaneously
operating 2.4GHz and SGHz 2x2 MIMO 802.11b/g/n/ac radios having operating bandwidths of
20/40MHz for 2.4GHz and 20/40/80MHz for SGHz. For example, the access points 14 can
support IEEE 802.11AC1200 gigabit Wi-Fi (300 + 867Mbps).

[0048] The local interface 106 is configured for local communication to the access point 14
and can be either a wired connection or wireless connection such as Bluetooth or the like. Since
the access points 14 are configured via the cloud 12, an onboarding process is required to first
establish connectivity for a newly turned on access point 14. In an exemplary embodiment, the
access points 14 can also include the local interface 106 allowing connectivity to the user device
22 (or a Wi-Fi client device 16) for onboarding to the distributed Wi-Fi system 10 such as
through an app on the user device 22. The data store 108 is used to store data. The data store
108 may include any of volatile memory elements (e.g., random access memory (RAM, such as
DRAM, SRAM, SDRAM, and the like)), nonvolatile memory elements (e.g., ROM, hard drive,
tape, CDROM, and the like), and combinations thereof. Moreover, the data store 108 may
incorporate electronic, magnetic, optical, and/or other types of storage media.

[0049] The network interface 110 provides wired connectivity to the access point 14. The
network interface 104 may be used to enable the access point 14 communicate to the
modem/router 18. Also, the network interface 104 can be used to provide local connectivity to a
Wi-Fi client device 16 or user device 22. For example, wiring in a device to an access point 14
can provide network access to a device which does not support Wi-Fi. In an exemplary
embodiment, all of the access points 14 in the distributed Wi-Fi system 10 include the network
interface 110. In another exemplary embodiment, select access points 14 which connect to the
modem/router 18 or require local wired connections have the network interface 110. The

network interface 110 may include, for example, an Ethernet card or adapter (e.g., 10BaseT,
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Fast Ethernet, Gigabit Ethernet, 10GbE). The network interface 110 may include address,
control, and/or data connections to enable appropriate communications on the network.

[0050] The processor 102 and the data store 108 can include software and/or firmware
which essentially controls the operation of the access point 14, data gathering and measurement
control, data management, memory management, and communication and control interfaces
with the server 20 via the cloud. The processor 102 and the data store 108 may be configured to
implement the various processes, algorithms, methods, techniques, etc. described herein.

Cloud server and user device

[0051] Referring to FIG. 6, in an exemplary embodiment, a block diagram illustrates
functional components of the server 20, the Wi-Fi client device 16, or the user device 22 which
may be used with the distributed Wi-Fi system 10. FIG. 6 illustrates functional components
which can form any of the Wi-Fi client device 16, the server 20, the user device 22, or any
general processing device. The server 20 may be a digital computer that, in terms of hardware
architecture, generally includes a processor 202, input/output (I/O) interfaces 204, a network
interface 206, a data store 208, and memory 210. It should be appreciated by those of ordinary
skill in the art that FIG. 6 depicts the server 20 in an oversimplified manner, and a practical
embodiment may include additional components and suitably configured processing logic to
support features described herein or known or conventional operating features that are not
described in detail herein.

[0052] The components (202, 204, 206, 208, and 210) are communicatively coupled via a
local interface 212. The local interface 212 may be, for example, but not limited to, one or more
buses or other wired or wireless connections, as is known in the art. The local interface 212 may
have additional elements, which are omitted for simplicity, such as controllers, buffers (caches),
drivers, repeaters, and receivers, among many others, to enable communications. Further, the
local interface 212 may include address, control, and/or data connections to enable appropriate
communications among the aforementioned components.

[0053] The processor 202 is a hardware device for executing software instructions. The
processor 202 may be any custom made or commercially available processor, a central
processing unit (CPU), an auxiliary processor among several processors associated with the
server 20, a semiconductor-based microprocessor (in the form of a microchip or chip set), or
generally any device for executing software instructions. When the server 20 is in operation, the
processor 202 is configured to execute software stored within the memory 210, to communicate
data to and from the memory 210, and to generally control operations of the server 20 pursuant
to the software instructions. The I/O interfaces 204 may be used to receive user input from

and/or for providing system output to one or more devices or components. User input may be
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provided via, for example, a keyboard, touchpad, and/or a mouse. System output may be
provided via a display device and a printer (not shown). 1/O interfaces 204 may include, for
example, a serial port, a parallel port, a small computer system interface (SCSI), a serial ATA
(SATA), a fibre channel, Infiniband, iSCSI, a PCI Express interface (PCI-x), an infrared (IR)
interface, a radio frequency (RF) interface, and/or a universal serial bus (USB) interface.

[0054] The network interface 206 may be used to enable the server 20 to communicate on a
network, such as the cloud 12. The network interface 206 may include, for example, an Ethernet
card or adapter (e.g., 10BaseT, Fast Ethernet, Gigabit Ethernet, 10GbE) or a wireless local area
network (WLAN) card or adapter (e.g., 802.11a/b/g/n/ac). The network interface 206 may
include address, control, and/or data connections to enable appropriate communications on the
network. A data store 208 may be used to store data. The data store 208 may include any of
volatile memory elements (e.g., random access memory (RAM, such as DRAM, SRAM,
SDRAM, and the like)), nonvolatile memory elements (e.g., ROM, hard drive, tape, CDROM,
and the like), and combinations thereof. Moreover, the data store 208 may incorporate
electronic, magnetic, optical, and/or other types of storage media. In one example, the data
store 208 may be located internal to the server 20 such as, for example, an internal hard drive
connected to the local interface 212 in the server 20. Additionally, in another embodiment, the
data store 208 may be located external to the server 20 such as, for example, an external hard
drive connected to the I/O interfaces 204 (e.g., SCSI or USB connection). In a further
embodiment, the data store 208 may be connected to the server 20 through a network, such as,
for example, a network attached file server.

[0055] The memory 210 may include any of volatile memory elements (e.g., random access
memory (RAM, such as DRAM, SRAM, SDRAM, etc.)), nonvolatile memory elements (e.g.,
ROM, hard drive, tape, CDROM, etc.), and combinations thereof. Moreover, the memory 210
may incorporate electronic, magnetic, optical, and/or other types of storage media. Note that the
memory 210 may have a distributed architecture, where various components are situated
remotely from one another but can be accessed by the processor 202. The software in memory
210 may include one or more software programs, each of which includes an ordered listing of
executable instructions for implementing logical functions. The software in the memory 210
includes a suitable operating system (O/S) 214 and one or more programs 216. The operating
system 214 essentially controls the execution of other computer programs, such as the one or
more programs 216, and provides scheduling, input-output control, file and data management,
memory management, and communication control and related services. The one or more
programs 216 may be configured to implement the various processes, algorithms, methods,

techniques, etc. described herein, such as related to the optimization 70.
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Data gathering

[0056] Again, in various exemplary embodiments, the systems and methods provide
techniques for gathering data and measurements in the distributed Wi-Fi system 10 in the
configuration and optimization process 50 for use in the optimization 70. As described herein,
the measurements and gathered data from the access points 14 can be referred to as
measurements or data collectively. This data can include, without limitation, traffic from/to
different clients, signal strengths and data rates used from/to different clients, Wi-Fi channel
conditions, performance experienced by different traffic flows, congestion levels on the access
points 14, etc. This data is reported to the cloud 12 to the servers 20 both periodically and in an
event-driven fashion. The event-driven reporting can be based on crossing an absolute or
relative threshold. Further, the reporting frequency can be dynamically adjusted based on
thresholds or levels of the parameters being measured. The access points 14 can report the data
as raw data, or when the volume of data is large, it can be compressed and reported through
statistical measures such as the mean, median, distribution, etc. An objective of the data
gathering is to perform the gathering and reporting while minimizing the impact on the
performance of active traffic flows that are being carried by the access points 14.

[0057] Referring to FIG. 7, in an exemplary embodiment, a flowchart illustrates a data
gathering process 300 by an access point 14 in the distributed Wi-Fi system 10. The data
gathering process 300 includes obtaining on-channel scanning data while operating on a home
channel in the distributed Wi-Fi system 10 (step 301); periodically or based on command from a
cloud-based system switching off the home channel and obtaining off-channel scanning data for
one or more off-channels (step 302); and providing measurement data based on the on-channel
scanning data and the off-channel scanning to the cloud-based system for use in the optimization
of the distributed Wi-Fi system 10 (step 303). As described herein, the home channel is a
channel the associated radio 104 is presently operating on based on a current configuration (such
as based on a previous optimization 70 or an initial configuration). The home channel can also
be for client links or backhaul links. That is, the access point 14 can be operating on a home
channel for communication with the clients 16 on a client link as well as on another home
channel for communication with other access points 14 in the distributed Wi-Fi system 10, i.e.,
backhaul links. The cloud-based system can be the servers 20 in the cloud 12.

[0058] The data gathering process 300 can further include processing the on-channel
scanning data and the off-channel scanning data to determine the measurement data (step 304).
This processing is performed locally to the access point 14 to determine measurements which
are then transmitted to the server 20. In another exemplary embodiment, the access point 14 can

merely transmit the on-channel scanning data and the off-channel scanning data as raw data
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without processing. However, the processing reduces bandwidth requirements over the
distributed Wi-Fi system 10 for the data gathering process 300. Also, the processing can simply
include compressing the on-channel scanning data and the off-channel scanning data prior to
transmission to the server 20. The processing can include determining a division of time that the
home channel is divided based on a combination of direct measurements and computations
based on the direct measurements. The processing can include determining delays of packets
over the distributed Wi-Fi system through one of direct measurements and statistics of delay at
the access point. Finally, the data gathering process 300 can further include switching back to
the home channel subsequent to the obtaining off-channel scanning data (step 305).

[0059] For illustration purposes, the data gathering process 300 is described with reference
to the distributed Wi-Fi system 10. Those skilled in the art will recognize the data gathering
process 300 can also operate with other type of Wi-Fi systems such as the Wi-Fi mesh network
32, the Wi-Fi repeater network 33, etc. That is, the data gathering process 300 generally
contemplates operation with any multiple access point 14, 34 system and can be implemented by
the mesh nodes 36, the access point 34, the repeater 38, etc. Again, the data gathering process
300 is advantageous for cloud-controlled Wi-Fi systems to able intelligent, remote control and
optimization.

[0060] In an exemplary embodiment, the scanning for either on-channel scanning data or
off-channel scanning data can be performed and reported at different channel bandwidths (e.g.,
20, 40, 80. 160MHz). For example, the on-channel scanning can be performed at a different
channel bandwidth than what is currently configured on the home channel. Further, the off-
channel scanning can be set at any of the different channel bandwidths. For example, the
periodic scanning can rotate between the different channel bandwidths to provide the cloud-
based system more representative details on how the Wi-Fi system is operating.

[0061] The measurement data can include a plurality of Received Signal Strength Indicators
(RSSI), achievable data rates, capacity, load, error rates, delays, and fractions of time spent
transmitting and receiving. The switching off can be determined based on a load of the access
point 14. For example, the process 300 can include monitoring a status of queues in the access
point 14 to determine when the load is low for determining the switching off. The process 300
can further include notifying other access points in the distributed Wi-Fi system 10 of the
switching off via one of a broadcast frame and an information element in the beacon, with an
offset from a Timing Synchronization Function (TSF) timer. Optionally, the access point 14 is
lightly loaded compared to at least one additional access point 14 in the distributed Wi-Fi system
10, and wherein the access point 14 is configured to perform the obtaining off-channel scanning

data for the at least one additional access point 14. The access point 14 for the off-channel
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scanning data can send probe requests for a particular Service Set Identifier (SSID) to measure
signal strengths to a particular neighbor to reduce the number of probe responses received. The
access point 14 for the off-channel scanning data can send frames that spoof another in-network
Basic Service Set (BSS) to elicit responses from neighboring access points and clients. The
process 300 can further include receiving configuration data from the cloud-based system based
on the optimization, wherein the providing measurement data is performed over a statistics
channel, and the receiving configuration data is performed over a configuration channel different
from the statistics channel.

[0062] In another exemplary embodiment, an access point 14 in the distributed Wi-Fi system
10 includes a plurality of radios communicating on the distributed Wi-Fi system; and a
processor communicatively coupled to the plurality of radios and configured to cause one or
more radios of the plurality of radios to obtain on-channel scanning data while operating on a
home channel in the distributed Wi-Fi system; periodically or based on command from a cloud-
based system cause the one or more radios to switch off the home channel and obtain off-
channel scanning data for one or more off-channels; and providing measurement data based on
the on-channel scanning data and the off-channel scanning data to the cloud-based system for
use in the optimization of the distributed Wi-Fi system 10.

[0063] In a further exemplary embodiment, the distributed Wi-Fi system 10 includes a
plurality of access points 14 communicatively coupled to one another and at least one access
point communicatively coupled to a gateway providing external communication for the
distributed Wi-Fi system 10 and communication to a cloud-based system; wherein each of the
plurality of access points 14 are configured to obtain on-channel scanning data while operating
on a home channel in the distributed Wi-Fi system; periodically or based on command from a
cloud-based system switch off the home channel and obtain off-channel scanning data for one or
more off-channels; and provide measurement data based on the on-channel scanning data and
the off-channel scanning data to the cloud-based system for use in the optimization of the
distributed Wi-Fi system 10.

[0064] In yet another exemplary embodiment, a method of gathering data by the access
point 14, 34 or mesh node 36 or repeater 38 in a Wi-Fi system includes periodically or based on
command from a cloud-based system performing one or more of i) obtaining on-channel
scanning data while operating on a home channel and ii) switching off the home channel and
obtaining off-channel scanning data for one or more off-channels; and providing measurement
data based on one or more of the on-channel scanning data and the off-channel scanning data to
the cloud-based system for use in the optimization of the Wi-Fi system, wherein the

measurement data comprises one or more of raw data and processed data.
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[0065] In yet another exemplary embodiment, an access point 14, 34, mesh node 36 or
repeater 38 configured to gather data for optimization includes a plurality of radios
communicating on the Wi-Fi system; and a processor communicatively coupled to the plurality
of radios and configured to: periodically or based on command from a cloud-based system cause
the one or more radios to one or more of 1) obtain on-channel scanning data while operating on a
home channel and ii) switch off the home channel and obtain off-channel scanning data for one
or more off-channels; and provide measurement data based on the on-channel scanning data and
the off-channel scanning data to the cloud-based system for use in the optimization of the
distributed Wi-Fi system, wherein the measurement data comprises one or more of raw data and
processed data..

[0066] In yet another exemplary embodiment, a Wi-Fi system configured to gather data for
optimization includes a plurality of access points communicatively coupled to one another and at
least one access point communicatively coupled to a gateway providing external communication
for the Wi-Fi system and communication to a cloud-based system; wherein each of the plurality
of access points are configured to: periodically or based on command from a cloud-based system
perform one or more of 1) obtain on-channel scanning data while operating on a home channel
and 11) switch off the home channel and obtain off-channel scanning data for one or more off-
channels; and provide measurement data based on the on-channel scanning data and the off-
channel scanning data to the cloud-based system for use in the optimization of the Wi-Fi system,
wherein the measurement data comprises one or more of raw data and processed data.

[0067] The access points 14 can periodically or upon receiving a command from the cloud
12 perform off-channel scans with the radio(s) 104 by briefly switching and monitoring a
channel other than its home channel and at different channel widths (e. g 20, 40, 80, and
160MHz). During the scanning period, the access point 14 can collect information on the
busyness of the channel both due to Wi-Fi and non-Wi-Fi transmissions and identify the
occupancy levels due to each of the neighboring Basic Service Sets (BSSs). The access point 14
can also measure the signal strengths from neighboring access points 14 and non-associated
clients 16 by receiving management frames such as beacons as well as data frames. In order to
increase the efficiency of data collection from in-network access points 14 (ones that are part of
the distributed Wi-Fi system 10) and clients 16, the access point 14 performing the scan can
send frames that spoof another in-network BSS to elicit responses from neighboring access
points 14 and clients 16. Alternatively, the neighboring in-network access points 14 can be
instructed to transmit to their associated clients 16 eliciting responses that can, in turn, be

measured by the scanning access point 14. The access points 14 can also measure the
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Modulation and Coding Scheme (MCSs) being used between neighboring access points 14 and
their clients 16.

[0068] To optimize the distributed Wi-Fi system 10, it is beneficial to know the signal
strengths from all clients 16 to all access points 14, each of which is a potential place for the
clients 16 to associate with. However, some access points 14 have trouble receiving and
recording the signal strength of clients 16 that are not associated with them. One way to
circumvent this problem is to put the access point 14 doing the scan (whether off-channel or on-
channel), into a multiple BSSID mode, and add the neighboring access points 14 BSSIDs to the
access point list. Next the access point 14 should be configured not to send acknowledgments.
This pair of actions will allow the access point 14 to silently listen to all the client transmissions,
even transmissions from clients 16 that are not associated with that access point 14. In an
exemplary embodiment, a transmission can be triggered from a Wi-Fi client device 16 from
which measurement is desired by the measuring access point 14 transmitting a packet to it from
the access point 14 that the Wi-Fi client device 16 is already connected to, i.e., coordination
between access points 14 to trigger the Wi-Fi client device 16 to transmit which a different
access point 14 is listening to that Wi-Fi client device 16.

[0069] While performing off-channel scans, the access point 14 is unable to transmit and
receive on its home channel which could potentially disrupt the performance of traffic flows. To
mitigate disruption, the access point 14 could perform scans only when they are idle or lightly
loaded. Again, this can be based on monitoring a queue associated with the access point 14.
Indeed, the multiple access points 14 in a home could be leveraged to infer the interference at
heavily loaded nodes from proximate idle or lightly loaded access points 14 whose
measurements are highly correlated. In that case, the heavily loaded access point 14 would
never need to go off-channel to scan, as surrounding lightly loaded access points 14 would do
the off-channel scanning for it. Further, access points 14 could decide to skip or postpone scans
based on estimating the probability of packet loss using information on the free memory
available to buffer data that arrives during the scanning period. The access points 14 can also
notify other in-network access points 14 of their planned absence using a broadcast frame or an
information element in the beacon, with an offset from a Timing Synchronization Function
(TSF) timer. This ensures that other in-network access points 14 will not attempt to transmit to
the access point 14 when it is not on its home channel. Associated client devices 16 could even
be forced to connect to a different access point 14 in the vicinity for the duration of the off-
channel scan and transitioned back to the original access point 14 after the scan is complete. In
order to reduce the amount of time the access point 14 is away from its home channel, it could

scan channels sequentially, returning to its home channel between scans. The access points 14
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could also perform directed scans by sending probe requests for a particular SSID to measure
signal strengths to a particular neighbor. This reduces the amount of time the access point needs
to spend off channel, but triggering a response quickly from the neighbor the access point is
trying to learn about. In addition, sending probe requests to a particular SSID reduces number
of probe responses received, thus reducing the overhead of transmissions and therefore
interference on the channel generated by gathering the data. Further, the access point 14, prior
to switching off-channel, can move any associated clients 16 to other access points 14. Also,
this could be done by the cloud-based system. With no associated clients 16, the access point 14
can perform off-channel scanning without network disruption.

[0070] While an access point 14 is on the home channel transmitting and receiving to
associated clients 16 (or on the backhaul link transmitting and receiving to other access points
14), it measures the traffic transmitted to and received from each client 16 as well as the MCS
rates used, the number of Media Access Control (MAC) Protocol Data Unit (MPDUs) in each
aggregate, the packet error rate, the number of missing acknowledgements, etc. While on the
home channel, the access point 14 can also listen to transmissions on that same channel that are
associated with a different access point 14 operating on that same channel. While on the home
channel, operating normally and serving any associated Wi-Fi client devices 16, the access point
16 can also be gathering measurements on all devices operating on that same channel that is
within radio range. This includes Wi-Fi client devices 16 as well as other access points 14.
[0071] Another important piece of data to gather is the delay of packets traversing the
network. These delays could be derived from direct measurements, time stamping packets as
they arrive into the distributed Wi-Fi system 10 at the gateway (modem/router 18), and
measuring the elapsed time as they depart at the final access point 14. However, such
measurement requires some degree of time synchronization between the access points 14.
Another approach would be to measure the statistics of delay going through each access point 14
individually. The average total delay through the distributed Wi-Fi system 10, and the
distribution of the delays given some assumptions could then be calculated based on the delay
statistics through each access point 14 individually. Delay can then become a parameter to be
minimized in the optimization 70. These delays should be obtained or derived from the pathway
to each client 16 in the distributed Wi-Fi system 10.

[0072] The access point 14 measures the occupancy of the transmit queue, measuring the
queue length, i.e., the backlog in the transmit queues over time as well as the queue utilization,
i.e., the fraction of the time that the queue is non-empty. These measures are well correlated
with the performance experienced by the traffic flows carried by the access point 14. The

maximum throughput that can be achieved by the access point 14 if the traffic it carried were to
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be scaled up can be determined as the ratio of the access point’s 14 throughput to the queue
utilization.

[0073] Referring to FIG. 8, in an exemplary embodiment, a graph illustrates fractions of
time-related to a channel, such as the home channel. On its home channel, the access point 14
can also measure/infer the fractions of time that the channel is busy due to the activity of Wi-Fi
transmitters in neighboring networks, i.e., interference (Busy%); the access point 14 spends
transmitting (Transmit%); the access point 14 spends receiving from associated clients 16
(Receive%); the access point 14 spends counting down its contention window when the channel
is idle, and the node has packets in its transmit queue (Backoff%); the channel is idle and the
access point 14 has an empty transmit queue (Idle%). FIG. 8 illustrates an example of the
channel. Understanding how time is distributed across these categories is very useful. The ratio
of the access point’s 14 throughput to its transmit time fraction corresponds to the effective data
rate the access point 14 achieves when it gains access to the channel. The Idle% corresponds to
the time that the access point 14 could hypothetically use to transmit data, and is a reflection of
the excess capacity available to the access point 14. However, not all these time fractions may
be directly measurable at the access point 14 due to implementation limitations. The transmit%,
receive%, and busy% may be directly reported by a driver, but the backoff% and idle% cannot
be distinguished. Jointly measuring the queue occupancy and channel time fractions over a
period of time allows the different time fractions to be separately estimated by leveraging the
relationship between the two, see FIG. 8. For instance, the backoff% can be computed as Queue
utilization * (100 — Receive% - Busy%) — Transmit%.

[0074] It is also useful to distinguish the interference due to the access point 14 within the
distributed Wi-Fi system 10 that can be centrally controlled from the interference due to nodes
outside the distributed Wi-Fi system 10. Data jointly gathered from access points 14 over a time
period can be used to estimate the in-network interference using the transmit and receive activity
reported by neighboring nodes as well as the signal strength between nodes. Thus, the out of
network interference can be estimated by subtracting out the in-network interference from the
total measured interference at the access point 14. An example of such a calculation would be to
measure the total busy time at one access point 14 in the home. The other access points 14 in
the distributed Wi-Fi system 10 in the home could report the time they spent transmitting. The
time that all other access points 14 in the home’s distributed Wi-Fi system 10 spend transmitting
could be subtracted from the busy time at the access point 14 of interest. This would remove all
the traffic associated with other access points 14 that are part of the home’s distributed Wi-Fi
system 10, leaving only the airtime consumed by transmissions from networks in neighboring

homes. For the above process to be successful, the channel time fractions must be measured or
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estimated over an identical time period for all access points 14. One technique that could be
employed is the synchronization of data reporting across all access points 14 in the distributed
Wi-Fi system 10 so that all access points 14 report statistics for identical time slices. Another
technique that could be employed is to aggregate data over a sufficient period of time from all
access points 14 and compute statistical measures of the channel time fractions over this period
to use for the estimation. This alleviates the need to synchronize the data gathering across the
access points 14.

[0075] The cloud-based system, i.e., the server 20, is generally configured to use the
measurement data for optimization and control of the distributed Wi-Fi system 10. In an
exemplary embodiment, the server 20 can be configured to perform analysis of the measurement
data from multiple access points 14 at once to derive other measurement data. For example, this
can include subtracting the TX time of an access point 14 with the RX time of another access
point 14. Here, the measurement data from multiple access points 14 can be time synchronized
allowing alignment in the cloud 12 for comparison, analysis, etc. Alternatively, the
measurement data from multiple access points 14 can be only coarsely time synchronized such
as through averaging over time periods which are much longer than time synchronization
uncertainty, and subtracting or otherwise deriving a result from measurements at different access
points 14 by working with the values averaged over time.

[0076] In order to reduce the volume of data that is collected from the access points 14,
redundant information can be omitted, e.g., data on communication between a pair of access
points 14 need only be reported by one of them, say the transmitter. Data can also be
compressed by sending statistics such as averages, moving averages, histograms, etc. instead of
raw data. When raw data is sent, reports can be batched across a long-time period and reported
in a compressed format. The volume of data can be further reduced by reducing the frequency
of periodic reports and supplementing them with event driven reporting. The cloud 12 could
configure nodes with parameters such as absolute thresholds for different quantities (load,
capacity, Received Signal Strength Indicator (RSSI), etc.), and the access points 14 could report
data only when the thresholds are crossed. Relative thresholds can also be used with access
points 14 sending reports only when the new report differs from the one previously sent by at
least the specified margin. Alternatively, the thresholds could be used to specify policies that
modulate the frequency at which access points 14 gathers and report data. Some measurements
that are intrusive or otherwise cumbersome to calculate (e.g., off-channel scans) could be
triggered only when a different parameter crosses a specified threshold. Additionally, some
statistics could be measured and reported only when explicitly requested by the cloud 12. In this

way, any costs due to overheads imposed by data measurement and reporting can be controlled.
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[0077] In an exemplary embodiment, the access points 14 can continually take
measurements, such as every minute or some other configurable time period, but the reporting to
the cloud-based system can be done in batches. For example, obtain measurements over X time
periods and report the X sets of measurements at once. This approach reduces the frequency of
communication to the cloud 12, while still ensuring the cloud-based system gets all of the
necessary measurements for optimization. Further, the access point 14 can be configured to
compress the measurement data prior to sending to the cloud 12 to reduce the overall bandwidth
required. In another exemplary embodiment, to further reduce reporting bandwidth, there can be
coordination between access points 14 on what is reported such as to reduce redundancy. For
example, it is only necessary to report TX statistics on a given link and not necessary to give the
corresponding RX statistics from the partner node on the link since the TX and RX statistics for
a given link will be the same and provide the same information.

Separation of Statistics and Configuration-channel

[0078] Referring to FIG. 9, in an exemplary embodiment, a network diagram illustrates a
network 400 with an access point 14 in the distributed Wi-Fi system 10 communicating with a
configuration service 402 and a statistics service 404 in the cloud 12. The data gathered by the
access points 14 in the distributed Wi-Fi system 10 as described above needs to be moved into
the cloud 12. It is beneficial to do this over a separate channel from the channel used to
configure and control the access points 14. This is because managing the access points 14 from
the cloud 12 has distinct traffic patterns from collecting data. The configuration of access points
14 is infrequent and must be reliable and transactional, whereas statistics reporting from the
access points 14 to the services 402, 404 has large volumes hence must be efficient and can
accommodate some loss of data. Hence, the access points 14 can implement different
communication channels and approaches for configuration and statistics, namely a configuration
channel 406 to the configuration service 402 and a statistics channel 408 to the statistics service
404.

[0079] The configuration service 402 and the statistics service 404 are deployed in the cloud
12, such as on the same or different servers 20. The services 402, 404 can be referred to as a
cloud-based system which can operate on the servers 20 in the cloud 12. These services 402,
404 can communicate via different protocols as well as be at different locations. Each of the
access points 14 in the distributed Wi-Fi system 10 are configured to communicate with both of
the services 402, 404, over the configuration channel 406 and the statistics channel 408,
respectively.  The configuration-channel 406 can use a transaction oriented reliable
communication protocol such as Open vSwitch Database Management Protocol (OVSDB) to

interact with the configuration service 402. The statistics channel 408 can use an efficient and
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lightweight communication protocol such as ProtoBuf over Message Queue Telemetry
Transport (MQTT) to report statistics (measurement data) to the statistics service 404.

[0080] This approach provides several advantages. The configuration of access points 14 is
critical activity and does not get impacted due to saturation of traffic or high volume related
problems in statistics channel 408. The statistics communication protocol can be selected for
high efficiency thereby minimizing management overhead of the access points 14.

[0081] It will be appreciated that some exemplary embodiments described herein may
include one or more generic or specialized processors (“one or more processors”) such as
microprocessors, Central Processing Units (CPUs); Digital Signal Processors (DSPs):
customized processors such as Network Processors (NPs) or Network Processing Units (NPUs),
Graphics Processing Units (GPUs), or the like; Field Programmable Gate Arrays (FPGAs); and
the like along with unique stored program instructions (including both software and firmware)
for control thereof to implement, in conjunction with certain non-processor circuits, some, most,
or all of the functions of the methods and/or systems described herein. Alternatively, some or
all functions may be implemented by a state machine that has no stored program instructions, or
in one or more Application Specific Integrated Circuits (ASICs), in which each function or some
combinations of certain of the functions are implemented as custom logic or circuitry. Of
course, a combination of the aforementioned approaches may be used. For some of the
exemplary embodiments described herein, a corresponding device in hardware and optionally
with software, firmware, and a combination thereof can be referred to as “circuitry configured or
adapted to,” “logic configured or adapted to,” etc. perform a set of operations, steps, methods,
processes, algorithms, functions, techniques, etc. on digital and/or analog signals as described
herein for the various exemplary embodiments.

[0082] Moreover, some exemplary embodiments may include a non-transitory computer-
readable storage medium having computer readable code stored thereon for programming a
computer, server, appliance, device, processor, circuit, etc. each of which may include a
processor to perform functions as described and claimed herein. Examples of such computer-
readable storage mediums include, but are not limited to, a hard disk, an optical storage device, a
magnetic storage device, a ROM (Read Only Memory), a PROM (Programmable Read Only
Memory), an EPROM (Erasable Programmable Read Only Memory), an EEPROM (Electrically
Erasable Programmable Read Only Memory), Flash memory, and the like. When stored in the
non-transitory computer readable medium, software can include instructions executable by a
processor or device (e.g., any type of programmable circuitry or logic) that, in response to such

execution, cause a processor or the device to perform a set of operations, steps, methods,
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processes, algorithms, functions, techniques, etc. as described herein for the various exemplary
embodiments.

[0083] Although the present disclosure has been illustrated and described herein with
reference to preferred embodiments and specific examples thereof, it will be readily apparent to
those of ordinary skill in the art that other embodiments and examples may perform similar
functions and/or achieve like results. All such equivalent embodiments and examples are within
the spirit and scope of the present disclosure, are contemplated thereby, and are intended to be

covered by the following claims.
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CLAIMS

What is claimed is:

1. A method for gathering data by an access point in a Wi-Fi system for optimization, the
method comprising:
periodically or based on command from a cloud-based system performing one or more of
1) obtaining on-channel scanning data while operating on a home channel and ii) switching off
the home channel and obtaining off-channel scanning data for one or more off-channels; and
providing measurement data based on one or more of the on-channel scanning data and
the off-channel scanning data to the cloud-based system for use in the optimization of the Wi-Fi

system, wherein the measurement data comprises one or more of raw data and processed data.

2. The method of claim 1, wherein, when the measurement data is the processed data, the
method further comprises determining a division of time that the home channel is divided based

on a combination of direct measurements and computations based on the direct measurements.

3. The method of claim 1, wherein, when the measurement data is the processed data, the
method further comprises determining delays of packets over the Wi-Fi system through one of

direct measurements and statistics of delay at the access point.

4, The method of claim 1, wherein the measurement data comprises a plurality of Received
Signal Strength Indicators (RSSI), achievable data rates, capacity, load, error rates, delays,

interference, and fractions of time spent transmitting and receiving.

5. The method of claim 1, wherein the switching off is determined based on a load of the

access point.

6. The method of claim 1, further comprising:

notifying other access points in the Wi-Fi system of the switching off.

7. The method of claim 1, wherein the access point is lightly loaded compared to at least
one additional access point in the Wi-Fi system, and wherein the access point is configured to

perform the obtaining off-channel scanning data for the at least one additional access point.

8. The method of claim 1, wherein the access point for the off-channel scanning data sends
probe requests for a particular Service Set Identifier (SSID) to measure signal strengths to a

particular neighbor to reduce a number of probe responses received.
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9. The method of claim 1, wherein the access point for the off-channel scanning data sends
frames that spoof another in-network Basic Service Set Identifier (BSSID) to elicit responses

from neighboring access points and clients.

10. The method of claim 1, further comprising:

receiving configuration data from the cloud-based system based on the optimization,
wherein the providing measurement data is performed over a statistics channel and the receiving
configuration data is performed over a configuration channel different from the statistics

channel.

11. The method of claim 1, wherein the one or more of the on-channel scanning data and the

off-channel scanning data is obtained at different channel bandwidths.

12. The method of claim 1, further comprising:

causing Wi-Fi client devices to move to other access points prior to the switching off.

13. An access point in a Wi-Fi system configured to gather data for optimization, the access
point comprising:
a plurality of radios communicating on the Wi-Fi system; and
a processor communicatively coupled to the plurality of radios and configured to:
periodically or based on command from a cloud-based system cause the one or
more radios to one or more of i) obtain on-channel scanning data while operating on a
home channel and ii) switch off the home channel and obtain off-channel scanning data
for one or more off-channels; and
provide measurement data based on the on-channel scanning data and the off-
channel scanning data to the cloud-based system for use in the optimization of the
distributed Wi-Fi system, wherein the measurement data comprises one or more of raw

data and processed data.

14. The access point of claim 13, wherein the processor is further configured to:

notify other access points in the Wi-Fi system of the switching off.
15. The access point of claim 13, wherein the access point is lightly loaded compared to at

least one additional access point in the Wi-Fi system, and wherein the access point is configured

to obtain the off-channel scanning data for the at least one additional access point.
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16. The access point of claim 13, wherein the access point for the off-channel scanning data
sends probe requests for a particular Service Set Identifier (SSID) to measure signal strengths to

a particular neighbor to reduce a number of probe responses received.

17. The access point of claim 13, wherein the access point for the off-channel scanning data
sends frames that spoof another in-network Basic Service Set Identifier (BSSID) to elicit

responses from neighboring access points and clients.

18. The access point of claim 13, wherein the processor is further configured to:
receive configuration data from the cloud-based system based on the optimization,
wherein the measurement data is provided over a statistics channel and the receiving

configuration data is provided over a configuration channel different from the statistics channel.

19. The access point of claim 13, wherein the processor is further configured to:

cause Wi-Fi client devices to move to other access points prior to the switching off.

20. A cloud-based system configured to obtain data from a Wi-Fi system for optimization,
the cloud-based system comprising:

a network interface communicatively coupled to the Wi-Fi system comprising a plurality
of access points communicatively coupled to one another and at least one access point
communicatively coupled to a gateway providing external communication to the cloud-based
system;

one or more processors communicatively coupled to the network interface; and

memory storing instructions that, when executed, cause the one or more processors to:

receive periodically or based on command from the cloud-based system one or
more of 1) on-channel scanning data while an access point is operating on a home
channel and 11) off-channel scanning data for one or more off-channels where the access
point switches off the home channel; and

analyze measurement data based on the on-channel scanning data and the off-
channel scanning data for use in the optimization of the Wi-Fi system, wherein the
measurement data comprises one or more of raw data and processed data, and wherein

the measurement data is analyzed from the plurality of access points.

31



WO 2017/161225

PCT/US2017/022883

17

| 18
PROVISIONING &
OPTIMIZATION MODEM/ROUTER
v : GbE
12 6/148 14A
/ / \B/iCKHAUL LINK
s uc 14
/ O O\ CLIENT LINK
N 14D \ 16C
E | 16A 16B 147 /O 16D
20
14G
USER MANAGEMENT /
/O 16E
" LOCAL SELF ORGANIZATION
TO CONNECT TO CLOUD

FIG. 1



WO 2017/161225

AP

//34

27

K//30

PCT/US2017/022883

MESH
NODE

/z36

CH.X

///32

MESH | CH.X

NODE

CH.X

NODE

/16
MESH | CHX D

AP

//34

CHX

K/,¢33

//38

S
S
s

REPEATER

CHY [J




WO 2017/161225 PCT/US2017/022883

3T
/50

51
ACCESS POINTS ARE PLUGGED IN AND ONBOARDED /

A 4

ACCESS POINTS OBTAIN MEASUREMENTS AND GATHER /52
INFORMATION

A 4

THE MEASUREMENTS AND GATHERED INFORMATION IS PROVIDED /53
TO THE CLOUD SERVERS

A 4

54
CLOUD SERVERS PERFORM AN OPTIMIZATION ALGORITHM BASED /
ON THE MEASUREMENTS AND GATHERED INFORMATION

A 4

95
AN OUTPUT OF OPTIMIZATION ALGORITHM IS USED TO /
CONFIGURE THE DISTRIBUTED WI-FI SYSTEM

A 4

56
LEARNING ALGORITHMS CAN BE APPLIED TO CLOUD-STORED /
DATA FOR DETERMINING TRENDS AND PATTERNS

A 4

/57

NETWORK PERFORMANCE IS ASSESSED AND REPORTED

A 4

AN APPLICATION PROVIDES NETWORK VISUALIZATIONS TO USERS
OF THE DISTRIBUTED WI-FI NETWORK

/58

FIG. 3



WO 2017/161225 PCT/US2017/022883

4i7

60 /70 62
r r

TRAFFIC LOAD REQUIRED CHANNEL AND BW
BY EACH CLIENT SELECTION
DATA RATE FOR EACH
POSSIBLE LINK IN NETWORK ROUTES AND TOPOLOGY
PACKET ERROR RATES ON
RTS/CTS SETTIN
EACHLINK — —— RTS/CTS S GS

STRENGTH AND LOAD ON IN

—_— TX POWER
NETWORK INTERFERERS OPTIMIZATION —>

STRENGTH AND LOAD ON ~ CLEAR CHANNEL
OUT OF NETWORK > ASSESSMENT THRESHOLDS
INTERFERERS CLIENT ASSOCIATION
STEERING

——— BAND STEERING

FIG. 4



WO 2017/161225

FIG. 5

FIG. 6

102

5I7

1
/00

RADIOS

104
4

PROCESSOR

LOCAL
INTERFACE

DATA STORE

NETWORK
INTERFACE

108

POWER

12
e

DATA STORE

208

D o e

Dy

PCT/US2017/022883

/14
106

110

DATA STORE

208

A

_——

A 4

A

4

PROCESSOR
202

10
INTERFACES
204

NETWORK
INTERFACE
206

A

\

' /212

DATA STORE

208

v

>

MEMORY 210

OPERATING
SYSTEM (0S)
214

PROGRAM(S)

216




WO 2017/161225 PCT/US2017/022883

6/7

/ 300

301
OBTAINING ON CHANNEL SCANNING DATA WHILE OPERATING ONA /
HOME CHANNEL IN THE DISTRIBUTED WI-FI SYSTEM

A 4

PERIODICALLY OR BASED ON COMMAND FROM A CLOUD-BASED 302
SERVER SWITCHING OFF THE HOME CHANNEL AND OBTAINING /
OFF CHANNEL SCANNING DATA FOR ONE OR MORE OFF
CHANNELS

A 4

PROVIDING MEASUREMENT DATA BASED ON THE ON CHANNEL 303
SCANNING DATA AND THE OFF CHANNEL SCANNING DATATO THE /
CLOUD-BASED SERVER FOR USE IN THE OPTIMIZATION OF THE
DISTRIBUTED WI-FI SYSTEM

] 1

i PROCESSING THE ON CHANNEL SCANNING DATA AND THE OFF i 304
I CHANNEL SCANNING DATA TO DETERMINE THE MEASUREMENT f

i DATA i

1 1

1

1

i SWITCHING BACK TO THE HOME CHANNEL SUBSEQUENT TO THE V
i OBTAINING OFF CHANNEL SCANNING DATA. i
1
1 1
1



WO 2017/161225 PCT/US2017/022883

117
) 100% ‘
TRANSMIT % RECEIVE % BUSY % BACKOFF % IDLE %
QUEUE |
QUEUE IS NON-EMPTY QUEUE IS EMPTY
/ 400
402 404
4 V4
CONFIG SERVICE STATS SERVICE

Q

Q

I 406 408 |
LL_ _ INTERNET, £ _ .
CONFIG | STATS

CHANNEL | :CHANNEL

14

FIG. 9



ATIONAL SEARC (8) International application No.
[NTERRATIONAL SEARCH REPORT PCT/US2017/022883

A. CLASSIFICATION OF SUBJECT MATTER
HO4W 24/02(2009.01)i, HO4W 24/10(2009.01)i, HO4W 28/08(2009.01)i, HO4W 84/12(2009.01)i, HO4W 88/08(2009.01)i

According to International Patent Classification (IPC) or to both national classification and IPC
B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
HO04W 24/02; HO4W 28/08; HO4B 17/00; HO4L 12/26; HO4W 24/08, HO4W 24/10; HO4W 84/12; HO4W 88/08

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched
Korean utility models and applications for utility models
Japanese utility models and applications for utility models

Electromic data base consulted during the international search (name of data base and, where practicable, search terms used)
¢KOMPASS(KIPO internal) & keywords: Wi-Fi, on-channel, off-channel, measurement, switching off, cloud-based system

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category™ Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

Y ARUBA NETWORKS, INC., “Managing and Optimizing RF Spectrum for Aruba WLANs 1-20
version 1.07, 14 April 2014
(https://community.arubanetworks.com/aruba/attachments/aruba/Aruba—VRDs/16/1/
RFSpect rumWLANsAppNote_20120514 . pdf)

See pages 6-8, 10, 12, 29, 35.

Y US 2014-0153428 A1 (ARUBA NETWORKS, INC.) 05 June 2014 1-20
See paragraphs [0010]-[0033]: and claims 1-20.

Y US 2011-0158089 A1 (SHARAD DEEPAK SAMBHWANI et al.) 30 June 2011 3,5-7,12,14-15,19
See paragraphs [0036], [0045]-[0064]; and claims 1-7.

A US 2010-0330919 A1 (DAVID P. GURNEY et al.) 30 December 2010 1-20
See paragraphs [0038]-[0043]1, [0063]-10065]; and claims 1-8.

A US 2011-0176434 A1 (SANTOSH PANDEY et al.) 21 July 2011 1-20
See paragraphs [0063]-[0070]; and claims 1-19.

|:| Further documents are listed in the continuation of Box C. See patent family annex.
* Special categories of cited documents: "T" later document published after the international filing date or priority
"A" document defining the general state of the art which is not considered date and not in conflict with the application but cited to understand
to be of particular relevance the principle or theory underlying the invention
"E"  earlier application or patent but published on or after the international "X" document of particular relevance; the claimed invention cannot be
filing date considered novel or cannot be considered to involve an inventive
"L"  document which may throw doubts on priotity claim(s) or which is step when the document is taken alone
cited to establish the publication date of another citation or other "Y" document of particular relevance; the claimed invention cannot be
special reason (as specified) considered to involve an inventive step when the document is
"O"  document referring to an oral disclosure, use, exhibition or other combined with one or more other such documents,such combination
means being obvious to a person skilled in the art
"P"  document published prior to the international filing date but later "&" document member of the same patent family
than the priority date claimed
Date of the actual completion of the international search Date of mailing of the international search report
27 June 2017 (27.06.2017) 27 June 2017 (27.06.2017)
Name and mailing address of the ISA/KR Authorized officer
: International Application Division
Korean Intellectual Property Office YANG, Jeong Rok

189 Cheongsa-ro, Seo-gu, Daejeon, 35208, Republic of Korea

Facsimile No. +82-42-481-8578 Telephone No. +82-42-481-5709

Form PCT/ISA/210 (second sheet) (January 2015)



INTERNATIONAL SEARCH REPORT
Information on patent family members

International application No.

PCT/US2017/022883
Patent document Publication Patent family Publication
cited in search report date member(s) date
US 2014-0153428 Al 05/06/2014 US 2011-0242984 Al 06/10/2011
US 2011-0243020 Al 06/10/2011
US 2011-0243021 Al 06/10/2011
US 2015-0131467 Al 14/05/2015
US 2015-0327090 A9 12/11/2015
US 8625436 B2 07/01/2014
US 8885499 B2 11/11/2014
US 9167457 B2 20/10/2015
US 9521566 B2 13/12/2016
US 9549332 B2 17/01/2017
US 2011-0158089 Al 30/06/2011 BR 112012007691 A2 23/08/2016
CN 102577513 A 11/07/2012
CN 102577513 B 17/12/2014
EP 2486752 Al 15/08/2012
EP 2486752 Bl 25/01/2017
JP 05833206 B2 16/12/2015
JP 2013-507093 A 28/02/2013
JP 2015-039186 A 26/02/2015
KR 10-1412671 Bl 26/06/2014
KR 10-2012-0080627 A 17/07/2012
US 8964536 B2 24/02/2015
WO 2011-044166 Al 14/04/2011
US 2010-0330919 Al 30/12/2010 CA 2766410 Al 20/01/2011
CA 2766410 C 24/02/2015
EP 2449831 A2 09/05/2012
US 8660498 B2 25/02/2014
WO 2011-008424 A2 20/01/2011
WO 2011-008424 A3 23/05/2013
US 2011-0176434 Al 21/07/2011 CN 102687563 A 19/09/2012
CN 102687563 B 22/07/2015
EP 2526724 Al 28/11/2012
US 8861383 B2 14/10/2014
WO 2011-090876 Al 28/07/2011

Form PCT/ISA/210 (patent family annex) (January 2015)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - description
	Page 26 - description
	Page 27 - description
	Page 28 - description
	Page 29 - description
	Page 30 - description
	Page 31 - claims
	Page 32 - claims
	Page 33 - claims
	Page 34 - drawings
	Page 35 - drawings
	Page 36 - drawings
	Page 37 - drawings
	Page 38 - drawings
	Page 39 - drawings
	Page 40 - drawings
	Page 41 - wo-search-report
	Page 42 - wo-search-report

