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Security Management Using Social Networking

Background

Security breaches are among the most critical problems that entities such as
software companies, manufacturers with physical/ intellectual aséets, and
in general all organizations face. Difficulties in security management -
could be attributed to multiple reasons such as lack of knowledge about
security policies on part of actors [e.g., employees, contractors of an
organization] who are supposed fo adhere to such policies or inadvertent
carelessness on théir behalf. The said actors often circumvent security
policies for the sake of convenience, viewing such violations as innocuous,
and inadvertenﬂy generate loopholes in the overall security mechanism.
For instance, an employee opens an access controlled door using his own
access credential, for a stranger who poses to be another employee who
forgot to carry his credential. Once the stranger has obtained physical
access to the organization’s premises, he is in a position to perform
unauthorized actions. Such loopholes often lead to huge amounts of losses
to organizations due to theft of information, physical devices such as
laptops, intellectual property, real assets, and data assets.

Organizations deploy a variety of physical security systems [access control
systems, video surveillance complemented by physical security guards] as
well as network security systems but such systems do not prevent security
breaches (leading to deterioration of organizational value) from taking
place. For e.g., the most sophisticated firewall is of little use if an intruder
can gain physical access inside the premises of an organization and find an
unlocked computer to work on. The frequency of éecurity incidents has
therefore not decreased. One reason security systems fail is that systems
and policies are designed to work together. If people don’t comply with

policies; even the best of systems are rendered less effective. For example,
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[0005]

doors with access control can only work if “no tailgating or anti-pass back”
policies are implemented perfectly. However, tailgating is a very common
practice. Again, in countries with empathetic cultures, it is common for
people to use their cards to allow people who don’t have access cards {o
allow passing through. Often, employees who forget to carry their access
cards on a particular day keep the access controlled doors open to prevent
discomfort to themselves during the day.

Organizations apply several policies but these policies are abused and
ignored regularly. For example, there exist policies on password
confidentiality, but passwords continue to be shared and dealt with
casually. Whereas such policy abuses are addressable by better
technological solutions, technology has certain limitations and it is not
feasible to deploy technological solutions for every possible use case. For
example, many organizations claim that use of turnstiles is a perfect
solution to prevent tailgating [the practice of following someone through
an open door without presenting an access credential oneself]. But
turnstiles are an expensive solution, occupy precious space and they
decrease company productivity by decreasing employee throughput as
well. Apart from up front capital expenditure, they also necessitate
recurring maintenance expenditure. Whereas more sophisticated
mechanisms can be used to address several breach scenarios, they do not
come without some caveats attached to them.

Security, however, is a social problem. Whereas security investments
being made by organizations have increased in recent years, most
organizations are averse to investing heavily on technology to prevent
security breaches — nevertheless, security remains a major concern and
focus on security has heightened during recent years. There is still
significant likelihood of security breaches taking place. Such breaches
have the potential to cause significant adverse impact to the organization.
Many security administrators mentioned that it is the inputs from

observant/ informants that enable them to investigate certain events. An
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online survey of several employees at various organizations was performed

during Jan - May 2008 and it was realized that people do observe policy
violations — and most of the common policy breaches are observed by
them. Not only that, security awareness has heightened in recent years and
people are also willing to report violations they observe — even without
being incentivized for that. This provides the motivation for the proposed

concept.

Brief Description of the Drawings

FIG. 1 is a simplified block diagram of a system to implement security
management using social networking according to an example
embodiment.

FIG. 2 is a workflow diagram of the system of FIG. 1.8 according to an
example embodiment. '

FIG. 3 is a screenshot illustrating communications in a social group
acéording fo an example embodiment.

FIG. 4 is a flowchart illustrating process flow according to an example
embodiment.

FIG. 5 is a high level architecture diagram of a system according to an
example embodiment.

FIG. 6 is table illustrating an example report.

FIG.7 ié a detailed block diagram of a security management system using
social networking according to an example embodiment.

FIG. 8 is a flow diagram illustrating a method to determine who should be
the right agents in a particular environment when there are deployment
constraints.

FIG. 9 is a block diagram of a computer system for implementing methods
and algorithms according to an example embodiment.. ,

FIG. 10 is a diagram illustrating a typical security incident with analysis for

root-causes.
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FIG. 11 illustrates a method to determine appropriate agents in a particular
environment according to an example embodiment.
FIG. 12 illustrates yet another embodiment in a community which inctudes

traffic managefnent.

Detailed Description

In the following description, reference is made to the accompanying
drawings that form a part hereof, and in which is shown by way of
illustration specific embodiments which may be practiced. These
embodiments are described in sufficient detail to enable those skilled in the
art to practice the invention, and it is to be understood that other
embodiments may be utilized and that structural, logical and electrical
changes may be made without departing from the scope of the present
invention. The following description of example embodiments is,
therefore, not to be taken in a limited sense,.and the scope of the present
invention is defined by the appended claims. |

The functions or algorithms described herein may be implemented in
software or a combination of software and human implemented procedures
in one embodiment. The software may consist of computer executable
instructions stored on computer readable media such as memory or other
type of storage devices. The term “computer readable media” is also used
to represent any means by which the computer readable instructions may
be received by the computer, such as by different forms of wired or
wireless transmissions. Further, such functions correspond to modules,

which are software, hardware, firmware or any combination thereof.

‘Multiple functions may be performed in one or more modules as desired,

and the embodiments described are merely examples. The software may
be executed on a digital signal processor, ASIC, microprocessor, or other
type of processor operating on a computer system, such as a personal

computer, server or other computer system.
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Social engineering is leveraged to complement technology solutions to
observe and report security policy violations. A system includes a method,
algorithms and-apparatus to enable employees, and other stakeholders,
including non human entities to report events, receive the reported events,
analyze those events, corroborate those events, and actuate appropriate
responses. Various embodiments of a system combine convergence of
physical and information security devices with social computing to form a
social network, intelligence. People in an environment to be monitored for
security provide communications via many different communication
mechaniéms describing activity that they observe. | Such people are referred
to as agents. Now,'these agents are to be identified keeping in mind the
context of the environment in which security needs to be enhanced. For
example, in a software company, the primary asset to.be protected is data,
and the primary mode of stealing data is USB devices. Now, the security
guards who screen employees (software programmers) aie generally not
technology savvy, and cannot identify a USB device whose form factor is
different from a usual one [e.g., USB device in the shape of a pen].
However, another programmer, who is savvy enough to realize the same
may observe the misuse of the-device and is in a position to report this
violation. Hence, programmers are the appropriate stakeholders who can be
identified as agents, along with some other stakeholders as well. Ina
manufacturing house, however, the primary asset to be protected are
physical assets — machines, 'equipment, tools, and workers who spend
almost their entire time dealing with those assets might be the right
stakeholders to be identified as agents. |

FIG. 8 illustrates a method to determine who should be the right agents in a
particular environment when there are deployment constraints. In
environments where there are no cost and scalability constraints, all or
most stakeholders could be identified as agents. One of the advantages of
the proposed system is that the cost of scaling it up is minimal; rather zero

for certain thresholds, and hence it is more feasible to scale than
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technological solutions. To that extent, this method is redundant in most
environments. The communications received from agents may be
monitored by security personnel and even security devices and appropriate
actions taken as a measure of response.

The system may be deployed in varied environments like manufacturing
houses, industrial plants, airports, public places, etc., which are fraught
with security challenges. The system may trace and track several policy
violations illustrated in a few use cases in th1s application. Such policy
violations or events may not be detected by current systems and hence not
responded to by the security administrators. For example, for some
organizations, movement of unauthorized people [e.g., foreign nationals] is
restricted. Technological solutions, unless very sophisticated like
biometric access control systems, generally cannot restrict or identify such
movements. The proposed system, however, may be utilized by several
employees who may report independently that they observéd an alien
moving in the premises without an escort — this also serves to corroborate
the events reported by one employee by providing supportiﬁg evidence in
the form of more reported events. The system provides information to
security administrators, who view all the content posted by the observers
and users of the proposed system.

If any particular event, which an agent uploads, leads the agent to believe
poses risk of significant loss to the organization, the agent may rate/tag
such content as “high impact” - this would help administrators to respond
faster to the threats. For instances when the security administrators may
have too many events to deal with, they may be obligated to deal with the
“high impact” and “very often” tagged events followed by “medium
impact” and “often” events, etc. Again, in some embodiments, the system
might use software analytical tools to prioritize the received events based
on certain factors, such as the his;cory of the correctness of reporting of one
user with respect to that of another. In such embodiments, the system could

also use a combination of system-prioritized and user-prioritized events.
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Reference is cited to "Adaptive Learning for Enterprise Threat
Management”: USPTO Abplication No. 12/171231, Pﬁblication No. US
2010-0010776 A1 which discusses this subject matter in detail and is
incorporated herewith in its entirety by reference.

In all embodiments, the system utilizes the fact that whereas security
systems are limited in their ability to detect events which could lead to
incidents of loss of physical assets or data to the organization, most of the
time there are people around who observe events. The system seeks to
leverage the observers to report the events through an easy to use
interactive tool, which also serves to report back the response to such
events by the administrators. The system may enable virtual collaboration
by creating a network or communities of users in a forum via a cost
effective portal. In some embodiments, the portal comprises a rich, user-
friendly interface based on a rich media (hosted either on the internet or
mobile or any hand held devices or any other devices) which allows easy
user access and management of the data for detecﬁng of an incident or
condition reported by a single observer or multiple observers and an
alerting mechanism to provide early notification via the portal. The
reporting could be executed in multiple forms like uploading content
having one or more of data, text, photo, video, and audio of the incidents of
security violation using mobile or like devices.

The content may be transmitted via internet enabled technologies using
mobile phones, hand held devices, over telephone wires, WiFi networks,
Bluetooth, or any similar communications mechanisms. The system may
utilize social computing methodologies, e.g., networking of people,
resources; creating communities, user groups and forum for participants to
generate information and transfer or partially transfer the responsibility of
security management to other stakeholders. The same may translate to user
generated policies and collective intelligence for the context.

Once a security breach has been reported, appropriate parties [security

administrators] can connect and monitor the situation. If the
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appropriateness of the notification has been established, the system may
also publish the action and the response time along with more parameters.
The validated notice or report may be collected to form intelligence. The
intelligence may be edited, or modified to context and then published to
create user generated intelligence. The system may create a chain of
influence among the network of resources to form collective intelligence
which can be termed a user generated policy for resources to comply with
the policies they have generated adhering to the pre — determined policies.
A dynamic trust rating can be initially assigned to each person inan
organization, based on designation, information flow control etiquette, etc.
For example, a senior executive with a clean background and a good- track
record of not sharing sensitive documents or violating any security policy
could be assigned a high trust rating of nine out of ten. On the other hand, a
middle level executive with a track record of printing and losing several
documents, and/or carrying USB drives in the company premises might be
assigned a low trust ratihg of three out of ten. This trust rating of users
[agents] changes as per their actions, their position, and their roles in the
organization--this rating is stored in the Database, in the messaging
backbone of the architecture of the system. In some embodiments, the
dynamic trust rating of individuals is used, and it changes based on their
behavior. As individuals report events regarding policy violations that they
observe, the administrators respond to those events appropriately,
depending on nature and severity. Once the administrators are done with
their responses, they close the loop by acknowledging the reported event —
this acknowledgement is used to alter the dynamic trust rating of the
reporting individual. For every event an individual reports which is found
to be true, his DTR increases and vice versa. Using this, in due c-ourse of
time, the tool could also prioritize the incidents being reported by
individuals — an incident reported by an individual with a higher trust
rating may be given priority over an incident reported by an individual with

a lower priority.
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[0028] FIG. 1 is a simplified block diagram of a system 100 (referred to as “the

[0029]

system” here onwards) to implement security management using social
networking. In one embodiment, a user interface 110 may be provided to
facilitate generation of communications relating to perceived security
violations. A wireless receiver/transmitter or hardwired network adapter

130 receives communications regarding perceived security violations from

a group of users [agents] indicated at 115, 120 and 125, and also from

stand alone edge devices such as 135. Many more users may be coupled to
a network 1335, such as an internal network of a company or other entity, or
a public network, like the Internet. The received communications may bé
stored, suéh as in a database 140 coupled to the network adapter 130. In
one embodiment, an analytics engine 145 is coupled to the database, and
may be programmed to consolidate received communications, analyze
them to provide insights and provide reports to security personnel
regarding security violations.

In various embodiments, the users may be using hand held wireless
devices, such as cellular phones, laptop computers, and other devices, or
may be wired workstations or kiosks, or any other form of device that can
provide a communication regarding a security violation. In one
embodiment, electronic switches may be placed near controlled access
doors, and simply pushed to report a violation, such as a pefson entering
the door after an authorized user without entering a code or using a badge.
This is referred to as tailgating. In other embodiments, tailgating may be
reported by sending a text message or email with information about the
event, including a picture if taken. Thus, the communications reporting
perceived security violations may be content rich in various embodiments,
and may even provide tags related to the frequency and/or seriousness of
the violations. The user interface may provide a simple email address, or a
graphical user interface with check boxes, drop down menus for entering
tags, attachment capabilities and other interface constructs such as those

associated with social based computing platforms. Further keys, such as
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[0031]

[0032]

emergency keys may be provided that allow a user to anonymously report,
or use an identification card or punch in an identification code to report
emergencies or security violations.

Social computing platforms may be used in conjunction with security
devices in one embodiment to create a mechanism which may sense,
predict, and respond to most events which are observed by people within
an organization. Events collected by the system might serve as sources of
inputs into physical security systems such as access control systems, video
analytics systems, etc. For example, events received by the data receiver
may be sent to ProWatch access control system manufactured by
Honeywell International, Morristown. The ProWatch access control
system, in response may send instructions to lock a certain door, for
example. Many such policy violations are not even detected by current
physical security systems and hence not responded to.

FIG. 2 is a block flow chart illustrating an example workflow 200 in
system 100. At 210, security threats [events] may be identified. Users of
the system observe events around them — for example, an employee
working in her cubicle may observe a stranger tail gating through the door
right beside. Regarding security threats, several possible intrusion
scenarios can emerge regarding how a physical security violation or, more
generally, any policy violation could enable an intruder to gain
unauthorized access to the company’s physical/ inforrﬁation assets. It may
or may not lead to an incident on every occasion, but does open up the
possibility of the same. For example, a person may tailgate for innocuous
reasons. The person may be an employee who forgot his/her access card. -
However, a security administrator needs to confirm this fact as an
unauthorized person tailgating could create security loopholes.
Notification of security threats may be received by the system 100 at 220.
The system enables virtual collaboration by creating a network /
communities of users in a forum via a portal (hosted either on web or

mobile/ hand held devices or any other devices which supports access to

10



WO 2011/001250 PCT/IB2010/001578

[0033]

the said network). The user interface enables the users to report a detected
incident or noticed vulnerability in the security process in multiple forms -
like uploading a data file / entering a text message / uploading photo /
video clip / audio clip/ making a phone call to a voice analytics enabled
receiver related to the detected incident or observed vulnerability. Once
this data is entered into the system through the interface, it could be
transmitted via IP network / cellular network / over telephone wires, cable,
WiFi, or any similar communications system to the central database of the
system.

Certain people may be designated as the administrators of the system.
Such administrators possess administrative privileges and can view the
reported incidents/ vulnerabilities through their respective user interfaces.
The system may promote discussions among agents on possible security
vulnerabilities and administrators may use the inputs from such discussions
to frame the security policy of the company. FIG. 3 shows a user interface
design in one embodiment with a few sample communications regarding
some vulnerabilities displayed. A message by an agent “Chandana”
address the need for enhancing the screening process of employeés so that
no employees bring in a USB drive or any other data storage device. Next,
another agent, “Me”, suggests that since most employees have laptops as
well as remote connectivity to company servers, they could as well sfeal
data from home — hence probably this policy [of not allowing USB drives
at all] is redundant, and could be replaced with a policy of random
checking of any employee’s USB drive. Yet another agent [Aniruddh]

%

concurs with “Me’s”. This might lead to a user generated policy. The
interface provides a typing area, a pull dowh menu for selection of the
recipient (currently set on Security), a list of groups the person is
following, and different devices from which communications may be sent

or read. Users of the systems may form groups, comprising individuals

 with some shared interest, to discuss specifically around that interest. In

one embodiment, the system facilitates the partial transfer of the onus of

11
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security management beyond the security personnel — to employees,
contractors, trainees, workers, suppliers, et. al.

Returning to FIG. 2, validation and analysis occurs at 230. The relevant
personnel — either the security personnel or any othe_r designated personnel
- can observe these incidents and investigate them. For example, in one
implementation a'security administrator may only sit in front of his desktop -
computer and view the reported violations — whenever the administrator
feels the need, the administrator may assign a security guard the task of
investigating a reported event. The administrator could send a text message
to the security guard which thé 'latter might receive on his mobile phone.
The guard might then go, investigate the incident, and then acknow}edge
the response — “false alarm”, or “caught the intruder”. The o
acknowledgement message could be sent through his mobile phone. The
system would wait for some time to allow the administrator to close the
event, and once that threshold has passed, may record the security guard’s
acknowledgement — true event/ false event along with the action taken.
Once the system does this, it also informs the reporting individual about

the action taken by sending a message/ email. Again, the analytics engine
145 in Fig 1 queries the trust rating of the concerned individual from the
database 140, and based on the security guard’s acknowledgement — true
event/ false event, the analytics engine 145 would compute the appropriate
change to the dynamic trust rating of the individual. For example, if the
reported event were true, the analytics engine 145 may increase the DTR of
the individual from say 6.5 to 7.0. The analytics engine. 145 possesses data
analytics capability to analyze the events and categorize them based on
several administrator defined parameters — such as time/ date, geographical
location, reporting user, etc. Ontological dictionaries capture concepts and
relationships in a specific domain from human experts which are‘ used by
machine learning algorithms to analyze behaviors and suggest
recommendations based on empirical data. The responses may also be

analyzed and categorized in the same manner. Such responses can be

12
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[0037]

managed / edited / modified at 250 and published to create user generated
intelligence. The categorization helps in report generation. For example, an
auditor may query the system — “please show me all the events related to
USB drives and the responses” — for which the system can pull out all
events categorized under USB drives and generate the appropriate report.
FIG. 10 shows the root cause analysis of a common use case explaining
why current security systems are unable to prevent such incidents, and also
how system 100 is better positioned to do so. There exist three points in the
value chain, as shown in the figure, where system 100 comes into play. The
probability of an agent observing the event at i, 2 or 3 is high and system
100 enables him to réport this/these observed event[s]. If an agent reports

any of these events, the security administrators could swing into action and

‘prevent the security breach.

The administrator may wish to actuate some action based on the reported
incident. For example, if an agent reports a terminated employee tailgating
into a room where a significant amount of sensitive information is kept, the
administrator might want to lock all the computers in this area immediately
and send a security guard to investigate the same. The system provides the
administrator an interface to send commands to other security systems —
including physical security systems as well as information systems. An
example of one such physical security system is the Pro-Watch®
Enterprise Edition manufactured by Honeywell international, Morristown.
Interfaces may be provided to each of these recipient systems so that the
commands are understood by the recipient systems and acknowledgements
sent by them are understood by the system. The administrator thus sends
commands to each of those information systems [computers/ printers]
located within that room. The system interface provides the administrator
an easy drag and drop environment to choose the information systems to
which the command needs to be sent.

Once the command is sent, each of the recipient information systems may

send an acknowledgerﬁent packet, which informs the system about whether

13
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the command was executed successfully or not, or if it wés executed after
some delay. In case the command could not be executed, the system lbgs
the same in a failed commands log within the database for later review. It
may also send an alarm, depending on the configuration, to one or more of
the alarm monitoring clients. Thé administrator could manually send an
acknowledgement to the reporting user about the response, or the latter
could also receive an auto reply, thus closing the loop at 240.

To keep the users motivated to continue to report incidents, and also to
ensure the sanctity of the incidents they report, a risk/ reward mechanism
may be included. The concept of trust rating may also be used, which
works in a dynamic manner, based on the content the users communication.
The administrator closes all incidents by reporting a logical conclusion —
“True”, “False” or “Others” — the last méy be ﬁsed if the incident could not
be investigated, for some reason.

If a user reports an incident which is verified to be true by the
administrator, the system increases his current trust rating. If a user reports
an incident which is verified to be false by the administrator, the system
decreases his current trust rating. No change to the trust rating occurs if the
administrator categorizes the incident in the “Others” category. At any
point of time, since there might be multiple users reporting various
incidents, the system provides the administrator the option to view the
reported incidents either based on time or based on priority. In case the
administrator wants to. view the reported incidents based on priority [this
would happen whenever the number of incidents being reported in real
time are too high and it is difficult to manage them], the system prioritizes
the reported incidents based on the trust rating of the reporting user. The
user has the choice to remain anonymous, in which case his/her identity
would not be revealed to the administrator, but depending on the
implementation the system may either use his trust rating to prioritize the
incident reported by him or, it may not consider the trust rating for this

particular user and leave this incident un prioritized.

14
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The system provides a paradigm shift in the way organizations manage
security. Cﬁrr_ent access control systems only receive events whjc}} their
respective sensors collect. For example, if an employee swipes his access
card at a certain door and énters the same, the access control system
understands that he is present in a certain region. But if the same employee
now tailgates and moves on to another room, the access control system has
no knowledge of this event — it still understands the employee to be present
in the previous region. The system bridges this gap partially. If another
person observes this employee tailgating and entering the second room, and
reports the same in the system, now the system understands the change of
state. The system may serve as a supplementary source of events to current
physical security systems and information systems. In some embodiments,
the system thus adds an extra degree of redundancy.

At 260, a user generated policy to manage similar incidents is created.
Creation of this policy involves consideration of the suggestions provided
by various users [agents] as explained in Fig 3. In the foregoing example —
a new policy may be created — report the presence of all ex-employees
inside the campus. Whenever an ex-employee (or any employee who has
resigned/has been terminated and has completed his/her notice period) is
observed by an agent inside the company premises, the agent would report
this event. It is possible that the ex-employee has come for some genuine
reason, such as for dues settlement/ return of blackberry, etc. To that extent
the reporting could be redundant — but in the context of security,
redundancy is better than ignorance of such high impact events.

At 270, administrators are in charge of sending the appropriate report outs
for these systems — the system provides them with the options to run
reports in conjunction with other systems. The implementations could be
different — for example, since ProWatch access control system
manufactured by Honeywell Inc. runs reports related to access control, the

access control reports could be run from ProWatch using the extra events
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reported by the system. In further embodiments, the system may
independently generate reports for the events handled by it.

FIG. 4 illustrates a typical process flow 400 utilizing the system 100.
Receipt of communications fed from users is indicated at 410. The same
user and other users may add more data on top of existing data at 420. The
data is consolidated, and at 425, the consolidated data is analyzed to
determine if an action should be performed in response to the
communications. The action 430 may be performed, and an administrator
responds based on the data, updating a response to the data at 435. A
réport may be generated by the system at 440. Many different reports may
be generated. A report is classified at 445, and the report may be ll;éed to
alter an existing state at 450. If the state is altered, an alarm may be
flagged at 455, in response to which appropriate actions may be taken. The
report is archived at 460 with all the data related to a chain of events
corresponding to the report.

FIG. 5 is a block diagram of an example architecture 500 for implementing
a secﬁrity system. The system consists of a user interface 510,
administrator interface 515, a data storage unit 520, a data warehouse 525,
an analytics engine 530 to analyze the data stored, and an interfacing &
actuating mechanism 540 with interfaces to other enterprise s&stems such
as facility management systems, IT systems 550, etc. Facility management
systems may include, for example, physical security systems 555, visitor
management systems, third party applications 560, personal mobility
equipment such as mobile phones or personal digital assistants, etc. The list
mentioned here is representative and it would be apparent to those skilled
in the art that the opportunities to integrate the tool with numerous other
systems exist. |

The user interface is a typical interface which permits easy entry of data,
easy querying of data [for reports, for example], and viewing of data —a
Web 2.0 portal is a simple example. The user interfaces may be located on

a user’s computer, mobile phone or any other device which could be used
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'to send data to the system/ view some data/ reports inside the system. The

user interface may be generated by the system and sent to a user device for
viewing via a web browsing application in one embodiment.

The administrator interfaces may be located on the administrator’s
computer, mobile phone or any other device which could be used to send,
query, and modify data to/in the system, or even alter the system settings
such as adding new users. The administrator interfaces need not be located
distinct from the user’s interfaces. For example, the administrator could
access his interface from the same computer from which another user
interfaces with the system, but log on with administrative rights which
would enable him to perform additional functions, such as query the
system for certain reports.

Once a certain user inputs some data into the system, the data analytics unit
analyzes this data for any preset conditions and then classifies the data and
presents it in a web browser form which other users can also view either
from thin clients or even mobile phones. Other users can add some
comments to this data, can respond with their own content, or perform
some other actions [like rating or tagging content]. The data analytics unit
can use such actions to perform more analysis based on such actions [like
classifying similar rated content].

The administrator can also view content, just like other users do. But s/he
has access to more details compared to normal systems. For example,
certain applications may require users to mask their identities — which
would not be visible when a normal user views uploaded data — but it may
be visible when the administrators views the same data. Based on each
uploaded content unit and other users’ response to the same, the
administrator may decide to take some action — for example, if the
uploaded content is about a security incident and ratified by other users, the
administrator may send some security personnel to investigate the event.
Once the response is performed, the administrator will “close” the current

content chain by certifying — “true”, “false” or “others” - which would be
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archived in the data warehouse 525. The data warehouse 525 is also
queried for the reports, which the administrator may require at a certain
later time. The system allows for certain other services as well. The service
bus contains several units which proVide these services. The Integration
Service unit helps integration with 3rd party applications 560 such as
Enterprise Resource Planning systems.

A security services unit 570 helps in user enrollment, assigning privileges
to a user, modifying or dgleting user privileges or removing a user. It also
takes care of authentication when a user tries to log on to the network. This
would also include authenticating the administrator, for example, when he
tries to log on to the network with administrative privileges. Device
management services unit runs the routine functions to ping and verify the ‘
status of all other devices connected to the network. The diagnostic
services unit is the heart of the system. The application specific data
analytics algorithms are built in within this unit. Those well versed in the
art would appreciate that the social networking platform may have several
applications and collaborative security is just one indicative application.
Different sets of algorithms could be built to enable different applications
and accordingly, the form of the platform might be altered to accommodate
the specific requirements of the application.

Event/ alert services unit provides alerts based on reported conditions or,
whenever there is a change in the current state. The current state could be
defined in terms of different parameters, such as time. So a condition could
be defined as — “If time exceeds 8 pm, apply policy X else apply policy Y.
As soon as the clocks ticks 8pm, the current state changes, and the event /
alert services actuate a change in policy. A command is sent to the
interfacing physical security systems/ information systems to execute the
change in policy‘. The recipient system[s] sends an acknowledgement
message for the receipt of the command. If the event/alert services unit
does not receive an acknowledgement message, it records an error which is

stored in the data warehouse. The reporting services unit collates are the
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data from the user / administrator inputs and classifies and formats them
for reporting purpose. For example, the various incidents reported by a
single user‘could be classified together.

The following user table gives an indication of the way this information is
tabulated and étored, in one possible implementation as shown in the table
of FIG. 6. A user identification is provided at the top of table 600. Each
row corresponds to columns that include a date, tirhe, incident ID,
administrator response and administrator comments.

FIG. 7 is a detailed block diagram of an example system 700 for
implementing a security system. The top most layer depicts the kind of
devices ranging from mobile phones to desktop and web based interfaces
which may be used to access the applications and their data built on the
platform. Some data like alerts may also be integrated with edge devices
from Honeywell.

An Applications layer 720 enableé various functions in the platform — the
ability [for users/administrators] to search for text 722, the ability to
generate and monitor alerts either through email, mobile phone message or
RSS, the ability to interact with short messages 724, and the ability for
agents to perform discussions within themselves and for administrators to
bé able to respond to the generated messages 726 e.g., the ability for an
administrator to close a tailgating event feported by an employee.. Third
party applications 730 may be added such as to provide more analysis,
workflow reporting and other functions.

An integration services layer 732 contains the following functionalities —
adapters/ connectors 734 to different devices such as PfoWatch or WinPak
security access management control systems manufactured and marketed
by Honeywell International; services 736 which enable the development of
new applications 730 on top of the platform; web services for the
applications to build data 738; security services 740 which govern the
authentication of users/administrators and Native API 742 — which enables

connecting the various databases 744. The LDAP 744, for example,

19



WO 2011/001250 PCT/IB2010/001578

[0056]

[0057]

enables creation of user accounts, creation of groups, creation of roles for
various users, greation and modification of policies — it keeps a record of
all these parameters. '

In an analytics engine layer 750, domain level ontological dictionaries 752
help in auto categorization of content — for example, four security incidents
reported by different users at different points in time could be categorized
as “Sunday afternoon shift events”. Natural Language Processing
Algorithms 754 may be written specific to the application/ intended end
use of the product. For example, the collaborative security application may
use prioritization of the various security incidents reported by various
users, for the administrator to be able to optimize response [like sending
the security guard to investigate], such algorithms may be written and
would be different for different applications. There is a functionality
[recommendation engine 756] to analyze the text and look out for specific
keywords - for example, if a user reports — “a person without an access
card followed another employee to gain entry into Jupiter building”, the
system could analyze this text and extract the words “without an access
card” and “followed” to help tag this event as “tailgating”. Users could add
more tags to the same. The media indéxing functionality 758 provides the
implementation of the underlying search capability in the system. Machine
learning algorithms also help to analyze behaviors and suggest
recommendations based on empirical data. Learning models for constant
learning and adaptability to new situations and behaviors.

A Distributed Computing/ Storage engine 760 governs the manner in
which data is stored in the system and the way algorithms are executed and
also ;)ffers a highly scalable framework for processing large set of data. A
messaging backbone 770 is the back end infrastructure which enables data
and message aggregation. Some of these messages need to be filtered at
772 [for example, if they contain inappropriate content]. Once the
messages reach the designated inbox of an Outlook application, they are

monitored. Messages may be queued and responded to and records kept for
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the way the messages are handled. The backbone 770 performs all these
functionalities. Data sources 780 explain the other possible ways in which
data can be uploaded into the system — it could be obtained from other
social networks, through files uploaded by users etc.

In one embodiment, many different case scenarios may be handled by the
collaborative security approach of the systefn.

Scenario 1: Policy Violation. In this scenario, there are two possibilities —
i] another stakeholder (maybe a cleaner, contractor, or another employee,
for example) observes another employee opening the door and leaving it
open _ in this case s’he may report the incident along with the name of the
offender. This would result in the erring employee being warned, maybe in
addition to some other form of punishment, on one side; and the person
who reported the event being rewarded. Most importantly, the policy
violation [the opened door] would be addresséd quickly, hopefully before a
potential intruder would have had the opportunity to exploit the same to
his/her advantage ii] another stakeholder (maybe a cleaner, contractor, or
another employee, for example) observes opened door but does not observe
the erring person - in this case s’he may report the incident without with the
name of the offender. This would result in the observer being rewarded.
The respective authorities may attempt to find out the erring person. Again,
the policy violation [the opened door] would be addressed quickly,
hopefully before a potential intrudér would have had the opportunity to
exploit the same to his/her advantage. In either case, the point is that the
incident is reported at the earliest possible instance and a potential security
loophole is addressed.

Scenario 2: Anomaly Check. In this scenario, the essential point is that, the
contractor has normal permission to work on Weekdays. If s/he secures
special permission to work on a weekend, a special badge may be assigning
which s/he needs to wear all the time s/he is inside the campus. If s/he does
not wear such a badge and is observed by another stakeholder roaming

inside the campus, this could be reported duly, resulting in appropriate
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rewards/ punishments. This increases the possibility of the policy violation
being detected and reduces the chance of the contractor laying his/her
hands on any assets _ since the possibility of someone observing him/her at
the time of stealing an asset is very low in the first place.

Scenario 3: Policy Violation. In this scenario, the essential point is that,
employee who Works in a company where the usage of mobile phones with
cameras is disallowed brings such a device to office regularly _ another
employee who is probably part of the same team brings it to the notice of
the authorities. This would result in the erring employee being warned,
maybe in addition to some other form of punishment, on one side; and the
person who reported the event being rewarded. Most importantly, the
policy violation [the usage of unauthorized device] would be addressed
quickly. Repeated violations can result in stern action being taken against
the offender - this can serve as a deterrent to other employees to violate
policy.

Scenario 4: Duplication Check. If the company policy is such that sharing
of desktop computers is not permitted, then the usage of any desktop
computer is mutually exclusive _ in the absence of the .designated user no |
one [exceptional cases like an administrative overhaul can be dealt with] is
permitted to access this computer. If an intruder attempts to access this
computer in such a scenario, it is quite likely to get noticed by some other
stakeholder in the organization. Now, if that stakeholder reports the
developments to the authorities, again whereas the appropriate reward/
punishment mechanisms are effected, the unauthorized access can be
prevented.

in conclusion, reporting of policy violations and linking the same to
individuals’ privileges and incorporating suitable reward/ punishment
mechanisms serves as a deterrent to individuals to violate policy and
supplements the use of technology to detect incidents and prevent policy

violations.
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In the preceding discussion, organizations have been construed to be
individual companiés, with defined boundaries such as certain number of
employees, walled within certain perimeters, etc. However, certain
embodiments méy involve the extension of this premise. For example, in
one embodiment, an organization could comprise communities of agents,
who belong to different walks of life, but come together for a shared
purpose — such as residents securing the neighborhood in which they stay.
FIGs. 10-11 illustrate few more embodiments of system 100. FIG. 10 |
illustrates an embodiment in a residential community. At 810, an informant
in a residential neighborhood observes suspicious activity in 'anot_her house.
At 820, she logs on to the system via the web and reports the suspicious
activity. The system analyzes the message, and by using natural language
processing [NLP] techniques or using GPS functionality from the sender’s
transmitting device [such as GPS enabled mobile phone], or any related
technology, determines the police station under whose jurisdiction the
affected area falls — and routes the report to the concerned Station Head
Officer at the identified local police station. The system also displéys the
nearest responder [such as police constable] on duty. At 830, the SHO
receives this information, and routes the alert to the concerned responder.
This could be in two forms — at 840, the responder receives this
information displayed at an electronic display node which he visits
frequently while on duty Alternatively or in addition, at 850 the responder
receives this information on his handheld device [such as Blackberry]. At
860, the responder goes to the affected area to check out the incident.

FIG. 12 illustrates yet another embodiment in a community which includes
traffic management. At 910, an agent observes a car jumping a traffic
signal/ being driven rashly. As a matter of fact, in this illustration there
exists a CCTV camera with embedded video content analysis software
which also detects the violation. While the camera may‘ send this
information to the data receiver via its own hard wired network, the agent

may use her mobile phone to type in a text message and send the same to
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the data receiver. The message received from the camera might serve to
corroborate the message received by the agent. Alternatively, this
embodiment illustrates that messages from agents could also be used to
reduce the false alarms generated by technological solutions, by
corroboration. Now, at 920 the system determities the nearest responder
[such as traffic policeman] and re-routes the message to his mobile phone.
At 930, the responder intercepts the offender. At 940, the feedback is
complete with the agent sent a notification on the incident response. It will
be apparent to those skilled in the art that the possible deployments are

many — such as in airports or even at schools.

A block diagram of a computer system that executes programming for
performing the above algorithm is shown in FIG. 9. A general computing
device in the form of a computer 910, may include a processing unit 902,
memory 904, removable storage 912, and non-removable storage 914.
Memory 904 fnajr include volatile memory 906 and non-volatile memory
908. Computer 910 may include — or have access to a computing
environment that includes — a variety of computer-readable media, such as
volatile memory 906 and non-volatile memory 908, removable storage 912
and non-removable storage 914. Computer storage includes random access
memory (RAM), read only memory (ROM), erasable programmable read-
only memory (EPROM) & electrically erasable programmable read-only
memory (EEPROM), flash memory or other memory technologies,
compact disc read-only memory (CD ROM), Digital Versatile Disks
(DVD) or other optical disk storage, magnetic cassettes, magnetic tape,
magnetic disk storage or other magnetic storage dévices, or any other
medium capable of storing computer-readable instructions. Computer 910
may include or have access to a computing environment that includes input

916, output 918, and a communication connection 920. The computer may
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operate in a networked environment using a communication connection to
connect t0 one or more remote computers. The remote computer may
include é‘ personal computer (PC), server, router, network PC, a peer device
or other common network node, or the like. The communication
connection may include a Local Area Network (LAN), a Wide Area
Network (WAN) or other networks.

Computer-readable instructions stored on a computer-readable medium are
executable by the processing unit 902 of the computer 910. A hard drive,
CD-ROM, and RAM are some examples of articles including a computer-
readable medium.

The Abstract is provided to comply with 37 C.F.R. §1.72(b) is submitted
with the understanding that it will not be used to interpret or limit the scope

or meaning of the claims.
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CLAIMS:

1. A system comprising:

a data receiver to receive communications regarding perceived security
violations from a group of users;

a data base to store the received communications;

an analytics engine to consolidate received communications and provide

reports to security personnel regarding security violations.

2. The system of claim 1 wherein the communications comprise a tag

corresponding to user perceived severity of the perceived security violations.

3. The system of claim 1 wherein the communications comprise a tag

corresponding to the user perceived frequency of the perceived security violations.

4. The system of claim 1 wherein the communications comprise multimedia
content.
5. The system of claim 4 wherein the multimedia content comprises at least one

of text, audio and video content.

6. The system of claim 1 wherein the communications are received via a
network.
7. The system of claim 1 wherein the analytics engine generates a trust rating

as a function of communications received.

8. The system of claim 7 wherein the trust rating is derived for the user

providing a communication.
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9. The system of claim 8 wherein communications are ranked by the trust

ratings of the user providing the communications.

10.  The system of claim 1 and further comprising a user interface generator to

provide a social computing platform for authoring the communications.

11. A computer implemented method comprising:

providing a user interface to facilitate generation of communications relating
to perceived security violations;

receiving the communications regarding perceived security violations from a
group of users;

storing the received communications in a database;

consolidating received communications; and

providing reports to security personnel regarding security violations.

12. The method of claim 11 and further comprising alerting security personnel
to a communication describing a security violation for which action should be

immediately taken.

13.  The method of claim 11 wherein the communications comprise a tag

corresponding to user perceived severity of the perceived security violations.

14, The method of claim 11 wherein the communications coniprise atag

corresponding to the user perceived frequency of the perceived security violations.

15. The method of claim 11 wherein the communications comprise multimedia
content.
16. The method of claim 15 wherein the multimedia content comprises at least

one of text, audio and video content.
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17. The method of claim 11 and further comprising generating a trust rating for

a user as a function of communications received from the user.

18. The method of claim 17 and further comprising ranking communications as

a function of the trust ratings of the users providing the communications.

19. A computer readable storage device having instructions stored thereon for
causing a computing platform to execute a method, the method comprising:

providing a user interface to facilitate generation of social based |
communications reléting to perceived security violations;

receiving the communications regarding perceived security violations from a
group of users;

storing the received communications in a database;

consolidating received communications; and

providing reports to security personnel regarding security violations.

20.  The computer readable storage device of claim 19 wherein the method
further comprises:

receiving a tag corresponding to user perceived severity of the perceived
security violations;
receiving a tag corresponding to the user perceived frequency of the perceived
security violations; '

generating a trust rating for a user as a function of communications received
from the user; and

ranking communications as a function of the trust ratings of the users

providing the communications.
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