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Description

QUANTUM CRYPTOGRAPHY SYSTEM
Technical Field

The present invention relates to a quantum cryptography system, more particularly,
which employs a fiber optic material with very small thermal expansion in order to
suppress phase shift according to temperature change and thus generate a correct

quantum cryptography key.

Background Art

The quantum cryptography system is a technology based on quantum mechanics,
which modulates the phase of a single photon in order to share a secret key for
encryption between transmitting and receiving parts. In such a quantum cryptography
system, the secret key is determined by the interference of receipt signals of the
receiving part, and thus it is important to maintain interference conditions of the

receiving part stably.

An example of the quantum cryptography system is illustrated in FIG. 1. As
shown in FIG. 1, the conventional quantum cryptography system generally includes a
transmitting part 10 and a receiving part 30, which are connected with each other
through a quantum channel 20. The transmitting part 10 includes a light source 11, an
optical fiber array 13 configured to impart a first path difference to an optical signal
introduced from the light source 11, thereby dividing the optical signal into two signals
having the first path difference, and a phase modulator 15 for modulating one of the
optical signals propagating through a longer optical fiber of the optical fiber array 13.
The receiving part 30 includes an optical fiber array 33 configured to impart a path
difference to the optical signals received from the transmitting part 10 through the
quantum channel 20, a phase modulator 35 for modulating corresponding optical
signals propagating through a longer one of the optical fiber array 33 and a detector 37

for detecting an interference among the signals.

Accordingly, the optical fiber array 13 divides a signal generated by the light source
11 of the transmitting part 10 into two signals. That is, one of the divided signals
which is propagating along the longer optical fiber where the phase modulator 15 is
located is modulated by the phase modulator 15. Then, owing to the resultant time
delay corresponding to the length difference between longer and shorter optical fibers,

the transmitting part 10 transfers two signals, the latter of which is modulated.
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When the two signals are transferred through the quantum channel 20, the first one
of the two signals, which is not modulated, is divided again into two signals by the
optical fiber array 33 of the receiving part 30. One of the divided signals which
propagates along the longer optical fiber is modulated by the phase modulator 35.
Then, the modulated signal interferes with the signal propagating along the shorter
optical path owing to the phase difference, and the detector 37 detects an interference

thereby generating a quantum cryptography key according to a preset protocol.

However, in the conventional quantum cryptography system, any light dispersion
under external physical force or phase shift according to temperature change may act
as an obstacle against correct interference. This may act as a variable in the
generation of quantum cryptography keys. For this purpose, the conventional
quantum cryptography system is also provided with a heat insulator and a high
precision temperature control system having 0.01°C precision are added to the optical
fiber portions of the transmitting and receiving parts. Even in this case, however, the
degree of system stabilization is insignificant and thus there still exists an obstacle

against the commercialization of such systems.

Disclosure of Invention

Technical Problem

The present invention has been devised to solve the problem of phase shift
according to temperature change in a conventional quantum cryptography system.
Therefore an aspect of the invention to provide a quantum cryptography system which
employs a phase stabilized fiber optic material for optical fibers in transmitting and
receiving parts in order to solve the problem of phase shift according to temperature

change.

The present invention relates to a quantum cryptography system, more particularly,
which utilizes a fiber optic material with very small thermal expansion in order to
suppress phase shift according to temperature change and thus generate a correct

quantum cryptography key.

Technical Solution
According to an aspect of the invention, a quantum cryptography system includes a
transmitting part including a first optical fiber array of longer and shorter optical fibers

for imparting a first path difference to an optical signal introduced from a light source,



WO 2008/016201 PCT/KR2006/004087

[18]
[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

thereby dividing the optical signal into two signals having the first path difference, a
first phase modulator for phase-modulating one of the signals propagating along the
longer optical fiber and an attenuator for producing single photons respectively from
the two signals, which are divided by the first path difference of the first optical fiber
array; and a receiving part including a second optical fiber array of longer and shorter
optical fibers for imparting a second path difference to the signals, which are received
from the transmitting part through a quantum channel and have the first path
difference, a second phase modulator for phase-modulating corresponding signal
propagating along the longer optical fiber of the second optical fiber array and detector
for detecting interferences between the signals outputted from the second optical fiber

array.

In this quantum cryptography system, each of the optical fibers of the transmitting
part and the receiving part comprises a core containing BZO3 and the balance being SiO
, and GeOz, an inner cladding layer arranged around the core and composed of SiO2
and at least one additive of F and P added to SiO2 and an outer cladding layer arranged

on the inner cladding layer and composed of SiOZ.

Brief Description of the Drawings

FIG. 1 is a schematic diagram illustrating a conventional quantum cryptography
system;

FIG. 2 is a schematic diagram illustrating a quantum cryptography system
according to an embodiment of the invention;

FIG. 3 is a graph illustrating refractive index distribution of an optical fiber used in
transmitting and receiving parts of the invention shown in FIG. 2; and

FIG. 4 is a graph illustrating refractive index distribution of an exemplary fiber

optic material of the invention having a F-rich inner cladding layer.

Best Mode for Carrying Out the Invention

The present invention will now be described more fully hereinafter with reference
to the accompanying drawings.

FIG. 2 is a schematic diagram illustrating a quantum cryptography system
according to an embodiment of the invention. Referring to FIG. 2, the quantum
cryptography system of this embodiment includes a transmitting part 110 and a

receiving part 130, which are connected with each other through a quantum channel
120.



WO 2008/016201 PCT/KR2006/004087

[29]

[30]
[31]

[32]
[33]

[34]
[35]

[36]
[37]

The transmitting part 110 includes a laser light source 111, a first optical fiber array
133 of longer and shorter optical fibers for imparting a first path difference to an
optical signal introduced from the laser light source, thereby dividing the optical signal
into two signals having the first path difference, a first phase modulator 115 for
modulating the phase of one of the signals propagating along the longer optical fiber
and an attenuator 117 for producing single photons respectively from the two signals,

which are divided by the first path difference of the first optical fiber array 113.

The receiving part 130 includes a second optical fiber array 133 of longer and
shorter optical fibers for imparting a second path difference to the signals, which are
received from the transmitting part 110 through the quantum channel 120 and have the
first path difference, a second phase modulator 135 for modulating corresponding
signals propagating along the longer optical fiber and detector 137 for detecting in-

terferences between the signals outputted from the second optical fiber array 133.

In the quantum cryptography system of this embodiment, the transmitting part 110
serves to impart a path difference to signals introduced from the laser light source 11
and provide such signals having the path difference to the receiving part 130 through
the quantum channel 120. More particularly, a signal introduced from the laser light
source 111 is divided into two signals through the first optical fiber array 113. That is,
the signal is divided into one signal propagating along the longer optical fiber of the
first optical fiber array 113 and the other signal propagating along the shorter optical
fiber of the first optical fiber array 113, in which the signal propagating along the
longer optical fiber is also modulated by the first phase modulator 115. Then, upon
having exited the first optical fiber array 113, the two signals are converted re-

spectively into single photons by the attenuator 117.

Accordingly, those signals to be transferred from the transmitting part 110 include
two signals having a time delay corresponding to the length difference between the

longer and short optical fibers, the latter of which is modulated.

The receiving part 130 allows the two signals received from the transmitting part
110 to propagate along the second optical fiber array 133 in order to impart a path
difference to the signals. In the two signals transferred through the quantum channel
120, the first signal, which is not modulated is divided again into two signals by the
second optical fiber array 133. One of the divided signals propagates along the longer
optical fiber and then is modulated by the second phase modulator 135. The signal

modulated by the second phase modulator 135 interferes with the signal propagating
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along the shorter optical fiber of the second optical fiber array 133 owing to the phase
difference between them. Then, the detector 137 detects the interference of the signals

thereby generating a quantum cryptography key according to a preset protocol.

In the quantum cryptography system of the above-described construction, the first
optical fiber array 113 of the transmitting part 110 and the second optical fiber array
133 of the receiving part 130 are required to have the same magnitudes such as size

and length so that the quantum cryptography key can be detected correctly.

In addition, the optical fibers of the transmitting or receiving part can cause phase
shift with its thermal expansion according to temperature change, thereby creating
several problems to correct transmission of quantum cryptography keys. Thatis, a
typical fiber optic material in use for optical communication includes a core of SiO2
glass with a minor amount of GeO2 doped thereto and a cladding layer of SiO2 glass
arranged around the core.

Generally, the core has a higher refractive index than the cladding layer so that
optical signals propagate along the core. However, the SiO2 glass based fiber optic
material thermally expands according to temperature, which may make it difficult to
generate correct quantum cryptography keys when applied to the quantum

cryptography system.

Accordingly, a phase stabilized fiber optic material with its thermal expansion
being substantially zero (0) is employed for the optical fibers of the transmitting and
receiving parts 110 and 130 in order to prevent the phase shift according to

temperature change.

In detail, the fiber optic material of the invention contains a preset amount of B203
as a core component in addition to SiO2 and GeO2 so as to maintain the thermal
expansion coefficient to be substantially 0. Preferably, B203 content is controlled at 2
to 10 Mol% with respect to SiOZ.

In addition, the fiber optic material of the invention includes an outer cladding layer
of SiO2 arranged around the core, and further includes an inner cladding layer
interposed between the core and the outer cladding layer. That is, unlike typical fiber
optic materials, the fiber optic material of the invention has one more cladding layer
arranged in the interior thereof in order to achieve single mode conditions. The inner
cladding layer can act to control thermal expansion characteristics of the core while

improving propagation characteristics of optical signals.



WO 2008/016201 PCT/KR2006/004087

[49] In this invention, the inner cladding layer preferably contains at least one dopant of
F and P added into SiOz.

[50]

[51] More preferably, the dopant content is controlled to such a level that the refractive
index of the inner cladding layer remains smaller than that of the outer cladding layer.

[52] FIG. 3 is a graph illustrating refractive index distribution of a fiber optic material
used in an exemplary quantum cryptography system including a core, an inner
cladding layer and an outer cladding layer. It can be appreciated that single mode
conditions are satisfied in a wavelength range of 1200nm or more.

[53] FIG. 4 is a graph illustrating refractive index distribution of an exemplary fiber
optic material of the invention having a F-rich inner cladding layer so that an inner
cladding layer has a refractive index smaller than that of an outer cladding layer. The
fiber optic material of this structure can control the thermal expansion characteristics
of the core while promoting optical signal propagating performance.

[54]

Mode for the Invention

[55] The present invention will now be described with reference to the following
Example.

[56]

[57] Example

[58] A quantum cryptography system as shown in FIG. 2 was prepared. In this system,
a quantum channel length was 25Km, a signal transmission rate was 25.6kHz, and a
detector having noise of 8x10~ was used with an efficiency of 15%. In addition, the
mean single photon of the detector was 0.2.

[59]

[60] For the optical fibers of the transmitting and receiving parts of the quantum
cryptography system, a phase stabilized fiber optic material with substantially zero (0)
thermal expansion according to temperature was used. In detail, the used fiber optic
material included a core of SiO2 doped with a specific amount of B203, and an inner
cladding layer and an outer cladding layer of SiO2 arranged sequentially on the core.
The inner cladding layer contains a preset amount of F doped into SiO2 so as to lower
refractive index compared to that of the outer cladding layer.

[61]

[62] Detection was performed on the shift rate of cryptography keys for signaling

generated by the detector in the quantum cryptography system of the above-described
construction, and results are reported in Table 1 below in comparison with theoretical

calculation results.
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[64] Table 1
Measured result Theoretical calculation

Rshiﬁ(bit/s) 3543 38.4

Rmr(bit/s) 0.8+0.1 1.31

QBER(%) 2.3+0.3 3.3
[65]
[66] As reported in Table 1 above, it is appreciated that the shift rate Rshift of quantum

[67]
[68]

[69]

[70]

cryptography keys generated by the detector according to a preset protocol is
comparable with the theoretical calculation. It is also appreciated that the error rate R
of the detector is within the theoretical calculation thereby generally satisfying the

error

theoretical level.

While the present invention has been described with reference to the particular il-
lustrative embodiments and the accompanying drawings, it is not to be limited thereto
but will be defined by the appended claims. Itis to be appreciated that those skilled in
the art can imitate or modify the embodiments into various forms without departing

from the scope and spirit of the present invention.

Industrial Applicability

As set forth above in this disclosure, the fiber optic material having substantially no
thermal expansion can be used for the optical fibers of the transmitting and receiving
parts in the quantum cryptography system. Due to this, the quantum cryptography
system can be realized stably free from phase shift according to the temperature
change in a temperature range from 0 to 30°C. Furthermore, this can improve the

stability of an article as well as promote economic competitiveness thereof.
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Claims
A quantum cryptography system comprising:
a transmitting part including a first optical fiber array of longer and shorter
optical fibers for imparting a first path difference to an optical signal introduced
from a light source, thereby dividing the optical signal into two signals having
the first path difference, a first phase modulator for phase-modulating one of the
signals propagating along the longer optical fiber and an attenuator for producing
single photons respectively from the two signals, which are divided by the first
path difference of the first optical fiber array; and
a receiving part including a second optical fiber array of longer and shorter
optical fibers for imparting a second path difference to the signals, which are
received from the transmitting part through a quantum channel and have the first
path difference, a second phase modulator for phase-modulating corresponding
signal propagating along the longer optical fiber of the second optical fiber array
and detector for detecting interferences between the signals outputted from the
second optical fiber array,
wherein each of the optical fibers of the transmitting part and the receiving part
comprises a core containing B203 and the balance being SiO2 and GeOz, an inner
cladding layer arranged around the core and composed of SiO2 and at least one
additive of F and P added to SiO2 and an outer cladding layer arranged on the
inner cladding layer and composed of SiOZ.
The quantum cryptography system according to claim 1, wherein the core
contains 2 to 10mol% of BzOs.
The quantum cryptography system according to claim 1, wherein the inner

cladding layer has a refractive index smaller than that of the outer cladding layer.
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